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(57) ABSTRACT 

An asymmetric network system manages bandwidth alloca 
tion and con?guration of remote devices in a broadband 
network. A modular architecture of the system permits 
independent scalability of upstream and downstream capac 
ity separately for each of the upstream and downstream 
physical paths. Allocation of downstream bandwidth to 
requesting devices is made according to bandwidth utiliza 
tion by other devices, bandwidth demand by the requesting 
remote device, class or grade of service by the requesting 
remote device or bandwidth guaranteed to other remote 
devices. Con?guration parameters remotely managed by the 
network include device addresses (global and local), trans 
mission credit values, upstream channel assignment and 
upstream transmit power level. Further, management of 
device con?guration pro?les and bandwidth allocation 
occurs through control and response packets respectively 
generated by the network and the remote devices according 
to network operating software located at both ends. Control 
packets include poll packets that request, among other 
things, demand for an upstream transmission. Con?guration 
packets instruct remote devices to assume an operational 
state or return status or statistical data. Response packets 
transmitted by the remote devices provide information to the 
network operations center for control purposes or to con?rm 
the state of operation of remote devices, including channel 
operating statistics, errors, noise, etc. in order to remove or 
reallocate assigned upstream channels. Downloadable net 
work operating software enables the network operator to 
upgrade remote operating software or to recon?gure the 
response pro?le of the remote devices. Account administra 
tion and usage reports are also generated. IP or ATM 
encapsulation, as well as forward error correction and 
encryption, are employed in the broadband network which 
may include an RF, satellite and cable medium with or 
without a telephony or router return path. 
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HIGH-SPEED INTERNET ACCESS SYSTEM 

[0001] This application is a divisional application of co 
pending US. patent application Ser. No. 09/610,357, ?led 
Jul. 5, 2000, Which is a divisional of US. patent application 
Ser. No. 08/899,883, ?led on Jul. 24, 1997, now US. Pat. 
No. 6,658,010, Which claimed priority to US. Provisional 
Patent Application 60/022,644, ?led Jul. 25, 1996, all of 
Which are incorporated herein by reference. 

[0002] This application is also related to US. Pat. No. 
5,586,121 titled “Asymmetric Hybrid Access System”, 
Which issued on Dec. 17, 1996, and US. Pat. No. 5,347,304 
titled “Remote Link Adapter for use in TV Broadcast Data 
Transmission System”, Which issued on Sep. 13, 1994 in the 
name of Eduardo J. Moura and James C. Long, for Which 
re-issue application Ser. No. 08/340,733 Was ?led on Nov. 
16, 1994 now US. Pat. No. RE 35,774, all of Which are 
expressly incorporated herein by reference. 

FIELD OF THE INVENTION 

[0003] This invention pertains to a network management 
system that manages or controls data How in an asymmetric 
network in Which multiple users share a common broadband 
medium that conveys high speed data. More particularly, 
this invention is directed to a netWork management system 
for managing bandWidth and controlling con?guration 
parameters, including those affecting channel assignment, 
bandWidth allocation, transmit poWer setting, address 
assignment and the like in an asymmetric netWork commu 
nication system. 

BACKGROUND ART 

[0004] Medium access control provided by the present 
invention differs from contention-based and token-ring 
schemes in that a centralized netWork manager or controller 
regulates utiliZation of bandWidth by multiple remote 
devices communicating over a shared medium rather than 
permitting the remote devices themselves to take control 
over the medium Without prior authorization. Further, the 
present invention differs from asymmetric netWorks that are 
provided by dedicated ADSL netWorks in that multiple 
remote devices share a medium. 

[0005] The invention has application to CATV broadband 
netWorks, Wireless netWorks including cellular and satellite 
broadcast systems, television broadcast systems, hybrid/ 
?ber coaxial netWorks, cable communication systems, and 
telephony systems in Which at least a portion of the com 
munication paths betWeen communicating nodes is asym 
metric. Nodes of the netWork include servers, host comput 
ers, netWork devices and appliances, RF and cable modems 
and computing devices. In particular, the invention is 
directed to methods, architectural structures, systems and 
components thereof useful for providing, facilitating and 
managing asymmetric communication using various sWitch 
ing or routing protocols, including ATM sWitching and IP 
routing, at various layers including the physical, link and 
netWork layers. 

[0006] A primary objective of the present invention is to 
provide an architectural structure, control system and 
method for allocating bandWidth in an asymmetric netWork 
system. 

[0007] Another objective of the present invention is to 
provide a method and system useful in an asymmetric 
netWork for managing con?guration of remote devices. 
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[0008] A further objective of the present invention is to 
provide methods and systems for obtaining maximum band 
Width utiliZation by apportioning available bandWidth 
among multiple remote devices in an asymmetric netWork 
utiliZing a shared medium. 

[0009] A further objective of the present invention is to 
provide an architecture Which permits independent scalabil 
ity of upstream and doWnstream capacity in an asymmetric 
netWork system. 

[0010] A further objective of the present invention is to 
provide a packet based control scheme for managing With a 
con?guration of remote devices in an asymmetric netWork 
vacation system. 

[0011] It is yet another objective of the present invention 
to provide thorough packet based control ?exibility in 
assigning con?guration parameters and bandWidth utiliZa 
tion through provision of a doWnloadable netWork operating 
softWare from a netWork management center to multiple 
remote devices. 

[0012] It is yet a further objective of the present invention 
to provide methods and systems for collecting usage data 
and statistical operating parameters of the netWork Which are 
subsequently used for bandWidth management and con?gu 
ration control of remote devices. 

[0013] It is yet a further object of of the present invention 
to provide methods and systems for altering transmit level, 
frequency or time slot channel assignments, global and local 
address assignments, account ID assignments and other 
properties of remote devices connected to a shared medium 
in asymmetric netWork. 

[0014] It is yet a further object of the present invention to 
provide a management system Which provides account 
administration for remote devices connected thereto. 

SUMMARY OF THE INVENTION 

[0015] In accordance With one aspect of the invention, an 
asymmetric netWork management system, remote device or 
method involves the use of at least one doWnstream channel 
carried in a broadband transmission medium and at least one 
upstream channel operating in the same or different medium 
at a different speed or under a different protocol. The 
invention enables a host computer to transfer information 
With a plurality of remote devices over a shared broadband 
medium. A modular architecture of the netWork manage 
ment system permits independent scalability of upstream 
and doWnstream capacity separately for each of the 
upstream and doWnstream physical paths, and a netWork 
manager in the system manages con?guration parameters of 
the doWnstream bandWidth allocated to remote devices. The 
netWork manger may effect allocation of doWnstream band 
Width to requesting devices according to bandWidth utiliZa 
tion by other devices, bandWidth demand by the requesting 
remote device, class or grade of service of the requesting 
remote device or bandWidth guaranteed to other remote 
devices. Con?guration parameters remotely managed by the 
netWork manager include device addresses (global and 
local), transmission credit values, upstream channel assign 
ments, upstream transmit poWer levels. 

[0016] An additional aspect of the invention includes 
management of con?guration and bandWidth through con 
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trol and response packets generated at the network opera 
tions center and the remote devices, respectively. Control 
packets include poll packets that request, among other 
things, upstream lo transmission requests. Con?guration 
packets instruct remote devices to assume an operational 
state, return status or statistical data. Response packets 
transmitted by the remote devices provide information to the 
netWork operation center for control purposes or to con?rm 
their state of operation. Information packets are also sent in 
both directions. IP or ATM encapsulation, as Well as forWard 
error correction and encryption, are employed. The inven 
tion has application in broadband netWorks including RF, 
satellite and cable media, including those With telephony or 
router return paths. 

[0017] These and other aspects, advantages and bene?ts of 
the invention Will become more readily apparent in light of 
the succeeding disclosure and accompanying draWings. The 
invention, though, is pointed out With particularity by the 
appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FIG. 1 depicts a layout of a preferred architectural 
structure of the invention including an independently oper 
ating netWork manager, upstream controller and doWn 
stream controller. 

[0019] FIG. 2 is a functional block diagram of operational 
components of the upstream and doWnstream controllers in 
a cable-retum asymmetric network system. 

[0020] FIG. 3 is a functional block diagram of operational 
components of upstream and doWnstream controllers for a 
telephony-return asymmetric netWork system. 

[0021] FIG. 4A illustrates the transmitter and receiver 
components of multiple remote devices in communication 
With respective transmitters and receivers of a tWo-Way 
cable system. 

[0022] FIG. 4B is a depiction of the state machine illus 
trating generation of upstream data and DONE packets 
transmitted by the remote devices. 

[0023] FIG. 4C depicts a state diagram of remote devices 
in a transmit poWer level setting scheme. 

[0024] FIG. 4D shoWs a packet structure of a doWnstream 
data link frame encoding scheme. 

[0025] FIG. 4E depicts a Reed-Solomon encoded packet 
structure. 

[0026] FIG. 4F illustrates interleaving applied in a for 
Ward error correction scheme on the doWnstream channel. 

[0027] FIG. 4G illustrates the packet structure of 
upstream frame transmitted by remote devices. 

[0028] FIGS. 4H and 4I depict constraints of Viterbi 
encoding used in upstream transmission from remote 
devices. 

[0029] FIG. 5 illustrates the sequence of remote device 
initialiZation and con?guration. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

[0030] An asymmetric netWork is de?ned as a netWork 
communication system in Which at least a portion of the 
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respective upstream and doWnstream paths thereof operate 
at different speeds or under different protocols at the link or 
netWork layer to enable a host or server to communicate With 
remote users or client devices. The disclosed embodiments 
are described relative to a client-server netWork that permits 
high speed data services over cable, e.g., a hybrid ?ber 
coaxial cable netWork of a CATV system, but the teachings 
herein have equal applicability to Wireless data services 
including over-the-air TV and cellular broadcasts and direct 
broadcast satellite (“DBS”) netWorks. The de?nition of 
asymmetry encompasses tWo-Way Wireless and cable sys 
tems having diverse channels or sub-channels, as Well as 
telephone return cable and telephone return Wireless sys 
tems, including DBS systems. Conventionally, data is trans 
mitted in ?xed or variable length packets, but other data 
structures may be employed. Because only a small percent 
age of existing cable netWorks support tWo-Way data trans 
missions, the present invention also provides current CATV 
netWorks With a return by public sWitched telephone net 
Works (POTS or ISDN) or by router. 

[0031] FIG. 1 shoWs a netWork management system (i.e., 
a hybrid access system) that uses an asymmetric high-speed 
broadband netWork to provide data services over cable. The 
system provides end users, including residences, small busi 
nesses and schools With high-speed netWork-to-user (doWn 
stream) connections coupled With loWer speed user-to-net 
Work (upstream) connections. Such con?guration alloWs 
users to take full advantage of a modern, tWo-Way, hybrid 
?ber/coaxial (HFC) cable TV infrastructure and/or an exist 
ing telephone infrastructure. The asymmetric communica 
tion system provides a complete transport solution that 
alloWs NSP’s to deliver to their customers high-speed access 
to the Internet, online services, telecommuting services or 
any other TCP/IP or ATM based application. The system 
provides an overall throughput of 30 Mbps for each 6 MHZ 
TV channel in the doWnstream direction and operates from 
128 Kbps to 2.048 Mbps in the upstream direction. The data 
rates speci?ed herein obviously depend upon available 
bandWidth of operation. 

[0032] The disclosed netWork management system pro 
vides a structural architecture, and pathing con?guration that 
permits independent scaling of capacity at the upstream and 
doWnstream physical, link or netWork layer. This alloWs a 
netWork service provider full control of cable data services 
that How through the broadband netWork. A netWork opera 
tion center located at a centraliZed plant (i.e., a cable TV 
head end plant) controls con?guration of remote devices; IP 
address assignments; upstream data rates; remote device 
poWer level settings and frequency assignments; user traf?c 
management and load balancing; subscriber account man 
agement; routing or sWitching management; bandWidth 
management; and developing usage and performance statis 
tics for modifying parameters that control such functions. 
The system also alloWs connections to other support and 
high speed netWorks. 

[0033] The system uses standard television broadcast 
(cable or Wireless) equipment such as television modulators, 
encoders, demodulators and channel processors for manag 
ing the upstream and doWnstream data channels. Signals 
upconverted by the doWnstream controller are mixed With 
other channels and transmitted to remote users via cable or 
Wireless broadcast, ?rst to the head end, and then to the 
remote users. ForWard error correction techniques are 
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employed in the transmission of signals to ensure that data 
integrity is maintained over a range of television broadcast 
systems With varying quality. The head end equipment shifts 
the doWnstream channel frequency to the transmission chan 
nel frequency that has been chosen for service by the remote 
sites. The head end also mixes the doWnstream signal With 
TV channels in the roll-o?f portion of the spectrum on the 
outgoing ?ber link. In one embodiment, a ?ber cable carries 
the signal to neighborhood communities or businesses Where 
they are converted to a coaxial cable signal. A conventional 
television cable splitter is used at the terminal and to provide 
access for television entertainment services as Well as data 
services to one more PCs. 

[0034] Independent Scalability. The head end components 
of the netWork include a POP LAN sWitch 10 that provides 
intercommunication services for a doWnstream controller 
12, and upstream controller 14 and a netWork controller 16. 
Modularity of components and independent upstream and 
doWnstream controller provide scalability of the respective 
upstream and doWnstream channels at the network, link and 
physical layers. Providing independently operating doWn 
stream and upstream controllers 14 and 12, for example, 
facilitates matching equipment of a given capacity With 
desired traf?c loads independently in each direction of an 
asymmetric broadband netWork. In the preferred physical 
arrangement, separate hardWare racks or separated rack 
mounted components are used to establish independent 
operation and control of the respective asymmetric paths. 
Each controller has its oWn operating system and either may 
be serviced without affecting the operations of the other. 
Separation may also be achieved by partitioned operating 
routines in a netWork operating system Which control 
respective groups of upstream and doWnstream interface 
cards that handle asymmetric traf?c. 

[0035] DoWnstream bandWidth can be added indepen 
dently from upstream bandWidth without affecting the other, 
and vice versa, simply by modifying or enhancing one of the 
components. Above all, the netWork management system is 
optimiZed for heavy doWnload and constant bit rate traf?c 
transfersiincluding digital video, data and voiceiby the 
very nature of its asymmetric architecture. The pop LAN 
sWitch 10 shares an industry standard multi-gigabit back 
plane sWitching hub With interface modules for Ethernet 
(l0BaseT), fast Ethernet (100 BaseT), TCP/IP router, T-l 
CSU/DSU and ATM Sonet. The pop LAN sWitch 10 acts like 
a bridge to provide a single high bandWidth Ethernet fabric 
that connects to all routers, ATM sWitching netWorks, serv 
ers, controllers or other netWork components. 

[0036] DoWnstream controller 12 conveys high-speed data 
via a broadband communication signal that is supplied 
upconverter module 18, Which in turn, supplies the commu 
nication signal to a hybrid ?ber coaxial system of cable TV 
head end 20. In the preferred structure, controller 12 is an 
Intel or Sun-based microprocessor that provides channel 
service through routing or sWitching of doWnstream traf?c 
from a server (local or remote) to a remote user or device. 
The upconverter module 18 includes encoders and modula 
tors for converting digital data from the doWnstream con 
troller 12 into a form suitable for transmission over the 
CATV or Wireless netWork, as the case may be. Several 
modulation schemes may be employed by upconverter mod 
ule 18, as knoWn in the art. In the embodiment constructed 
by the inventors, both QAM and VSB modulation tech 
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niques have been used. Assignee has also employed a 
technique knoWn as VQM (vestigial quadrature modulation) 
Which is a special form of vestigial sideband modulation to 
place digital data in a standard television signal Without 
disturbing picture quality. This is described in assignee’s 
co-pending application Ser. No. 08/820,347 ?led Mar. 12, 
1997 in the name of William C. Levan for NetWork System 
Using TV Channel TV Data Transmission Scheme, now 
US. Pat. No. 5,946,047, Which is expressly incorporated 
herein by reference. 

[0037] Continuing to describe the doWnstream path, 
hybrid ?ber coaxial infrastructure of cable TV head end 20 
supplies a television or other broadband signal to a client 
cable modem, such as remote device 22. Device 22 includes 
a detector and demodulator for detecting and thereafter 
converting the broadband signal into a digital data stream. It 
too is microprocessor-based and includes operating softWare 
for performing a multitude of functions, including DES 
decryption, herein described. Once the appropriate data is 
detected, device 22 utiliZes an Ethernet interface to connect 
With and supply data to a computing device 24. 

[0038] The path of upstream data emanating from PC 24 
is returned to the host or server either through the same 
cabling infrastructure of cable TV head end 20, or altema 
tively, via a telephone link as illustrated by the telephone 
return path in FIG. 1. In the case of cable return, the cable 
modem 22, through its API interface With data processor 24, 
develops return data signals at an assigned frequency that 
dilfers from the frequency of the broadband signal in the 
doWnstream path. The upstream signal is then transferred 
over the same cabling infrastructure used for the doWn 
stream path. Thus, upstream and doWnstream signals share 
the same cable 25 that pass signals through the hybrid ?ber 
coaxial netWork of cable TV head end 20. As knoWn in the 
art, channel splitters, CSUs and DSUs are employed in the 
cabling netWork to provide independent up stream and doWn 
stream channels. A channel processor 28 reconverts the 
analog RF signals from the cable modem 22 into a digital 
data stream, and supplies the same to the upstream controller 
14. Channel processor 28 is designed to process multiple 
upstream channels from multiple ?ber nodes. Also, the 
upstream channels may have data rates that accommodate 
multiple types of service desired by the remote user 24, such 
as, text, graphics, voice, video, teleconferencing, or other 
type of service, transmitted at either constant or variable bit 
rates. 

[0039] Once the upstream controller 14 receives the data 
from the channel processor, it routes or sWitches the same to 
the POP LAN sWitch 10 for transfer to its intended desti 
nation. In the case of IP packets, POP LAN sWitch routes 
data packets according to destination addresses contained in 
the packet. In the case of ATM packets, virtual paths are 
established for temporary connections betWeen a source and 
destination. As indicated earlier, the controller 14 and/or 
netWork manager 16 provides a multitude of functions 
relative to con?guration, frequency and bandWidth manage 
ment, etc., so some of the packets transmitted by the remote 
devices 22 of 24 may be directed to the controller 14 instead 
of other devices in the netWork. 

[0040] In the case of telephone return cable system, a 
telephone modem 26 (Which may reside as the existing 
telephone modem card in computing device 24) develops 
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return data signals in accordance With conventional modem 
communication protocols, and conveys the same over tele 
phone lines to a modem bank in the upstream controller 14. 
As disclosed in assignee’s co-pending grandparent applica 
tion Ser. No. 08/426,920, now US. Pat. No. 5,586,121, 
incorporated herein, the modem return path may proceed 
directly to a host or server providing interactive tWo-Way 
communication With the processor device 24. 

[0041] Still referring to FIG. 1, POP LAN sWitch 10 
couples an Internet router 3025 and local servers 32 residing 
at the cable TV head end or Wireless broadcast facility. 
Router 30 provides connectivity to remote servers or other 
local or Wide area netWorks. Network controller 16, in the 
preferred embodiment, controls, monitors, and prioritiZes 
data ?oWing to and from the PC 24. Communication occur 
ring betWeen the remote subscribers and a host located at the 
head end facility or other site occurs via packets. DoWn 
stream data packets are sent to the remote devices in the 
form of TCP, UDP or ICMP IP packets. These packets may 
be encapsulated to transmit them according to ATM or any 
other sWitching or routing protocol. Packets sent to a remote 
device include a destination MAC address, a broadcast 
address or a multicast address. They also include an IP 
source address, netWork address or any other globally or 
locally assigned address. 

[0042] Packet-Based Control and Reporting. Advanta 
geously, bandWidth and con?guration management is 
achieved through transfer of numerous parameters contained 
in control packets that originate from the netWork manage 
ment system and/ or response packets that originate from the 
remote devices. Since the netWork management system is 
functionally modular, such management may be imple 
mented by any one of the independent doWnstream control 
ler 12, upstream controller 14 or the netWork controller 16. 
Packet-based control permits assignment and removal of 
upstream channels depending on their operability status, 
frequency assignments, grade of service or bandWidth 
assignment, authorization requests, account administration 
and a multitude of other functions described herein. 

[0043] Moreover, channel usage and operability statistics 
are collected by components of the system and reported to 
other components to effectuate bandWidth management and 
con?guration control. For example, the upstream control 
ler’s DSP collects channel quality data that is used by a 
con?guration manager to remove or reassign upstream chan 
nels. Remote devices report their bandWidth demand 
requirements to the upstream controller Which is used by the 
netWork manager for assigning doWnstream bandWidth over 
a shared medium or channel. Surplus spectrum allocated to 
idle remote devices may be reallocated to active remote 
devices requiring more capacity. Channels having poor 
transfer quality may be removed. Loads may be balanced 
betWeen different physical media. Devices may be sWitched 
at a different link, netWork or transport layer. 

[0044] Respective control Words, ?ags or nibbles con 
tained in the control and response packets enable the net 
Work management system to perform these functions. 
Because netWork operating softWare in the remote devices 
may be doWnloaded from the netWork management system, 
their operation may be altered by re-con?guring control 
packets to vary control and sensing functions alfectuated by 
the control and/or response packets. As evident, manage 
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ment and control by such packets provide substantial ?ex 
ibility in the management system. Appendices A through E 
describe various types of control information contained in 
control and response packets and the functions they provide. 

[0045] Header information in control packets originating 
at the netWork management system includes a destination 
MAC address, a source IP address, a destination IP address, 
an IP type ?eld, a UDP source port and a UDP destination 
port (port 473 in the preferred embodiment). Data values for 
control parameters folloW this header. The header of 
response packets from the remote devices additionally 
includes a source MAC address. These packets have a 
variable format that consists of a ?xed header folloWed by 
a variable length data ?eld made up of operation units. In a 
conventional manner, the remote devices parse each com 
mand contained in a packet, and execute the commands that 
appear in the control packet based on the value assigned to 
parameters according to netWork operations softWare run 
ning in the remote device 22. The value of variables or 
parameters contained in the control packets may effect 
assignment of an address (global or local), assignment or 
change of an up stream transmit frequency, a change transmit 
poWer level setting, sWitching to another channel, issuance 
of transmission credits, ATM sWitching or pathing control or 
alteration of a polling status from one priority to another. 
Elfectuation of other netWork management options is self 
evident from the parameters and corresponding explanation 
set forth in Appendices A through E. 

[0046] In a conventional manner as knoWn in the art, a 
microprocessor in the remote device 22 places the control or 
status information in a register or memory location, and 
thereafter executes instructions of operating softWare in 
accordance With ?ag bits and information contained in the 
register or memory location. In addition, statistical traf?c 
information may be accumulated by any component of the 
netWork operations center or the remote device to facilitate 
the control and management functions. Functions of the 
remote device 22 may also be performed by or reside in the 
client processor 24. Functions of a telephone modem 26 and 
RF modem device 22 may be combined in the remote client 
processor 24. 

[0047] In particular, Appendix A describes the various 
?elds (or entries) in a credit packet and their respective 
control functions that originate at the netWork management 
system (e.g., the upstream controller). A credit packet is used 
to issue transmission credits to a remote device authorizing 
it to transfer a given amount of information. The remote 
device, after transfer, responds With a DONE message 
(described later). In the preferred structure, upstream chan 
nel control is achieved by a polling mechanism through 
credit packets, CMD_CREDIT transmitted over the broad 
band doWnstream channel. Each credit packet is addressed 
to a speci?c remote device 22 (or 24) and contains a credit 
to transmit a speci?c number of packets on a particular 
upstream channel. 

[0048] There are tWo types of credits that can be received 
by a remote device, limited and unlimited. The limited credit 
packet contains a credit value less than the maximum 
alloWed credit (Oxlf?‘). An unlimited credit is given When a 
credit packet is received With a credit value of (Oxlf?‘). 
Certain values of certain parameters, as noted herein, pro 
vide status control or con?guration control. As seen in the 
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packet structure de?ned by Appendix A, the length of a 
control and status parameter may vary from a nibble, byte, 
single or double Word (real or integer), or from one bit to 
about 80 or more bits. Certain address information or remote 
identi?cation indicia is burned-in the remote device. 

[0049] Appendix B identi?es the various ?elds of a poll 
packet together With describing the respective control func 
tions associated thereWith. Poll packets are used, among 
other things, for detecting the transfer request status of 
remote devices. In operation, the netWork management 
system issues a CMD_POLL packet instead of a CMD 
_CREDIT packet in some situations. The CMD_POLL 
packet has the same format as the CMD_CREDIT packet. 
The remote device cannot distinguish betWeen the tWo 
packets With the exception of the type of response it is to 
make. The remote device treats the CMD_POLL packet as 
a CMD_CREDIT packet except that it Will return an RSP 
_POLL packet (to report status) instead of an RSP_DONE 
packet (to report an information transfer and/or an amount of 
remaining information to transfer). 

[0050] Appendix C speci?es the respective ?elds or 
entries, and control functions thereof, of a subscriber address 
con?guration packet format. The subscriber address con 
?guration packet, CMD_CONF, con?gures the IP address 
and dataDestMac address of the remote device 22 (or 24). 
The remote device uses the IP address, “assigned IP,” to 
con?gure the doWnstream MAC address. For example, if the 
decimal IP address is 128.9.032 the remote device converts 
each decimal ?eld to a hexadecimal number to obtain the 
locally administered MAC address: 0x02100z80z09100120. A 
complete con?guration message may be split into several 
CMD_CONF packets. 

[0051] Appendix D identi?es respective ?elds and entries, 
and the respective control functions, of one type of response 
packet that is transmitted by the remote device. As indicated 
earlier, only tWo types of upstream packets may be trans 
mitted by the remote device 22 or 24. This includes sub 
scriber data packets and response packets. Subscriber data 
packets can be TCP, UDP or ICMP IP packets. These packets 
may be ATM-encapsulated and are sent to the data destina 
tion MAC address speci?ed in the packet. On the other hand, 
response packets include RSP_DONE and RSP_POLL 
packets Which are solicited by the netWork management 
system. The remote device transmits upstream packets on an 
assigned channel. In particular, the remote device transmits 
a solicited RSP_DONE packet of Appendix D Whenever it 
receives a CM_CREDIT packet With the SEND_DONE ?ag 
set. The remote device also periodically transmits a solicited 
RSP_DONE packet of the type shoWn in appendix D When 
it receives an unlimited credit. Remote devices do not 
encrypt RSP_DONE packets. 

[0052] The Poll Response Packet of Appendix E identi?es 
the various ?elds in respective control portions of a poll 
response packet Which has attributes similar to the packet 
described in Appendix D, explained above. 

[0053] Network Management System. The doWnstream 
controller 12 (FIG. 2) routes packets doWnstream; collects, 
stores and forWards traf?c statistics; manages doWnstream 
bandWidth; encapsulates packets in the data link layer enve 
lope; scrambles the data; and adds forWard error correction. 
Controller 12 supports an integrated, internal 64 QAM 
modulator card 42 or an external 64 QAM modulator. The 
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QAM modulators provide encrypted data rates of the 10 
Mbps and occupies 2 MHZ of bandWidth of a 6 MHZ TV 
channel. The TV channel may accommodate three 10 Mbps 
channels. Dividing the doWnstream bandWidth into multiple 
broadband channels advantageously increases noise immu 
nity (i.e., each band is affected differently by noise) and 
provides alternative paths should one sub-channel fail. In the 
preferred structure, each doWnstream controller 12 is con 
?gured to support up to six independent doWnstream chan 
nels. The number of channels, of course, is a matter of 
design choice. The doWnstream router 12 connects to the 
POP LAN sWitch 10 via a standard Ethernet 100 BaseT port 
40. 

[0054] The doWnstream controller encodes Ethernet pack 
ets from the POP LAN hub 10 and produces a QAM 
modulated broadband RF doWnstream signal suitable for 
transmission over a cable netWork. The signal is then 
converted via converters 44 to, for example, one volt peak 
to-peak baseband video signals for supply to the broadcast 
ampli?ers for transmission over a conventional broadcast 
channel at the head end. The doWnstream data is typically 
selected from the spectrum spanning from 50 MHZ to 800 
MHZ. To avoid using an existing video channel, the channel 
used by the netWork management system may correspond to 
a channel number someWhere above the last usable video 
channel on the broadcast netWork, Where the carrier to noise 
level is small enough to alloW digital data transmission With 
error correction. 

[0055] A hybrid ?ber/ coaxial cable netWork 46 carries the 
baseband video signals to the remote users via cabling 
infrastructure 46. At the remote site 48 a demodulator 50 
demodulates the doWnstream video signal and supplies the 
same to a microprocessor 49 Which reconstructs Ethernet 
packets. These packets are fed into a client PC device 24 
(FIG. 1) using a standard Ethernet adapter. Based on the 
capabilities of the broadband netWork, outbound informa 
tion from the user’s PC travels back to the POP LAN sWitch 
by Way of the cable system or public sWitch telephone 
netWork. In the upstream direction, a VSB modulator 50 
modulates data from the client processor 24. Microprocessor 
49 effects control of VSB-modulated upstream data to send 
it back up the cabling infrastructure on an assigned channel, 
or to a telephone modem via, for example, an RS-232 port. 

[0056] The remote device or cable modem 48, as indicated 
earlier, provides a standard l0BaseT Ethernet interface for a 
PC. This provides high-speed data services to the broadband 
netWork. In the preferred embodiment, each client cable 
modem 48 supports up to 20 PCs or Workstations operating 
on an Ethernet LAN. Because many cable systems currently 
operating are limited, the cable modem 48 supports a return 
path by Way of cable, public sWitched telephone netWork or 
by router return. To receive high-speed data via the Ethernet 
LAN, cable modem 48 is tuned to a particular doWnstream 
channel frequency or time slot Which is speci?ed through 
softWare provided either in the modem 48 or the Workstation 
24 (FIG. 1). In addition, the client cable modem devices 48 
are accessible to the POP router 52 and local content servers 
54 by Way of the doWnstream controller 12. For bi-direc 
tional broadband netWorks, the client remote device 48 
includes a processor that processes the data and sends it 
through a separate upstream channel. The upstream control 
ler 14 dynamically speci?es the upstream frequency or time 
slot to enable the PC device to transmit data at speeds of 128 
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Kbps to 2.048 Mbps. For unidirectional cable systems, cable 
modem 48 provides upstream data via modem to a modem 
bank associated With the upstream controller 12 (see FIG. 
3). 
[0057] Upstream controller 14 manages the selection of 
upstream channels and performs medium access control 
(MAC) functions. In a cable return system, QPSK or VSB 
modulation is used on the upstream channel. As shoWn in 
FIG. 2, upstream controller 14 couples the Ethernet LAN 
sWitch 10 through a standard Ethernet l0BaseT or l0BaseT 
port for respective channels in the upstream path from the 
client cable modem 48. The upstream controller 14 tunes 
each channel, modulates data, extracts Ethernet packets and 
routes the data to external sources based on IP addresses. To 
achieve modularity, the upstream controllers 14 are con?g 
ured to handle a maximum of tWenty-eight channels each. 
Each channel is softWare con?gurable to operate at data 
rates from 128 Kbps to 2.04 a Mbps Which is controlled by 
softWare selectable parameters. 

[0058] The POP LAN sWitch 10 is a fast Ethernet sWitch 
that provides is a single high bandWidth Ethernet fabric 
Which connects all routers, servers, doWnstream controllers, 
upstream controllers and netWork managers. The POP LAN 
sWitch 10 operates at the link layer, but may be con?gured 
to operate at the netWork layer as Well. The POP routers 52 
provide a Wide area netWork (WAN) for interfacing the 
Internet clout 34 and/or other service networks through 
standard interfaces, such as Tl/Tl, SW 56, ATM SONET, 
T3, ISDN PRI, etc. A variety of POP routers may be used 
Within the netWork management system depending on the 
bandWidth of the required connections and the netWork 
protocols to be supported. 

[0059] FIG. 4A illustrates the remote interface devices 72 
through 74 Which 25 receive high-speed data from trans 
mitter 76 and transmit loWer speed data to receiver 78. The 
transmitter 76 and receiver 78 are located at the netWork 
operator’s head end plant. High-speed communication from 
a cable or Wireless signal distribution plant are conveyed 
from transmitter 76 along a doWnstream channel 77 Which 
comprises a Wireless medium or hybrid ?ber coaxial cable. 
Subscriber terminal equipment includes respective receivers 
72a and 74b in communication With the doWnstream chan 
nel 77 for receiving high-speed transmissions. Channels 77 
and 79 may comprise a Wireless or satellite transmission 
medium. The subscriber devices also include transmitters 
72b and 74b that are respectively coupled to the upstream 
channel 79 for transmitting loWer speed return data to the 
netWork operator’s head end equipment. In the head end 
equipment, media access algorithms control the subscriber’s 
transmissions on the upstream channel 79. Media access 
control achieved through a doWnstream grant message is 
knoWn as a “credit” packet and upstream relinquished/ 
request messages are knoWn as “done” packets. 

[0060] There are tWo forms of credit packet control mes 
sages, CMD_CREDITS and CMD_POLL. Responses to the 
CMD credits and the CMD poll messages include RSP 
_DONE and RSP_POLL messages. The remote devices do 
not distinguish betWeen these tWo forms of messages, but 
the netWork management system does. CREDIT packets and 
DONE packets refer to either type. The television operator’s 
netWork equipment assigns an IP address and the doWn 
stream MAC address based on the IP address of the sub 
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scriber’s remote equipment. The aspect of the invention 
described here sets forth hoW subscribers acquire addresses 
and hoW the hybrid access system changes the addresses for 
existing subscribers. The subscriber’s doWnstream MAC 
address is programmable by softWare in the subscriber’s 
equipment in response to a command from the netWork 
operators equipment. 

[0061] FIG. 4B depicts a state machine describing the 
upstream data transmission and DONE packet generation in 
the remote devices 72, 74. When the remote devices receive 
a credit packet With a limited amount of credit, they transmit 
data packets on speci?ed upstream channels until they have 
either used up their credit value or have run out of packets 
to send. Remote device 72, for example, Would then send a 
signal to relinquish its channel by sending a RSP_DONE or 
an RSP_POLL packet that Was solicited by the netWork 
management system. The remote device 72 does not retain 
the channel While Waiting for more packets to send. It only 
transmits those packets that are available to be sent Without 
interruption. Also, the remote device does not introduce 
dead time in the upstream transmission, other than inter 
packet gaps betWeen the time it receives a limited credit 
packet and the time it relinquishes a channel With a done 
packet. In the special case Where the limited credit issued by 
the netWork management system has a value of Zero, the 
remote device does not respond by transmitting data pack 
ets, but instead, responds only With the solicited RSP 
_DONE packet. 

[0062] When the remote device is provided With an unlim 
ited credit (“credit”=max=0xlff), it transmits a solicited done 
packet on the speci?ed upstream channel and then transmits 
data packets Whenever they become available. If the credit 
packet does not have the SEND_DONE or SEND_RSP 
_POLL ?ag set, the remote device Will not send a done 
packet. If the remote device sends an unsolicited done 
packet, netWork operator’s equipment Will process it in a 
normal fashion. Dead time on the upstream channel is 
alloWed When unlimited credit is given. After an unlimited 
credit packet is received the remote device needs no further 
credit packets to use the assigned channel. If another unlim 
ited credit packet arrives for the same channel, remote 
device sends out another solicited done packet in response 
and continues to use the assigned channel. If a limited credit 
packet is received, the remote device ?nishes any packet in 
progress, uses a limited credit assigned, issues a solicited 
done and stops transmitting on the channel. The remote 
device assigned With an unlimited credit sends periodic 
unsolicited RSP_DONE packets at a “heartbeatRate” that is 
speci?ed in the credit packet. Depending on the options 
available in the remote device, credits can be based on the 
number of packets that can be sent or the amount of data that 
can be sent. In either case the credit amount does not include 
the done response packet itself. 

[0063] The functions performed by the remote devices 72 
and 74 include 1) initialiZation, Which involves pre-con?gu 
ration of the remote device With start-up parameters to 
enable further con?guration by the netWork operator’s 
equipment With an IP address; 2) re-con?guration, Which 
includes assignment of a neW IP address by the netWork 
operated equipment; 3) poWer ranging Which establishes a 
proper transmit poWer level for upstream channel transmis 
sions; 4) adjusting frequency (or time slot) Which entails 
changing the upstream frequency (or time slot) by the 
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network management system to optimized upstream recep 
tion; 5) transmitting data rate adjustment, Which entails 
adjustment of the upstream data rate in response to control 
messages sent by the netWork management system; 6) 
commanding responses Which include sending of responses 
by the remote devices in response control packets sent by the 
netWork management system in order to provide status 
information; 7) packet transmission Which involves sending 
of data packets from the remote devices under control of the 
netWork management system; and 8) packet reception Which 
includes ?ltering of packets by the remote devices on the 
upstream channel and passing selected packets Which are 
addressed to the subscriber’s PC. The remote interface 
device 48 includes a router functionality Which may limit the 
incoming packets from the doWnstream broadcast to those 
destined for the subscriber’s PC directly connected to it. At 
the subscriber’s remote site, up to 20 PCs may be serviced 
by a single remote interface device 48. This number may 
vary according to design constraints. 

[0064] The remote interface devices 72 and 74 have 
respective globally unique IP addresses “assignedlp” Which 
all are con?gured by the netWork operator’s equipment and 
doWnstream MAC addresses “doWnMacAddr” that are sepa 
rate and apart from their upstream MAC address. The 
doWnstream MAC address is locally administered and is 
automatically con?gured based on the assigned IP address 
and/ or account number. The account number “accountNum” 
is used by the netWork operator to initially con?gure the 
subscriber. It is an ll-digit decimal number that is given to 
the subscriber by the netWork operator at the time of initial 
subscription to high-speed data services. This account num 
ber may be a subset of a full account number used by the 
netWork provider. The subscriber’s terminal equipment also 
includes an up stream MAC address “up srcMacAddr,” Which 
is used for response messages RSP_DONE and RSP_POLL. 
An upstream destination MAC address, “dataDestMac,” 
identi?es the destination of the user data packets. A user 
identi?cation number, “userlD,” is assigned to each terminal 
equipment unit by the manufacturer. Blocks of unique 
identi?cation numbers are available from assignee hereof to 
terminal equipment manufacturers. When connected to the 
asymmetric netWork, the remote interface devices 72 and 74 
automatically communicate their respective user lD’s to the 
netWork management system. 

[0065] The upstream MAC address (“upsrcMacAddr”), 
doWnstream MAC address (“doWnMacAddr”) and destina 
tion addresses (“rspDestMac” and “dataDestMac”) may be 
altered by the netWork management system or by the sub 
scriber’s equipment. The user ID or an upstream MAC 
address assigned by the equipment manufacturer is burned 
in a ROM located in the remote device or interface 72, 74. 

[0066] The remote interface devices 72, 74 are controlled 
by three command packets sent by the netWork management 
equipment on the high-speed doWnstream channel 77. The 
?rst tWo packets are polling packets, CMD_CREDIT 
(Appendix A) and CMD_POLL (Appendix B), and are used 
to poll the remote devices 72,74 and assign credits for 
sending data packets upstream. 

[0067] The third packet, CMD_CONF (Appendix C), con 
?gures the remote devices 72,74 With an IP address and an 
upstream destination MAC address for data packets, “data 
DestMac”. The CMD_CREDIT and CMD_POLL packets 
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have a ?ag bit, SEND_DONE and SEND_RSP_POLL that 
are used to force a response from the remote interface 
devices. The remote interface devices 72, 74 have no 
response to the CMD_CONF message. The doWnstream 
command packets and information in the upstream response 
packets are used by the netWork management system to 
communicate With the remote interface devices and to 
control them. 

[0068] Channel Assignment and Re-assignment. An 
upstream channel Within assigned frequency can be in use 
by Zero, one, or several users. A channel can be declared to 
be “dedicated” and Will never be assigned to more than one 
user at a time, or a channel can be declared to be “shared” 
and may be assigned to several users at a time. A shared 
channel is offered to each of the users in turn for their 
sending the de?ned amount of traf?c according to an 
assigned credit value. The netWork management system may 
characterize a particular frequency (or time slot) at any point 
in time as unusable, being quali?ed for use, or available for 
use. The usability of an upstream frequency or time slot can 
be changed over time to interference or noise caused by 
energy sources. The upstream router or controller 14 negates 
this interference by adjusting the poWer level at Which the 
remote devices transmit, and by performing background 
checks on a channel that is not in use. 

[0069] The netWork management system detects failures 
or degradation of the doWnstream channel and/or loss of 
communication With a particular client device over an 
upstream channel. Degradation is typically indicated by an 
unacceptable cyclic redundancy check (CRC) error rate 
reported by a remote device on a particular node in the cable 
system. If a standby doWnstream interface has been pro 
vided, the doWnstream controller 12 and remote device 48 
automatically sWitch to a standby channel. Data corruption 
in the doWnstream channel is determined by monitoring the 
CRC errors in the doWnstream packets. In the case of a 
connection oriented session (TCP), packets With CRC errors 
are re-transmitted by request of the transport layer protocol. 
For connectionless sessions (UDP), packets having CRC 
errors are discarded. 

[0070] Failure or degradation of an upstream channel is 
determined by monitoring the bit error rate and signal levels 
received at the upstream controller 14. The upstream con 
troller 14 then reports status information to the netWork 
manager 16. When a failure or unacceptable degradation is 
detected, the upstream controller 14 moves the remote 
device 48 to another available channel on the node. The bad 
channel is continually monitored for usability and a channel 
quality database generated and stored in the upstream con 
troller 14. A detected bad channel is periodically monitored 
and is reassigned When the upstream controller 14 deter 
mines that it passes a criteria for reception and signal level. 
The upstream channel monitoring and reassignment func 
tions are preferably performed by the netWork manager 16, 
but again, any of these functions may be performed by other 
netWork components. 

[0071] BandWidth Management. DoWnstream bandWidth 
may be partitioned into classes of services such that users or 
applications can be assured of a certain level of throughput. 
The netWork management system performs a function to 
balance channel usage among multiple channels in the 
doWnstream path that Will alloW for reserving bandWidth for 
selected clients sessions. 
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[0072] Downstream controller 12 performs bandwidth 
management. The total amount of bandwidth allocated to 
guarantee traffic is determined from a con?guration ?le 
stored in the network management system and can be 
modi?ed by the network operator. If the traffic on the 
network exceeds a limit set by the operator, the downstream 
controller 12 strives to reach the limit over time without 
disrupting ongoing user sessions. Guaranteed bandwidth 
reservation is provided through an application interface from 
the network operator’s side, or the subscriber’s side, and 
factors including the amount of bandwidth requested and 
inactivity time is utiliZed in reserving a given amount of 
bandwidth. Inactivity time-out values are utiliZed by the 
downstream router to drop sessions or users which appear to 
have dropped out. In the preferred structure, downstream 
controller 12 reserves bandwidth in increments of 1 Kb per 
second. Examples of applications using guaranteed band 
width include video conferencing, video streaming, CD 
services and broadcast/multicast advertising services. The 
services may require a ?xed or constant bit rate, or variable 
bit rate service. 

[0073] The bandwidth management function also allows 
an external application running in the network management 
system to move clients from one downstream channel to 
another. In order to implement the load balancing function, 
the network management system obtains channel utiliZation, 
the amount of bandwidth that is not dedicated for guaranteed 
bandwidth functions, the utiliZation of other sessions, the 
number of sessions having guaranteed bandwidth and/or the 
amount of bandwidth dedicated to particular source/desti 
nation IP address pairs. The channels or sub-channels from 
which the remote device 48 is moved are controlled by the 
network management system. To perform the task, down 
stream controller 12 or other devices in the network man 
agement system maintains internal routing tables that track 
the operative characteristics of the downstream channels, 
utiliZation and/or assignment thereof to the respective 
remote devices. The previous location and default frequen 
cies of the listening channels of remote devices are also 
maintained, otherwise the management system may lose the 
ability to ?nd a remote device. The default frequency is a 
frequency on which a remote device will operate after power 
o?‘, or after a lengthy time-out from a poll initiated by the 
upstream controller. The management system is equipped 
with the control panel or interface to commit the network 
operator to override any automatic load balancing function. 
Multiple load balancing domains may also be provided, each 
having its own load balancing algorithm or rules. 

[0074] A downstream channel monitor is also provided for 
collecting data. This allows the network operator, through 
user interface facilities, to inspect and observe consumed 
channel bandwidth by the remote devices. A software inter 
face of the network management system allows viewing of 
bandwidth data as a function of time. This enables the 
operator to allocate the guaranteed bandwidth on any tar 
geted channel or user. The channel monitor permits the 
operator to set aside the total amount of bandwidth dedicated 
to the guaranteed bandwidth service and/or to move a 
remote device or user from one load balancing domain to 
another. 

[0075] Upstream routing provides for the delivery of data 
from a subscriber’s remote device to the network operation 
center. Data, for example, may be delivered over 100 kHZ 
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sub-band channels at a rate of up to 128 Kbps. Each 
subscriber connects to one physical ?ber node of the cable 
operator’s distribution system. One or more physical ?ber 
nodes are de?ned for administration purposes to be a logical 
?ber node. Upstream channels are allocated among sub 
scribers in logical ?ber nodes. Each upstream channel is 
assigned to a particular frequency on time slot. This means 
that once a frequency on time slot is occupied by a remote 
device on one physical ?ber node, this frequency becomes 
unavailable to remote devices from other physical ?ber 
nodes if they belong to the same ?ber node grouping. 

[0076] A channel scheduler, e.g., a program module, is 
provided in the network management system for assigning 
users to unoccupied channels. This means that the remote 
device is assigned to a dedicated channel if the remote 
device is not entitled to such service. As the need for 
dedicated channels arises for other devices that have 
reserved services, the scheduler may move a remote device 
which is not entitled to the dedicated service to a channel 
that is shared. The scheduler will attempt to balance the load 
of shared channels based on channel usage derived from 
DONE messages. Channels will be managed by short-term 
schedulers that continue to support non-responding units, 
dedicated service, shared service, etc., though scheduler 
decides, based on class of service (dedicated, shared etc.) 
where to initially assign a new client device connecting to 
the network. The information on the default class of service 
for the client device resides in a table stored in at least one 
of the components of the network management system and 
is provided to the upstream controller 14. The scheduler 
may, at liberty, assign client devices to a class of service 
higher than the ones to which they are entitled if there are 
suf?cient resources to do so. The network operator is also 
able to set the maximum number of users per shared 
channel. 

[0077] Channels allocated to different types of service will 
be determined from information contained in a con?guration 
?le. This information may be modi?ed by the network 
operator through an interface provided by the network 
management system. When the current service type assign 
ment on the upstream controller 14 is modi?ed by the 
operator, the network management system strives to con 
form to the new assignment over time without disrupting 
other user sections. Non-responding units are parked on 
channels which have been designated for such service. At 
most, one user is present on a channel that has been 
designated a dedicated channel. Shared service channels are 
used by, at most, “n” users where “n” is greater than one. 
“N” may be set by the network operator. A test channel is 
also provided by the network management system and will 
not be available to normal network devices. 

[0078] A short-term scheduling function of the network 
management system monitors incoming ports of the 
upstream controller to assess channel quality. Channel qual 
ity is based on a noise ?oor level. The noise ?oor is 
continuously computed by digital signal processors that are 
responsible for the channel. It is based on a running average 
of ?fteen consecutive samples, taken in consecutive ?fteen 
symbol times, according to design choices. The information 
may also be averaged over a longer period of time, if 
necessary, to achieve some higher level of noise ?oor 
management function. The network management system 
may indicate trouble upon detection of excessive noise, or 










