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(57) ABSTRACT 

A dynamic threshold apparatus and method are provided 
including a How control sender and a How control receiver. 
The How control sender includes an ingress port With one or 
more Class Groups (CG) de?ned including a shared buiTer 
pool, a shared counter per ingress port per CG tracking an 
amount of the shared buiTer pool utilized by each CG, an 
ingress port utilization counter per ingress port tracking an 
amount of the shared buiTer pool utilized by the ingress port, 
and a controller computing a dynamic threshold for each 
CG, comparing the dynamic threshold of each CG With the 
ingress port utilization counter, and determining a particular 
CG experiencing congestion When the ingress port utiliza 
tion counter is greater than the dynamic threshold for the 
particular CG. The How control receiver ceases transmission 
of data packets to the particular CG experiencing congestion 
and alloWs transmission of the data packets corresponding to 
other CGs. 
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ADAPTIVE DYNAMIC THRESHOLDING 
MECHANISM FOR LINK LEVEL FLOW 

CONTROL SCHEME 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority of US. Provisional 
Patent Application Ser. No. 60/696,505, ?led Jul. 6, 2005, 
and US. Provisional Patent Application Ser. No. 60/622, 
790, ?led Oct. 29, 2004. The subject matter of this earlier 
?led application is hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 
[0003] The invention is related to a system and method to 
enable sharing of buffering resources across tra?ic classes 
on devices that support link level How control, more par 
ticularly, to a dynamic threshold mechanism to optimiZe 
throughput performance for shared memory sWitch devices 
to optimiZe throughput performance for shared memory 
sWitch devices that offer link level How control support. 

[0004] 2. Description of the Related Art 

1. Field of the Invention 

[0005] With transmission of data over a digital commu 
nication network, such as an asynchronous transfer mode or 
ATM netWork, problems arise When multiple sources send 
data cells or packets at Widely varying rates through a sWitch 
node or link of the netWork at an aggregated rate Which taxes 
the ability of the sWitch node or link to handle the data. 
Congestion occurs at the node of a netWork When data 
arrives at the node at a rate exceeding the rate at Which the 
node can process and forWard the data to other nodes. The 
excess data then accumulates in buffer storage at the node, 
Which ?lls at a rate Which is the difference betWeen the 
arrival rate and the processing and forWarding rate. If the 
congestion persists for a long period of time, the buffer 
storage Will be ?lled to maximum capacity and any addi 
tional data must be discarded. 

[0006] In an effort to minimize such data loss, different 
types of How control systems have been proposed. One such 
system for lossless data packet delivery for multiple classes 
of traf?c betWeen sources and receivers includes a link level 
How control scheme @(ON/XOFF) and is used in Ethernet 
line services. HoWever, a granularity of this scheme is on a 
per port basis, Which leads to a PAUSE of both high and loW 
priority traf?c. Speci?cally, IEEE 802.3 de?nes Link Level 
PAUSE (LLP) frames as a solution to guarantee lossless 
behavior over a point to point link. The main issue With the 
LLP is that once the LLP is triggered, all the traf?c from a 
source or a sender is stopped. As a result, delay sensitive 
traf?c is also stopped, thereby leading to unpredictable 
delays. Further, typically the LLP is initiated because of 
highly bursty Best Effort traf?c due to the nature of LLP, 
thereby mostly affecting the high priority delay sensitive 
traf?c. In addition, the LLP is typically triggered based on 
?xed thresholds of resource allocation, Which can lead to 
under-utilization of resources across different traf?c pat 
terns. 

[0007] Another solution for lossless behavior makes use of 
credit based ?oW control. This solution requires separate 
buffer pools on a per traf?c class basis. HoWever, sharing of 
buffering resources is not possible With this solution. Con 
sequently, minimal resources cannot be leveraged across 
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tra?ic classes, resulting in that limited resources may not be 
shared to meet the bursty demands of typical traf?c. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] Further embodiments, details, advantages and 
modi?cations of the present invention Will become apparent 
from the folloWing detailed description of the preferred 
embodiments Which is to be taken in conjunction With the 
accompanying draWings, in Which: 

[0009] FIG. 1 illustrates an accounting at an ingress port 
at a Class Group granularity matching a granularity at Which 
an egress port scheduler may ?oW control traf?c, in accor 
dance With an embodiment of the present invention; 

[0010] FIG. 2 illustrates an example of an ingress buffer 
organization for the ingress port and for the ingress buffer 
accounting (not including the global headroom); 
[0011] FIGS. 3A and 3B illustrate a dynamic triggered 
threshold apparatus, in accordance With an embodiment of 
the present invention; 

[0012] FIG. 4 illustrates a dynamic threshold determina 
tion method, in accordance With an embodiment of the 
present invention; 

[0013] FIG. 5 illustrates a method performed during nor 
mal operation, in accordance With an embodiment of the 
present invention; and 

[0014] FIGS. 6A and 6B illustrate a method performed 
during congestion, in accordance With an embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0015] Reference Will noW be made in detail to the present 
preferred embodiments of the present invention, examples 
of Which are illustrated in the accompanying draWings, 
Wherein like reference refers to the like elements throughout. 

[0016] According to an embodiment of the present inven 
tion, an adaptive dynamic threshold mechanism for a link 
level How control scheme for data traf?c in a communica 
tions netWork are provided. The dynamic threshold mecha 
nism is a buffer management scheme used to optimiZe 
throughput performance for shared memory for sWitch 
devices that support link level How control. The dynamic 
threshold mechanism measures congestion and dynamically 
adjusts admission control rules of incoming data packets 
based on congestion information. 

[0017] A Class Group is a grouping of COS queues. The 
goal of the Class Group concept is to enable coarse-grained 
link level How control across more ?ne-grained queuing 
structures. This Class Group idea alloWs for support of the 
Service AWare FloW Control mechanism (described beloW) 
in devices With constrained buffering resources and limited 
capabilities to track per COS state. Although Class Group is 
used in the remainder of this document for clarity, Wherever 
Class Group is used, it should be understood that Class of 
Service (COS) may also apply. TWo frame delivery services 
are de?ned, Guaranteed Delivery (GD) and Best Throughput 
(BT). Guaranteed Delivery is de?ned as a frame delivery 
service that ensures lossless frame delivery betWeen tWo link 
partners. Best Throughput is de?ned as a frame delivery 
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service that does not guarantee lossless frame delivery. 
When subscribing to the BT service, frames may be 
dropped. Service AWare FloW Control may be used to enable 
Guaranteed Delivery (GD) service for speci?c classes of 
service. Service AWare FloW Control (SAFC) is a method 
that enables a reactive ?oW control scheme that provides 
lossless packet delivery for multiple classes of traf?c across 
a common physical link betWeen link partners to optimiZe 
throughput performance and enable differentiated packet 
delivery for sWitch devices that offer link level How control 
support. 

[0018] The dynamic threshold mechanism takes into 
account a service requirement of a delay sensitive and 
lossless nature of high priority data by keeping separate 
accounting at an ingress port per Class Group (CG) or per 
Class of Service (COS) and by providing that lossless delay 
sensitive high priority traf?c may trigger ?oW control for 
example. Best effort traf?c (i.e., loW priority traf?c) may be 
separately ?oW controlled at the discretion of user settings, 
thereby maintaining the high priority traf?c on the link as 
long as possible. Any further best effort packets may be 
dropped at the ingress port in favor of the high priority 
traf?c. 

[0019] Conventional ?oW control systems do not alloW 
reallocation of ingress bulfer availability. Speci?cally, an 
ingress bulfer may be partitioned and shared betWeen vari 
ous ingress ports. When a portion of the ingress buffer is 
experiencing congestion, rather than reallocating the data 
packets being transmitted to the portion of the ingress bulfer 
experiencing congestion to other partitions of the ingress 
buffer that are not experiencing congestion or may be 
unused, further transmission of all of the data packets is 
paused, Which may be detrimental to throughput of high 
priority data packets. Alternatively, data packets could also 
be dropped instead of paused. HoWever, this Would then 
compromise the lossless behavior that may be required for 
high priority frames. The dynamic threshold apparatus and 
method aims to optimiZe throughput While still retaining 
lossless behavior and impose fair access to buffer resources 
through the dynamic adjustments of the How control thresh 
olds (i.e., XOFF and XON thresholds). 

[0020] To provide lossless performance, ?oW control is 
required. As a result of the loW supply of available buffers 
at an ingress port, When congestion is determined at an 
ingress port, the ingress port Will stop, pause, or drop the 
best effort tra?ic. If a buffer supply goes even loWer, then 
and only then a PAUSE signal may be triggered for the high 
priority traf?c. Thus, a proper tuning of the How control 
threshold and providing a counter per CG at the ingress port, 
in accordance With an embodiment of the present invention, 
Would effectively ensure that the high priority traf?c can 
keep ?oWing on the link even under congestion scenarios. 
The dynamic threshold apparatus and method applies to both 
Ethernet netWorks as Well as any other packet sWitching 
netWork. Also, the dynamic threshold apparatus and method 
may be also relevant for simple link level PAUSE as Well 
Where the system Would then effectively be composed of 
only a single Class Group. 

[0021] The dynamic threshold apparatus and method are 
triggered dynamically, that is, automatically or Without user 
intervention. Within a sWitch, there is a common pool of 
buffers that can be accessible to all ingress ports. Based on 
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ingress accounting and tracking of the amount of buffer 
space available in the shared pool, a tum-off signal (e.g., an 
XOFF message) may be set-up depending on the amount of 
buffer space available in the shared pool. Based on the 
amount of the shared pool available, the system Will adap 
tively adjust When to send the tum-off signal. 

[0022] In accordance With an embodiment of the present 
invention, the dynamic threshold apparatus and method are 
provided alloWing the sWitch to pause one particular CG 
experiencing congestion over another by keeping separate 
accounting at the ingress port per CG. That is, instead of 
managing each data packet ?oW at the ingress ports the 
same, the dynamic threshold apparatus and method process 
each data packet per CG based on ingress port shared bulfer 
utiliZation, that is, based on an available amount of shared 
bulfer space as each data packet is received. The present 
invention may support any number of classes of service, for 
instance, data, voice, text, etc. 
[0023] FIG. 1 illustrates an accounting at an ingress port 
at a CG granularity matching a granularity at Which an 
egress port scheduler may ?oW control traf?c. The scheduler 
is responsible for scheduling access to the port bandWidth at 
the granularity of the COS queues While paying attention to 
a How control state Which affects the COS queues at the 
coarse-grained CG level. A speci?c Class of Service Iden 
ti?er (COS ID #) is assigned to each data packet. The COS 
ID is used to aid in managing an accounting of buffer 
resources and to also identify the correct queue to utiliZe at 
a speci?c egress port. The following attributes may apply to 
the COS IDs: COS IDs are numbered COS0-COS7, and an 
implicit priority associated With the COS identi?er is that 
COS7 is the highest priority and COS0 is a loWest priority. 
Associated With every COS ID is a frame delivery service, 
either Guaranteed Delivery (GD) or Best Throughput (BT). 
[0024] For illustrative purposes, tWo Class Groups may be 
de?ned to each include 4 COS ID’s. Each of the COS ID’s 
are associated With a GD frame delivery service. Class 
Group GD1 contains COS ID’s COS4-COS7 While Class 
Group GDO contains COS ID’s COS0-COS3. The Class 
Groups are used to collapse these COS ID’s so that the How 
control mechanism may operate across the 8 COS ID’s using 
only 2 types of How control events, one for Class Group 
GDO and one for Class Groups GD1 In an alternative 
embodiment, the 2 types of How control events may also be 
de?ned as one for Class Group GDO and one for both GD1 
and GDO. 

[0025] At the egress port side of a How control message 
receiver, a set of COS queues (one COS queue for every 
COS ID) is grouped according to Class Groups. At the 
ingress port side of a How control message sender of FIG. 
1, an ingress port counters are used to track ingress port 
bulfer utiliZation for each CG. FloW control events are 
triggered according to an aggregate CG granularity and are 
used to stop and start traf?c as classi?ed for each CG. 

[0026] Ingress bulfers may be shared betWeen ingress 
ports, regardless of Class Group as Well. When the partition 
corresponding to a particular ingress port reaches a dynamic 
threshold or an XOFF threshold, then a signal Would be 
transmitted to the link partner associated With that ingress 
port to How control the data packets destined to that par 
ticular ingress port. 
[0027] According to an embodiment of the present inven 
tion, the How control is dynamic Where, for instance, in 



US 2006/0092837 A1 

cases When there is a small amount of congestion and a large 
pool of buffers is available, the dynamic threshold level of 
congestion is set at a high level, thereby leveraging buffer 
resources. The dynamic threshold level of congestion is 
set-up as a function of the available buffer resources across 
all buffer partitions. Accordingly, the dynamic threshold 
?oW control mechanism of the present invention is a 
dynamic one as it continuously and automatically, Without 
user intervention, monitors the available buffer resources 
and adjusts accordingly the dynamic threshold level of When 
to trigger ?oW control, thereby alloWing one ingress port to 
utiliZe more of the shared buffering not currently being used 
by other ingress ports during times When congestion is not 
too severe across all of the ports. The dynamic threshold 
mechanism of the present invention alloWs ingress ports to 
make use of more of the shared buffering resources When 
device congestion is not too severe by enabling its ?oW 
control threshold to rise higher When needing to absorb a 
traf?c burst. 

[0028] According to an embodiment of the present inven 
tion, the dynamic threshold mechanism de?nes different 
buffer pools. The dynamic threshold scheme may alloW that 
ingress buffer resources of the How control sender 20 be 
partitioned into three types of buffer pools including head 
room, reserve, and shared. The headroom buffer pool is used 
to absorb the “residual” packets that arrive folloWing the 
sending of an XOFF message. In the event that the dynamic 
threshold mechanism has delays in responding to the XOFF 
message, the headroom bulfer pools may be used to guar 
antee the no loss behavior required by a Guaranteed Deliv 
ery service, Which requires lossless delivery of data frames. 
The headroom buffer pool exists per CG Within the ingress 
port of the How control sender 20. 

[0029] A reserved space alloWs for a minimum guarantee 
on a per Class Group (CG) as Well as per ingress port basis. 
The headroom buffer pool is a partition per ingress port 
resource that is further separated into distinct buffers, one for 
each CG and alloWs for accepting some data after the 
group’s shared threshold is reached. There are tWo kinds of 
headroom. The ?rst kind of headroom is a Class Group (CG) 
Headroom, Which is a headroom designed to alloW the round 
trip time of data to be received after a How control message 
is sent out. For every lossless or GD CG, it must have a 
“full” headroom guarantee also to alloW for lossless opera 
tion. The second kind of headroom is a global headroom, 
Which is mainly designed for CGs that do not have their oWn 
Per-CG Headroom. This allocation of buffer memory is 
shared by all CGs of all input ports that are enabled to use 
it. It alloWs only one packet to complete if used for each CG 
Within each port. This enables a large packet to complete so 
that during congestion events, large packets are not treated 
more poorly than short packets Which Would occur if the 
global headroom is not provided. 

[0030] The reserve buffer pool is used to guarantee some 
level of throughput performance for the set of CGs and for 
speci?c CGs. A per port reserve buffer pool exists per 
ingress port Within the How control sender 20 of the ingress 
port. The per port reserve buffer pool is associated With the 
How control sender 20 and is a single resource shared among 
the CGs. The per port reserved buffer pool is a partition per 
ingress port resource that is shared among the CGs. The 
purpose of the per port reserved buffer pool is to guard 
against starvation at the port granularity. The per CG reserve 
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buffer pool exists per ingress port and per CG Within the 
How control sender 20 of the ingress port. The per CG 
reserver buffer pool is associated With the How control 
sender 20 and is a resource associated With a particular CG 
of a particular ingress port. The purpose of the per CG 
reserved buffer pool is to guard against starvation Within a 
port at the CG granularity. The shared buffer pool is shared 
among ?oW control senders of multiple ingress ports per 
CG. The shared buffer pool exists for each ?oW control 
sender 20 and it is considered a global buffer partition, 
Which is shared among the ingress ports of the How control 
sender. The shared space is the buffer space that is left over 
after all the headroom (per CG and global), per port reserve, 
and per CG reserve are subtracted from the total buffer. This 
shared space should be dynamically shared by the ports and 
priorities to make maximum use of this limited space. An 
option for static ?oW control thresholds is also possible. 

[0031] When packets are arriving at the ingress port, the 
per CG reserve buffers are used ?rst. If the per CG reserve 
buffers are depleted, then the per port reserve buffers are 
used. If the reserve buffer pools (per ingress port and per 
CG) are already consumed, in accordance With an embodi 
ment of the present invention, then the shared buffer pool is 
used. If little of the common shared buffer pool is being 
used, then the dynamic XOFF threshold is set high, thereby 
delaying the How control or sending a PAUSE signal to the 
How control receiver. If a large amount of the common 
shared buffer reserved is already used, then the dynamic 
XOFF threshold is set loW. 

[0032] FIG. 2 illustrates an example of an ingress buffer 
organization for the ingress port and for the ingress buffer 
accounting (not including the global headroom). Each port 
is allocated a portion of the data buffer space in each 
segment: headroom, shared, and reserved (per CG and per 
port). The per port and per-CG reserve buffer pools and 
headrooms buffer pools are programmed as static values. 
The per-port allocation of the shared space can be pro 
grammed as a static value or computed as a dynamic 
threshold. In one embodiment of this invention given the 
support of N total Class Groups, the per-port shared thresh 
old is also used as CG-N’s shared threshold (only the highest 
CG may use up all of the shared space). The shared space 
thresholds for the loWer CG’s are then computed as a 
fraction of the CG-N threshold. This is done so that higher 
priority tra?ic can alWays get through in times of congestion. 

[0033] Each CG of each port may have the headroom 
allocated to it to absorb round-trip-time (RTT) packets in 
?ight. This is mainly used for GD traf?c types. In addition 
to the per-CG headroom, a single “shared global” headroom 
(not depicted in FIG. 2) is available to be shared by all the 
Best Throughput (BT) (non-lossless) class groups to try to 
minimiZe unfair packet loss due to large packet siZes 
(because large packets are more likely to cross the group 
threshold and be more likely to be dropped than small 
packets). Having some headroom available for packet 
completion mitigates this effect. The global headroom is 
only available to complete a single packet that has been 
partially received before running out of other buffer 
resources. Also, the global headroom is only used if it can 
accommodate the remaining portion of the partially-re 
ceived packet. This is accomplished by assuming a “maxi 
mum-siZed” packet is in progress, and the necessary space 
is “reserved” from the global headroom if it is available. If 
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the necessary amount of buffering is available in the global 
headroom, then it Will be used for any neWly arriving portion 
of the packet, and any remaining portion reserved from the 
global headroom (if the packet is not an MTU packet), are 
immediately given back to the global headroom pool. The 
global headroom pool is only used if a packet has already 
been admitted into the buffer. 

[0034] Instead of statically dividing up the buffer pool into 
the separate reserved bulfer pools, the shared bulfer pool is 
de?ned so as to better support bursty traf?c patterns. It is 
believed that some traf?c, such as high priority tra?ic, that 
requires Guaranteed Delivery service may have a bursty 
nature (i.e. disk traf?c). The support from the shared bulfer 
pool across the ingress ports Would best meet the require 
ments of this type of traf?c. The siZe of the shared bulfer 
pool may be computed by subtracting a summation of all of 
the headroom and reserved buffer pools. One suggested 
method of computing the siZe of the shared bulfer pool is as 
folloWs: 

S=Bftotal-Ein e55_classgmupsH[ingress][Class Group] 
RiCG[ingress?[Class Group]-E- Riport[ingress] (l) ingress 

[0035] Where H is the headroom bulfer per ingress port per 
Class Group and R_CG is the reserve bulfer per ingress port 
and per Class Group and R_port is the reserve bulfer per 
port, shared among the Class Groups for the speci?c ingress 
port. 

[0036] Access to the shared bulfer pool by the ingress 
ports is managed through the use of the ingress port dynamic 
threshold apparatus, in accordance With an embodiment of 
the present invention, modi?ed to operate Within the context 
of How control as to be described in FIGS. 3A-6B. 

[0037] FIG. 3A illustrates the dynamically triggered 
threshold apparatus 10 betWeen at least one How control 
sender 20 and at least one How control receiver 22, in 
accordance With an embodiment of the present invention. A 
person of ordinary skill in the art Will appreciate that the 
dynamic threshold system of the present invention may be 
applied to any ?oW control receiver/?ow control sender 
con?guration, not limited to a fabric or sWitch environment. 
The ingress port of the How control sender 20 includes an 
ingress port receiving Which then directs the data packets to 
the appropriate egress port Where data packets are then exit 
the sWitch device at a speci?c drain rate. Associated With the 
ingress port are counters that are used to account for 
buffering resources. A controller 30 is provided to monitor 
the congestion at each ingress port and CG. Although FIG. 
3A illustrates one ingress port, a person of ordinary skill in 
the art Will appreciate that multiple ingress ports, each 
supporting multiple CGs may be implemented similarly to 
the ingress port illustrated in FIG. 3A. 

[0038] In accordance With an aspect of the present inven 
tion, a group of headroom counters, H0 and H1, is provided 
to count or track headroom bulfer utiliZation associated With 
each ingress port per CG. In this example, tWo CG’s are 
accounted for but a person of ordinary skill in the art Will 
appreciate that many more CG’s may be tracked in a given 
implementation. Associated With each CG for each ingress 
port is a headroom threshold specifying a limit on an amount 
of headroom buffering that can be used for the speci?c 
ingress port and CG. A group of port reserved counters, R0 
and R1, is provided to track the port reserved bulfer pool 
utiliZation associated With each ingress port per CG. Another 
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reserve bulfer pool counter R is also provided to track the 
port reserved bulfer pool utiliZation associated With the 
ingress port. A group of shared counters, SHO and SHl, is 
provided per ingress port per CG to track the amount of 
buffering utiliZed by each CG per ingress port from the 
shared bulfer pool. An ingress port utiliZation counter SH-IP 
is provided for each ingress port to track an amount of 
shared buffering utiliZed by each ingress port. Refresh 
timers, RTO and RT1, are provided to correspond to each CG 
in the ingress port. Each refresh timer, RTO and RT1, and 
each ofthe counters, R, H0, R0, SHO, H1, R1, and SHl, and 
the ingress port utiliZation counter SH-IP are operatively 
connected to the controller 30. Although multiple refresh 
timers are referred to above, a person of ordinary skill in the 
art Will appreciate that a single refresh timers may be used 
to refresh the How control status of all CG’s. 

[0039] In accordance With an embodiment of the present 
invention, the dynamic threshold mechanism alloWs the 
shared bulfer pool to be dynamically shared across the 
ingress ports per CG. Speci?cally, each ingress port and CG 
is alloWed a portion of the shared buffering. The portion may 
vary betWeen ingress ports and CG depending upon the 
priority of the data packet and the number of shared buffers 
available for utiliZation. 

[0040] Shared bulfer utiliZation may be measured With 
respect to at least one XON threshold and at least one XOFF 
threshold or dynamic threshold from hereon. A drain rate of 
the packets from the device may vary over time. The 
dynamic threshold is a function of the available shared 
buffering remaining for the device. The shared counter SHO 
measures the shared bulfer utiliZation of the ingress port for 
CGO, the shared counter SHl measures the shared bulfer 
utiliZation of the ingress port for CG1, and the ingress port 
utiliZation counter SH-IP measures the shared bulfer utili 
Zation of the entire ingress port. 

[0041] Each dynamic threshold per ingress port per CG is 
de?ned by Equation (2) as a tunable alpha parameter (a) 
multiplied by Sremm-ning, Which is a difference betWeen a total 
siZe of the shared bulfer pool (S) and a total usage of the 
shared bulfer pool per ingress port (SH-IP) summed over all 
of the ingress ports, 

.mmg (2) 

[0042] The alpha parameter (or) is a parameter used to 
provide support for multiple priorities of data traf?c and 
affects What portion each CG is alloWed from the total siZe 
of the shared bulfer pool of the ingress port. The alpha 
parameter (or) is a parameter that roughly de?nes hoW much 
of the shared buffer pool is accessible to a particular CG of 
an ingress port and may be set during system set-up. When 
the alpha parameter (0t) is loWer, the dynamic threshold 
@(OFF threshold) is loWer. When the alpha parameter (0t) is 
higher, the dynamic threshold is higher. 

[0043] As the shared bulfer pool is used by the ingress port 
for at least one CG, the dynamic threshold is computed to 
track the shared bulfer availability using Equation (2). The 
decision of Whether or not a speci?c packet may make use 
of the shared bulfer resources for a particular CG is based 
upon the ingress port utiliZation counter SH-IP being less 
than the dynamic threshold at the time the data packet 
arrives at the ingress port for the particular CG. The dynamic 
threshold for the particular CG is computed during input and 
output of a data packet from the shared buffer pool. 
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[0044] The dynamic threshold apparatus 10 Works by 
having each ingress port track its shared buffer utilization on 
a per ingress port basis and comparing its usage against the 
per CG dynamic thresholds. Given a case Where there are 
tWo Class Groups, CGO and CG1, supported, for instance, 
there Will be de?ned tWo possible dynamic thresholds that 
are compared against the ingress port utiliZation counter 
SH-IP. CGO and CG1 in the ingress port have a shared 
counter, SHO and SHl, associated thereto to keep track of 
the amount of buffering used from the shared buffer pool. 
The shared counters, SH-IP, SHO and SHl, increment their 
count When a data packet arrives and decrement When the 
data packet is output. Each shared counter SHO and SHl 
counts the usage by the associated Class Group, CGO and 
CG1, of the shared buffer pool of the ingress port. The 
controller 30 may determine Sremaining as the difference 
betWeen the total siZe of the shared buffer pool (S) and the 
total usage of the shared buffer pool for each ingress port 
(SH-IP) across all ingress ports. The controller 30 then 
proceeds to compute the dynamic threshold, DTCGO, for 
CGO as otcGo’l‘sremm-ning. The controller 30 also computes the 
dynamic threshold, DTCGI, for CG1 as acG?srmimng. In 
an alternate embodiment, a single dynamic threshold DTCG1 
may be computed for CG1 based on an a parameter. The 
dynamic threshold DTCGO may then be computed as a 
fraction of the dynamic threshold DTCGI. For example, 
DTCGO may be computed as fCGO*DTCG1. 

[0045] As illustrated in FIG. 3B, the dynamic thresholds, 
DTCGO and DTCGI, are compared against the ingress port 
utiliZation counter SH-IP. When the ingress port utiliZation 
counter SH-IP is above the dynamic threshold, DTCGO, for 
the Class Group CGO, but beloW the dynamic threshold, 
DTCGI, associated With the Class Group CG1, the incoming 
data traf?c corresponding CG1 traf?c Will still be able to 
make use of the shared buffers but incoming CGO tra?ic Will 
not be able to make use of the shared buffer pool. In an 
alternate embodiment, the dynamic thresholds may be com 
pared against the ingress port and per CG utiliZation 
counters SHO and SHl. In an example embodiment, the 
SAFC message may include a variable number of ?eld pairs. 
This format is aimed at enabling the support of multiple 
refresh timers and multiple pause timers. The ?rst ?eld of the 
message Would be a length ?eld that identi?es the number of 
?eld pairs that folloW. Each ?eld pair contains a COS 
number and a timer value. The timer value Would be the 
indicator of Whether the action for the associated COS 
should be an XON or and XOFF. When the timer value is set 
to ‘0’, the action associated With the COS Would be an XON. 
When the timer value is set to a non-Zero value, the action 
associated With the COS Would be an XOFF for the time 
speci?ed in the timer value ?eld. This timer value may be 
stored in 16 bits in units of pause_quanta Which is equal to 
512 bit times of a particular implementation. To specify that 
a Class Group is to be How controlled (i.e. XOFF), the SAFC 
may include multiple ?eld pairs that de?ne the COS asso 
ciated With the Class Group to be How controlled. 

[0046] Thus, if the ingress port utiliZation counter SH-IP 
reaches the DTCGO, the controller 30 Would send an XOFF 
message to the How control receiver 22 identifying an XOFF 
state as a current state of the ingress port for CGO. Also, the 
controller 30 Would send an XON message to the How 
control receiver 22 identifying an XON state as a current 
state of the ingress port for CG1. 
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[0047] When dealing With different priorities of data, the 
dynamic threshold apparatus 10 alloWs a loWest CGO to 
consume up to a dynamic threshold (DTCGO) before ?oW 
control is triggered for that CGO. The higher CG is alloWed 
to consume up to a second dynamic threshold (DTCGI) 
before ?oW control is triggered for that CG and, if desired, 
all the CGs beloW. 

[0048] In the alternative, as further illustrated in FIG. 3B, 
When the ingress port utiliZation counter SH-IP is beloW the 
dynamic threshold, DTCGO, for the Class Group CGO, and 
beloW the dynamic threshold, DTCGI, associated With the 
Class Group CG1, the incoming data traf?c corresponding 
CG1 traf?c Will still be able to make use of the shared buffers 
and incoming CGO traf?c Will also be able to make use of the 
shared buffer pool. 

[0049] One of the attributes of this dynamic threshold 
mechanism is that it prevents the shared buffer pool from 
completely running out of buffer space. As the amount of 
remaining shared buffers gets very small, so do the dynamic 
thresholds Which cause the How control events to occur. 
Given that the headroom buffers are siZed properly during 
set-up and that a user sets enough buffering aside, the 
remaining shared buffers should never actually go com 
pletely doWn to 0. HoWever, the amount of remaining shared 
buffers for a particular CG can go doWn to a very small 
amount. When this occurs, the dynamic threshold Will also 
be dynamically changed to be very small, corresponding to 
the amount of remaining shared buffers. 

[0050] An XON threshold is de?ned for the ingress port 
per CG and is driven by the goal of avoiding underutiliZation 
of the egress port bandWidth (i.e. drain rate) in the dynamic 
threshold system. Consequently, the XON threshold may be 
a function of the used shared buffer pool for each ingress 
port and CG. The XON may be de?ned as a percentage of 
the previously computed dynamic threshold (i.e., XOFF 
threshold) or a static value depending on a particular system 
set-up. The How control sender 20 may de?ne the XON 
threshold in such a Way that a time required to deplete its 
buffer space is larger than the time required to send an XON 
message to the How control receiver 22, and for the How 
control receiver 22 to successfully restart the data transmis 
sion packet ?oW toWards the How control sender 20. Thus, 
egress port resources at the How control receiver 22 are not 
underutilized. 

[0051] Thus, in accordance With an embodiment of the 
present invention, the dynamic threshold mechanism may 
identify congestion for a particular ingress port and CG 
corresponding to the XOFF state, thereby sending the XOFF 
message to the How control receiver 22 pertaining only to 
the data packets for the ingress port and the particular CG. 
The data transmission of the data packets associated With 
other CGs in the ingress port Would not be necessarily 
affected. The How control sender 20 may use an SAFC 
message format that speci?es a number of ?eld pairs that 
de?nes the set of COS ID’s to How control. The set of COS 
ID’s Would include the set of COS ID’s that is associated 
With the Class Group that requires ?oW control. In an 
alternate implementation, the How control sender 20 may 
use a bitmap to How control a group of CG. Another 
implementation Would be to only specify the highest CG 
being ?oW controlled and then the How control receiver 22 
Would need to stop that CG and all those CG beloW it. 
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[0052] When an XOFF condition lasts for a duration 
longer than speci?ed in the SAFC message, the How control 
state may be “refreshed” by the How control sender. Accord 
ingly, associated With each CG in each ingress port, refresh 
timers, RTO and RT1, in this instance, in the How control 
sender 20 are provided to “refresh” the current state of its 
?oW control When the ingress port for the corresponding CG, 
CGO or CG1, is in the XOFF state. Each refresh timer, RTO 
and RT1, Would time a refresh time period de?ned as a time 
period in Which the congestion at the ingress port for the 
particular CG, CGO or CG1, is detected (i.e., XOFF state) to 
When the congestion is expected to be resolved. 

[0053] In turn, the How control receiver 22 includes the 
scheduler 24 and at least one Class Group as described in 
FIG. 1. Also, the How control receiver 22 includes a pause 
timer 26 per CG (to be later described), in accordance With 
an embodiment of the present invention. When the How 
control receiver 22 receives the XOFF message from the 
ingress port in the How control sender for a particular CG, 
the XOFF message affects the How control receiver egress 
port’s scheduler 24 such that all COS queues Within the 
speci?ed CG are no longer scheduled for service until the 
XON message is received. It is assumed that the How control 
receiver 22 Will be able to act upon a set of ?eld pairs 
specifying that a set of COS requires ?oW control. 

[0054] Link errors may cause the XON message to 
become corrupted and lost. Without proper error manage 
ment mechanisms, this may lead to deadlock conditions and 
very poor performance. The How control receiver 22 
includes N ports transmitting the data packets to the How 
control sender 20, the scheduler 24, and a set of pause timers 
per CG. For purposes of clarity and brevity, one pause timer 
26 is illustrated in FIG. 3A. When the XOFF message is sent 
to the How control receiver 22, the controller 30 in the How 
control sender 20 attaches to the XOFF message a timeout 
value de?ning a time period for the How control receiver 22 
to determine When the XOFF should expire. The time period 
may vary depending on Whether the ingress port for a 
particular CG is experiencing congestion or Whether the 
entire ingress port for all the CGs is experiencing conges 
tion. The How control receiver 22 supports the determination 
that the XOFF has expired by using the appropriate per CG 
pause timer 26 that is set to the timeout value of the 
incoming XOFF message. The pause timer 26 Would time 
from the timeout value doWn to 0. Upon reaching 0, the 
pause timer 26 Would direct the How control receiver 22 to 
resume transmission the data packets to the How control 
sender 20 for the correct CG, thereby assuming that the 
congestion at the particular ingress port in the How control 
sender 20 for the particular CG has been resolved. Although 
multiple pause timers are referred to above, a person of 
ordinary skill in the art Will appreciate that a single pause 
timer may be used to individually control resumption of 
transmission for all CG’s in an XOFF ?oW control state. 

[0055] Ifan XON message is lost, the pause timer 26 in the 
How control receiver 22 may expire and assume an implicit 
XON message to resume scheduling of the CG queues 
associated With the previously ?oW controlled CG. Accord 
ingly, transmission of the data packets from the How control 
receiver 22 to the How control sender 20 Would occur either 
if the How control sender 20 sends the XON message 
explicitly directing the How control receiver 22 to resume 
the transmission or if the pause timer 26 expires. Accord 
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ingly, the refresh timers RTO or RTl of the How control 
sender 20“refreshes” the current state of its ?oW control only 
When one of the CG’s is in an XOFF state. When none of the 
CG’s is in an XOFF state, no “refreshes” of the current state 
of its ?oW control are sent. The refresh timers are used to 
determine When the How control sender 20 must refresh the 
How control state for a particular CG. The refresh timers are 
user con?gurable and, in accordance With an embodiment of 
the present invention, has a value set to be less than the 
timeout value of the pause timer 28. When a refresh timer 
(RTO or RT1) expires, the How control sender 20 refreshes 
the How control state of the priorities to the link partner (i.e., 
the How control receiver 22). Thus, the refresh timer Would 
time a refresh time period de?ned as a time in Which the 
congestion at the How control sender for the particular CG 
of the ingress port experiencing congestion is expected to be 
resolved. The refresh timer is set When the How control 
sender sends an XOFF message to the How control receiver. 

[0056] Thus, the dynamic threshold of the present inven 
tion takes into account a service requirement of a delay 
sensitive and lossless nature of high priority traf?c by 
keeping separate accounting at the ingress port of the How 
control sender 20 per ingress port per CG and by providing 
that only the lossless delay sensitive high priority traf?c 
triggers ?oW control, and that best effort traf?c (i.e., loW 
priority traf?c) can be dropped and optionally (separately) 
?oW controlled at a discretion of user groupings. 

[0057] FIG. 4 illustrates a dynamic threshold determina 
tion method performed, in accordance With an embodiment 
of the present invention. At operation 100, at the How control 
sender 20, the method partitions the buffers of each ingress 
port into the headroom, the reserved, and the shared buffer 
pools. The headroom buffer pool is provided per CG per 
ingress port. The per port reserved buffer pool is provided 
per ingress port shared among the CGs. The per CG reserved 
bulfer pools are provided per ingress port and per CG. The 
shared buffer pool is provided per sWitching device, shared 
among all ingress ports. At operation 110, the method 
assigns the headroom counters, H0 and H1, per ingress port 
per CG to count or track the headroom buffer utiliZation 
associated With each ingress port per CG. As previously 
indicated, the headroom is a buffer used to absorb the 
“residual” packets that arrive folloWing the sending of an 
XOFF message. Given the system has a delay in responding 
to an XOFF message, the headroom buffering partition is 
needed to guarantee no loss behavior. Associated With each 
ingress port and CG is a headroom threshold specifying the 
limit on the amount of headroom buffering that can be used 
for the speci?c ingress port and CG. 

[0058] At operation 120, the method assigns the reserved 
counters, R per ingress port to track the port reserved 
utiliZation per ingress port and R0 and R1, per ingress port 
per CG to track the port reserved buffer utiliZation associated 
With each ingress port per CG. At operation 130, the method 
assigns the shared counters, SHO and SHl, and the ingress 
port utiliZation counter SH-IP. The shared counter SHO 
measures the shared bulfer utiliZation of the ingress port for 
CGO, the shared counter SHl measures the shared buffer 
utiliZation of the ingress port for CG1, and the ingress port 
utiliZation counter SH-IP measures the shared buffer utili 
Zation of the entire ingress port. At operation 140, the 
method sets-up the refresh timers, RTO and RT1, per ingress 
port per CG. 
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[0059] At operation 150, the method determines the total 
siZe of the shared buffer pool (S). At operation 160, the 
method sets the alpha parameter (a) for each Class Group, 
CGO and CG1, as a parameter based on the portion the 
particular CG is alloWed from the total amount of shared 
buffer utiliZation allocated for the corresponding ingress 
port. 

[0060] At 170, the method determines Sremaining as the 
difference betWeen the total siZe of the shared buffer pool (S) 
and the total usage of the shared buffer pool for all ingress 
ports (SH-IP summed over all ingress ports). At operation 
180, the method proceeds to compute the dynamic threshold 
for each CG. Speci?cally, the method computes the dynamic 
threshold, DTCGO, for CGO as otCGo’l‘sremaining. The control 
ler 30 also computes the dynamic threshold, DTCGI, for 
CG1 as acG?srmimng. Thus, the dynamic threshold (i.e., 
XOFF threshold) is computed as a function of the available 
shared buffering. 

[0061] At operation 190, the method assigns the XON 
threshold per CG, CGO and CG1. The XON may be de?ned 
as a percentage of the CG speci?c dynamic threshold (i.e., 
XOFF threshold) computed or a static value depending on a 
particular system set-up or When the XOFF threshold is used 
to trigger ?oW control. Operations 100 to 190 are performed 
at the How control sender side 20. 

[0062] At operation 200, the method con?gures the queues 
and ports at the How control receiver 22. The queues need to 
be con?gured to operate at the Class Group granularity as 
de?ned betWeen link partners. At operation 210, the method 
sets up an XON/XOFF state variable indicating the How 
control receiver 22 Whether the shared buffer of the ingress 
port per CG in the How control sender 20 is in the XON state 
or XOFF state. At operation 220, the method sets-up the 
scheduler 24 so that transmission does not occur during the 
XOFF state. At operation 230, the method sets-up the pause 
timer 26 per CG at the How control receiver side. Operations 
200 to 230 are performed at the How control receiver side. 

[0063] FIG. 5 illustrates a method performed during nor 
mal operation, With no congestion, betWeen the How control 
receiver 22 and the How control sender 20, in accordance 
With an embodiment of the present invention. At operation 
300, the method determines Whether the ingress port in the 
How control receiver 22 is in the XON state. Accordingly, at 
operation 310, the scheduler 24 in the How control receiver 
22 schedules transmission of the data packets to the How 
control sender 20. At operation 320, in the How control 
sender 20 side, the ingress port receives the data packets 
corresponding to a particular CG. There is an alloWable 
amount of reserved buffer utiliZation for the ingress port per 
CG as Well as per ingress port. At operation 330, the per CG 
or per ingress port reserved pool counter increments as the 
data packets are received. If there is space available in the 
per CG reserve pool, that space is used ?rst. Otherwise, if 
there is space available in the per ingress port reserve pool, 
that space is used. When both of the reserved pools are 
depleted, the method proceeds to operation 340, Where the 
method utiliZes the shared buffer pool resources, if needed, 
pending the dynamic threshold determination. 

[0064] As the data packets are received, at operation 350, 
the ingress port utiliZation counter SH-IP begins increment 
ing. At operation 360, the method compares the ingress port 
utiliZation counter SH-IP With each CG dynamic threshold 
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calculated. For illustrative purposes, the method determines 
that the ingress port utiliZation counter SH-IP is beloW the 
dynamic threshold, DTCGO, for the Class Group CGO, and 
beloW the dynamic threshold, DTCGI, associated With the 
Class Group CG1. Thus, the incoming data traf?c corre 
sponding to CG1 traf?c Will still be able to make use of the 
shared buffers and incoming CGO traf?c Will also be able to 
make use of the shared buffer pool. As the data packets 
associated With the particular CG, CGO and CG1, are output 
from the How control sender, at operation 370, the method 
decrements the corresponding shared counter, SHO and SHl. 
Operations 350 and 370 may be performed in parallel or 
sequentially. 
[0065] FIGS. 6A and 6B illustrate a method performed 
during congestion, betWeen the How control receiver 22 and 
the How control sender 20, in accordance With an embodi 
ment of the present invention. In FIG. 6A, at operation 400, 
the How control receiver 22 transmits the data packets to the 
How control sender 20. At operation 410, the appropriate 
reserved counter (either per CG or per ingress port) incre 
ments as the data packets are received. When the reserved 
buffer pools are depleted, the method proceeds to operation 
420. At operation 420, the method begins to utiliZe the 
shared buffer pool resources. 

[0066] As the data packets are received, at operation 430, 
the ingress port utiliZation counter SH-IP begins increment 
ing. At operation 440, the method compares the ingress port 
utiliZation counter SH-IP With each CG dynamic threshold 
calculated at operations 150 to 240 of FIG. 4. For illustrative 
purposes, the method compares the dynamic thresholds, 
DTc 0 and DTCGI, against the ingress port utiliZation counter 
SH-IP. At operation 450, the method determines that the 
ingress port utiliZation counter SH-IP is above the dynamic 
threshold, DTCGO, for the Class Group CGO, but beloW the 
dynamic threshold, DTCGI, associated With the Class Group 
CG1. The method determines that the incoming data traf?c 
corresponding CG1 traf?c Will still be able to make use of 
the shared buffers but incoming CGO traf?c Will not be able 
to make use of the shared buffer pool. 

[0067] Accordingly, at operation 460, the method deter 
mines that the Class Group, CGO, has exceeded the allocated 
shared buffer space and, accordingly, that the particular CGO 
of the ingress port is operating in the XOFF state. At 
operation 470, the method generates the XOFF message 
associated With the particular CGO experiencing congestion 
and transmits the XOFF message to the How control receiver 
22. 

[0068] In response, at operation 480, the How control 
receiver 22 ceases transmission of the data packets for the 
particular CG experiencing congestion. For instance, the 
frames associated With CGO Will cease from being trans 
mitted. At operation 490, the pause timer 26 of the How 
control receiver 22 begins reverse timing from the timeout 
value speci?ed in the XOFF message doWn to Zero. Any 
additional CGO data packets arriving to the particular buffer 
for the particular ?oW control receiver’s ingress port is 
counted against the headroom buffer pool associated With 
CGO. 

[0069] There may be a small delay to cease transmission 
of the data packets to the ingress port of the particular CGO 
experiencing congestion from the time that the XOFF mes 
sage is generated to the time the XOFF state is determined 
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and the data packets for the particular CGO experiencing 
congestion are ceased being scheduled at the How control 
receiver. To compensate for this delay, When the XOFF 
message is sent to the How control receiver 22, at operation 
500, the method triggers the headroom counter H0 associ 
ated With the ingress port for the particular CGO experienc 
ing congestion to count the incoming CGO data packets. The 
headroom counter H0 associated With the ingress port and 
the particular CGO counts up from Zero to the headroom 
threshold and tracks the amount of headroom buffering used. 
If the headroom counter H0 reaches the headroom threshold, 
neW incoming CGO packets Would be dropped. To avoid 
dropping incoming data packets until the XOFF state is 
established, the headroom threshold need to be set high 
enough to account for a Worst case scenario in order to 
completely avoid packet loss, thereby guaranteeing lossless 
delivery of packets. 

[0070] At operation 510, the method triggers the refresh 
timer RTO associated With the How control receiver’s ingress 
port of the particular CGO experiencing congestion to begin 
reverse timing from the con?gurable refresh time value 
doWn to Zero. In FIG. 6B, at operation 520, the How control 
receiver Will continue to send out frames that may be 
associated With buffer usage at the How control receiver’s 
ingress port. Consequently, the ingress port utiliZation 
counter SH-IP for the How control receiver progressively 
decrements. 

[0071] If the ingress port utiliZation counter SH-IP reaches 
the XON threshold, Which is a percentage of the dynamic 
threshold, DTCGO, at operation 530, the method outputs the 
XON message to the How control receiver 22 indicative that 
the congestion detected at the ingress port for the particular 
CGO has been resolved. At operation 540, the method directs 
the How control receiver 22 to resume transmission of the 
data packets to the ingress port for the particular CGO. 

[0072] If during the XOFF state, the XON message 
described in 530 is lost, at operation 550, the method 
determines that link errors may have caused the XON 
message to the How control receiver 22 to become corrupted, 
or lost. This determination occurs based on the expiration of 
the per CG pause timer 26 located at the How control 
receiver. Upon expiration of the CGO pause timer at opera 
tion 560, the method directs the How control receiver 22 to 
resume transmission of the data packets to the ingress port 
for the particular CGO. If during the XOFF state (before the 
expiration of the CGO or CG1 pause timers), the refresh 
timer (RTl, RTO) at the How control sender 20 for the 
particular CG experiencing congestion expires, the method 
determines that another XOFF message needs to be sent to 
the How control receiver 22 to refresh the XOFF state at 22. 
In this case, the method Would return to operation 470, 
Where the How control sender 20 Would generate and 
transmit another XOFF message to the How control receiver 
22. 

[0073] Although the refresh timers, RTO and RTl, and the 
pause timer 26 are described as reverse timers, a person of 
ordinary skill in the art Will appreciate that regular incre 
mental timers may be used to perform similar timing func 
tions. 

[0074] Thus, the group thresholds of the port shared buffer 
space are set up to assert ?oW control on the loWer priority 
traf?c before the higher priority traf?c as the shared buffer 

May 4, 2006 

usage increases. This can lead to starvation of the loWer 
priorities by higher priority traf?c (at least Within the shared 
space), but a per Class Group (CG) reserve buffer pool may 
provide starvation protection. Therefore, an XOFF ?oW 
control to any CG is not sent until both it’s per CG reserve 
and per ingress port reserve has been used, and the shared 
space reaches the CG threshold. 

[0075] In vieW of the foregoing, the present invention 
enables high priority traf?c to continue to How While pro 
viding a PAUSE for loW priority traf?c, While also enabling 
the sharing of buffering resources across traf?c classes so 
that they may be better leveraged to meet the demands of 
bursty tra?ic. 

[0076] In addition, While the terms packet and datagram 
have been used in the description of the present invention, 
the invention has import to many types of network data. For 
purposes of this invention, the term packet includes packet, 
cell, frame, datagram, bridge protocol data unit packet, 
packet data and any equivalents thereof. 

[0077] The many features and advantages of the invention 
are apparent from the detailed speci?cation and, thus, it is 
intended by the appended claims to cover all such features 
and advantages of the invention Which fall Within the true 
spirit and scope of the invention. Further, since numerous 
modi?cations and changes Will readily occur to those skilled 
in the art, it is not desired to limit the invention to the exact 
construction and operation illustrated and described, and 
accordingly all suitable modi?cations and equivalents may 
be resorted to, falling Within the scope of the invention. 

What is claimed is: 
1. A dynamic threshold apparatus, comprising: 

a How control sender comprising 

an ingress port per Class Group (CG) comprising a 
shared buffer pool, 

a shared counter per ingress port per CG tracking an 
amount of the shared buffer pool utiliZed by each 
CG, 

an ingress port utiliZation counter per ingress port per 
CG tracking an amount of the shared buffer pool 
utiliZed by the ingress port, 

a controller computing a dynamic threshold for each 
CG, determining that a particular CG is experiencing 
congestion When the ingress port utiliZation counter 
is greater than the dynamic threshold for the particu 
lar CG, and outputting an XOFF signal indicative 
thereof; and 

a How control receiver receiving the XOFF signal, ceas 
ing transmission of data packets to the particular CG 
experiencing congestion in response to the XOFF sig 
nal, and alloWing transmission of the data packets 
corresponding to other CGs in the How control sender. 

2. The dynamic threshold apparatus as recited in claim 1, 
Wherein the ingress port further comprises a reserve buffer 
pool and a headroom buffer pool. 

3. The dynamic threshold apparatus as recited in claim 1, 
Wherein the dynamic threshold for the particular CG is 
computed during input and output of the data packets to and 
from the shared buffer pool. 
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4. The dynamic threshold apparatus as recited in claim 1, 
Wherein the dynamic threshold per ingress port per CG is a 
tunable alpha parameter (a) multiplied by Sremaining, Which 
is a difference betWeen a total siZe of the shared bulfer pool 
and a total usage of the shared bulfer pool, 

remammg 

5. The dynamic threshold apparatus as recited in claim 4, 
Wherein the alpha parameter (a) is a parameter used to 
provide support for multiple priorities of data traffic and 
affects What fraction each CG is alloWed from the total siZe 
of the shared buffer pool of the ingress port. 

6. The dynamic threshold apparatus as recited in claim 1, 
further comprising: 

a headroom counter per ingress port per CG tracking 
headroom bulfer utiliZation by each ingress port and 
CG, Wherein a headroom threshold is de?ned for each 
CG specifying a limit on an amount of headroom 
buffering to be used by each CG; and 

a reserve counter per ingress port per CG tracking a port 
reserve bulfer utiliZation by each ingress port and CG; 
and 

a reserve counter per ingress port tracking a port reserve 
bulfer utiliZation by each ingress port. 

7. The dynamic threshold apparatus as recited in claim 1, 
Wherein the How control sender further comprises 

a refresh timer per ingress port and CG, timing a refresh 
time period de?ned as a time in Which the congestion 
at the ingress port for the particular CG experiencing 
congestion is to be resolved, Wherein the refresh timer 
is operatively connected to the controller. 

8. The dynamic threshold apparatus as recited in claim 7, 
Wherein each counter comprises an XON threshold. 

9. The dynamic threshold apparatus as recited in claim 8, 
Wherein the data packets are continuously output from the 
shared bulfer pool of the ingress port for the particular CG 
experiencing congestion, and the ingress port utiliZation 
counter progressively decrements toWards the XON thresh 
old as the data packets are continuously output. 

10. The dynamic threshold apparatus as recited in claim 9, 
Wherein upon detecting that the ingress port utiliZation 
counter reaches the XON threshold, the controller outputs an 
XON message to the How control receiver to resume trans 
mission of the data packets for the particular CG. 

11. A dynamic threshold method betWeen a How control 
sender and a How control receiver, said method comprising: 

assigning a shared bulfer pool per ingress port per Class 
Group (CG); 

tracking an amount of the shared bulfer pool utiliZed by 
each CG using a shared counter per ingress port per 
CG; 

tracking an amount of the shared bulfer pool utiliZed by 
the ingress port using an ingress port utiliZation counter 
per ingress port per CG; 

computing a dynamic threshold for each CG; 

comparing the dynamic threshold of each CG With the 
amount of the shared bulfer pool utiliZed by the ingress 
Port; 
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detecting a particular CG experiencing congestion When 
the amount of the shared buffer pool utiliZed by the 
ingress port is greater than the dynamic threshold for 
the particular CG; 

ceasing transmission of data packets to the particular CG 
experiencing congestion; and 

alloWing transmission of the data packets corresponding 
to other CGs. 

12. The dynamic threshold method as recited in claim 11, 
further comprising: 

assigning a reserve bulfer pool per ingress port per CG, a 
reserve bulfer pool per ingress port and a headroom 
bulfer pool per ingress port per CG. 

13. The dynamic threshold method as recited in claim 11, 
further comprising: 

computing the dynamic threshold for the particular CG 
during input and output of the data packets to and from 
the shared buffer pool. 

14. The dynamic threshold method as recited in claim 11, 
Wherein the computing of the dynamic threshold per ingress 
port per CG is performed by multiplying a tunable alpha 
parameter (0t) by Sremaining, Which is a difference betWeen a 
total siZe of the shared bulfer pool and a total usage of the 
shared buffer pool, 

15. The dynamic threshold method as recited in claim 14, 
further comprising: 

providing support for multiple priorities of data traf?c 
using the alpha parameter (0t), Which is a parameter 
used to provide support for multiple priorities of data 
traffic and affects What fraction each CG is alloWed 
from the total siZe of the shared bulfer pool of the 
ingress port. 

16. The dynamic threshold method as recited in claim 11, 
further comprising: 

tracking headroom bulfer utiliZation per ingress port and 
CG, Wherein a headroom threshold is de?ned for each 
CG specifying a limit on an amount of headroom 
buffering to be used by each CG; and 

tracking a port reserve bulfer utiliZation per ingress port 
and CG. 

17. The dynamic threshold method as recited in claim 11, 
further comprising: 

generating an XOFF message corresponding to the par 
ticular CG experiencing congestion from the How con 
trol sender to the How control receiver. 

18. The dynamic threshold method as recited in claim 17, 
Wherein the ceasing of the transmission of the data packets 
occurs upon receipt of the XOFF message by the How 
control receiver. 

19. The dynamic threshold method as recited in claim 17, 
further comprising: 

upon receipt of the XOFF message, de?ning an XOFF 
state of the ingress port for the particular CG experi 
encing congestion; and 

reverse timing from a timeout value speci?ed in the 
XOFF message to Zero. 
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20. The dynamic threshold method as recited in claim 19, 
further comprising: 

reverse timing from a refresh time value to Zero. 
21. The dynamic threshold method as recited in claim 20, 

further comprising: 

continuously outputting the data packets from the bulTer 
for the particular CG experiencing congestion; and 

progressively decrementing the ingress port utiliZation 
counter doWn toWards the XON threshold as the data 
packets are continuously output. 

22. The dynamic threshold method as recited in claim 21, 
Wherein upon detecting that the counter reaches the XON 
threshold, further comprising: 

outputting an XON message from the How control sender 
to the How control receiver to resume transmission of 
the data packets for the particular CG. 
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23. The dynamic threshold method as recited in claim 22, 
Wherein during the XOFF state and When the reverse timing 
reaches Zero, determining that an XON message is lost and 
resume transmission of the data packets for the particular 
CG. 

24. The dynamic threshold method as recited in claim 23, 
further comprising: 

determining that the ingress port utiliZation counter is at 
or above the XOFF threshold level of congestion; and 

generating another XOFF message corresponding to the 
particular CG experiencing congestion from the How 
control sender to the How control receiver. 


