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TRANSACTION SYSTEM FOR TRANSPORTING 
MEDIA FILES FROM CONTENT PROVIDER 

SOURCES TO HOME ENTERTAINMENT DEVICES 

BACKGROUND OF THE INVENTION 

[0001] This invention relates to systems for delivering 
digital media ?les (e.g., audio and/or video) from content 
provider sites to home user entertainment systems (e.g., 
television sets and/or audio equipment) via communications 
networks including public networks, e.g. Internet, and pri 
vate networks, e. g., intranet and extranet. 

[0002] Existing systems for transferring media ?les to the 
home user are typically complex, expensive to implement 
and maintain, lack suf?cient security and ?exibility, do not 
effectively utiliZe existing home entertainment infrastruc 
ture, and do not effectively leverage the open architecture of 
the Internet and standard communications protocols or 
encryption technologies. Generally, the limitations of not 
existing systems can be attributed to attempts to force a 
broadcast model onto communications network architec 
tures that are designed to store and forward data as packets, 
rather than as continuous streams. 

[0003] For example, so called “video on demand” systems 
deliver only video ?les for viewing and the infrastructure to 
enable transfer of those ?les to the home user is highly 
capital intensive. Moreover, such systems are typically dif 
?cult to scale since at any point in time, a unique stream 
must be dedicated to a particular user, from the video server 
to the users set top box. Since users can theoretically request 
video “broadcasting” at any time, the service provider must 
have su?icient capacity and communications bandwidth 
available at all times to insure that a program channel can be 
created whenever the user desires. Further, video on demand 
systems typically do not have the capability to access and 
transfer media ?les that reside on networks outside of the 
proprietary networks operated by the particular video on 
demand operator. This limits the number of titles that can be 
offered. 

[0004] Special purpose home terminals are also known in 
the prior art for enabling home user access to the Internet or 
world wide web. These terminals require the home user to 
purchase and learn to use a special purpose device that does 
not leverage the user’s current investment in home enter 
tainment and communications infrastructure. Further, these 
devices do not facilitate effective storage and playback of 
media ?les downloaded from the Internet since they do not 
typically interface to conventional television sets or audio 
systems for viewing and listening, respectively. Other prior 
art involving streaming media via communications networks 
does not address the home user’s need to select and acquire 
media ?les from the Internet, for example, without having to 
dedicate a computer to the task. Speci?cally, prior art 
associated with streaming media from the Internet to com 
puters does not address the need to store and play back the 
streamed media at user selectable times via existing home 
entertainment systems that are already familiar to the home 
user. 

SUMMARY OF THE INVENTION 

[0005] This invention relates generally to a method and 
apparatus for enabling a user to acquire media ?les for 
playback (either limited or unlimited use) on television sets 

Apr. 20, 2006 

and audio systems typically found in the home. The acqui 
sition of the media ?les forms part of a transaction initiated 
by a user via a communications network for enabling 
content providers to download requested media ?les to the 
user. The transaction is characterized by a procedure which 
debits a user’s payment account and credits a content 
provider’s receipt account. Embodiments of the invention 
enable (1) any of a plurality of home users to request 
selected media ?les for playback on a conventional home 
entertainment system and (2) any of a plurality of content 
provider sites to respond to the request to deliver media ?les 
to a requesting home user. 

[0006] More particularly, the invention relates to a system 
in which each home user can communicate a transaction 
request via a local player/receiver and a communications 
network to a transaction server. The transaction request 
includes information identifying the home user and speci 
fying a media ?le, eg by title or assigned code number. The 
transaction server then veri?es the user’s account informa 
tion and initiates an electronic banking transaction. Addi 
tionally, the transaction server instructs the content provider 
media server storing the requested media ?le to download 
the ?le via the network to the requesting home user player/ 
receiver. 

[0007] A system in accordance with the invention can 
operate with various, public and private communications 
networks but its primary application is intended to be with 
the public Internet for delivering media ?les to a home user 
for playback via conventional television sets and audio 
systems. 

[0008] Systems in accordance with the invention are gen 
erally characterized by the following features: 

[0009] 1. They are readily scalable and can accommodate 
a virtually unlimited number of content provider sites and 
home user sites communicating via the Internet using a 
standard protocol, e.g., TCP/IP; 

[0010] 2. The systems are open in the sense that they can 
support a variety of media ?le types; 

[0011] 3. The content provider sites operate to encrypt a 
media ?le in the course of downloading the ?le to a 
requesting home user site; and 

[0012] 4. Only the requesting home user site is able to 
decrypt the downloaded ?le. 

Systems in accordance with the invention preferably 
include: 

[0013] l. A transaction server which is capable of servic 
ing multiple home user sites and multiple content provider 
sites via a communications network; 

[0014] 2. At least one home user site comprising a player/ 
receiver subsystem for interactively communicating with the 
transaction server to request the download of media ?les for 
archive storage and/or playback via substantially conven 
tional home entertainment equipment. The player/receiver 
subsystem is preferably implemented as a simple user 
friendly appliance; 

[0015] 3. At least one content provider site including a 
media ?le storage device and an encryptor for dynamically 
encrypting media ?les, directly to a requesting home user 
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site. Only the targeted home user site is able to decrypt the 
downloaded media ?les to enable playback; and 

[0016] 4. Network connectivity devices for connecting the 
home user sites, the content provider sites, and the transac 
tion server to the network. 

[0017] In accordance With a preferred embodiment, the 
player/receiver subsystem enables the home user to connect 
to the transaction server via the communications netWork to 
access a program guide of available media ?les Which can, 
for example, be displayed via the home user television set. 
The user is then able to interactively broWse the displayed 
list and select desired ?les therefrom. The user then, via the 
player/receiver and communications netWork, requests the 
transaction server to deliver the selected ?les. After appro 
priate user authentication and account veri?cation, the trans 
action server transmits a doWnload authorization instruction 
to the content provider site storing the requested media ?les. 
Encoded media ?les are then dynamically encrypted by the 
content provider site and doWnloaded directly to the request 
ing player/receiver. The encrypted ?les can be decrypted 
solely by the requesting player/receiver. The user can also 
broWse and select media ?les from Web site based media title 
listings or print guide listings. 

[0018] A preferred transaction server in accordance With 
the invention functions to (l) authenticate each player/ 
receiver and process ?le requests therefrom and (2) maintain 
a list of available media ?les and their location at multiple 
content provider sites. Speci?cally, the transaction server 
arranges for the doWnloading of requested ?les from a 
content provider site directly to the requesting player/re 
ceiver. Files doWnloaded to the player/receiver are prefer 
ably stored either on the player/receiver’s local or storage 
means, e.g., a hard disk drive, or on the player/receiver’s 
archive storage means, e.g., removable storage media such 
as magnetic tape or recordable CD-ROMs. 

[0019] A preferred encoder subsystem in accordance With 
the invention functions to encode audio and/or video ?les 
from their respective sources, e.g., professional recording 
equipment, and provide the resultant encoded ?les (e.g., 
MPEG) to the media server at the content provider site. 

[0020] A preferred encryptor in accordance With the 
invention dynamically encrypts ?les stored on a media 
server based on instructions received from the transaction 
server. The encryption format uniquely targets the request 
ing player/receiver to prevent playback on any other device. 

[0021] In typical use, the player/receiver ?rst connects to 
the transaction server, transmits an identi?er, including a 
unique locally generated encryption key and receives 
authentication from the transaction server. A list of available 
media ?les is then transmitted to the player/receiver Which 
in turn displays the list as an interactive program guide or 
menu, preferably on a home television set. Once ?les are 
selected from the menu, the player/receiver requests the 
transaction server to doWnload the selected ?les. The trans 
action server then processes the request by generating a 
transaction ID and instructions and transmits that informa 
tion to the content provider site containing the requested 
?les. The ?les are then dynamically encrypted by the 
encryptor at the content provider site and transmitted via the 
netWork directly to the requesting player/receiver Which 
stores them locally. During playback, the player/receiver 
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decrypts and decodes the ?les from the local storage device 
and outputs them for vieWing and listening via the home user 
television set and/or audio system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] FIG. 1 is a block diagram shoWing the architecture 
of a preferred system is accordance With the invention; 

[0023] FIG. 2 is a block diagram shoWing a home user site 
comprised of a player/receiver subsystem and connectivity 
to home entertainment system components and the netWork; 

[0024] FIG. 3 is a block diagram shoWing a content 
provider site comprised of a media server, a ?le encoder and 
encryptor and connectivity to video/audio sources and the 
netWork; 
[0025] FIG. 4 is a block diagram shoWing a preferred 
implementation of a transaction server; 

[0026] FIG. 5 is a How chart that illustrates the operation 
of the encryptor; 

[0027] FIG. 6 is a How chart that illustrates the operation 
of the player/receiver; 

[0028] FIG. 7 is a How chart that shoWs the automated 
process of creating unique dynamically encrypted player/ 
receiver speci?c ?les in response to ?le requests; 

[0029] FIG. 8A and 8B shoW a preferred embodiment of 
the functional processes executed by the transaction system; 

[0030] FIG. 9 is a functional diagram that describes the 
preferred embodiment user interface of the player/receiver; 

[0031] FIG. 10 shoWs a preferred embodiment of the front 
panel of a player/receiver forming the user interface; 

[0032] FIG. 11 is a more detailed ?oW chart of FIG. 6 
shoWing a preferred embodiment of the softWare processes 
executed by the player/receiver user interface; and 

[0033] FIG. 12 is a How chart that shoWs the functional 
operation of the media server softWare. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0034] Attention is initially directed to FIG. 1 Which 
depicts a block diagram of a preferred system 5 in accor 
dance With the invention. The system 5 is comprised of a 
plurality of content provider sites 61, 62, . . . 6M, a plurality 
of home user sites 71, 72. . . 7N, and a transaction server site 
10, all connected to a common communications netWork 11. 
In a preferred embodiment, the netWork 11 comprises the 
public Internet and connections to the Internet are formed 
via suitable broadband netWork connectivity devices 12, 
e.g., cable modems, digital subscriber line (DSL) modems, 
or very small aperture satellite (V SAT) Internet access 
systems. In alternative system embodiments, the netWork 11 
could comprise other public or private netWorks, e.g. Intra 
net or Extranet. The “Internet” refers to a global netWork that 
facilitates the connectivity of computer-based systems typi 
cally using a common communications protocol knoWn as 
Transmission Control Protocol/Intemet Protocol (TCP/IP). 

[0035] It is contemplated that in most applications of the 
invention, the home user sites and content provider sites Will 
be Widely geographically distributed. HoWever, the inven 
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tion is not restricted to Wide physical separation amongst 
sites. For example only, the multiple home user sites can be 
distributed amongst multiple apartments in a single building. 
Moreover, the term “home” user is not intended to restrict 
the sites to residences but rather is used to refer to any type 
of end user. 

[0036] FIG. 1 schematically depicts each home user site 7 
connected to the netWork 11 (via a connectivity device 12) 
by both a bi-directional narroW arroW 14 and an incoming 
Wide arroW 16. The narroW arroW 14 represents the How path 
for digital transaction data to be discussed hereinafter. The 
Wide arroW 16 represents the How path for digital media ?les 
to be discussed hereinafter. Similarly, each content provider 
site 6 is shoWn connected to the netWork 11 via bi-direc 
tional narroW arroW 18 for transaction data How and an 
outgoing Wide arroW 20 for media ?le How. The transaction 
server site is depicted as being connected to the netWork 11 
by a bi-directional narroW arroW 22 for transaction data How. 
For clarity of presentation, no Wide arroW is depicted in 
association With the transaction server site 10 because in 
typical applications, media ?les are not handled by the 
transaction server 10. HoWever, it should be understood that, 
in fact, one of the content provider sites 6 could be physi 
cally located at the transaction server site 10. 

[0037] Attention is noW directed to FIG. 2 Which depicts 
a preferred home user site 7 comprising a player/receiver 
subsystem 30. The subsystem 30 includes a local storage 
device 32, e.g., a hard disk drive, for storing and retrieving 
media ?les via a bi-directional path 34. The player/receiver 
subsystem 30 can also be optionally coupled to an archive 
storage device 36, e. g., a removable storage medium device, 
via a bi-directional path 38. Subsystem 30 is also connected 
via television/video display interface 40 to the input of a 
conventional television set/video display 42 and via audio 
stereo interface 44 to a conventional home audio stereo 
system 46. 

[0038] The player/receiver subsystem 30 is comprised of 
a user interface 54, a system processor 56, system RAM 50, 
a media ?le decoder 60, a media ?le decryptor 61, a 
television/video (NTSC/PAL) display interface 40, and an 
audio stereo interface 44. The system 30 is connected via 
netWork connectivity means 12, Which preferably comprises 
a cable or DSL compliant modem or a VSAT netWork 
connectivity device, to the netWork 11. 

[0039] FIG. 3 depicts a content provider site 6 primarily 
comprising a media server 70, including a ?le encoder 72, 
and a ?le encryptor 74, a system processor 77, system 
RAM78, a user interface 79 and a local storage means 80. A 
video source 75 and an audio source 76 are coupled to 
encoder 72. The media server 70 functions generally to 
supply encoded media ?les to encryptor 74 for transmission 
over the netWork 11. During a typical transaction, the media 
server 70 receives transaction instruction data from the 
transaction server 10 via the netWork 11 and connection 18. 
Upon response to those instructions the media server locates 
the requested ?le in storage means 80 and provides it to the 
encryptor 74 for encryption. The encryptor 74, utiliZing the 
transaction instruction data including media registration, 
transaction ID, payment terms, ?le speci?cation and the 
requesting player/receiver’s local encryption key, encrypts 
the requested ?le. This results in the requested ?le being 
uniquely dynamically encrypted such that it can only be 
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played back on the requesting player/receiver 30. The 
encrypted ?le is then transmitted to the requesting player/ 
receiver via ?oW path 20 and netWork 11. 

[0040] In typical use, When a player/receiver 30 (FIG. 2) 
is poWered on, its system processor 56 instructs its netWork 
connectivity means 12 to connect to the transaction server 
10. The system processor 56 then transmits a system iden 
ti?er including a locally generated encryption key and the 
player/receiver’s unique electronic serial number and the 
users Personal Identi?cation Number (PIN) entered by the 
user via user interface 54. The transaction server in turn 
performs an account authentication operation and provides a 
list of available ?les and/or updates to the player receiver. 
The list is automatically generated and customiZed at the 
transaction server based on the users’ PIN Which indicates 
the user pro?le. Next, based on selections interactively 
entered by the user, the player/receiver 30 transmits media 
?le requests to the transaction server 10. The transaction 
server processes the media requests, generates transaction 
ID and instruction data and transmits this data along With the 
local encryption key (received from the requesting player/ 
receiver 30) to the content provider site 6 (FIG. 3) that 
contains the requested ?les. Additionally, the transaction 
server 10 records the transaction for purposes of debiting the 
user’ s account and crediting the provider’s account. The ?les 
are dynamically encrypted at the content provider site by the 
encryptor 74 using a locally generated encryption key and 
the encryption key and instructions received from the trans 
action server. The ?les are encrypted such that they can be 
decrypted and played back only on the authenticated 
requesting player/receiver. The ?les are then transmitted 
from the content provider site via the netWork directly to the 
requesting player/receiver 30. Direct transmission to the 
requesting player/receiver is implemented by using its IP 
address, assuming a typical TCP/IP format. That is, the 
doWnload instructions received from the transaction server 
contain the IP address of the requesting player/receiver 
Which is then used by the provider site to doWnload directly 
to the player/receiver. 

[0041] The player/receiver then utiliZes its local storage 
means 32 to store the encoded ?le(s) being received. The 
archive storage means 36 is used When the user has pur 
chased media ?les and desires long term storage of those 
?les. During playback by the player/receiver 30, the stored 
encrypted ?les are retrieved by processor 56 from the local 
storage means 32 or archive storage means 36, then 
decrypted, decoded and transferred via the interface 40 to 
the television/video display means 42, and/or the interface 
44 to the audio system 46. These operations occur automati 
cally in response to media selections made by the user 
operating the player/receiver 30. 

[0042] It is to be noted that the media ?les are automati 
cally doWnloaded to the player/receiver for storage as an 
encrypted ?le on the local storage means 32 or archive 
storage means 36 for playback at a desired time by the user. 
This approach makes a potentially unlimited array of media 
?les available to the end user. Further, the system and 
architecture of the preferred embodiment enable content 
provider sites 6 to securely encrypt and transmit selected 
media ?les to authenticated users via the Internet. Further, 
due to the dynamic ?le encryption functionality and the 
ability of the content provider site encryptor 74 and home 
user site player receiver 30 to automatically generate unique 
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encryption keys, the system provides a secure electronic 
commerce system that enables media owners to securely sell 
or rent media to users. Most importantly, because of the 
unique dynamic encryption, each copy of a transmitted 
media ?le can be played back only on the player/receiver for 
which it was encrypted, thereby ensuring a secure and 
pro?table transaction between media seller and purchaser. 

[0043] In the preferred embodiment, at the content pro 
vider site 6 (FIG. 3), media ?les stored on the media server 
70 are downloaded to the requesting player/receiver 30 after 
being encrypted by the encryptor 74 in response to transac 
tion data and instructions received from the transaction 
server 10. Recorded media ?les originating from the video 
source 75 and/or audio source 76 are encoded by the encoder 
72 and transferred to the media server 70 for storage. The 
media server in the preferred embodiment can be a web, FTP 
or ?le server. In the preferred embodiment the player/ 
receiver 30 and encoder 72 utiliZes a compression/decom 
pression technique conforming to the Moving Pictures 
Expert Group (MPEG) standard for encoding audio and 
video ?les. The standard is divided into three parts that 
include audio, video and systems. The systems part of the 
speci?cation handles integration of audio and video streams 
with time stamping data to enable synchronization of the 
two. The key bene?t of the MPEG format is that it provides 
a standardized way for various distributed content providers 
to make video, audio and graphic ?les available to consum 
ers. However, it should be understood that embodiments of 
the invention could use various other known compression/ 
decompression formats for audio and/or video. Examples of 
video compression algorithms are MPEG and Apple Com 
puter’s QuickTime. Examples of audio compression algo 
rithms are MP3 (i.e., MPEG, Audio Layer 3) and 
Microsoft’s ASF format. 

[0044] FIG. 4 is a block diagram showing a preferred 
implementation of the transaction server 10. The transaction 
server maintains a directory of all currently available media 
?les. When a media request is made by a player/receiver, the 
media ID is looked up in the directory, which provides the 
location of a content provider site, whose media server is 
currently serving the requested media. The directory is 
designed to allow fast retrieval of information even if the 
number of available items is large. In the preferred embodi 
ment, the directory may be a hash table, a B-tree or a table 
in a structured query language [SQL] database such as 
Oracle or MySQL. For each item in the directory, there may 
be one or more media servers listed. The media server 

selected in response to the media ?le request may be chosen 
based upon geographic location, current server load or other 
parameters designed to improve performance or reliability. 
The media directory also contains other information, such as 
the provider of the media, its current pricing, use terms and 
other related data. The transaction server 10 is comprised of 
a system processor 90, system RAM 94, local storage 96, a 
user interface 98, and network connectivity device 12. The 
transaction server 10 receives system identi?ers, including 
electronic serial numbers and encryption keys from player/ 
receivers 30 requesting authentication. The system proces 
sor 90 compares those identi?ers to a database that stores 
device identi?ers for each player/receiver manufactured. 
Device identi?ers include the electronic serial number of the 
device and date of manufacture. Upon authentication, the 
transaction server creates an account number and authenti 

cation codes for the device. In addition, a user selected 
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Personal Identi?cation Number [PIN] is also established for 
the device. During media ?le downloads, this information is 
used to create a ?le header that is associated with each ?le 
that is downloaded. This header contains the device authen 
tication codes, user account number, ?le name, content 
owner account number, ?le authentication code, ?le life, ?le 
cost and ?le siZe codes. 

[0045] After authentication, the transaction server 10 
transmits a customiZed list of available ?les to the requesting 
player/receiver 30. The list customiZation is based on the 
user pro?le associated with each PIN that is entered into a 
player/receiver during a transaction session. The transaction 
server also maintains a database of content provider sites 6 
and the content that they retain. When the transaction server 
10 receives ?le requests from a player/receiver 30, its system 
processor 90 processes the request and checks a database 
stored on the local storage device 96 for the location of the 
content provider site that contains the requested ?le. The 
system processor 90 then generates a transaction ID and 
transaction instructions and transmits this transaction data 
with the requesting player/receiver’ s local encryption key to 
the content provider site possessing the requested media ?le. 
The requested ?les are then uniquely encrypted at the 
content provider site 6 using the local encryption key 
received from the transaction server 10. As previously 
mentioned, the encrypted ?le is then transmitted directly 
from the content provider site to the requesting player/ 
receiver 30. 

[0046] FIG. 5 is a ?owchart that illustrates a typical 
operational sequence executed by the media server encryp 
tor 74 (FIG. 3) in performing a media ?le download initiated 
by the transaction server 10. The encryptor 74 receives 
media ?les from the media server 70 in operation 120. 
Transaction instructions and the requesting player/receiver’ s 
local encryption key are received from the transaction server 
10 in operation 122. In operation 124, the requested media 
?les are encrypted. In operation 126, the encrypted ?les are 
downloaded via the network to the requesting player/re 
ceiver. 

[0047] FIG. 6 is a ?owchart that illustrates a typical 
operational sequence executed by the player/receiver 30 
during a usage session. After power is applied to the 
player/receiver in operation 130, the user is prompted to 
enter a PIN into the player/receiver (operation 132). In 
operation 134, the user is prompted to select media titles and 
enter selected media title codes. This is followed by opera 
tion 136 where the user presses the GET MEDIA button 
(FIG. 10) to send a request for the selected titles to the 
transaction server via the network. In operation 138, the ?le 
download from the content provider to the player/receiver 
begins. In operation 140, the title names of the downloaded 
?les are added to the online program guide. In operation 142, 
the user is prompted to begin playback of the downloaded 
?le or to make another selection. 

[0048] FIG. 7 is a ?owchart that shows the automated 
process of creating unique dynamically encrypted player/ 
receiver speci?c ?les in response to ?le requests. Media ?les 
downloaded from the content provider site are dynamically 
encrypted before they are transmitted to the player/receiver 
via the communications network. The encryption process is 
preferably modular, enabling new algorithms to be used as 
they become available. Examples of existing encryption 
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algorithms include PGP and the Unix crypt command. The 
encryption process uses an encryption key provided by the 
requesting and authenticated player/receiver. This insures 
that the media ?les can only be decrypted by the same 
player/receiver Which made the request. In order to provide 
additional security, all communication betWeen the player/ 
receiver, the media server and the transaction server occurs 
over secure connections. For example, in one implementa 
tion, the netWork connections may be made using secure 
socket layer(SSL) technology. This prevents a third party 
from intercepting keys and other unencrypted information in 
transit. In operation 148, the media server 70 receives an 
authenticated player/receiver 30 generated local encryption 
key, transaction ID and media request from the transaction 
server 10. In operation 150, the encryptor 40 dynamically 
generates an encryption key that is local to the media server 
70. In operation 154, the requested ?les are uniquely 
encrypted for doWnload using the dynamically generated 
encryptor key and the local encryption key received from the 
requesting player/receiver 30. In operation 156, the 
encrypted ?les are transmitted directly to the requesting 
player/receiver via the netWork. 

[0049] FIG. 8A and 8B shoW a preferred implementation 
of an overall transaction process. The transaction process 
begins in operation 158 With the player/receiver being 
poWered on. Next, in operation 160, the user is prompted to 
enter their Personal Identi?cation Number [PIN]. This num 
ber is used in conjunction With the player/receiver’s elec 
tronic serial number to automatically generate a unique local 
encryption key in operation 162. The PIN is transmitted to 
the transaction server for veri?cation in operation 164. If the 
account information is veri?ed, the transaction proceeds to 
operation 168 and the user is identi?ed by the transaction 
server. If the PIN is not veri?ed, operation 166 is invoked 
and the user is asked to call the service center to establish a 
neW account or to re-enter their PIN. In operation 170, the 
transaction server automatically updates the electronic pro 
gram guide that is stored on the local storage means 32 of the 
player/receiver. This update is customiZed to speci?c user 
preferences that are associated With each user account 
pro?le. Next, in operation 172, the user is prompted to 
broWse the program guide or to broWse titles that are stored 
locally or on the archive storage means. In operation 172 the 
user is also asked if they Would like to create a neW archive. 
This function enables an encrypted copy of one or more 
locally stored media titles to be stored on the archive storage 
means 36. At operation 174, a decision is made to either 
broWse media titles or create a neW archive. If create a neW 

archive is selected, the user is prompted to broWse locally 
stored media titles as shoWn in operation 176. This is 
folloWed by the selection of the media titles to archive as 
indicated by operation 178. In operation 180, the selected 
?les are archived by the archive storage means. If the user 
chooses to broWse media for doWnload and/or playback, the 
transaction proceeds to operation 182 and the user broWses 
the on screen or printed program guide and selects media 
title codes. This is folloWed by operation 184 Where the 
media title codes are entered using the player/receiver user 
interface of FIG. 10 (or an equivalent remote control) to 
make the selection 186. At operation 188, the media title(s) 
request and local unique encryption key are transmitted to 
the transaction server. Next, in operation 190, the transaction 
server authenticates the local key, logs the media request and 
generates a transaction ID. In operation 192, the transaction 
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ID and instructions are transmitted to the electronic banking 
services provider, a credit card processor in the preferred 
embodiment, and the transaction is logged into a database 
enabling credits and/or debits to the accounts of all parties 
involved in the transaction. In operation 194, the electronic 
banking provider authoriZes the transaction. This is folloWed 
by the transmission of the doWnload authorization instruc 
tion from the transaction server 10 to the content provider 
site 6 containing the requested media ?le as shoWn in 
operation 196. At operation 198, the encryptor 74 at the 
content provider site containing the requested media ?les 
uses the locally generated player/receiver key it received 
from the transaction server and a dynamic encryption key 
generated by the encryptor 74 to uniquely encrypt the 
requested ?le(s) so that they can be played back only on the 
requesting player/receiver. In operation 200, the dynami 
cally encrypted ?le is transmitted to the requesting player/ 
receiver. During the transmission process, after a variable 
time that is less than the total time required to transmit the 
?le, the player/receiver indicates that playback of the ?le can 
begin as shoWn in operation 202. The user may decide, as 
indicated at decision operation 204, to initiate playback or 
alloW the doWnload process to continue to completion as 
indicated by operation 208. If the user decides to start the 
playback, the player/receiver uses its local encryption key to 
dynamically decrypt the ?le during playback as shoWn in 
operation 206. If the user alloWs the complete ?le to 
doWnload prior to initiating playback, the doWnload process 
continues as indicated by operation 208. At the completion 
of the doWnload process, the neW media titles are automati 
cally added to the program guide category, locally stored 
media as indicated by operation 210. 

[0050] FIG. 9 is a functional diagram that describes the 
preferred embodiment user interface 54 of the player/re 
ceiver 30. The user interface includes an alphanumeric code 
entry function 214, a media selection function 216 (GET 
MEDIA button in FIG. 10), a display function (e.g., display 
236 in FIG. 10) 218, playback control functions 220 (e.g., 
tape transport style buttons 238 in FIG. 10) and a hand held 
remote control 222 that replicates the player/receiver user 
interface functionality. The user enters media title codes, 
personal identi?cation numbers and other alphanumeric 
information using the code entry function 214. These codes 
and other command entries are processed by the player/ 
receiver system processor 56. Media selections and com 
mand con?rmations are entered using the media selection 
function 216. Playback of media stored on the local storage 
means 32 or archival storage means 36 is controlled via the 
playback control functions 220 or the remote control, func 
tionality 222 to drive the television/video display 42 and/or 
the audio system 46 respectively. 

[0051] FIG. 10 shoWs a preferred embodiment of the front 
panel 228 of a player receiver unit enclosure 230 forming the 
user interface 54 for the player/receiver 30. The keypad 
array 234 implements the code entry functionality 214 used 
to enter the users Personal Identi?cation Number and media 
title codes as Well as product or service selections made 
available via the player/receiver. The display means 236 
(e.g., a vacuum ?uorescent display) is used to shoW the 
status of the player/receiver, its current operations and to 
provide feedback for the user as commands are entered via 
the player/receiver user interface or the player/receiver 
remote. Information as to the status of the player/receiver as 
Well as the functions and media selections being entered and 
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the broWseable online program guide are also vieWable via 
the display 236. The GET MEDIA button 240 is used to 
request download of a selected media ?le to the player/ 
receiver. Upon receipt of a media ?le by the player/receiver, 
the buttons 238 are used to control playback of the ?le. In 
the preferred embodiment, these functions include play, 
stop, reWind and fast forWard. The enclosure 230 is intended 
to typically house the components of the player/receiver 
subsystem 30 depicted in FIG. 2. 

[0052] FIG. 11 shoWs the preferred embodiment of the 
softWare processes executed by the player/receiver in 
response to buttons pressed on the player/receiver’s front 
panel. The invention provides an easy to use interface for 
requesting media. In the preferred embodiment, the user 
enters a media ID into the player/receiver and presses the 
“Get Media” button to initiate automatic downloading to the 
player/receiver. When “Get Media” is pressed, the player/ 
receiver sends a message to the transaction server identify 
ing the desired media ID and information uniquely identi 
fying the player/receiver, such as its serial number, the user’ s 
personal identi?cation number and the player/receiver’s 
local encryption key. The transaction server looks up the 
desired media ID and forWards the request to one of the 
media servers currently serving the requested media, Which 
then dynamically encrypts and transfers the media ?le 
directly to the player/receiver. In operation 242, the user 
enters the desired media ?le ID number into the player/ 
receiver. This number is stored in the player/receiver’s 
system RAM as shoWn in operation 244. At operation 246, 
the user presses the Get Media button Which initiates opera 
tion 248. In operation 248, the player/receiver creates an 
encrypted media request message that contains the media 
ID, player/receiver serial number, user PIN and related 
transaction data. This message is transmitted via the com 
munications netWork to the transaction server as indicated 
by operation 250. At operation 254, the transaction server 
processes the request and in operation 256 forWards that 
request to the appropriate media server containing the 
requested ?le. In operation 258, the media ?le is transferred 
directly from the media server to the requesting player/ 
receiver. When the user presses the play button on the 
player/receiver as indicated by operation 260, the player/ 
receiver initiates operation 262. In operation 262, the ?le is 
dynamically decrypted and decoded during playback to 
enable vieWing and or listening of the ?le using standard 
home entertainment systems including televisions and audio 
systems. 
[0053] FIG. 12 describes the operation of the softWare 
executed by the media server processor 77. Speci?cally, in 
the preferred embodiment the media server softWare creates 
an index of media ?les stored on the local storage means 80, 
as indicated by operation 264 and ful?lls media ?le requests 
received from the transaction server. At operation 266, the 
softWare automatically and/or interactively assigns code 
numbers and related data to the locally stored media ?les. 
The resultant media ?le index is transmitted to the transac 
tion server 10 in operation 268. Thereafter, as previously 
described, the processor 77 checks for transaction requests, 
as indicated in operation 270. After a transaction request is 
recognized (operation 276), the doWnload authorization 
instruction is accepted in operation 278. In response to the 
instruction, the locally stored media ?le index is checked for 
the requested ?le (operation 280). Then in operations 282 
and 284 the ?le is retrieved from the media server’s local 
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storage 80 and sent to the encryptor 74. If no transaction 
request is received in operation 276, then the media server 
automatically and/or interactively checks local storage for 
neW media ?les, as shoWn in operation 272. At operation 
274, if neW media ?les are found, the media server returns 
to operation 264 to initiate indexing of the neW media ?les. 
If no neW media ?les are found, the media server returns to 
operation 270 and continues checking for transaction 
requests. 

[0054] From the foregoing, it should noW be apparent that 
a method and system have been disclosed for enabling a 
home user to request media ?les via a user friendly player/ 
receiver and for such media ?les to be doWnloaded from a 
content provider site via a communications netWork for 
playback on a conventional television set and/or audio 
system at the home user site. The system includes a trans 
action server Which responds to the user request to authen 
ticate the user and provide authorization instructions to the 
content provider site to encrypt encoded media ?les and 
transmit them via the netWork for playback only at the 
requesting authenticated site. 

[0055] Although a preferred embodiment has been dis 
closed herein, it is recognized that modi?cations and varia 
tions Within the spirit of the invention may readily occur to 
those skilled in the art, and it is expressly intended that such 
fall Within the scope of the appended claims. 

We claim: 
1. A system for executing user transaction requests for 

delivering digital media ?les via the Internet for driving a 
user site television set and/or audio equipment, said system 
comprising: 

a plurality of user sites, each user site including a player/ 
receiver, a television set and/ or audio equipment, and a 
connectivity device for connecting said player/receiver 
to the Internet; 

one or more provider sites, each provider site including a 
media server comprising a media ?le storage device 
and a media ?le encryptor, and a connectivity device 
for connecting said provider site media server to the 
Internet; 

a transaction server and a connectivity device for con 
necting said transaction server to the Internet; 

each said player/receiver including a user interface for 
sending a media ?le request via the Internet to said 
transaction server requesting delivery of an identi?ed 
media ?le; 

said transaction server being responsive to a received 
media ?le request for sending an authorization to the 
provider site storing the requested media ?le authoriz 
ing delivery of the requested media ?le from said 
provider site to the requesting player/receiver directly 
via the Internet; 

said authorized provider site being responsive to said 
transaction server authorization for uniquely encrypt 
ing the identi?ed media ?le and for doWnloading the 
encrypted media ?le directly via the Internet to said 
requesting player/receiver; 

each said player/receiver including a media ?le decryptor; 
and Wherein 




