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METHOD AND AN APPARATUS TO PERFORM 
MULTIPLE PACKET PAYLOADS ANALYSIS 

FIELD OF INVENTION 

[0001] The present invention relates to intrusion detection 
and prevention in a networked system, and more particu 
larly, to performing multiple packet payloads analysis. 

BACKGROUND 

[0002] Today, in many security products, pattern matching 
is used to prevent many types of security attacks. For 
example, some existing desktop virus scanning may include 
scanning ?les against certain recognizable patterns. These 
?les usually come from mail attachments and Website doWn 
loads. These desktop applications are simpler in that by the 
time the pattern matching is performed, the input has been 
all accumulated in the correct order. The situation is more 
complicated for gateWay products, such as ?reWalls, 
attempting to match patterns for other purposes, such as 
deep packet inspection. Some of these products scan for 
patterns over Transport Control Protocol (TCP) packets. 
Since TCP usually breaks doWn application data into chunks 
called TCP segments, the full pattern may reside in several 
TCP segments. One conventional approach is to reassemble 
all TCP packets together into one large chunk and perform 
pattern matching on this chunk, similar to scanning ?les. The 
disadvantage of this approach is that this approach requires 
processing to reassemble, and it further requires memory to 
store the intermediate result before pattern matching can 
take place. 

[0003] To further complicate the problem, many security 
attacks exhibit more than one pattern, and thus, multiple 
pattern matching has to be performed in order to success 
fully screen out these attacks. Such a collection of patterns 
is called a signature. For example, an attack signature may 
contain a recogniZable header and a particular phrase in the 
body. To detect such an attack, the detection mechanism has 
to match all the patterns in the signature. If only part of the 
signature is matched, false positives may occur. As such, the 
term “attack pattern” is used to refer to a single pattern or a 
signature. 
[0004] When such attacks are transported over TCP, the 
contents, and therefore the recogniZable patterns, may exist 
in different TCP segments. In fact, even a single pattern is 
more often split over several segments. Therefore, tWo 
problems have to be solved at the same time. On one hand, 
the detection mechanism has to scan each pattern across 
multiple segments, and on the other hand, the detection 
mechanism also has to scan across patterns. One existing 
approach is to reassemble all packets and scan for each 
pattern in sequence. This approach is inefficient in terms of 
processing time and memory usage because scanning cannot 
start until all packets are received and reassembled and extra 
memory is needed to store the packets received. 

[0005] Another major problem in pattern matching is that 
the packets may arrive out of order. Again, using TCP as an 
example, the application data is broken into What TCP 
considers the best siZed chunks to send, called a TCP 
segment or a TCP segment. When TCP sends a segment, it 
maintains a timer and Waits for the other end to acknoWledge 
the receipt of the segment. The acknoWledgement is com 
monly called an ACK. If an ACK is not received for a 
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particular segment Within a predetermined period of time, 
the segment is retransmitted. Since the IP layer transmits the 
TCP segments as IP datagrams and the IP datagrams can 
arrive out of order, the TCP segments can arrive out of order 
as Well. Currently, one receiver of the TCP segments reas 
sembles the data if necessary, and therefore, the application 
layer receives data in the correct order. 

[0006] An existing Intrusion Detection/Prevention System 
(IPS) typically resides betWeen the tWo ends of TCP com 
munication, inspecting the packets as the packets arrive at 
the IPS. The IPS looks for predetermined patterns in the 
payloads of the packets. These patterns are typically appli 
cation layer patterns. For example, the pattern might be to 
look for the Word “Windows”. HoWever, the Word may be 
broken into tWo TCP segments, e.g., “Win” in one segment 
and “doWs” in another segment. If these tWo segments arrive 
in the correct order, then IPS can detect the Word. HoWever, 
if the segments arrive out of order, Which happens relatively 
often, then the IPS may ?rst receive the segment containing 
“doWs”, and have to hold this segment and Wait for the other 
segment. Atypical approach is for the IPS to force the sender 
to re-transmit all the segments from the last missing one, 
hoping that the segments may arrive in order the second 
time. One disadvantage of this approach is the additional 
traffic in betWeen and the additional processing on both ends 
of the TCP communication. 

SUMMARY 

[0007] The present invention includes a method and an 
apparatus to perform multiple packet payloads analysis. In 
one embodiment, the method includes receiving a plurality 
of data packets, each of the plurality of data packets con 
taining a portion of a data pattern, determining Whether each 
of the plurality of data packets is out of order, and making 
and storing a local copy of the corresponding data packet if 
the corresponding data packet is out of order. 

[0008] Other features of the present invention Will be 
apparent from the accompanying draWings and from the 
detailed description that folloWs. 

DESCRIPTION OF THE DRAWINGS 

[0009] The present invention is illustrated by Way of 
example and not limitation in the ?gures of the accompa 
nying draWings, in Which like references indicate similar 
elements and in Which: 

[0010] FIGS. 1A and 1B illustrate ?oW diagrams of one 
embodiment of a process to perform multiple packet pay 
loads analysis; 

[0011] FIG. 2A illustrates an exemplary Deterministic 
Finite Automaton (DFA) according to one embodiment of 
the invention; 

[0012] FIG. 2B illustrates an exemplary DFA representing 
tWo patterns according to one embodiment of the invention; 

[0013] FIG. 2C illustrates one embodiment of a system 
usable With the invention; and 

[0014] FIG. 3 illustrates a system usable With one 
embodiment of the invention. 

DETAILED DESCRIPTION 

[0015] A method and an apparatus to perform multiple 
packet payloads analysis are described. In the folloWing 
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description, numerous speci?c details are set forth. HoW 
ever, it is understood that embodiments of the invention may 
be practiced Without these speci?c details. In other 
instances, Well-knoWn components, structures, and tech 
niques have not been shoWn in detail in order not to obscure 
the understanding of this description. 

[0016] Reference in the speci?cation to “one embodi 
ment” or “an embodiment” means that a particular feature, 
structure, or characteristic described in connection With the 
embodiment is included in at least one embodiment of the 
invention. The appearances of the phrase “in one embodi 
ment” in various places in the speci?cation do not neces 
sarily all refer to the same embodiment. 

[0017] FIGS. 1A and 1B shoWs ?oW diagrams of one 
embodiment of a process to perform multiple packet payload 
analysis in an intrusion detection/prevention system (IPS). 
In the following discussion, “data packet” and “packet” are 
used interchangeably. Examples of a packet include a TCP 
packet. The process is performed by processing logic that 
may comprise hardWare (e.g., circuitry, dedicated logic, 
etc.), softWare (such as is run on a general-purpose computer 
system, a server, a router, or a dedicated machine), or a 
combination of both. 

[0018] Referring to FIG. 1A, processing logic receives a 
packet (processing block 110). Then processing logic checks 
the sequence number in the packet (processing block 115) 
and determines Whether the packet is out of order (process 
ing block 120). If the packet is out of order, processing logic 
bulfers the packet (processing block 125) and alloWs the 
packet to pass. In some embodiments, processing logic 
makes a copy of the out-of-order packet and temporarily 
stores the copy in a storage device, such as a cache. Then 
processing logic Waits for the next packet to arrive (pro 
cessing block 129). 

[0019] Referring to FIG. 1B, if the packet is not out of 
order, processing logic performs pattern matching on the 
packet from the last stored state of the pattern matching 
(processing block 130). In some embodiments, processing 
logic performs pattern matching using one Deterministic 
Finite Automaton (DFA) for each predetermined pattern. 
Detail on pattern matching using a DFA is described beloW 
With reference to FIG. 2A. Furthermore, processing logic 
may have been set up to perform multiple pattern matching 
in order to scan for a signature. To perform multiple pattern 
matching, processing logic may use a logical pointer to point 
at the pattern that is currently being matched. 

[0020] Referring back to FIG. 1B, processing logic then 
determines Whether the in order packets received so far 
match a predetermined attack pattern (i.e., a pattern or a 
signature) (processing block 135). If there is a match, 
processing logic blocks the packet (processing block 137) 
and issues an alarm (processing block 139). If there is no 
match, processing logic checks Whether there is any bu?cered 
packets in the IPS (processing block 140). If there is no 
buffered packets in the IPS, then processing logic updates 
and stores the current state of the pattern matching per 
formed so far (processing block 152). Then processing logic 
transitions to processing block 127. 

[0021] If there is at least one buffered packet in the IPS, 
then processing logic checks Whether the buffered packet is 
next in order (processing block 142). Processing logic may 
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check the sequence number in the buffered packet to deter 
mine Whether the bu?cered packet is next in order. If the 
bu?cered packet is not next in order, then processing logic 
checks Whether there is another bu?cered packet in the IPS 
(processing block 150). If there is no more buffered packet 
in the IPS, then processing logic transitions to processing 
block 152. OtherWise, processing logic returns to processing 
block 142 to check Whether the other buffered packet is next 
in order. 

[0022] If the buffered packet is next in order, processing 
logic transitions from processing block 142 to processing 
block 144 to perform pattern matching on the buffered 
packet. Then processing logic determines Whether the pack 
ets compared so far contain a pattern matching the prede 
termined attack pattern (processing block 146). If there is a 
match, processing logic transitions to processing block 137 
to block the packet. Processing logic then issues an alarm 
(processing block 139). 

[0023] If there is no match, then processing logic clears 
this buffered packet from the buffer (processing block 148). 
Then processing logic transitions to processing block 150 to 
check Whether there is any more buffered packet. If there is 
at least one more bu?cered packet, then processing logic 
repeats processing blocks 142. Otherwise, processing logic 
updates and stores the current state of the pattern matching 
(processing block 152) and then alloWs the current packet to 
pass (processing block 127). Processing logic Waits for the 
next packet (processing block 129) before repeating the 
above process for the next packet. 

[0024] By holding back the last packet received until it is 
veri?ed that all the in order packets received so far do not 
contain the predetermined pattern, processing logic may 
prevent harmful or hostile data patterns from passing 
through the IPS via multiple out-of-order packets. The 
packets containing the incomplete hostile data pattern that 
have been passed to an application layer cannot launch an 
attack on the system. Moreover, by copying the out-of-order 
packets and alloWing these out-of-order packets to pass, 
processing logic does not intrude or interrupt the data traf?c, 
and hence, provides protection against attacks reduces the 
overall latency in data traf?c due to the IPS. 

[0025] FIG. 2A illustrates an example of a DFA according 
to one embodiment of the invention. In this example, an IPS 
is programmed to detect and to prevent a pattern of “0111” 
to pass through. The DFA 200 shoWn in FIG. 2A corre 
sponds to this pattern. Processing logic may use the DFA200 
to perform pattern matching on a number of packets to 
determine Whether the packets contain the pattern “0111”. 
Furthermore, to simplify the illustration, it is assumed in this 
example that each packet contains only one digit. HoWever, 
it should be appreciated that the concept is applicable to 
scenarios Where a packet contains more than one digits 
and/or alphabetic letters. 

[0026] Referring to FIG. 2A, the DFA 200 includes 5 
states 211-219. The states 211-219 in the DFA 200 may be 
referred to as nodes. Pattern matching begins at the initial 
state 211. If a packet received contains a “1”, processing 
logic remains in the initial state 211. If the packet contains 
a “0”, Which corresponds to the ?rst digit in the predeter 
mined pattern, processing logic transitions to theA state 213. 

[0027] If processing logic receives a “0” subsequently, 
processing logic remains in the A state 213. If processing 
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logic receives a “1”, Which corresponds to the second digit 
in the predetermined pattern, then processing logic transi 
tions into the B state 215. 

[0028] From the B state 215, processing logic may tran 
sition back to the A state 213 if the next packet received 
contains a “0”. If the next packet received contains a “1”, 
Which corresponds to the third digit in the predetermined 
pattern, then processing logic transitions to the C state 217. 

[0029] From the C state 217, processing logic may tran 
sition back to the A state 213 if the next packet received 
contains a “0”. If the next packet received contains a “1”, 
Which corresponds to the last digit in the predetermined 
pattern, then processing logic transitions to the ?nal state 
219. When processing logic reaches the ?nal state 219, 
processing logic knoWs that the packets received so far 
contains the predetermined pattern. Hence, processing logic 
may perform the appropriate operations in response to 
receiving the predetermined pattern, such as block the 
packet of the predetermined pattern last received and issuing 
an alarm to alert system administrators. To keep track of 
Which state of the DEA processing logic is in, processing 
logic may use a logical pointer to point to the current state 
of the DEA. For example, a logical pointer 221 in FIG. 2A 
points at state B 215 to indicate that state B 215 is the current 
state of the pattern matching. 

[0030] One advantage of using the DEA to perform pattern 
matching on packets is to eliminate the need to reassemble 
the packets because processing logic can Walk through the 
DEA as each packet is received and examined. If processing 
logic reaches a ?nal state, there is a match betWeen the 
pattern contained in the packets received so far and the 
predetermined pattern. As mentioned above, a pattern is 
typically broken up into a number of segments and each 
segment is transmitted using a packet. Using the DEA, 
processing logic may not have to reassemble the packets in 
order to ?nd out What the pattern contained in the packets is 
in order to match the pattern against a predetermined pattern. 
Processing logic may perform pattern matching on a packet 
by-packet basis as each of the packets is received Without 
reassembling the packets. Therefore, processing logic does 
not have to store the packets for reassembling the packets. 
Instead, processing logic may simply store a pointer to keep 
track of the current state in the DEA. 

[0031] The concept described above may be expanded to 
signature detection. A signature is a collection of multiple 
patterns. To keep track of Which pattern Within a signature 
is being matched, processing logic may use a tree structure, 
Where each node Within the tree structure corresponds to a 
pattern and each pattern is represented using a DEA. Alter 
natively, a single DFA may represent multiple patterns, an 
example of Which is discussed beloW With reference to FIG. 
2B. Processing logic may use a pointer to point at the node 
corresponding to the pattern that is currently being matched. 

[0032] In some embodiments, multiple patterns in a sig 
nature are matched sequentially. That is, once a ?rst pattern 
is matched, processing logic goes on to try to match a second 
pattern. HoWever, processing logic may continue looking for 
the ?rst pattern in the incoming data packets because the ?rst 
pattern may repeat before the second pattern arrives. In some 
embodiments, processing logic has to take into consider 
ation of additional rules besides matching individual pat 
terns of a signature. For example, a ?rst pattern may have to 
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be at least x bytes aWay from the second pattern, Where x is 
a predetermined number. Alternatively, tWo patterns of the 
signature may have to be separated from each other by y 
bytes or less, Where y is a predetermined number. 

[0033] FIG. 2B illustrates an exemplary DFA 2000 rep 
resenting tWo patterns according to one embodiment of the 
invention. In this example, an IPS is programmed to detect 
a pattern of “CAT” and a pattern of “CACHE.” Both patterns 
may be part of a signature. To simplify the illustration, it is 
assumed in this example that each packet contains only one 
alphabetic letter. HoWever, it should be appreciated that the 
concept is applicable to scenarios Where a packet contains 
one or more alphabetic letters and/or one or more numeric 

digits. 
[0034] The DFA 2000 includes six states 2010-2016. Pat 
tern matching begins at the initial state 2010. If a packet 
received contains a “C,” Which is the ?rst letter of both 
“CAT” and “CACHE,” processing logic transitions to the 
state 2011. If the packet received contains any other alpha 
bet, processing logic remains in the initial state 2010. From 
state 2011, if processing logic receives a “C,” then process 
ing logic remains in state 2011. If processing logic receives 
an “A,” then processing logic transitions to state 2012. If 
processing logic receives any alphabet other than “A” or 
“C,” processing logic returns to the initial state 2010. 

[0035] From state 2012, if processing logic receives a “C,” 
then processing logic transitions to state 2013 because “C” 
is the third letter in the pattern “CACHE.” If processing 
logic receives a “T,” then processing logic transitions to the 
?nal state 2016 because the pattern “CAT” is matched. If 
processing logic receives any alphabet other than “T” or 
“C,” processing logic returns to the initial state 2010. 

[0036] From state 2013, if processing logic receives a “C,” 
then processing logic transitions back to state 2011. If 
processing logic receives an “H,” then processing logic 
transitions to state 2014. If processing logic receives any 
alphabet other than “H” or “C,” processing logic returns to 
the initial state 2010. 

[0037] From state 2014, if processing logic receives a “C,” 
then processing logic transitions back to state 2011. If 
processing logic receives an “E,” then processing logic 
transitions to the ?nal state 2015 because the pattern 
matches “CACHE.” If processing logic receives any alpha 
bet other than “E” or “C,” processing logic returns to the 
initial state 2010. 

[0038] As discussed above, When processing logic reaches 
a ?nal state (e.g., state 2015 and state 2016), processing 
logic knoWs that the packets received so far contains at least 
one of the predetermined patterns. Hence, processing logic 
may perform the appropriate operations in response to 
receiving the predetermined pattern, such as blocking the 
packet of the predetermined pattern last received and issuing 
an alarm to alert system administrators. 

[0039] Furthermore, to keep track of Which state of the 
DEA 2000 processing logic is in, processing logic may use 
a logical pointer to point to the current state of the DEA 
2000. An example of the logical pointer has been discussed 
above With reference to FIG. 2A. 

[0040] FIG. 2C illustrates one embodiment of a system 
usable With the invention. The system 201 includes a net 
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Work 250, an IPS 230, and a number of client applications 
241-244. The client applications 241-244 may run on dif 
ferent client machines (e.g., a personal computer, a Work 
station, etc.) or tWo or more of the client applications 
241-244 may run on a single client machine. Furthermore, 
the IPS 230 may run on one of the client machines or on a 

separate unit, such as a server, a router, or a sWitch. 

[0041] In some embodiments, data packets 260 (e.g., TCP 
packets) are transmitted via the IPS 230 betWeen the net 
Work 250 and the client applications 241-244. In order to 
detect multiple signatures in the packets passing through the 
IPS 230, the IPS 230 keeps track of Which signature(s) is 
being matched for Which TCP connection and Which pattern 
Within the corresponding signature is being matched. Refer 
ring to FIG. 2C, the IPS 230 is programmed to detect a 
number of attack patterns 270, such as AP1, AP2, APK, etc. 
Each of the attack patterns 270 may include one or more 
predetermined patterns. An attack pattern that includes mul 
tiple patterns (e.g., AP1, APK) may also be referred to as a 
signature. AP1 includes n patterns represented by DFAl to 
DFAN. Upon a successful match of DFAl of AP1 for a given 
client application, DFA2 of AP1 is started for that client 
application. Upon completing DFAN for AP1, an attack 
pattern is identi?ed. Unlike AP1, AP2 includes a single 
pattern presented by DFADH. APK includes multiple pat 
terns represented by DFAk, DFAk+1, etc. Note that the 
multiple patterns of an attack pattern may be represented by 
a tree structure, Where each node of the tree structure 
corresponds to a pattern of the signature. 

[0042] The IPS 230 may perform pattern matching on the 
packets 260 received. For example, consider the packet 261, 
Which is destined to the client application 241. The IPS 230 
performs pattern matching on the packet 261 to determine 
Whether the packet 261 and the other packets received so far 
contain data matching the predetermined pattern corre 
sponding to the DFAn 271. The IPS 230 may store a logical 
pointer 281 pointing at the DFAN 271 of Signature1 after 
performing pattern matching on the packet 261. In addition, 
processing logic may store another pointer to point at the 
current state in the corresponding DFA, i.e., DFAn 271, as 
described above With reference to FIG. 2A. This state 
tracking may be bidirectional (i.e., states may be kept on 
traf?c in both directions betWeen client applications 241-244 
and the netWork 250). 

[0043] The techniques discussed above may be imple 
mented in various embodiments of a netWorked system. One 
exemplary embodiment is discussed beloW to illustrate the 
concept. HoWever, one should appreciate that the invention 
is not limited to the con?gurations in the folloWing embodi 
ment. For example, the IPS 230 may run on a dedicated 
machine or on different devices Within the system, such as 

a router, a sWitch, a server, etc. 

[0044] FIG. 3 illustrates one embodiment of a system 
usable With the invention. The system 300 includes at least 
one client application 310, an IPS 320, and a netWork 330. 
The client application 310 is communicably coupled to the 
IPS 320. The IPS 320 is communicably coupled to the 
netWork 330. Data is transmitted betWeen the netWork 330 
and the client application 310 via the IPS 320 in packets. In 
one embodiment, the IPS includes a processor 321 and a 
buffer 323. 

[0045] Note that any or all of the components and the 
associated hardWare illustrated in FIG. 3 may be used in 
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various embodiments of the system 300. HoWever, it should 
be appreciated that other con?gurations of the system 300 
may include more or less devices than those shoWn in FIG. 
3. 

[0046] In some embodiments, the processor 321 of the IPS 
320 determines Whether a packet received is out of order. 
The processor 321 may examine a sequence number in the 
packet to determine Whether the packet received is out of 
order. If the packet is out of order, the processor 321 may 
make a copy of the packet and temporarily store the copy in 
the buffer 323 before alloWing the packet to pass through the 
IPS 320. If the packet is in order, the processor 321 may 
perform pattern matching on the packet to determine 
Whether the packet and the other packets received so far 
contain one of a number of predetermined patterns. Some of 
these predetermined patterns may be part of a signature. In 
order to keep track of Which pattern is being matched, the 
processor 321 may use a logical pointer to keep track of the 
pattern that is currently being matched. 

[0047] In one embodiment, the processor 321 uses a 
corresponding DFA to perform pattern matching against one 
of the predetermined patterns. The DFA may include a 
number of states corresponding to different parts of the 
predetermined pattern. When the ?nal state in the DFA is 
reached, the processor 321 knoWs that the packets received 
so far contains the predetermined pattern. The processor 321 
may use a pointer to keep track of the current state of the 
DFA. In addition, the processor 321 may use another pointer 
to keep track of Which one of the predetermined patterns the 
processor 321 is matching. Detail of one embodiment of the 
process to perform multiple packet payload analysis in the 
IPS 320 is described above With reference to FIGS. 1A and 
1B. 

[0048] Some portions of the preceding detailed descrip 
tion have been presented in terms of algorithms and sym 
bolic representations of operations on data bits Within a 
computer memory. These algorithmic descriptions and rep 
resentations are the tools used by those skilled in the data 
processing arts to most effectively convey the substance of 
their Work to others skilled in the art. An algorithm is here, 
and generally, conceived to be a self-consistent sequence of 
operations leading to a desired result. The operations are 
those requiring physical manipulations of physical quanti 
ties. Usually, though not necessarily, these quantities take 
the form of electrical or magnetic signals capable of being 
stored, transferred, combined, compared, and otherWise 
manipulated. It has proven convenient at times, principally 
for reasons of common usage, to refer to these signals as 

bits, values, elements, symbols, characters, terms, numbers, 
or the like. 

[0049] It should be kept in mind, hoWever, that all of these 
and similar terms are to be associated With the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. Unless speci?cally stated otherWise as 
apparent from the above discussion, it is appreciated that 
throughout the description, discussions utiliZing terms such 
as “processing” or “computing” or “calculating” or “deter 
mining” or “displaying” or the like, refer to the action and 
processes of a computer system, or similar electronic com 
puting device, that manipulates and transforms data repre 
sented as physical (electronic) quantities Within the com 
puter system’s registers and memories into other data 
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similarly represented as physical quantities Within the com 
puter system memories or registers or other such informa 
tion storage, transmission or display devices. 

[0050] The invention also relates to an apparatus for 
performing the operations described herein. This apparatus 
may be specially constructed for the required purposes, or it 
may comprise a general-purpose computer selectively acti 
vated or recon?gured by a computer program stored in the 
computer. Such a computer program may be stored in a 
computer readable storage medium, such as, but is not 
limited to, any type of disk including ?oppy disks, optical 
disks, CD-ROMs, and magnetic-optical disks, read-only 
memories (ROMs), random access memories (RAMs), 
EPROMs, EEPROMs, magnetic or optical cards, or any type 
of media suitable for storing electronic instructions, and 
each coupled to a computer system bus. 

[0051] The processes and displays presented herein are not 
inherently related to any particular computer or other appa 
ratus. Various general-purpose systems may be used With 
programs in accordance With the teachings herein, or it may 
prove convenient to construct a more specialiZed apparatus 
to perform the operations described. The required structure 
for a variety of these systems Will appear from the descrip 
tion beloW. In addition, the present invention is not 
described With reference to any particular programming 
language. It Will be appreciated that a variety of program 
ming languages may be used to implement the teachings of 
the invention as described herein. 

[0052] A machine-accessible medium includes any 
mechanism for storing or transmitting information in a form 
readable by a machine (e.g., a computer). For example, a 
machine-readable medium includes read only memory 
(“ROM”); random access memory (“RAM”); magnetic disk 
storage media; optical storage media; ?ash memory devices; 
electrical, optical, acoustical or other form of propagated 
signals (e.g., carrier Waves, infrared signals, digital signals, 
etc.); etc. 

[0053] The foregoing discussion merely describes some 
exemplary embodiments of the present invention. One 
skilled in the art Will readily recogniZe from such discussion, 
the accompanying draWings and the claims that various 
modi?cations can be made Without departing from the spirit 
and scope of the invention. 

What is claimed is: 
1. A method comprising: 

receiving a plurality of data packets at an intrusion 
detection/prevention system (IPS), each of the plurality 
of data packets containing a portion of a data pattern; 

determining Whether each of the plurality of data packets 
is out of order; and 

making and storing a local copy of the corresponding data 
packet if the corresponding data packet is out of order, 
Wherein the local copy is to be used in pattern matching 
to scan for an attack pattern so that at least one of a 

plurality of packets containing portions of the attack 
pattern is blocked. 

2. The method of claim 1, further comprising: 

passing the corresponding data packet if the correspond 
ing data packet is out of order after making and storing 
the local copy of the corresponding data packet. 
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3. The method of claim 1, further comprising: 

performing pattern matching on the corresponding data 
packet against at least a portion of the attack pattern to 
determine Whether one or more of the data packets 
received so far contain the attack data pattern if the 
corresponding data packet is not out of order. 

4. The method of claim 3, Wherein the pattern matching 
is performed in a plurality of states, each of the plurality of 
states corresponds to one of a plurality of segments of the 
attack pattern. 

5. The method of claim 4, Wherein performing the pattern 
matching comprises: 

storing a current state of the pattern matching after 
performing the pattern matching on a data packet. 

6. The method of claim 5, Wherein the attack pattern 
comprises a plurality of data patterns and performing the 
pattern matching further comprises: 

using a Deterministic Finite Automaton (DFA) to repre 
sent each of the plurality of data patterns. 

7. The method of claim 6, Wherein storing the current state 
comprises pointing a pointer at a node of the DFA, the node 
being associated With the current state. 

8. The method of claim 5, further comprising: 

looking up the stored state When a next data packet is 
received; and 

performing pattern matching on the next data packet from 
the stored state. 

9. The method of claim 3, further comprising: 

passing the corresponding data packet if the one or more 
data packets compared so far do not contain the attack 
pattern; and 

blocking the corresponding data packet if the one or more 
data packets compared so far contain the attack pattern. 

10. The method of claim 9, further comprising: 

determining Whether there is any in-order data packets 
stored locally; and 

if there is one or more locally stored in-order data packets, 
performing pattern matching on the one or more locally 
stored in-order data packets against at least a portion of 
the attack pattern. 

11. The method of claim 1, Wherein determining Whether 
the corresponding data packet is out of order comprises 
checking a sequence number in the corresponding data 
packet. 

12. A machine-accessible medium that provides instruc 
tions that, if executed by a processor, Will cause the proces 
sor to perform operations comprising: 

receiving a plurality of data packets at an intrusion 
detection/prevention system (IPS), each of the plurality 
of data packets containing a portion of a data pattern; 

determining Whether each of the plurality of data packets 
is out of order; and 

making and storing a local copy of the corresponding data 
packet if the corresponding data packet is out of order, 
Wherein the local copy is to be used in pattern matching 
to scan for an attack pattern so that at least one of a 
plurality of packets containing portions of the attack 
pattern is blocked. 
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13. The machine-accessible medium of claim 12, wherein 
the operations further comprise: 

passing the corresponding data packet if the correspond 
ing data packet is out of order after making and storing 
the local copy of the corresponding data packet. 

14. The machine-accessible medium of claim 12, Wherein 
the operations further comprise: 

performing pattern matching on the corresponding data 
packet against at least a portion of the attack pattern to 
determine Whether one or more of the data packets 
received so far contain the attack pattern if the corre 
sponding data packet is not out of order. 

15. The machine-accessible medium of claim 14, Wherein 
the pattern matching is performed in a plurality of states, 
each of the plurality of states corresponds to one of a 
plurality of segments of the attack pattern. 

16. The machine-accessible medium of claim 14, Wherein 
performing the pattern matching comprises: 

storing a current state of the pattern matching after 
performing the pattern matching on a data packet. 

17. The machine-accessible medium of claim 16, Wherein 
the attack pattern comprises a plurality of data patterns and 
performing the pattern matching further comprises: 

using a Deterministic Finite Automaton (DFA) to repre 
sent each of the plurality of data patterns. 

18. The machine-accessible medium of claim 17, Wherein 
storing the current state comprises pointing a pointer at a 
node of the DFA, the node being associated With the current 
state. 

19. The machine-accessible medium of claim 16, Wherein 
the operations further comprise: 

looking up the stored state When a next data packet is 
received; and 

performing pattern matching on the next data packet from 
the stored state. 

20. The machine-accessible medium of claim 14, Wherein 
the operations further comprise: 

passing the corresponding data packet if the one or more 
data packets compared so far do not contain the attack 
pattern; and 

blocking the corresponding data packet if the one or more 
data packets compared so far contain the attack pattern. 

21. The machine-accessible medium of claim 20, Wherein 
the operations further comprise: 

determining Whether there is any in-order data packets 
stored locally; and 

if there is one or more locally stored in-order data packets, 
performing pattern matching on the one or more locally 
stored in-order data packets against at least a portion of 
the predetermined data packet. 

22. The machine-accessible medium of claim 20, Wherein 
determining Whether the corresponding data packet is out of 
order comprises checking a sequence number in the corre 
sponding data packet. 

23. An apparatus comprising: 

an interface to receive data packets; and 

a processor to perform pattern matching on the data 
packets on a packet-by-packet basis Without reassem 
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bling the data packets in order to scan for an attack 
pattern, Wherein the data packets include in-order data 
packets and out-of-order data packets. 

24. The apparatus of claim 23, further comprising a buffer 
to temporarily store a copy of the data packet if the data 
packet is out of order before alloWing the data packet to pass. 

25. The apparatus of claim 23, Wherein the attack pattern 
includes a plurality of data patterns and the processor is 
operable to represent each of the plurality of data patterns 
With a Deterministic Finite Automaton (DFA) and to per 
form the pattern matching on the received data packets 
against the attack pattern using the DFA. 

26. The apparatus of claim 25, further comprising a 
storage device to store a current state of the DFA such that 
the pattern matching is performed on a next data packet from 
the stored state if the next data packet is in order. 

27. The apparatus of claim 26, Wherein the storage device 
comprises a logical pointer. 

28. A system comprising: 

at least one client application; 

a netWork; and 

an intrusion detection/prevention system (IPS) commu 
nicably coupled betWeen the at least one client appli 
cation and the netWork, the IPS comprising: 

an interface to receive data packets; and 

a processor to perform pattern matching on the data 
packets on a packet-by-packet basis Without reas 
sembling the data packets in order to scan for an 
attack pattern, Wherein the data packets include 
in-order data packets and out-of-order data packets. 

29. The system of claim 28, Wherein the IPS further 
comprises a buffer to temporarily store a copy of the data 
packet if the data packet is out of order before alloWing the 
data packet to pass. 

30. The system of claim 28, Wherein the attack pattern 
includes a plurality of data patterns and the processor is 
operable to represent each of the plurality of data patterns 
With a Deterministic Finite Automaton (DFA) and to per 
form the pattern matching on the received data packets 
against the attack pattern using the DFA. 

31. The system of claim 30, Wherein the IPS further 
comprises a storage device to store a current state of the DFA 
such that the pattern matching is performed on a next data 
packet from the stored state if the next data packet is in 
order. 

32. The system of claim 31, Wherein the storage device 
comprises a logical pointer. 

33. The system of claim 28, further comprising a client 
machine, Wherein the IPS is operable to run on the client 
machine. 

34. The system of claim 28, further comprising a router, 
Wherein the IPS is operable to run on the router. 

35. The system of claim 28, further comprising a server, 
Wherein the IPS is operable to run on the server. 

36. A method comprising: 

responsive to receiving each packet of a sequence of 
packets that may be received out of sequence order, 
performing the folloWing: 

if there are one or more of the packets that precede the 
current packet in the sequence of packets that have 



US 2006/0077979 A1 

not yet been received, then buffering the current 
packet and sending the current packet on; and 

if there are not one or more of the packets that precede 
the current packet in the sequence of packets that 
have not yet been received, then performing the 
following, 
performing pattern matching using Deterministic 

Finite Automata (DFAs) on any of the packets that 
precede the current packet in the sequence of 
packets that have been buffered and not yet pro 
cessed for pattern matching and on the current 
packet; 

if there is an attack pattern match, block the current 
packet; 

if there is not an attack pattern match, sending on the 
current packet. 

37. The method of claim 36, Wherein the attack pattern 
includes one or more predetermined patterns. 

38. The method of claim 37, further comprising pointing 
a ?rst pointer at a DFA representing a predetermined pattern 
that is currently being matched. 

39. The method of claim 38, further comprising pointing 
a second pointer at a node of a tree structure, Wherein the 
tree structure represents the attack pattern and the node 
corresponds to the predetermined pattern that is currently 
being matched. 

40. A machine-accessible medium that provides instruc 
tions that, if executed by a processor, Will cause the proces 
sor to perform operations comprising: 

responsive to receiving each packet of a sequence of 
packets that may be received out of sequence order, 
performing the folloWing: 
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if there are one or more of the packets that precede the 
current packet in the sequence of packets that have 
not yet been received, then buffering the current 
packet and sending the current packet on; and 

if there are not one or more of the packets that precede 
the current packet in the sequence of packets that 
have not yet been received, then performing the 
folloWing, 

performing pattern matching using Deterministic 
Finite Automata (DFAs) on any of the packets that 
precede the current packet in the sequence of 
packets that have been buffered and not yet pro 
cessed for pattern matching and on the current 
packet; 

if there is an attack pattern match, block the current 
packet; 

if there is not an attack pattern match, sending on the 
current packet. 

41. The machine-accessible medium of claim 40, Wherein 
the attack pattern includes one or more predetermined 
patterns. 

42. The machine-accessible medium of claim 41, Wherein 
the operations further comprise pointing a ?rst pointer at a 
DFA representing a predetermined pattern that is currently 
being matched. 

43. The machine-accessible medium of claim 42, Wherein 
the operations further comprise pointing a second pointer at 
a node of a tree structure, Wherein the tree structure repre 
sents the attack pattern and the node corresponds to the 
predetermined pattern that is currently being matched. 


