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(57) ABSTRACT 

A personal identi?cation and security system including a 
personal identi?cation veri?cation system, a controlled sub 
stance detection and identi?cation system and an alarm 
indicator responsive to outputs of the personal identi?cation 
veri?cation system and the controlled substance detection 
and identi?cation system for providing an alarm indication 
in response to ful?llment of alarm criteria in at least one of 
the outputs. 
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PERSONAL IDENTIFICATION VERIFICATION 
AND CONTROLLED SUBSTANCE DETECTION 

AND IDENTIFICATION SYSTEM 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of security 
identi?cation, and more speci?cally to the area of personal 
security identi?cation. 

BACKGROUND OF THE INVENTION 

[0002] Personal identi?cation and security checks form an 
integral portion of maintaining security in a Wide variety of 
environments, ranging from transportation terminals, such 
as airports, to controlled access environments, such as 
military installations. Avariety of systems and methods exist 
in the ar: for providing personal identi?cation, such as photo 
identi?cation tags, Which are scanned for entry, and biomet 
ric personal identi?cation systems that compare personal 
biometric information to previously stored biometric infor 
mation. Additionally, a variety of systems and methods are 
knoWn in the art for controlled substance detection and 
identi?cation. 

[0003] The following US. patents are believed to repre 
sent the current state of the art: 

[0004] U8. Pat. Nos. 6,518,584; 5,818,047; 5,483,601 
and 5,255,067. 

SUMMARY OF THE INVENTION 

[0005] The present invention seeks to provide enhanced 
personal identi?cation and security systems and methodolo 
gies. 
[0006] There is thus provided in accordance With a pre 
ferred embodiment of the present invention a personal 
identi?cation and security system including a personal iden 
ti?cation veri?cation system, a controlled substance detec 
tion and identi?cation system and an alarm indicator respon 
sive to outputs of the personal identi?cation veri?cation 
system and the controlled substance detection and identi? 
cation system for providing an alarm indication in response 
to ful?llment of alarm criteria in at least one of the outputs. 

[0007] In accordance With a preferred embodiment of the 
present invention the personal identi?cation veri?cation 
system is a biometric information comparison system. 

[0008] In accordance With another preferred embodiment 
of the present invention the controlled substance detection 
and identi?cation system is a spectroscopic controlled sub 
stance detection and identi?cation system. Additionally, the 
spectroscopic controlled substance detection and identi?ca 
tion system is a laser activated spectroscopic controlled 
substance detection and identi?cation system. 

[0009] In accordance With yet another preferred embodi 
ment of the present invention the personal identi?cation 
veri?cation system and the controlled substance detection 
and identi?cation system perform personal identi?cation 
veri?cation and controlled substance detection and identi? 
cation substantially simultaneously. 

[0010] In accordance With yet another preferred embodi 
ment of the present invention a person having their identity 
veri?ed by the personal identi?cation veri?cation system is 
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unaWare of the presence of the controlled substance detec 
tion and identi?cation system. 

[0011] There is also provided in accordance With another 
preferred embodiment of the present invention a personal 
identi?cation and security method including providing per 
sonal identi?cation veri?cation, simultaneously detecting 
and identifying controlled substances and providing an 
alarm indication in response to ful?llment of alarm criteria 
in at least one of the providing personal identi?cation 
veri?cation and the detecting and identifying controlled 
substances. 

[0012] Preferably, the providing personal identi?cation 
veri?cation includes providing biometric based personal 
identi?cation veri?cation. Additionally or alternatively, the 
detecting and identifying controlled substances includes 
spectroscopically detecting and identifying controlled sub 
stances. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The present invention Will be understood and 
appreciated more fully from the folloWing detailed descrip 
tion, taken in conjunction With the draWings in Which: 

[0014] FIG. 1 is a simpli?ed pictorial illustration of a 
personal identi?cation and security system combining bio 
metric and spectroscopic components, constructed and 
operative in accordance With a preferred embodiment of the 
present invention; and 

[0015] FIG. 2 is a simpli?ed ?owchart illustrating opera 
tion of the personal identi?cation and security system of 
FIG. 1, in accordance With a preferred embodiment of the 
present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0016] Reference is noW made to FIG. 1, Which is a 
simpli?ed pictorial illustration of a personal identi?cation 
and security system, constructed and operative in accor 
dance With a preferred embodiment of the present invention. 
In the illustrated embodiment of FIG. 1, a personal identi 
?cation screening system is shoWn, it being appreciated that 
the present invention is not limited to the illustrated embodi 
ment, but rather may be employed in any other suitable 
personal security identi?cation environment. 

[0017] As seen in FIG. 1, a person seeking entrance to a 
secure area presents a body portion 100 suitable for biomet 
ric personal identi?cation veri?cation, such as a hand, at 
personal identi?cation and security station 102. In a most 
preferred embodiment of the present invention, the body 
portion 100 presented for biometric personal identi?cation 
veri?cation includes one or more ?ngers. The personal 
identi?cation and security station 102 preferably includes a 
biometric personal identi?cation veri?cation system for 
identi?cation veri?cation and a spectroscopic controlled 
substance detection and identi?cation system to scan for the 
possible presence of controlled substances, such as explo 
sives or drugs, on the body portion 100. It is appreciated that 
the personal identi?cation and security station 102, from the 
perspective of the person seeking entrance, is preferably 
similar in appearance to a conventional biometric personal 
identi?cation veri?cation system. The spectroscopic con 
trolled substance detection and identi?cation system may 
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include any of the embodiments of the spectroscopic con 
trolled substance detection system Which are disclosed in the 
assignee’s copending Application titled “CONTROLLED 
SUBSTANCE DETECTION AND IDENTIFICATION 
SYSTEM”, ?led May 2, 2003, incorporated herein by ref 
erence. Alternatively, the controlled substance detection and 
identi?cation system can be a non-spectroscopic controlled 
substance detection and identi?cation system. 

[0018] In accordance With a preferred embodiment of the 
present invention, the personal identi?cation and security 
station 102 includes a transparent substrate 104 upon Which 
the body portion 100 is placed. Preferably, the biometric 
personal identi?cation veri?cation and the spectroscopic 
detection and identi?cation are performed, preferably simul 
taneously, While body portion 100 is resting on the trans 
parent substrate 104. Preferably, the transparent substrate 
104 is made of a material that does not exhibit characteristic 
Second Harmonic (SH), Raman Scattering (RS) and Lumi 
nescence (LE) under the parameters de?ned for use in 
identifying controlled sub stances. Even more preferably, the 
substrate 104 is coated With a thin layer of a substance that 
may exhibit Surface Enhanced Raman Spectrum (SERS), 
such as silver, gold or copper, having a suitably roughened 
surface. With such an appropriate surface, molecules of 
controlled substances, such as explosives or drugs, may 
exhibit SERS, Which increases the visibility of the RS by a 
factor of 10 or more. 

[0019] In the illustrated embodiment, the biometric per 
sonal identi?cation veri?cation system includes a biometric 
information collector that captures biometric information 
from body portion 100 and transmits the information to a 
biometric information comparison device, such as a com 
puter 106. The biometric information comparison device 
then compares the information captured by the biometric 
information collector With stored biometric information lo 
verify the identity of the person seeking entrance. The stored 
biometric information may be stored on any conventional 
device that is in communication With the biometric infor 
mation comparison device or may be contained Within the 
biometric information comparison device. 

[0020] In accordance With another preferred embodiment, 
the identi?cation information is stored on an identi?cation 
document 108, such as a digital identi?cation document or 
smart card, Which is presented by the person and scanned by 
an identi?cation document reader 110. The identi?cation 
information scanned from the identi?cation document 108 is 
transmitted to the biometric information comparison device, 
Which then compares the identi?cation information scanned 
from the identi?cation document 108 With the information 
captured by the biometric information collector. 

[0021] In accordance With another preferred embodiment 
of the present invention, the personal identi?cation and 
security station 102 may also include a biometric imager 
(not shoWn), Which transmits the biometric information as 
an image of the body portion 100 to computer 106. Com 
puter 106 is operative to generate the biometric information, 
such as ?nger length or other suitable biometric information 
or measurement, by processing the image of body portion 
100. Additionally, the stored identi?cation information may 
be stored as a corresponding image of body portion 100. 
Additionally, the imager may generate a printed image 112 
for use by security personnel. It is appreciated that any 
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suitable biometric information comparison system, either 
With or Without an imager, may be utiliZed. 

[0022] In the illustrated embodiment, the spectroscopic 
system of the personal identi?cation and security station 102 
employs at least one light source, such as a laser 120. An 
output beam of laser 120 impinges on one or more scanning 
elements 122, such as mirrors, Which are driven in rotational 
motion by one or more motors 124 in synchronization With 
the pulsed output of laser 120 in response to synchronization 
signals, such as signals provided by computer 106. 

[0023] In accordance With a preferred embodiment of the 
present invention, laser 120 is preferably a NdzYAG pulsed 
laser emitting ?rst, second, third and forth harmonics having 
peak Wavelengths at 1064, 532, 355 and 266 nm. Altema 
tively, multiple lasers, preferably NdzYAG pulsed lasers, 
may be provided. It is appreciated that Wavelengths in the 
range of 200 nm to 10 microns may be employed. 

[0024] The output beam of laser 120 is thus scanned over 
the body portion 100, inducing SH, RS and LE by certain 
materials, including controlled substances, such as explo 
sives and drugs, should those materials be present on the 
scanned surfaces of the body portion 100. The emitted and 
scattered light is detected by one or more detector assem 
blies 126, preferably including collecting optics, a notch 
?lter, a spectral ?lter, a polychromator and a gated detector, 
such as a photodiode, photo multiplier, CCD or CMOS. 

[0025] Preferably, a laser Wavelength of 1064 nm is used 
for SH generation and the spectral ?lter, such as a ?lter 
having a narroW passband centered on 532 nm, is used for 
SH detection. Preferably, a laser Wavelength of 532 nm is 
used for RS generation and the notch ?lter, such as a 
narroWband ?lter centered on 532 nm, is used for RS 
detection. The polychromator preferably has a spectral range 
from 360 to 900 nm. 

[0026] Preferably, the gating interval for SH and RS 
detection coincides With duration of the laser pulse, While 
the interval for LE detection starts With the beginning of the 
laser pulse and continues beyond the end of the pulse for a 
time period based on the decay time of the luminescence 
emission. Alternatively, the detector need not be gated, 
although this is not preferred. 

[0027] Alternatively, the polychromator may be replaced 
by a spectroscopic system employing several ?lters for RS 
and LE detection. The folloWing Raman shifts relative to the 
laser excitation Wavelength are preferably provided, each by 
a different spectral ?lter: 

[0028] 880-885 cm-1 

[0029] 1360-1365 cm-1 

[0030] 1270-1290 cm-1 

[0031] 2980-3000 cm“. 

[0032] The folloWing spectral ranges are preferably pro 
vided for LE detection, each by a different spectral ?lter and 
corresponding to the folloWing gate intervals: 

[0033] 400-430 nmi100 nanoseconds 

[0034] 450-540 nmiIO nanoseconds. 

[0035] If more than threshold amounts of any of SH, RS 
and LE are received by any one or more gated detector 
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during the corresponding time interval and in its spectral 
range, an alarm indication is provided by computer 106 
typically at a display 130. Alternatively, for some controlled 
substances, the spectroscopic scanning system of personal 
identi?cation and security station 102 may require a positive 
response from at least tWo or more of the spectroscopic 
identi?ers for an alarm indication to be provided. This alarm 
indication indicates that a controlled substance having cer 
tain spectroscopic characteristics may be present on the 
body portion 100. Additionally, if the biometric information 
captured by the biometric information collector of personal 
identi?cation and security station 102 from body portion 100 
do not correspond to the stored identi?cation information, 
scanned from the identi?cation document 108 or retrieved 
from the stored location, an alarm indication is provided by 
computer 106, typically at display 130. This alarm indica 
tion indicates that the biometric information comparison 
device Was unable to identify the person. 

[0036] It is noted that, even though the embodiments 
described hereinabove describe the spectroscopic system 
including detector assemblies, imaging optics, ?lters, poly 
chromator, detector assemblies, any suitable con?guration 
of components, such as incorporating a ?ber optic link for 
remote detection, may be used for collecting and analyZing 
the scattered output from the laser. Additionally, the spec 
troscopic system may be a non-laser activated spectroscopic 
system. 

[0037] In accordance With another preferred embodiment 
of the present invention, the personal document reader 110 
of personal identi?cation and security station 102 is also 
operative to spectroscopically analyZe identi?cation docu 
ment 108. In this embodiment, the spectroscopic system of 
the personal identi?cation document reader 110 preferably 
employs at least one light source, such as, a laser 140. An 
output beam of laser 140 impinges on one or more scanning 
elements 142, such as mirrors, Which are driven in rotational 
motion by one or more motors 144 in synchronization With 
the pulsed output of laser 140 in response to synchronization 
signals, such as signals provided by computer 106. 

[0038] In accordance With a preferred embodiment of the 
present invention, laser 140 is preferably a NdzYAG pulsed 
laser emitting ?rst, second, third and forth harmonics having 
peak Wavelengths at 1064, 532, 355 and 266 nm. Altema 
tively, multiple lasers, preferably NdzYAG pulsed lasers, 
may be provided. It is appreciated that Wavelengths in the 
range of 200 nm to 10 microns may be employed. 

[0039] The output beam of laser 140 is thus scanned over 
the identi?cation document 108, inducing SH, RS and LE by 
certain materials, including controlled substances, such as 
explosives and drugs, should those materials be present on 
the scanned surfaces of the identi?cation document 108. The 
emitted and scattered light is detected by one or more 
detector assemblies 146, preferably including collecting 
optics, a notch ?lter, a spectral ?lter, a polychromator and a 
gated detector, such as a photodiode, photo multiplier, CCD 
or CMOS. 

[0040] Preferably, a laser Wavelength of 1064 nm is used 
for SH generation and the spectral ?lter, such as a ?lter 
having a narroW passband centered on 532 nm, is used for 
SH detection. Preferably, a laser Wavelength of 532 nm is 
used for RS generation and the notch ?lter, such as a 
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narroWband ?lter centered on 532 nm, is used for RS 
detection. The polychromator preferably has a spectral range 
from 360 to 900 nm. 

[0041] Preferably, the gating interval for SH and RS 
detection coincides With duration of the laser pulse, While 
the interval for LE detection starts With the beginning of the 
laser pulse and continues beyond the end of the pulse for a 
time period based on the decay time of the luminescence 
emission. Alternatively, the detector need not be gated, 
although this is not preferred. 

[0042] Alternatively, the polychromator may be replaced 
by a spectroscopic system employing several ?lters for RS 
and LE detection. The folloWing Raman shifts relative to the 
laser excitation Wavelength are preferably provided, each by 
a different spectral ?lter: 

[0043] 880-885 cm'1 

[0044] 1360-1365 cm'1 

[0045] 

[0046] 
[0047] The folloWing spectral ranges are preferably pro 
vided for LE detection, each by a different spectral ?lter and 
corresponding to the folloWing gate intervals: 

[0048] 400-430 nmil00 nanoseconds 

[0049] 450-540 nmil0 nanoseconds. 

[0050] If more than threshold amounts of any of SH, RS 
and LE are received by any one or more gated detector 
during the corresponding time interval and in its spectral 
range, an alarm indication is provided by computer 106, 
typically at display 130. This alarm indication indicates that 
a controlled substance having certain spectroscopic charac 
teristics may be present on the identi?cation document 108. 

[0051] It is noted that, even though the embodiments 
described hereinabove describe the spectroscopic system 
including detector assemblies, imaging optics, ?lters, poly 
chromator, detector assemblies, any suitable con?guration 
of components, such as incorporating a ?ber optic link for 
remote detection, may be used for collecting and analyZing 
the scattered output from the laser. 

[0052] In accordance With another preferred embodiment 
of the present invention, the identi?cation document 108 is 
made from a material that does not exhibit characteristic SH, 
RS and LE under the parameters de?ned for use in identi 
fying controlled substances. Even more preferably, the iden 
ti?cation document 108 is coated With a thin layer of a 
substance that may exhibit Surface Enhanced Raman Spec 
trum (SERS), such as silver, gold or copper, having a 
suitably roughened surface. With such an appropriate sur 
face, molecules of controlled substances may exhibit Sur 
face Enhanced Raman Spectrum (SERS), increasing the 
visibility of the RS by a factor of 10 or more. 

[0053] It is appreciated that, even though the illustrated 
embodiment of FIG. 1 shoWs the identi?cation document 
reader 110 including laser 140, scanning elements 142, 
motors 144 and detector assemblies 146, identi?cation docu 
ment reader 110 may also utiliZe any or all of laser 120, 
scanning elements 122, motors 124 and detector assemblies 
126 from scanning and recognition station 102. 

1270-1290 cm'1 

2980-3000 cm_l. 
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[0054] It is appreciated that the operational parameters for 
the spectroscopic systems of the scanning and recognition 
station 102 and identi?cation document reader 110 are 
preferably selected so as to provide optimal contrast 
betWeen the substances being identi?ed and the background. 

[0055] It is further appreciated that, While in a preferred 
mode of the present invention the spectroscopic systems of 
the scanning and recognition station 102 and identi?cation 
document reader 110 scan for SH, RS and L,E, spectroscopic 
analysis of body portion 100 and/or identi?cation document 
108 may include any combination of one or more of these or 
other spectroscopic analysis methods. Additionally, these 
spectroscopic analysis methods may include methods not 
requiring a laser or a light source, but utiliZing ambient light, 
such as measuring optical absorption spectra, optical re?ec 
tion spectra or ATR. 

[0056] Reference is noW made to FIG. 2, Which is a 
simpli?ed ?owchart illustrating operation of the scanning 
and recognition station 102 shoWn in FIG. 1, in accordance 
With a preferred embodiment of the present invention. As 
shoWn in FIG. 2, a body portion, such as body portion 100 
of FIG. 1, is presented for biometric personal identi?cation 
veri?cation. In a preferred embodiment of the present inven 
tion, the image of the body portion 100 is transmitted to a 
biometric information comparison device, such as a com 
puter 106 of FIG. 1, Which generates the biometric infor 
mation from the transmitted image. The computer 106 is 
then operative to retrieve stored identi?cation information 
for comparison. In the embodiment described in FIG. 2, the 
stored identi?cation information is retrieved from an iden 
ti?cation document, such as identi?cation document 108 of 
FIG. 1, preferably also in the form of an image of the body 
portion 100. Computer 106 is then operative to generate 
biometric information from the stored image, and comparing 
that information to the information generated from the 
image of body portion 100 presented by the person for 
personal identi?cation veri?cation. Alternatively, computer 
106 is operative to compare the stored image of body portion 
100 With the image transmitted by the biometric information 
collector of scanning and recognition station 102. 

[0057] It is appreciated that the biometric information 
comparison device may generate any conventional biomet 
ric information that is deemed suitable for identi?cation. It 
is also appreciated that any suitable biometric personal 
identi?cation veri?cation system may be utiliZed. 

[0058] If the biometric information generated by the bio 
metric information collector of scanning and recognition 
station 102 from body portion 100 do not correspond to the 
stored identi?cation information, an alarm indication is 
provided by computer 106. 

[0059] Alternatively, the stored identi?cation information 
may be located on a storage device in communication With 
computer 106, or on a storage device forming part of 
computer 106. In this embodiment, the person presenting 
body portion 100 also enters an identi?cation code to enable 
computer 106 to locate the corresponding stored identi?ca 
tion information. Additionally, the computer 106 may con 
?rm that the identi?cation code Was correctly entered. 

[0060] The body portion 100, presented for biometric 
information recognition as described hereinabove, is also 
examined for the possible presence of controlled substances, 
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such as explosives or drugs, thereon. Body portion 100 is 
preferably illuminated by laser radiation, as described in 
FIG. 1, and is subject to detection of second harmonic 
scattering, time-resolved detection of luminescence and 
time-resolved detection of Raman scattering to provide 
identi?cation of controlled substances. 

[0061] In the illustrated embodiment, controlled sub 
stances are detected and identi?ed using a combination of 
second harmonic scattering, time-resolved luminescence 
and time-resolved Raman scattering. If controlled sub 
stances are detected, as described in assignee’s copending 
US. patent application titled “CONTROLLED SUB 
STANCE DETECTION AND IDENTIFICATION SYS 
TEM”, ?led May 2, 2003, on the body portion 100 an alarm 
indication is provided by computer 106. 

[0062] It Will be appreciated by persons skilled in the art 
that the present invention is not limited by What has been 
particularly shoWn and described hereinabove. Rather the 
scope of the present invention includes both combinations 
and subcombinations of the various features described here 
inabove as Well as variations and modi?cations Which Would 
occur to persons skilled in the art upon reading the speci 
?cation and Which are not in the prior art. 

1. A personal identi?cation and security system compris 
ing: 

a personal identi?cation veri?cation system; 

a controlled substance detection and identi?cation sys 
tem; and 

an alarm indicator responsive to outputs of said personal 
identi?cation veri?cation system and said controlled 
substance detection and identi?cation system for pro 
viding an alarm indication in response to ful?llment of 
alarm criteria in at least one of said outputs. 

2. A personal identi?cation and security system according 
to claim 1 and Wherein said personal identi?cation veri? 
cation system is a biometric information comparison system. 

3. A personal identi?cation and security system according 
to claim 1 and Wherein said controlled substance detection 
and identi?cation system is a spectroscopic controlled sub 
stance detection and identi?cation system. 

4. A personal identi?cation and security system according 
to claim 3 and Wherein said spectroscopic controlled sub 
stance detection and identi?cation system is a laser activated 
spectroscopic controlled substance detection and identi?ca 
tion system. 

5. A personal identi?cation and security system according 
to claim 1 and Wherein said personal identi?cation veri? 
cation system and said controlled substance detection and 
identi?cation system perform personal identi?cation veri? 
cation and controlled substance detection and identi?cation 
substantially simultaneously. 

6. A personal identi?cation and security system according 
to claim 1 and Wherein a person having their identity veri?ed 
by said personal identi?cation veri?cation system is 
unaWare of the presence of said controlled substance detec 
tion and identi?cation system. 
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7. A personal identi?cation and security method compris 
ing: 

providing personal identi?cation veri?cation; 

simultaneously detecting and identifying controlled sub 
stances; 

providing an alarm indication in response to ful?llment of 
alarm criteria in at least one of said providing personal 
identi?cation veri?cation and said detecting and iden 
tifying controlled substances. 
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8. A personal identi?cation and security system according 
to claim 7 and Wherein said providing personal identi?cation 
veri?cation comprises providing biometric based personal 
identi?cation veri?cation. 

9. A personal identi?cation and security system according 
to claim 7 and Wherein said detecting and identifying 
controlled substances comprises spectroscopically detecting 
and identifying controlled substances. 


