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TCP HOST 

RELATED APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/669,742, ?led on Apr. 8, 2005 and 
60/609,211, ?led on Sep. 10, 2004. The entire teachings of 
the above applications are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] The Open Systems Interconnection (OSI) Refer 
ence Model de?nes seven netWork protocol layers (Ll-L7) 
used to communicate over a transmission medium. The 

upper layers (L4-L7) represent end-to-end communications 
and the loWer layers (Ll-L3) represent local communica 
tions. 

[0003] Networking application aWare systems need to 
process, ?lter and sWitch a range of L3 to L7 netWork 
protocol layers, for example, L7 netWork protocol layers 
such as, HyperTeXt Transfer Protocol (HTTP) and Simple 
Mail Transfer Protocol (SMTP), and L4 netWork protocol 
layers such as Transmission Control Protocol (TCP) and 
User Datagram Protocol (UDP). In addition to processing 
the netWork protocol layers, the networking application 
aWare systems need to simultaneously secure these protocols 
With access and content based security through L4-L7 
netWork protocol layers including FireWall, Virtual Private 
NetWork (VPN), Secure Sockets Layer (SSL), Intrusion 
Detection System (IDS), Internet Protocol Security (IPSec), 
Anti-Virus (AV) and Anti-Spam functionality at Wire-speed. 

[0004] A socket interface such as the Berkley Socket 
(BSD) socket interface is a standard Application Program 
ming Interface (API) that includes a set of functions that can 
be called by netWorking applications such as Web broWsers 
to provide netWorking services. The application calls an API 
function Which makes a system call to the operating system. 
The socket interface provides the service requested by the 
system call by calling loW-level functions in the operating 
system that handle the netWorking protocol. The underlying 
protocols and netWork mechanisms are hidden from the 
application. 
[0005] The BSD socket interface is typically used to 
interface to the TCP/IP protocol stack. TCP/IP is based on a 
client/server model in Which client and server processes 
identi?ed by netWork endpoints (IP address and port num 
ber) are represented as sockets. A socket is set up betWeen 
a client process and a server process for a particular domain 
and netWork protocol for example, UDP or TCP. The server 
process is identi?ed by binding an IP address and port 
number to the socket. After the server process is bound to the 
socket, the socket can be used to listen for neW connection 
requests and to service them. All requests through the socket 
interface are directed through an TCP/IP netWork stack in 
the operating system (kernel) and involve multiple copies of 
packet data. Packet data for each connection is copied 
betWeen a device driver buffer in the kernel and application 
(user) space, that is, data is ?rst copied to the netWork stack 
in kernel memory and must then be copied to buffers in 
application (user) space before it can be used by the appli 
cation. 

[0006] The transfer of packet data for the connection can 
involve transferring the data over a bus such as the PCI bus. 
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Typically, the transfer is performed by a Direct Memory 
Access (DMA) engine in a PCI interface. In a host-based 
descriptor ring DMA engine, descriptors are fetched from 
host PCI shared memory and data to be transferred over the 
PCI bus is transferred to buffers identi?ed by pointers stored 
in the descriptors. 

[0007] There are different mechanisms to communicate 
from the host to the DMA engine about the availability of 
buffers and siZe of buffers. Also, DMA engines have differ 
ent Ways to communicate to the host about data transfer 
completion (one such mechanism can be coalesced inter 
rupt). In such a mechanism, there is only one program on the 
host side that can manage buffers in the descriptor ring and 
all buffers are treated the same, that is, data is stored in the 
next available buffer in the ring irrespective of the connec 
tion they belong to. Generally, a driver in the kernel manages 
such descriptor rings. Most generic netWork interface cards 
(NICs) support this type of a DMA engine. 

[0008] In a memory to memory data mover DMA engine, 
the DMA engine can transfer data across the PCI bus Within 
shared PCI memory space. The transmit side of the PCI bus 
provides data buffer pointers from Where data should be 
gathered and a list of pointers (typically provided by the 
receive side) Where it must be Written on the other side of the 
PCI bus. 

[0009] Typically, there are thousands to a million TCP 
connections established concurrently in a high end server. If 
a standard DMA engine is used to move the data, applica 
tions running on the host that are using the TCP connection 
sleep Waiting for data on their corresponding TCP connec 
tion. There can be thousands of such application program 
threads. When data arrives, the kernel running on the host is 
interrupted, the kernel ?nds Which sleeping process the 
received data belongs to by Walking a long list of sleeping 
processes and then the kernel Wakes up the process after 
copying the data to application space in host memory. 
Finding the appropriate process and copying data is very 
expensive. 
[0010] As netWork transfer speeds increase above 1 Giga 
bits per second (1 Gb/ s) and more data is transferred over the 
netWork, the CPU bandWidth required to process the mul 
tiple copies of the data increases. The overhead for copying 
reduces the available memory bus bandWidth and adds 
latency to When the data is available for use by the appli 
cation. 

SUMMARY OF THE INVENTION 

[0011] Remote Direct Memory Access (RDMA) elimi 
nates the need for copying received user data betWeen the 
netWork protocol stack in kernel space and application 
buffers in application space in host memory. RDMA avoids 
this copy by alloWing the sender to identify data to be placed 
directly into application buffers (buffers in user space) and 
transmitting the identi?cation With the data so that the 
receiver of the data can place the data directly into the 
application buffers When it is received. 

[0012] HoWever, RDMA requires the addition of RDMA 
support in the netWork interface card (NIC), and also 
requires modi?cations to the application in order to use 
RDMA. 

[0013] The present approach provides a netWork services 
processor that includes direct DMA to/from a host system 
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application user space Which improves host performance in 
a non-RDMA capable host system and alloWs the ability to 
handle a large number of concurrent TCP connections and 
high data throughput. 

[0014] A netWork processor includes local memory and an 
interface to a host system. The local memory is shared by a 
plurality of processors for storing data transferred over a 
netWork coupled to the netWork processor. The interface to 
the host system manages a queue for a socket established 
betWeen an application executing in host memory and 
another application executing in a remote host coupled to the 
netWork. The queue stores a unique identi?er for a process 
identi?er associated With the socket. The interface transfers 
data asynchronously betWeen host memory and local 
memory and an indication is received by a Waiting process 
in the host system that data has been Written to host memory 
based on a process identi?er stored in the queue. 

[0015] The socket may be a Transmission Control Proto 
col socket or a User Datagram Protocol socket. Furthermore, 
processing bandWidth is reduced by the need to copy the 
data from kernel space to application space in host memory. 
In order to reduce the overhead, the present invention 
provides a mechanism for direct data placement through the 
use of a virtual queue. Data transferred over the netWork 
may be transferred directly betWeen local memory and 
application space in host memory in the host system or may 
be indirectly transferred betWeen local memory and appli 
cation memory in host memory in the host system via kernel 
space in the host memory. 

[0016] The queue may be implemented as a ring buffer and 
address pointers for managing the queue are stored in local 
memory. 

[0017] A netWork processor includes a plurality of pro 
cessors and a local memory shared by the plurality of 
processors. A ?rst processor or group of processors execute 
an application and a second processor executes an operating 
system. The local memory stores data transferred over a 
netWork coupled to the netWork processor. The second 
processor manages a queue for a socket established betWeen 
the application and another application executing in a 
remote host coupled to the netWork. The queue stores a 
unique identi?er for the socket and the data is transferred 
directly betWeen the application buffers and netWork buffers 
in the local memory. 

[0018] A netWorking system includes a host system 
executing a netWork application. The host system includes a 
netWork services processor, a netWork interface and a socket 
sWitch. The socket sWitch directs netWork service calls from 
the application to the netWork services processor or the 
netWork interface card based on an Internet Protocol address 
included in a netWork service call. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The foregoing and other objects, features and 
advantages of the invention Will be apparent from the 
folloWing more particular description of preferred embodi 
ments of the invention, as illustrated in the accompanying 
draWings in Which like reference characters refer to the same 
parts throughout the different vieWs. The draWings are not 
necessarily to scale, emphasis instead being placed upon 
illustrating the principles of the invention. 
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[0020] FIG. 1 is a block diagram illustrating softWare 
modules in a host coupled to a netWork that are used to 
transfer data betWeen applications executing in the host 
using TCP/IP connection; 

[0021] FIG. 2 is a block diagram illustrating a netWork 
services processor coupled to one of the hosts shoWn in FIG. 
1 for of?oading netWork layer processing from the host 
system according to the principles of the present invention; 

[0022] FIG. 3 is a block diagram of a L4 TCP header; 

[0023] FIG. 4 illustrates the external interfaces to the 
netWork services processor shoWn in FIG. 2; 

[0024] FIG. 5 is a block diagram illustrating softWare 
modules stored in the host system 100a and the netWork 
services processor for transferring data betWeen applications 
over a TCP connection according to the principles of the 
present invention; 

[0025] FIGS. 6A-D illustrate the format of structures 
stored in host memory for implementing a plurality of 
connections; 

[0026] FIG. 7 is a ?owchart illustrating a method for 
setting up a TCP connection and sending packets for the TCP 
connection directly to application space using the DDOQ 
shoWn in FIG. 6B according to the principles of the present 
invention; 

[0027] FIG. 8 illustrates registers used to manage and 
represent one of the control queues used for transferring data 
directly betWeen host memory and local memory in the 
netWork services processor; 

[0028] FIG. 9 illustrates a method for selecting a stack in 
an unmodi?ed server application. 

[0029] FIG. 10 is a block diagram of the netWork services 
processor shoWn in FIG. 2; 

[0030] FIG. 11 is a block diagram illustrating the cores, 
PCI interface and 10 Bridge shoWn in FIG. 10; 

[0031] FIG. 12 illustrates the format of a PCI DMA 
instruction that speci?es the type of DMA operation to be 
performed by one of the DMA engines in the PCI interface 
shoWn in FIG. 11; 

[0032] FIG. 13 illustrates a PCI DMA instruction queue 
that includes a linked list of memory chunks; and 

[0033] FIG. 14 is a block diagram illustrating softWare 
modules in cores, one of Which is dedicated to executing an 
operating system. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0034] A description of preferred embodiments of the 
invention folloWs. 

[0035] FIG. 1 is a block diagram illustrating softWare 
modules in host systems (hosts) 100a, 1001) that are coupled 
to a netWork 108. The softWare modules are used to transfer 
data betWeen applications executing in the hosts 100a, 1001) 
over a TCP/IP connection. Data is transferred betWeen the 
applications 102 executing in the hosts through a socket 
module 104, a netWork stack 106 and the netWork 108. 



US 2006/0075119 A1 

[0036] As is Well-knoWn to those skilled in the art, the 
Open System Interconnection (OSI) reference model de?nes 
seven network protocol layers (Ll-L7). The physical layer 
(L1) represents the actual interface, electrical and physical 
that connects a device to a transmission medium. The data 
link layer (L2) performs data framing. The netWork layer 
(L3) formats the data into packets. The transport layer (L4) 
handles end to end transport. The session layer (L5) man 
ages communications betWeen devices, for example, 
Whether communication is half-duplex or full-duplex. The 
presentation layer (L6) manages data formatting and pre 
sentation, for example, syntax, control codes, special graph 
ics and character sets. The application layer (L7) permits 
communication betWeen users, for example, ?le transfer and 
electronic mail. 

[0037] TCP is a connection-oriented protocol de?ned in 
Request For Comments (RFC) 793 incorporated herein by 
reference in its entirety that provides reliable and in-order 
byte stream transfer to upper netWork protocol layers. TCP 
is based on a client/server model. The host sets up a TCP 
connection betWeen a client process (application) and a 
server process (application) to transfer packets using the 
TCP protocol. 

[0038] A TCP connection consists of tWo ?oWs. Each How 
is unidirectional and is de?ned as the 5-tuple made by: (1) 
IP Source Address, (2) IP Destination Address, (3) IP 
Protocol, (4) TCP Source Port, and (5) TCP Destination Port 
stored in the TCP header and the IP header. Packets having 
exactly the same 5-tuple belong to the same How. A TCP 
connection betWeen tWo end points A and B is identi?ed by 
a pair of ?oWs in opposite directions. The ?ve tuple that 
identi?es these ?oWs only differs in the order in Which the 
source and destination addresses are listed. 

[0039] Client and server processes (applications) identi 
?ed by netWork endpoints (IP address and port number) are 
represented as sockets. A socket is set up for a particular 
domain and netWork protocol for example, UDP or TCP. The 
server process is identi?ed by binding an IP address and port 
number to the socket. After the server process is bound to the 
socket, the socket can be used to listen for neW connection 
requests and to service them. 

[0040] The netWork stack 106 is in the kernel, that is, the 
core of an operating system. The socket 104 provides an 
Application Program Interface (API) betWeen the applica 
tion 102 and the netWork stack 106 in the kernel. An 
application program (programming) interface (API) is a set 
of routines used by an application program 102 to direct the 
performance of procedures by the operating system. In 
addition, APIs are also provided by the socket 104 to 
enhance the application performance. 

[0041] Data transferred over the netWork 108 is typically 
stored in user space (application space) in host memory 
accessible by the application 102 and in netWork buffers 
accessible by the netWork stack 106. Data copying betWeen 
the netWork buffers in kernel space in host memory and user 
application memory is responsible for a substantial amount 
of system overhead in a netWork stack. This situation has 
motivated development of techniques to eliminate copying 
betWeen the netWorking stack and the application. In order 
to provide better performance, o?load socket APIs provide 
a copy avoidance mechanism also referred to as a Zero-copy 
mechanism by sending and receiving data to/from the net 
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Work directly to user space to avoid copying it betWeen 
netWork buffers and user space in host memory. 

[0042] FIG. 2 is a block diagram illustrating a netWork 
services processor 206 coupled to one of the host systems 
100a shoWn in FIG. 1 for o?loading netWork layer process 
ing from the host system according to the principles of the 
present invention. The netWork services processor 206 for 
processes OSI netWork L2-L7 layer protocols encapsulated 
in received packets. 

[0043] The host system 100a includes a processor 200, 
memory 202 and an Input/Output (I/O) interface 204 
through Which data is transferred over an I/O bus 208. The 
application 102, socket module 104 and netWork stack 106 
are stored in memory 202 and executed by the processor 
200. The host system 10011 is coupled to the netWork 
services processor 206 through the Input/ Output bus 208. In 
one embodiment, the Input/Output interface 204 is the 
Peripheral Connect Interface (PCI), a standard bus interface 
developed by the PCI Special Interest Group (SIG). The 
netWork services processor 206 includes hardWare packet 
processing, buffering, Work scheduling, ordering, synchro 
niZation, and cache coherence support to accelerate packet 
processing tasks. 

[0044] The netWork services processor 206 performs Work 
(packet processing operations) for upper level netWork pro 
tocols, for example, OSI netWork L4-L7 layer protocols 
encapsulated in received packets. The packet processing 
(Work) to be performed on a particular packet includes a 
plurality of packet processing operations (pieces of Work). 
The netWork services processor 206 alloWs processing of 
upper level netWork protocols in received packets to be 
performed to forWard packets at Wire-speed. Wire-speed is 
the rate of data transfer of the netWork over Which data is 
transmitted and received. By processing the protocols to 
forWard the packets at Wire-speed, the netWork services 
processor does not sloW doWn the netWork data transfer rate. 
The netWork protocol processing can include processing of 
netWork security protocols such as FireWall, Application 
FireWall, Virtual Private NetWork (V PN) including IP Secu 
rity (IPSec) and/or Secure Sockets Layer (SSL), Intrusion 
detection System (IDS) and Anti-virus (AV). 

[0045] FIG. 3 is a block diagram ofa L4 TCP header 300. 
FIG. 3 is described in conjunction With FIG. 1. In the 
netWork stack 106, the TCP layer breaks the data received 
from the application 102 to be transmitted over the netWork 
108 into smaller chunks and adds a TCP header 300 to each 
packet. The TCP header 300 includes a source port address 
302 and a destination port address 304. The source and 
destination port addresses correspond to the application 
executing in the host. The port number is assigned by the 
TCP layer When an application (layer 7 netWork protocol 
layer) makes a connection. For example, there are Well 
knoWn ports for standard layer 7 applications such as, 
Telnet, FTP and SMTP. The sequence number ?eld 306 
stores a unique sequence number for each packet alloWing 
the packets to be reassembled in sequence at the destination 
port. The acknoWledgement number ?eld 308 stores the 
sequence number of the next expected packet. The offset 
?eld 310 stores the number of 32-bit Words in the TCP 
header. The ?ags ?eld 314 indicates start, end or reset of a 
TCP connection or desired type of service. The WindoW ?eld 
316 provides precise ?oW control by indicating the number 


























