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(57) ABSTRACT 

A method is disclosed for determining Whether access to a 
host requested by a client session connection is permitted. 
After determining attributes of the client session connection, 
a list of hosts is selected based on the determined attributes 
of the client session connection. The list of hosts is then used 
to determine Whether access to the requested host is permit 
ted. The disclosed method can be used to alloW for location 
speci?c White lists of free URLs for a user at a Wireless 
network hotspot that the user can access before being 
authenticated. 
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FIG. 1A 
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METHOD AND APPARATUS FOR 
LOCATION-BASED WHITE LISTS IN A 
TELECOMMUNICATIONS NETWORK 

FIELD OF THE INVENTION 

[0001] The present invention generally relates to provid 
ing a set of Internet destinations or services that are “free of 
charge” to a user of a wireless network hotspot. The inven 
tion relates more speci?cally to a method and system for 
determining the location from which a user attempts to 
connect to the network and using the location to select a 
white list of hosts that the user can connect to before 
authentication. 

BACKGROUND 

[0002] The approaches described in this section could be 
pursued, but are not necessarily approaches that have been 
previously conceived or pursued. Therefore, unless other 
wise indicated herein, the approaches described in this 
section are not prior art to the claims in this application and 
are not admitted to be prior art by inclusion in this section. 

[0003] Public Wireless Local Area Networks (PwLAN) 
enable mobile computer users using a laptop or portable 
computing device to access information through continuous 
high-speed communications. PwLAN “hotspots” are the 
public locations where wireless Internet access can be 
obtained. Hotspots are typically located in such public areas 
as coffee shops, hotel lobbies or airport lounges. 

[0004] PwLAN hotspots are capable of applying different 
behaviors to user sessions, depending on where the user 
connects to the network. This “location awareness” feature 
allows for the presentation of location-speci?c or branded 
retail pages or different elements within a page based on the 
user’s connection attributes. 

[0005] Although network access through a PwLAN 
hotspot typically requires a user to authenticate before 
access is allowed, a hotspot may allow the user to access 
certain designated free services before requiring the user to 
authenticate. When access to an Internet destination does not 
require identi?cation and/or authentication of the user, the 
destination is considered to be “free of charge.” Two mecha 
nisms used to determine when a destination is “free of 
charge”, and therefore accessible by an unauthenticated user, 
are “Open Gardens” and “White Lists.” An “Open Garden” 
refers to a collection of domains that a user can access 

without providing authentication information. A “White 
List” is a set of speci?c Internet destinations that are 
accessible by an unauthoriZed user. The primary difference 
between Open Gardens and White Lists is the level at which 
accessible destinations are de?ned. Open Gardens allow or 
deny access to routing domains, while White Lists do not 
require a physical address and can de?ne speci?c accessible 
destinations by URL (Uniform Resource Locator). Closely 
related to a White List is a “Black List.” When a Black List 
is used to control access to speci?c destinations, the user is 
allowed access to all destinations that are not in the Black 
List. 

[0006] White Lists, Black Lists and Open Gardens are 
typically implemented at the gateway through which the 
PwLAN hotspot connects to the network. As many hotspots 
can connect to the network through the same gateway, in 
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these implementations the Open Garden or White List at the 
gateway applies to all users that connect through a gateway, 
no matter which hotspot they are using to access the net 
work. 

[0007] It would be advantageous to be able to con?gure a 
White List service such that different White Lists could be 
applied to different users. In particular, it would be advan 
tageous to apply a location-awareness feature similar to the 
branding feature to a White List service such that different 
white lists can be con?gured for each hotspot from a 
centrally managed location. 

[0008] Known implementations of location-aware brand 
ing are based on the ability to derive the connection 
attributes of the user’s subnet based on the user’s source IP 

or gateway through which the user connects, and present 
branded pages or different elements within a page based on 

those attributes. However, the ability to have a “location 
based white list service” is more complex than merely 
providing a branded user web-based experience, as White 

Lists may be used before a user is authenticated, and 
therefore the known methods of implementing location 
awareness that rely on a user name or other authentication 

information cannot be used to implement a location-based 
white list service. 

[0009] The concept of “location” can be more complex 
than a simple client IP address. A ?ner resolution of location, 
such as a particular access point or even switch access-port 
through which the user gains access, is desirable. Further 
more, location is often a hierarchical concept. For example, 
the United Kingdom, Heathrow, Terminal 1, and a speci?c 
airline ?rst-class lounge can all be considered to be “loca 
tions”. It is desirable to allow for different customizations at 
different location levels. 

[0010] In addition to location, it is desirable to use any 
attribute of the user and/ or the user’s session to dynamically 
de?ne a list of free services for the user in a particular 
session, such as authentication information, service level 
information, etc. 

[0011] Furthermore, in addition to a White List service, it 
is desirable to apply location-awareness to other services, 
such as determining payment methods, setting Quality of 
Service parameters for a session, selecting an ISP, determin 
ing the rate at which to charge a user, determining how to 
perform authentication, or determining how to aggregate 
and distribute accounting information. 

[0012] Based on the foregoing, there is a clear need for a 
method of dynamically de?ning available services for each 
user based on attributes of the user and/ or the user’s session. 
In particular, there is a need to dynamically de?ne a White 
List for each user based on the location of the user when 
accessing the network, whether the user has been authenti 
cated, and the services available to the user. Such a method 
should preferably be able to handle any type of request from 
a client browser without necessitating any con?guration 
changes on the client (i.e. Zero-con?guration). 

[0013] The method disclosed herein uses a granular 
approach for determining whether to allow access to desti 
nations according to the location of a client session. The 
location is determined according to key characteristics or 
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attributes of the client connection. In one embodiment of the 

disclosed method, a router redirects requests for access to a 

host to a Captive Portal Web Server Which is capable of 
handling normal and proxy HTTP requests. The Captive 
Portal permits or denies access to hosts through con?gurable 
White and/or Black Lists. The lists can be default or 

location-speci?c, and can be used for other purposes in 
addition to providing a con?gurable White List service. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The present invention is illustrated by Way of 
example, and not by Way of limitation, in the ?gures of the 
accompanying draWings and in Which like reference numer 
als refer to similar elements and in Which: 

[0015] FIG. 1A is a block diagram that illustrates a 
high-level overvieW of the components of a PWLAN system 
implemented using a netWork management system; 

[0016] FIG. 1B is a block diagram illustrating a high-level 
overvieW of hoW a Captive Portal application can be used to 
redirect an access request from an unauthorized user to an 

authentication service in order to provide access to the 
requested service; 

[0017] FIG. 1C is a block diagram that illustrates a 
high-level overvieW of the components of a PWLAN system 
implemented using a netWork management system that 
includes a Web proxy; 

[0018] FIG. 1D is a block diagram that illustrates the 
components of a netWork management system as used by 
one embodiment of the disclosed method; 

[0019] FIG. 2 is a How diagram that illustrates a high level 
overvieW of one embodiment of a method for dynamically 
de?ning a White List; 

[0020] FIG. 3 is a sequence diagram that illustrates the 
system How for an unauthenticated users requesting a host 
that is in the White List; 

[0021] FIG. 4 is a block diagram that illustrates a com 
puter system upon Which an embodiment may be imple 
mented; and 

[0022] FIG. 5 is a sequence diagram that illustrates the 
system How for an unauthenticated proxy user requesting a 
host not in a White List Who then subsequently authenti 
cates. 

DETAILED DESCRIPTION 

[0023] A method and apparatus for location-based White 
lists in a telecommunications netWork is described. In the 
folloWing description, for the purposes of explanation, 
numerous speci?c details are set forth in order to provide a 
thorough understanding of the present invention. It Will be 
apparent, hoWever, to one skilled in the art that the present 
invention may be practiced Without these speci?c details. In 
other instances, Well-knoWn structures and devices are 
shoWn in block diagram form in order to avoid unnecessarily 
obscuring the present invention. 
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[0024] Embodiments are described herein according to the 
folloWing outline: 

[0025] 
[0026] 2.0 Structural and Functional Overview 

1 .0 General OvervieW 

[0027] 2.1 GateWay Redirection and Captive Portal 
OvervieW 

[0028] 2.2 Web Proxy OvervieW 

[0029] 3.0 Method of Providing a Location-Based White 
List Service 

0030 3.1 Ma in Connection Attributes to a List of PP g 
Hosts 

[0031] 3.1.1 Unauthenticated User 

[0032] 3.1.2 Authenticated User 

[0033] 3.2 Proxy and Non-Proxy Requests (Transparent 
Proxy) 

[0034] 3.3 HTTP and HTTPS proxy requests 

[0035] 3.4 Sequence Diagrams 

[0036] 3.5 Partial Domain Names in White Lists 

[0037] 3.6 White List Groups 

[0038] 4.0 Implementation MechanismsiHardWare 
Overview 

[0039] 5.0 Extensions and Alternatives 

1.0 General OvervieW 

[0040] The needs identi?ed in the foregoing Background, 
and other needs and objects that Will become apparent from 
the folloWing description, are achieved in the present inven 
tion, Which comprises, in one aspect, a method of determin 
ing Whether access to a host requested by a user during a 
client session connection is permitted. Attributes of the 
user’s client session connection are determined. A list of 
hosts is selected based on the determined attributes of the 
client session connection. The list of hosts can be a White list 
of permissible hosts, or a black list of impermissible hosts. 
The list of hosts is used to determine Whether access to the 
requested host is permitted for this particular client session 
connection. 

[0041] In other aspects, the invention encompasses a com 
puter apparatus and a computer-readable medium con?gured 
to carry out the foregoing steps. 

2.0 Structural and Functional OvervieW 

[0042] FIG. 1A illustrates a netWork topology that may be 
used by a PWLAN operator to provide Internet services to 
users in a PWLAN hotspot. The components of the netWork 
topology of FIG. 1A Will be used to describe the method of 
the present invention, hoWever it Will be apparent to those 
skilled in the art that the inventive method can be used With 
any type of netWork con?guration, and not all of the 
components of FIG. 1A are required to implement the 
inventive method. Furthermore, although the present inven 
tion is described using a PWLAN hotspot as an example, it 
Will be apparent to those skilled in the art that the inventive 
methods can be used in many different contexts, such as 
DSL (Digital Subscriber Line) access, for example. 
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[0043] In the example network of FIG. 1A, users 10 
connect to Access Points (AP) 15 in an airport lounge or 
colfee shop hotspot 18. Within hotspot 18, APs 15 commu 
nicate with Access Zone Router (AZR) 20. The hotspot 
Internet Service Provider (ISP) routes network traf?c from 
the WAN (Wide Area Network) interfaces of the AZRs, via 
a private network, for example, to an aggregation router 100. 

[0044] In the example network topology shown in FIG. 
1A, edge device 100 may be a router. In this example 
embodiment, router 100 acts as a gateway. One commercial 
example of such a router is a Cisco router running SSG 
(Service Selection Gateway). SSG is a software module 
typically embedded in Cisco IOS software that runs on 
Cisco devices, however, the functionality that is provided by 
the gateway (SSG) in the example con?guration does not 
have to be embedded in the edge device. The gateway 
provides authentication, service connection, connection 
management and session management capabilities. In this 
example topology, the gateway performs authentication and 
service connection tasks on behalf of the network manage 
ment system portal 110 through Authentication, Authoriza 
tion and Accounting (AAA) server 120. 

[0045] One commercial example of network management 
system 110 is Cisco’s SESM (Subscriber Edge Services 
Manager). Network management system (SESM) 110 is a 
set of components designed to work in conjunction with the 
gateway. Network management system 110 comprises soft 
ware for controlling access at the network edge and can bill 
users for using services in the data center. Network man 
agement system 110 may be deployed by ISPs and network 
access providers (NAPs) to provide value-added services to 
their subscribers and management capabilities to their 
administrators. Network management system 110 typically 
includes several web portals that interact with the edge 
device 100 acting as a gateway. These web portals are 
preferably J2EE (Java 2 Platform, Enterprise Edition) web 
applications that can run in a JZEE-compliant web applica 
tion server. 

2.1 Gateway Redirection and Captive Portal Overview 

[0046] One web portal that is typically provided through 
the network management system is a “Captive Portal.” 
Typically, when a user of a PwLAN hotspot who has not yet 
logged into the network attempts to access an Internet site 
through a hotspot access point, the user is redirected to this 
Captive Portal. The Captive Portal application looks at the 
user’s request and determines if it is in a White List. If so, 
the user is allowed access to the requested host. Otherwise, 
the Captive Portal will redirect the user to a subscriber portal 
that provides the user with an opportunity to authenticate in 
order to access the network. The Captive Portal can be any 
server that is programmed to respond to a request from an 
unauthenticated user. 

[0047] In a network con?guration such as the one in the 
example topology shown in FIG. 1A, the ability to force 
subscribers to authenticate before accessing the network or 
speci?c services, and the ability to ensure that subscribers 
are only allowed to access the services that the service 
provider wants them to, may be implemented by redirecting 
unauthenticated or unauthorized users from the gateway to 
the Captive Portal. For example, if edge device 100 is a 
Cisco router running SSG, the TCP (Transmission Control 
Protocol) Redirect feature of SSG may be used in combi 
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nation with a Captive Portal application of the network 
management system (SESM). The TCP Redirect feature 
intercepts TCP packets and reroutes the packets to server 
groups con?gured on the gateway. For packets which would 
otherwise be dropped, a server group on the gateway may be 
con?gured such that the packets are rerouted by the gateway 
to the Captive Portal. 

[0048] FIG. 1B illustrates how a user in the PwLAN of 
FIG. 1A who accesses the network and has not been 
authenticated is handled using TCP-Redirect and the Cap 
tive Portal application. 

[0049] As shown in FIG. 1B, an unauthorized subscriber 
10 associates with an Access Point and starts a standard 
browser. The user then enters a URL into the browser, such 
as “www.yahoo.com”, for example. The browser resolves 
the DNS (Domain Name System) address and issues a HTTP 
(Hypertext Transfer Protocol) request, as shown by Arrow 
A. At Arrow B, the gateway redirects the HTTP packet to the 
Captive Portal application by changing the destination IP 
address and port in the TCP packets that constitute the 
request to the Captive Portal address and port. The IP 
address that the user is trying to connect to is also stored with 
the request as it is the IP address that the host name of the 
HTTP request will be resolved to by DNS. 

[0050] As the network management system requires a user 
identi?er to make further policy decisions, at arrow C the 
Captive Portal issues a HTTP redirect to a subscriber portal, 
such as Logon Page 80 on the Web Portal. The user logs in 
and is authenticated/ authorized through the AAA (Authen 
tication, Authorization and Accounting) server. Ahost object 
is created for this session, and at arrow D, the Captive Portal 
then causes the browser to be redirected to the originally 
requested URL (e. g. www.yahoo.com) using HTTP redirect, 
or any other method known to those skilled in the art. 

[0051] In a con?guration such as the example shown in 
FIG. 1A, the Captive Portal application acts as a logical 
router or dispatcher for all of the different redirected requests 
coming from the gateway. The Captive Portal does not 
provide any content to subscribers. Its main purpose is to 
apply business logic that determines what will happen next. 

[0052] In one embodiment, the Captive Portal application 
is a web application with multiple listeners for requests. 
Each listener in the Captive Portal is con?gured as a 
different port number. When the gateway modi?es the IP 
address in the TCP packet to cause the redirection to a web 
server running the Captive Portal application (Arrow B in 
FIG. IE), it also modi?es an outgoing port value indicating 
a type for the TCP redirection. In this manner, the port 
number in a redirected request identi?es the type of redi 
rection to the Captive Portal application. 

[0053] Types of redirection and destination ports are pref 
erably con?gurable on the gateway. In one embodiment, 
server groups containing a list of servers are de?ned, each 
server group associated with a type of redirection. 

[0054] A con?guration ?le on the Captive Portal can be 
used to associate an incoming port number to a content 
application URL. The information in this con?guration ?le 
speci?es how requests on each incoming port number should 
be redirected. In one embodiment, the con?guration ?le is a 
XML (extensible Markup Language) ?le, “captivepor 
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tal.xml”, however the con?guration information can be 
stored and managed using any method knoWn to those 
skilled in the art. 

[0055] The Captive Portal application then issues an 
HTTP redirect that redirects the user’s broWser to the 
content application URL associated With the port number in 
the request redirected by the gateWay to the Captive Portal 
application. Like the original request redirected to the Cap 
tive Portal from the gateWay, the request redirected by 
Captive Portal to the associated content application URL can 
include information from the original HTTP request, in the 
form of query parameters appended to the HTTP redirect 
URL. That is, all of the information in the user’s original 
HTTP request is preserved throughout the redirections. 

[0056] Signi?cantly, the Captive Portal determines Which 
content application URL should handle the request based on 
con?guration attributes that associate incoming port num 
bers to content application URLs. Each type of redirection 
uses a different port value. The port number identi?es the 
type of redirection to the Captive Portal. 

[0057] In a preferred embodiment, the netWork manage 
ment system may use the Java Management Extensions 
(JMX) speci?cation and its related JMX MBean standards 
for application con?guration. Managed beans are Java 
objects that represent a JMX manageable resource. MBeans 
for each netWork management system application are speci 
?ed in con?guration XML ?les. Administrators can change 
application con?guration by changing MBean attribute val 
ues through a netWork management system application that 
presents a Web-based vieW of managed resources and asso 
ciated MBeans, or by manually editing associated con?gu 
ration XML ?les. As Will be apparent to those skilled in the 
art, use of JMX is not required, as there are many means of 
providing and managing con?guration information that can 
be used. The con?guration ?les that are used in one example 
implementation of the inventive method are described in 
more detail beloW. 

[0058] Although the speci?c con?guration of SSG/SESM 
is used herein to describe hoW unauthenticated users are 
handled in one PWLAN con?guration, those skilled in the art 
Will recogniZe that there are many Ways to implement a 
Captive Portal, and the particular SSG/SESM con?guration 
discussed above is not required in order to redirect host 
requests through a Captive Portal. Although the method of 
the present invention Will be described using a SSG/SESM 
netWork con?guration, the method of the present invention 
can be implemented in many different PWLAN con?gura 
tions. In addition, it is not required that a Wireless netWork 
be used to implement the disclosed method as the method of 
the present invention can also be used in any type of 
telecommunications netWork. 

2.2 Proxy Server OvervieW 

[0059] Clients accessing PWLANs may be using broWsers 
that have a variety of different Web proxy and related 
con?guration settings. In addition, the OS (Operating Sys 
tem) connection settings of a client’s computer may have a 
variety of DNS settings. Some of these settings Will refer to 
hosts or IP addresses that are not normally resolvable or 
reachable in a given PWLAN. As a result, these users Will not 
be able to operate properly in a PWLAN environment. 

[0060] One example of this situation is a proxy client. 
Proxy clients use an intermediate precon?gured proxy ser 
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vice to access the Internet. A proxy client’s broWser may be 
con?gured to use a proxy server With an unresolvable name 

or an unreachable IP address. This may occur either because 
the user is not yet authenticated to access the netWork from 
the hotspot or because the broWser is intended to be used 
Within an intranet such as a corporate netWork. For these 
types of situations, the gateWay can be con?gured to TCP 
redirect Web requests from such users through a Web proxy 
in the netWork management system. 

[0061] FIG. 1C illustrates the netWork components in one 
PWLAN con?guration that uses a Web proxy con?guration. 
As in FIG. 1A, user 10 connects to AP 15 in a coffee shop 
hotspot. Within the hotspot, AP 15 communicates With AZR 
20. The hotspot ISP routes netWork traf?c to aggregation 
router 100. In one example of a commercial embodiment, 
Router 100 is running SSG. 

[0062] As shoWn by FIG. 1D, in this con?guration, after 
user 10 associates With AP 15, the broWser issues a request 
to the IP address of its con?gured Web proxy server 130. 
Because the user is not yet authenticated, the gateWay 100 
performs a TCP redirect to the Captive Portal 111 of the 
netWork management system 110. Captive Portal 111 
receives the request and determines that it is a proxy request. 
Captive Portal can then instruct the gateWay to set perma 
nent TCP redirection to the netWork management system 
Web proxy 112. In one embodiment, Web proxy 112 may be 
a logical function of Captive Portal 111. Through TCP 
permanent redirection, Web proxy 112 Will then act as a local 
proxy server. The Captive Portal then redirects the user to 
the netWork management system login Web portal 113. In 
this Way, after authentication by Web portal 113, all future 
Web requests from the user’s session Will be redirected to the 
netWork management system for handling. 

[0063] Once the gateWay is noti?ed that the permanent 
TCP redirection for the user, all requests from this user Will 
be redirected to local netWork management system Web 
proxy. In an alternative embodiment, a third-party server or 
gateWay can be installed and con?gured as proxy server to 
permanently redirect requests to. 

[0064] When this con?guration is used for Web proxy 
users, all pre-authentication requests Will be handled by 
Captive Portal through TCP redirection by the gateWay, and 
all post-authentication requests Will be handled by the local 
netWork management system Web proxy. By having differ 
ent con?gurations for these tWo cases, it is possible to 
achieve differentiated behavior in White List services. For 
example, post-authentication White Lists can include more 
or different hosts than the pre-authentication White Lists. 

[0065] As Will be discussed beloW, one embodiment of the 
method of the present invention is implemented using fea 
tures of this con?guration. A high-level overvieW of the 
method is discussed, folloWed by a description of an imple 
mentation of the inventive method in the example SSG/ 
SESM Web proxy con?guration. HoWever, as Will be appar 
ent to those skilled in the art, alternative implementations are 
possible, and are intended to come Within the scope of the 
present invention. 

3.0 Method of Providing a Location-Based White List 
Service 

[0066] In the present invention, instead of requiring unau 
thoriZed users to authenticate themselves before any net 
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work access is allowed, users are allowed to access Internet 
websites that are de?ned in a “White List.” Alternatively, 
users may be allowed to access any Internet website that is 
not in a “Black List.” Typically, Black Lists are used after 
authentication or authorization, however, a Black List could 
potentially be used pre-authentication. Likewise, White 
Lists are typically used before a user has been authenticated, 
however, White Lists could be implemented for authenti 
cated users. In addition, a combination of White Lists and 
Black Lists can be used both pre and post-authentication. 
The White List/Black List feature allows for value-add for 
a Service Provider in the form of free services prior to 
authentication and control of access after authentication. 

[0067] In the present invention, the system allows for 
mapping of key characteristics or attributes of the user’s 
connection to resolve to a location. The location is then used 
to determine what the user can and cannot do, i.e. which 
destinations the user can access or which services the user 

can take advantage of. More speci?cally, key attributes of 
the connection are mapped to a location, and the location is 
used to look up the associated White List and/or Black List 
for that location. 

[0068] FIG. 2 illustrates a high-level overview of one 
embodiment of a method of the present invention. As shown 
in steps 210 and 215, once the user has connected, such as 
for example to an access point in a PwLAN, access to a host 
is requested. For example, the user can initiate an Internet 
browser on his mobile device and type a URL (Uniform 
Resource Locator) in his browser address bar. Although the 
invention is described using the example of entering a URL 
into a browser, there are many different ways a user can 
request host access. For instance, a browser may be con?g 
ured to startup to a home website, and a request to access the 
home website is automatically requested upon the user 
starting the browser. 

[0069] In step 220, the attributes of the connection estab 
lished in step 210 are examined in order to determine key 
attributes of the client connection. In one embodiment, a 
location of the client is determined from the connection 
attributes. However, any parameter or attribute derived from 
connection information can be used to select a White List, 
not just location parameters. For example, whether a user 
has been authenticated can be used when selecting a White 
List. As another example, the particular services that have 
been activated for a user can be used when selecting a White 
List. As another example, the type of client (e.g. Internet 
Explorer, Netscape, etc.) that the user is using can be used 
when selecting a White List. Any combination of these 
attributes can also be used together, as they are not mutually 
exclusive. 

[0070] In an embodiment implemented using SSG/SESM, 
the connection attributes can be derived from the “Complete 
ID” of the client connection. “Complete ID” is a term used 
by Cisco Systems to describe information about an edge 
session. In an SSG/SESM network deployment, the SSG 
makes the Complete ID available to SESM through the 
RADIUS protocol. In particular, the Complete ID is sent 
from an SSG router to SESM in response to a query from 
SESM to SSG about the presence of a Host Object which 
represents a session. 

[0071] A Complete ID can contain a number of key 
characteristics or attributes for a given connection, such as 
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IP address, MAC (Media Access Control) address, VPI 
(Virtual Path Identi?er) information, VCI (Virtual Channel 
Identi?er), SSG sub-interface information, subnet informa 
tion or MSISDN (Mobile Station International ISDN). The 
attributes in the Complete ID are valid and available at any 
time, even before the client/ session has been authenticated. 
In addition, after the user has authenticated, the Complete ID 
may contain the user name used to authenticate the connec 
tion. A Complete ID can be used to identify a client, which 
can be a single user on a PC, a site managing many users, 
or a transit user at a PwLAN hot spot location. 

[0072] In one embodiment, a location is determined from 
the attributes derived from the user’s “Complete ID”. There 
are many ways of using the information in a Complete ID to 
determine the location of the connection. For example, 
location can be de?ned for a subscriber IP address range, 
VPI range, or subinterface, or any combination thereof. 

[0073] As will be apparent to those skilled in the art, other 
network con?gurations will have similar functions to obtain 
the type of information that is stored in a “Complete ID.” 

[0074] In addition, a “Complete ID” is not required to 
determine connection attributes. For example, in one alter 
native embodiment, a location for the connection session 
can be determined from con?guration data that maps IP 
addresses (or subnets) to locations. As will be apparent to 
those skilled in the art, there are many alternative methods 
of determining attributes of a client connection. The scope of 
the present invention is intended to include any such alter 
native method, and not to be dependent on any particular 
network components or con?guration. 

[0075] Any parameter derived from connection informa 
tion can be used to select a White List. For example, whether 
a user has been authenticated is an attribute that can be used 
to select a White List. As another example, the particular 
services that have been activated for a user can be deter 
mined from the connection information and used to select a 
White List. A combination of parameters, such as for 
example location and authentication information, can also 
be used to select a White List. 

[0076] Once the connection attributes are determined, 
these attributes are used to select a White List for this 
connection, as shown by step 230. Location and/or other 
attributes of the user’s connection are in effect used as a key 
to look up the White List. 

[0077] At step 240, the host requested in step 215 is 
compared to the list of hosts selected in step 230. If the list 
is a White List and the requested host is in the list, then 
access is allowed to the requested host, as shown by step 
250. Likewise, if the list of hosts is a Black List, and the 
requested host is not in the list, then access is allowed to the 
requested host at step 250. 

[0078] The process is repeated for the next requested host 
at step 215. 

[0079] If the host requested in step 215 is not in the White 
List selected in step 230 (or is in the Black List selected in 
step 230), then the user can be forced to authenticate, as 
shown by steps 270 and 275. If, however, the user has 
already been authenticated, then in this case the user is 
attempting to access an unauthoriZed host. An appropriate 
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message is displayed to the user at step 265, and the entire 
process is repeated for the next requested host at step 215. 

[0080] The method shown in FIG. 2 illustrates an embodi 
ment in Which the list of hosts is determined each time a user 
makes a request. In an alternative embodiment, a list of hosts 
may be determined for the ?rst request, then cached. When 
the user makes a second request, the cached list may be 
consulted in order to determine if the second requested host 
is in the list of hosts. By caching the list, processing speed 
may be reduced. In this alternative embodiment, the list of 
hosts may be re-determined When the user authenticates, as 
the list may change for authenticated users. 

[0081] The method of FIG. 2 or any alternative methods 
may be implemented in a number of different Ways. When 
a SSG/SESM con?guration is used, the TCP-Redirect fea 
ture of SSG and the SESM Captive Portal application may 
be used to implement the above process. While this imple 
mentation is described in more detail herein, alternative 
implementations Will be apparent to those skilled in the art. 

3.1 Mapping Connection Attributes to a List of Hosts 

[0082] In one embodiment, the listener port of the Captive 
Portal is used to look up a speci?c White/Black List. A 
White/Black List can be speci?ed for each listener port of 
the Captive Portal. Therefore, use of a listener port alloWs 
redirection-speci?c White Lists for unauthenticated user 
redirection, unauthoriZed service redirection, prepaid ses 
sion redirection, prepaid service redirection, initial captiva 
tion and advertising captivation. 

[0083] HoWever, as Will be apparent to those skilled in the 
art, alternative means of looking up a speci?c White/Black 
List are available, and it is not required that a listener port 
be used to perform this function. 

[0084] In one embodiment, if a user is authenticated, this 
attribute is determined in step 220, and used to redirect the 
request to a speci?c port on Captive Portal. The speci?c port 
to redirect the request to is determined by hoW server groups 
are con?gured on the gateWay. Each of the listener ports of 
Captive Portal used in this manner matches a port of a server 
de?ned in each of the server groups for Which the connec 
tions are being redirected. The chosen server group is 
speci?ed in the pro?le of the active service for the user. For 
example, this can be done through the Server-Info= 
KW<server-group> (RADIUS Vendor Speci?c) attribute. 

[0085] Prior to authentication, location information is 
available for the connection session, and determined in step 
220. Requests from users Who have not yet been authenti 
cated are redirected to a speci?c user port in Captive Portal 
designated for unauthenticated users. When the Captive 
Portal receives a request on this port, it can determine a 
location from the information passed With the request, and 
use the determined location to look up a speci?c White/ 
Black List for that location. Alternatively, the Captive Portal 
may query for the Complete ID, or similar information, in 
order to determine location attributes. 

[0086] In addition, global default White/Black Lists can 
be de?ned. Typically, a default White List Will contain hosts 
used by the netWork management system. A host is permit 
ted if it is present in the default or speci?c White List 
determined by the listener port. 
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[0087] In this embodiment, the lookup of White/Black 
Lists occurs With the folloWing precedence: 

[0088] (l) Listener Port 

[0089] (2) Location 

[0090] (3) Default 

[0091] By folloWing this precedence order, in this embodi 
ment White Lists are ?rst speci?ed according to the type of 
redirection. For example, authenticated users are redirected 
to speci?c ports that the Web Proxy is listening on. Only if 
no White List for the listener port in use is found Will a 
White List speci?c to the user’s location (or other connec 
tion attributes) be used. Only if no White List for the listener 
port is found and if a location cannot be determined Will a 
default White List apply. 

[0092] In alternative embodiments, a different precedence 
order may be used, and different features may be used to 
determine the precedence order. Any combination of fea 
tures can be used to look up White Lists or Black Lists. For 
example, a system can be con?gured to retrieve location 
speci?c White Lists and default White Lists or to retrieve 
Black Lists for listener ports (authenticated users). 

3.1 .l Unauthenticated User 

[0093] By default, When a user is not authenticated, 
requests are redirected to Captive Portal on port 8090. This 
port is con?gurable, hoWever, and any port number can be 
used. Both the gateway and the Captive Portal are con?g 
ured to use the same port for this type of redirection. 

[0094] In the “captiveportal.xml” con?guration ?le (or 
other con?guration ?le) on the Captive Portal, a “Location” 
MBean can be used to de?ne locations. As Will be apparent 
to those skilled in the art, alternative methods of de?ning 
locations can be used, and are intended to come Within the 
scope of the present invention. 

[0095] Table 1 illustrates an example section of “captive 
portal.xml” that con?gures a location “HeathroW” for the 
client subnet 10.0.0.0 to 101000. This con?guration is 
used by the Location MBean to determine if a connection 
session is from the HeathroW location. 

TABLE 1 

<Con?gure jmxnalne=“com.cisco.sesm:narne=Location”> 
<Set nalne=“locations”> 
<Array class=“com.cisco.sesm.core.location.Location”> 
<Item> 
<NeW class=“com.cisco.sesm.core.location.Location”> 
<Set nalne=“nalne">HeathroW</Set> 
<Set nalne=“paralneters”> 

<Array class=“com.cisco.sesm.core.location.LocationParaIneter”> 
<Item> 
<NeW class="com.cisco.sesm.core.location.IPRangeParaIn”> 
<Set nalne=“start” type=“String”>l0.0.0.0</Set> 
<Set nalne=“end” type=“String”>l0.l0.0.0</Set> 
</NeW> 

</Item> 
</Array> 

</Set> 
</NeW> 

</Item> 

[0096] If the client IP address is in the range de?ned as 
“HeathroW” in the Location MBean, then the location 
speci?c White list for HeathroW Will be selected and used to 
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determine Whether access to the requested host is allowed. 
Con?guration ?le “captivepor‘tal.xml” can also be used to 
map the value of the White List for a location de?ned in 
captivepor‘tal.xml. Table 2 is an example of a section of the 
captivepor‘tal.xml con?guration ?le that could be used to 
map a White List to the HeathroW location de?ned in Table 
1. Alternatively, this information could be in a separate 
con?guration ?le, such as “Web-jetty.xml.” In this example, 
if the location is determined to be “HeathroW”, then the 
White List consists of the URLs “WWW.HeathroW.com” and 
“WWW.yahoo.com.” 

TABLE 2 

<Set nalne="proxyHostsWhiteLists”> 
<NeW class=”java.util.HashMap”> 

<Put nalne=”heathrow”> 
<Array class=“java.lang.String”> 

<Item>WWW.HeathroW.corn</Itern> 
<Itern>WWW.yahoo.com</Item> 

</Array> 
</Put> 

</NeW> 
</Set> 

[0097] As discussed above, if the connection attributes for 
an unauthorized user do not map to any de?ned location, a 
default list can be de?ned and used. Table 3 illustrates an 
example of a default list de?ned in “captivepor‘tal.xml” or 
other con?guration ?le. In this example, the default list 
includes SESM hosts, speci?c IP addresses as Well as the 
URL “WWW.default.com.” 

TABLE 3 

<Set nalne="proxyHostsWhiteLists”> 
<NeW class=”java.util.HashMap”> 

<Put nalne=”default” 
<Array class=“java.lang.String”> 

<Item>sesrn</Itern> 
<Itern>localhost</Item> 
<Item>l27.0.0.l</Itern> 
<Itern>WWW.default.com</Item> 

</Array> 
</Put> 

</NeW> 
</Set> 

3.1 .2 Authenticated User 

[0098] When a user has been authenticated, this can be 
determined from the connection attributes determined in 
step 220 in FIG. 2. In one embodiment, a speci?c White List 
de?ned by that user’s ISP provider for authenticated users 
can be used instead of the location-based White List for 
unauthenticated users described above. 

[0099] In one embodiment, authenticated but not autho 
riZed proxy users can be redirected to a speci?c netWork 
management system Web proxy server. The same Web proxy 
functionality applies to both the Captive Portal and Web 
proxy. Therefore, either port-speci?c lists on the Captive 
Portal or Web proxy servers With default lists can be used. 
For example, for a Web proxy server With authenticated but 
unauthoriZed users, a Black List may contain domains A, B 
and C. When a user has been authoriZed for service A, the 
user may be redirected to a Web proxy server With a Black 
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List containing B and C. When a user has been authoriZed 
for service B, the user may be redirected to a Web proxy 
server With a Black List containing A and C, and so forth. 

[0100] As an example, consider an authenticated user With 
service IspA as auto-logon. In this example, the “captive 
portal.xml” con?guration ?le is con?gured such that port 
‘8103’ is de?ned as the redirection port for IspA. LikeWise, 
the gateWay is con?gured to redirect requests to port 8103 of 
the Captive Portal for authenticated IspA users. 

[0101] In this example, the con?guration ?le “captivepor 
tal.xml” (or other con?guration ?le) on Captive Portal is 
con?gured such that a White List is de?ned for port 8103. 
An example of this section of “captiveportal.xml” is shoWn 
in Table 4. 

TABLE 4 

<Set nalne="proxyHostsWhiteLists”> 
<NeW class=”java.util.Hashmap”> 

<Put nalne=”8l03”> 
<Array class=“java.lang.$tring”> 

<Itern>WWW.IspA.com</Item> 
</Array> 

</Put> 
</NeW> 

</Set> 

[0102] When a request is redirected from the gateWay to 
the Captive Portal using port 8103, WWW.IspA.com is the 
White List for this user authenticated by IspA. 

[0103] Table 5 illustrates an example section of “captive 
portal.xml” or other con?guration ?le that combines the 
above concepts. The con?guration in Table 5 provides 
mappings from locations “HeathroW” and “GatWick” to 
speci?c White Lists. The con?guration in Table 5 also 
provides mappings from speci?c listener ports to speci?c 
White Lists. This example con?guration provides location 
speci?c pre-authentication, port-based post-authentication 
and default White Lists at lines 3-12, 13-27, and 28-35, 
respectively. 

TABLE 5 

l <Set nalne="proxyHostsWhiteLists”> 
2 <NeW class=”j ava.util.HashMap”> 
3 <Put naIne=”heathroW”> 
4 <Array class=“j ava.lang.String”> 
5 <Item>WWW.HeathroW.corn</Itern> 
6 </Array> 
7 </Put> 
8 <Put naIne=”GatWick”> 
9 <Array class=“j ava.lang.String”> 
l0 <Itern>WWW.GatWick.com</Item> 
ll </Array> 
l2 </Put> 
l3 <Put nalne=“8l03”> 
l4 <Array class=“java.lang.$tring”> 
l5 <Itern>WWW.ispA.com</Item> 
l6 </Array> 
l7 </Put> 
l8 <Put nalne=“8l04”> 
l9 <Array class=“java.lang.$tring”> 
20 <Item>WWW.ispB.com</Itern> 
21 </Array> 
22 </Put> 
23 <Put nalne=”8l05”> 
24 <Array class=“j avalang. String”> 
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TABLE 5-continued 

[0104] The client session attributes that map to locations 
“HeathroW” and “GatWick” are de?ned in con?guration ?le 
“captiveportal.xml”, as discussed in connection to Table 1 
above; listener-ports are de?ned for ISPs A, B and C as 
discussed in connection to Table 4 above. 

[0105] In a preferred embodiment, a means to poll the xml 
con?guration ?le for changes is provided so that When any 
con?guration changes are made in the con?guration ?le, the 
Captive Portal Will read and apply the neW con?guration. 
For example, a timestamp of captiveportal.xml may be used 
to determine that the con?guration has changed, and that 
captiveportal.xml needs to be re-parsed in order to apply the 
latest con?guration changes. 

3.2 Proxy and Non-Proxy Requests 

[0106] The implementation described above assumes that 
the requests are all HTTP proxy requests. An HTTP proxy 
request occurs When a user’s broWser has been con?gured to 
use a proxy server. The need to handle proxy requests 
typically arises because the proxy server given in the broWs 
er’s con?guration may be unreachable or have a name that 
is unresolvable. Typically, these situations occur When a user 
is not yet authenticated to access the netWork from the 
hotspot and the broWser is intended to be used Within an 
intranet such as a corporate netWork. This may also occur 
When a laptop is con?gured With static domain names or IP 
addresses for DNS, DHCP and Web proxies. 

[0107] In the embodiment described above, all HTTP 
proxy requests are redirected to the Captive Portal by the 
gateWay using TCP-Redirect. Therefore, Captive Portal can 
determine White Lists as part of servicing the proxy request. 
HoWever, non-proxy requests are not automatically redi 
rected to the Captive Portal. The example beloW describes 
an alternative implementation that handles non-proxy as 
Well as proxy requests. 

[0108] In this alternative implementation, all Web requests 
are redirected through the Captive Portal Whether the client 
has a Web proxy con?gured or not. In order to redirect all 
requests, including requests from non-proxy clients, to the 
Captive Portal, a “transparent proxy” may be used. Trans 
parent proxies intercept all Web requests and redirect them 
to the Web proxy. Transparent proxies, such as “Squid”, are 
knoWn to those skilled in the art, and Will not be discussed 
in detail. Any implementation of a transparent proxy can be 
used to redirect non-proxy requests to the Captive Portal. 

[0109] In one embodiment, Captive Portal listener ports 
Where transparent proxying Will occur for non-proxy users 
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may be con?gured for both unauthenticated user redirection 
and default unauthorized service redirection. 

[0110] As Will be apparent to those skilled in the art, 
alternative means of handling proxy and non-proxy requests 
are available, and can be used When implementing the 
inventive method. 

3.3 HTTP and HTTPS Proxy Requests 

[0111] In one embodiment, HTTP and HTTPS proxy 
requests may require special handling as the netWork man 
agement system typically requires a host key based on 
source IP and source port in order to identify the edge 
session. This needed client information may be conveyed via 
the Proxy Server in one embodiment. 

[0112] When a request is proxied by the proxy server to 
the Web Portal, the host key information is not directly 
available to the Web Portal. In one example embodiment, 
this information is inserted into the headers of requests 
proxied by the Proxy Server to the Web Portal. 

[0113] For HTTP requests, the required information may 
be directly included in HTTP headers sent With the proxied 
request. For example, the headers ‘com-cisco-sesm-Re 
moteAddress’ and ‘com-cisco-sesm-RemotePort’ may be 
used to pass the source IP address and source port in the 
proxied request. 

[0114] HoWever, it is not possible to modify an HTTPS 
request due to the con?dential and integral nature of SSL. 
Therefore, since it is not possible to modify a HTTPS 
proxied request, in one embodiment, out-of-band signaling 
may be used to handle these requests. After the proxy server 
(Captive Portal or Web Proxy) has opened a HTTPS con 
nection to the netWork management system Web Portal, but 
before the connection is used, the proxy server may make a 
neW out-of-band request to an HTTP port on the netWork 
management system Web Portal. The request may contain 
the headers ‘com-cisco-sesm-RemoteAddress’ for the 
remote address, ‘com-cisco-sesm-RemotePort’ for the 
remote port, ‘com-cisco-sesm-Proxy’ for the address and 
port that the proxy server received the connection on, and 
‘com-cisco-sesm-ProxyConnection’ for the source address 
and port of the real connection from the proxy server to the 
netWork management system Web Portal. This information 
may be collectively referred to as the “proxy meta-data.” 
Using this proxy meta-data information the netWork man 
agement system Web Portal is then able to look up the 
hostkey using the remote address and port of the actual 
HTTPS connection, Which is the same as What Was passed 
in the ‘com-cisco-sesm-ProxyConnection’ header in the 
out-of-band request. 

[0115] It Will be apparent to those skilled in the art that 
other types of out-of-band requests may similarly be used in 
different netWork con?gurations. 

3 .4 Sequence Diagrams 

[0116] FIG. 3 is a sequence diagram that illustrates one 
embodiment of the system How for a user Who is not yet 
authenticated requesting a host that is in a White List. In the 
example shoWn in this diagram, the user can either be a 
proxy or a non-proxy user. 

[0117] As shoWn, When a request from an unauthenticated 
user is received at the gateWay, it is redirected to the Captive 
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Portal. In the embodiment shown in FIG. 3, the Captive 
Portal handles the request for a host that is in the White List 
through a transparent proxy. In this manner, all proxy and 
non-proxy requests for White List hosts can be handled in 
the same manner. When the requested host is in the White 
List, the Captive Portal Will proxy the request, as shoWn by 
arroWs 1.1.1.1 and 1.1.2. 

[0118] FIG. 5 is a sequence diagram that illustrates one 
embodiment of the system How for a proxy user Who is not 
yet authenticated requesting a host that is NOT in a White 
List. As shoWn at the bottom of FIG. 5, once the user is 
authenticated, the requested host (in this example, “WWW 
.yahoo.com”) is proxied. 

3.5 Partial Domain Names in White Lists 

[0119] In addition to specifying a host using a URL or IP 
address through exact string matching, one embodiment of 
the present invention also alloWs for partial domain names 
in a White/Black List. In this embodiment, partial string 
matching is used. For example, a White List may contain 
‘.cisco.com’. In this example, all hosts in the cisco.com 
domain Will be considered to be in the White List. 

3.6 White List Groups 

[0120] In one embodiment of the present invention, a 
group of hosts can be explicitly de?ned, and then used in a 
White or Black List. As a host group name can be explicitly 
used in the White List de?nition, it makes the list easier to 
maintain, as use is clearly visible. Explicit use of a separate 
list of host groups identi?es these clearly. 

[0121] Table 6 illustrates hoW a group of hosts named 
“freeservices” may be de?ned in a separate MBean attribute. 

TABLE 6 

<Set naIne=“hostGroups”> 
<NeW class=”java.util.Hashmap”> 

<Put name=”freeservices”> 
<Array class=“java.lang.$tring”> 

<Item>WWW.multimap.com</Item> 
<Item>WWW.google.com</Item> 
<Item>l92.l 68.1 .1 </Item> 

</Array> 
</Put> 

</NeW> 
</Set> 

[0122] Table 7 illustrates an example of hoW the group of 
hosts named “freeservices” de?ned in Table 6 can be used in 
a White List de?nition in a separate MBean attribute. 

TABLE 7 

<Set nalne="proxyHostsWhiteLists”> 
<NeW class=”java.util.Hashmap”> 
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[0123] In an alternative embodiment, a group of hosts may 
be de?ned implicitly. In this case the host group and White 
List are de?ned in a single MBean attribute. 

[0124] In one embodiment of the present invention, the 
ability to de?ne hierarchical locations is provided. In an 
alternative embodiment, groups of hosts can be de?ned 
recursively. In this case, host groups can contain the names 
of other host groups as Well as the names of hosts. 

[0125] Table 8 illustrates an example of hoW groups of 
locations can be de?ned and used in a White List. 

TABLE 8 

<Set nalne="proxyHostsWhiteLists”> 
<NeW class=”java.util.Hashmap”> 

[0126] A reverse lookup may be used to determine What 
the White Lists are for a location. For the example con?gu 
ration shoWn in Table 8, the location ‘roissy’ is determined 
as belonging to the location group ‘paris’, so its White List 
consists of “WWW.champselysees.fr”. The example in Table 
8 also includes a location ‘paris’ Which has the same White 
List, i.e. “WWW.champselysees.fr”. Because it additionally 
has its oWn de?nition, the location ‘orly’ has the White List 
“WWW.champselysees.fr” and “WWW.orly.fr”. 

[0127] By including a location in a location group, the 
location does not need its oWn de?nition in the White Lists. 
A location may also have a White List even though it does 
not have a White List de?nition. For example, in Table 8 
‘roissy’ has a White List of “WWW.champselysees.fr” 
through its membership to the location group ‘paris’. 

[0128] As With groups of hosts, locations groups may be 
de?ned explicitly in separate MBeans, or implicitly in the 
same MBean. 

4.0 Implementation MechanismsiHardWare OvervieW 

[0129] FIG. 4 is a block diagram that illustrates a com 
puter system 400 upon Which an embodiment of the inven 
tion may be implemented. Computer system 400 includes a 
bus 402 or other communication mechanism for communi 
cating information, and a processor 404 coupled With bus 
402 for processing information. Computer system 400 also 
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includes a main memory 406, such as a random access 

memory (“RAM”) or other dynamic storage device, coupled 
to bus 402 for storing information and instructions to be 
executed by processor 404. Main memory 406 also may be 
used for storing temporary variables or other intermediate 
information during execution of instructions to be executed 
by processor 404. Computer system 400 further includes a 
read only memory (“ROM”) 408 or other static storage 
device coupled to bus 402 for storing static information and 
instructions for processor 404. A storage device 410, such as 
a magnetic disk or optical disk, is provided and coupled to 
bus 402 for storing information and instructions. 

[0130] Computer system 400 may be coupled via bus 402 
to a display 412, such as a cathode ray tube (“CRT”), for 
displaying information to a computer user. An input device 
414, including alphanumeric and other keys, is coupled to 
bus 402 for communicating information and command 
selections to processor 404. Another type of user input 
device is cursor control 416, such as a mouse, trackball, 
stylus, or cursor direction keys for communicating direction 
information and command selections to processor 404 and 
for controlling cursor movement on display 412. This input 
device typically has tWo degrees of freedom in tWo axes, a 
?rst axis (e.g., x) and a second axis (e.g., y), that alloWs the 
device to specify positions in a plane. 

[0131] The invention is related to the use of computer 
system 400 for providing location-speci?c White lists. 
According to one embodiment of the invention, a location 
speci?c White list is provided by computer system 400 in 
response to processor 404 executing one or more sequences 
of one or more instructions contained in main memory 406. 
Such instructions may be read into main memory 406 from 
another computer-readable medium, such as storage device 
410. Execution of the sequences of instructions contained in 
main memory 406 causes processor 404 to perform the 
process steps described herein. In alternative embodiments, 
hard-Wired circuitry may be used in place of or in combi 
nation With softWare instructions to implement the inven 
tion. Thus, embodiments of the invention are not limited to 
any speci?c combination of hardWare circuitry and softWare. 

[0132] The term “computer-readable medium” as used 
herein refers to any medium that participates in providing 
instructions to processor 404 for execution. Such a medium 
may take many forms, including but not limited to, non 
volatile media, volatile media, and transmission media. 
Non-volatile media includes, for example, optical or mag 
netic disks, such as storage device 410. Volatile media 
includes dynamic memory, such as main memory 406. 
Transmission media includes coaxial cables, copper Wire 
and ?ber optics, including the Wires that comprise bus 402. 
Transmission media can also take the form of acoustic or 
light Waves, such as those generated during radio Wave and 
infrared data communications. 

[0133] Common forms of computer-readable media 
include, for example, a ?oppy disk, a ?exible disk, hard disk, 
magnetic tape, or any other magnetic medium, a CD-ROM, 
any other optical medium, punchcards, papertape, any other 
physical medium With patterns of holes, a RAM, a PROM, 
and EPROM, a FLASH-EPROM, any other memory chip or 
cartridge, a carrier Wave as described hereinafter, or any 
other medium from Which a computer can read. 

[0134] Various forms of computer readable media may be 
involved in carrying one or more sequences of one or more 

Mar. 30, 2006 

instructions to processor 404 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a 
remote computer. The remote computer can load the instruc 
tions into its dynamic memory and send the instructions over 
a telephone line using a modem. Amodem local to computer 
system 400 can receive the data on the telephone line and 
use an infrared transmitter to convert the data to an infrared 
signal. An infrared detector can receive the data carried in 
the infrared signal and appropriate circuitry can place the 
data on bus 402. Bus 402 carries the data to main memory 
406, from Which processor 404 retrieves and executes the 
instructions. The instructions received by main memory 406 
may optionally be stored on storage device 410 either before 
or after execution by processor 404. 

[0135] Computer system 400 also includes a communica 
tion interface 418 coupled to bus 402. Communication 
interface 418 provides a tWo-Way data communication cou 
pling to a netWork link 420 that is connected to a local 
netWork 422. For example, communication interface 418 
may be an integrated services digital netWork (“ISDN”) card 
or a modem to provide a data communication connection to 
a corresponding type of telephone line. As another example, 
communication interface 418 may be a local area netWork 
(“LAN”) card to provide a data communication connection 
to a compatible LAN. Wireless links may also be imple 
mented. In any such implementation, communication inter 
face 418 sends and receives electrical, electromagnetic or 
optical signals that carry digital data streams representing 
various types of information. 

[0136] Computer system 400 can send messages and 
receive data, including program code, through the net 
Work(s), netWork link 420 and communication interface 418. 
In the Internet example, a server 430 might transmit a 
requested code for an application program through Internet 
428, ISP 426, local netWork 422 and communication inter 
face 418. In accordance With the invention, one such doWn 
loaded application provides for a location-speci?c White 
List service as described herein. 

[0137] The received code may be executed by processor 
404 as it is received, and/or stored in storage device 410, or 
other non-volatile storage for later execution. In this manner, 
computer system 400 may obtain application code in the 
form of a carrier Wave. 

5.0 Extensions and Alternatives 

[0138] In the foregoing speci?cation, the invention has 
been described With reference to speci?c embodiments 
thereof. It Will, hoWever, be evident that various modi?ca 
tions and changes may be made thereto Without departing 
from the broader spirit and scope of the invention. The 
speci?cation and draWings are, accordingly, to be regarded 
in an illustrative rather than a restrictive sense. 

1. A method of determining Whether access to a host 
requested by a client session connection is permitted, the 
method comprising the computer-implemented steps of: 

determining attributes of the client session connection; 

selecting a list of hosts based on the determined attributes 
of the client session connection; 

using the list of hosts to determine Whether access to the 
requested host is permitted. 






