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(57) ABSTRACT 

Computer Software and a method is disclosed for enabling 
oWners of software products to protect the property rights of 
their softWare. The system and method utiliZe a unique 
system to identify each instance of illegal installation of a 

(21) App1_ No; 10/946,990 speci?c softWare product. The system Will alert oWners of 
softWare products being illegally installed and/or executed 

(22) Filed: Sep. 22, 2004 onto computers. 
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METHOD FOR PREVENTING PIRACY OF 
COMPUTER SOFTWARE 

BACKGROUND OF THE INVENTION 

[0001] Software piracy is the activity of using or making 
illegal copies of software or information Without the autho 
riZation of the creator or legitimate oWner of that softWare. 
With the advent of the internet, softWare piracy has become 
rampant and is generally vieWed as an unstoppable force in 
facilitating the distribution and copying of illegal softWare 
and information WorldWide. 

[0002] Although there have been a number of attempts at 
stopping piracy, they have met With little success. These 
include the folloWing: SoftWare Identi?cation Keys, hard 
Ware lockout mechanisms, passWords derived from accom 
panying documentation, and unique ?oppy or CD-Rom 
formats that are not easily reproduceable. 

[0003] The common thread in all of these types of pro 
tection techniques is that they attempt to stop piracy by 
preventing it or deterring it by such means as making it too 
time consuming or dif?cult for the average softWare user to 
“crack”. The ‘average user’ is the main bene?ciary of 
illegally copied softWare. HoWever, With the advent of the 
internet and peer-to-peer communications, ‘average users’ 
no longer have to ‘crack’ softWare themselves. Most hackers 
and pirates generally can look through a program and 
remove any and all included softWare/hardWare anti-piracy 
measures. This is the reason Why the available protection 
techniques have alWays failed. But noW With the ability to 
transfer softWare WorldWide over the internet at high speed 
baud rates and sharing them on a peer-to-peer medium for 
example, pirated softWare and information can be duplicated 
literally thousands of times every minute of every hour of 
the day, 24 hours a day, 7 days a Week. 

[0004] What is clearly needed is not a system to prevent 
users from pirating softWare, but a system to alert the oWners 
of softWare When their programs are being pirated, as they 
are being pirated. An analogy in comparison can be seen in 
the automobile industry and the use of car alarms. A lot of 
people have car alarms yet car thefts have continued 
unabated for years. And although the presence of a car alarm 
might deter an inexperienced thief [average computer user], 
it Will not prevent theft by an experienced car thief [com 
puter pirate/hacker]. The ansWer to this plight has been the 
creation and use of the Lojack® system used nationWide by 
police. Loj ack® tracks doWn and locates a stolen auto only 
after it is stolen. The present invention similarly acts like a 
Lojack® system for softWare and digital information. 

[0005] Before modems made netWorking computers 
simple, the common softWare user Was limited to distribut 
ing copies basically to friends and associates in his or her 
oWn social circle. Copies Were basically distributed and 
traded betWeen co-Workers, neighbors, and friends. 

[0006] When the use of modems ?rst became popular, 
pirates extended their reach by being able to upload their 
pirated softWare onto computer bulletin board systems. Each 
time a neW user logged on to the bulletin board he or she Was 
free to upload and doWnload neW pirated softWare as it 
became available. This enabled the average computer user to 
obtain illegal copies of softWare over long distances for the 
?rst time. AnyWhere you could dial a phone to, conceivably 
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Was also a place you could copy softWare from. The limi 
tation on this type of system hoWever is that, long distance 
phone calls Were expensive, transfer speeds of modems Were 
much sloWer, and only one person could be logged on at a 
time. This kept the siZe of pirated ?les relatively small, the 
length of the call relatively short and While a user Was 
logged in and doWnloading illegal softWare, nobody else 
could do so. 

[0007] As the years passed and technological improve 
ments Were made in the speed of modems, it became 
practical to introduce the World Wide Web section of the 
internet to the general public. This technological advance 
immediately removed the 3 limitations of the bulletin board 
system for noW phone calls Were essentially free (?at rate 
internet access), ?le siZe Was only limited to the siZe of your 
hard drive, and multiple users could access the same ?les at 
the same time anyWhere in the World. There Was no stopping 
piracy at this point. Essentially, if someone Wanted to 
illegally copy a big softWare ?le, that person could simply 
stay connected to the internet all day or night and another 
free piece of stolen softWare Was doWnloaded. And While 
one user Was accessing that ?le, other users Were free to 
doWnload that same softWare as Well. 

[0008] Apeer-to-peer netWork is basically one large group 
of computers users With essentially one goal—the sharing 
and distribution of softWare, music, videos, and docu 
ments—really any and all types of digital data and infor 
mation. Every user in the peer-to-peer netWork has to share 
their oWn collection of shared folders or softWare, music, 
video, etc. In exchange, each person has access to every 
other user’s collection of shared folders in the netWork. 

SUMMARY OF THE INVENTION 

[0009] It is an object of the present invention to provide 
means for tracking the illegal copying of softWare. This 
object is met by the invention as claimed. In particular the 
present invention is directed to a method and softWare for 
tracking the installation of illegally pirated softWare 
Whereby Tracking SoftWare is embedded in Host SoftWare. 
When the Host SoftWare is installed on a computer With an 
internet connection, the Tracking SoftWare doWnloads iden 
ti?cation information to a remote server. The remote server 

collects the identi?cation information for use by the propri 
etors of the host SoftWare in enforcing its propriety rights in 
the softWare. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a block diagram illustrating the present 
invention. 

[0011] FIG. 2 is a block diagram illustrating a typical use 
of the present invention. 

[0012] FIG. 3 is a block diagram illustrating use of the 
present invention in a peer to peer netWork. 

DETAILED DESCRIPTION ON THE 
INVENTION 

[0013] The present invention Will noW be described in 
terms of the presently preferred embodiment. Those of 
ordinary skill in the art Will recogniZe that many modi?ca 
tions may be made thereto Without departing from the spirit 
or scope of the present invention. 
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[0014] As illustrated in FIG. 1, the present invention is 
directed to Tracking Software that is embedded directly in 
other available software referred to in FIG. 1 as the Host 
SoftWare. The embedding and combining of the Tracking 
SoftWare With the Host SoftWare can be accomplished by a 
number of means as is Well knoWn to those of ordinary skill 
in the art. The types of methods include but are not limited 
to Zipping, arcing, g-Zing, ISO’s, disk images and standard 
embedded code. After the Tracking SoftWare is embedded in 
the Host SoftWare, the present invention can be utiliZed on 
any operating system or platform. 

[0015] FIG. 2, illustrates the use of the present invention. 
As shoWn in block 2-1, the Host SoftWare With embedded 
Tracking SoftWare is installed on a particular computer With 
an internet connection. When the Host SoftWare is installed, 
the Tracking SoftWare Will take control and determine 
Whether the computer is connected to the Internet. The 
Tracking SoftWare Will create a log of the traceable IP 
address, the computer used, and the date and time of 
installation. The Tracking SoftWare uses the internet con 
nection to create a log of the installation on a remote server. 
The information is collected on the remote server and 
provided to the Host SoftWare Company to use in appropri 
ate civil or criminal legal actions against the users of the 
illegal softWare. After the log on the remote server is created, 
the Tracking SoftWare passes control to the Host SoftWare 
Which then performs its normal functions. 

[0016] FIG. 3 illustrates the use of the present invention 
on a peer-to-peer netWork. The illustration in FIG. 3 con 
cerns a computer user Who uploads softWare for illegal 
sharing on peer-to-peer netWork. The uploaded softWare 
contains the embedded Tracking SoftWare of the present 
invention. Once the softWare is uploaded to the server of the 
peer-to-peer netWork, it is available for doWnloading to 
multiple users. Once the softWare is doWnloaded to the 
individual users of the peer-to-peer netWork, the same 
process described in connection With FIG. 2 takes place 
With respect to each user’s installation of the Host SoftWare. 

[0017] The softWare process just described can be readily 
adapted to any computer situation Where softWare is illegally 
doWnloaded. Those situations include but are not limited to 
the World Wide Web, internet chat relay (IRC), FTP, NTTP, 
and electronic mail. 

[0018] Those of ordinary skill in the art Will recogniZe that 
the foregoing description merely illustrates an embodiment 
of the present invention and many modi?cations may be 
made thereto Without departing from the spirit and scope of 
the present invention as set forth in the folloWing claims. 
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What is claimed is: 
1) A method for tracking the installation of illegally 

pirated softWare comprising the folloWing steps: 

a) Embedding a Tracking SoftWare in a Host SoftWare; 

b) Actuating the Tracking SoftWare When the Host Soft 
Ware is installed on a computer With an internet con 

nection; 
c) Using the internet connection to alloW the Tracking 

SoftWare to transmit identi?cation information of the 
computer to a remote server; 

d) Collecting the identi?cation information on the remote 
server for retrieval and use by a proprietor of the Host 
SoftWare; and 

e) AlloWing the Host SoftWare to operate normally. 
2) Computer SoftWare for tracking the installation of 

illegally pirated SoftWare comprising: 

a) Host SoftWare; and 

b) Tracking SoftWare embedded in the Host SoftWare 
Wherein the Tracking SoftWare is actuated When the 
Host SoftWare is installed onto a computer With an 
interact connection and thereby doWnloads identi?ca 
tion information to a remote server by means of the 
internet connection While alloWing the Host SoftWare 
to operate normally. 

3) Asystem for the collection of identi?cation information 
for illegally installed computer softWare comprising; 

a) Host SoftWare; and 
b) Tracking SoftWare embedded in the Host SoftWare 

Wherein the Tracking SoftWare is actuated When the 
Host SoftWare is installed onto a computer With an 
internet connection and thereby doWnloads identi?ca 
tion information to a remote server by means of the 
internet connection While alloWing the Host SoftWare 
to operate normally. 

3) Asystem for the collection of identi?cation information 
for illegally installed computer softWare comprising; 

a) Host SoftWare; 
b) Tracking SoftWare embedded in the Host SoftWare 

Wherein the Tracking SoftWare is actuated When the 
Host SoftWare is installed onto a computer With an 
internet connection and thereby doWnloads identi?ca 
tion information to a remote server by means of the 
internet connection While alloWing the Host SoftWare 
to operate normally; and 

c) Aremote server connected to the internet for collection 
and retrieval of the identi?cation information. 


