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(57) ABSTRACT 

A method for providing keys for descrambling scrambled 
content, the scrambled content being divided into frames, 
the method including: identifying a plurality of frames to be 
descrambled; for each frame of the plurality of frames, 
identifying a key period associated With a key for descram 
bling the frame; and for at least one frame f of the plurality 
of frames, substituting a substitute frame g for the frame f, 
the substitute frame g being chosen in order to reduce a total 
number of key periods associated With keys for descram 
bling all of the plurality of frames. Related apparatus and 
methods are also provided. 
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SYSTEM FOR PROVIDING KEYS 

[0001] The present application claims the bene?t of the 
?ling date of provisional application Ser. No. 60/514,659 
?led on 27 Oct. 2003. 

FIELD OF THE INVENTION 

[0002] The present invention relates to conditional access 
in general, and particularly but not exclusively to condi 
tional access systems for use With personal video recorders. 

BACKGROUND OF THE INVENTION 

[0003] Systems for scrambling a television data stream are 
Well-knoWn in the art. One such system is described in the 
following US. Pat. Nos.: 5,282,249 to Cohen et al.; 5,481, 
609 to Cohen et al. Scrambled television data streams 
described in the Cohen et al patents comprise both 
scrambled data representing television signals and coded 
control messages, also knoWn as ECMs. The ECMs of 
Cohen et al comprise, in a coded form, data necessary for 
generating a control Word (CW) Which may be used to 
descramble the scrambled data representing television sig 
nals. 

[0004] Data necessary for generating a control Word may 
comprise all or part of an ECM. In the present speci?cation 
and claims, for sake of simplicity of description, generation 
of a control Word is sometimes described as taking place 
based on an ECM, it being appreciated that all or part of an 
ECM may be used. Data necessary for generating a control 
Word is knoWn in the art to take many different forms and 
may include, in general, at least any of the folloWing: a 
control Word; an encrypted control Word packet Which is 
intended to be decrypted before use; and a seed to a 
generating function such as, for example, a one-Way func 
tion Which generates the control Word upon input of the 
seed. Control Words are also termed “keys”; the terms 
“control Word” and “key”, in all of their grammatical forms, 
are used interchangeably throughout the present speci?ca 
tion and claims. Throughout the present speci?cation and 
claims the terms “control Word generating information” and 
“CW generating information” are used interchangeably to 
designate data necessary for generating a control Word in 
any appropriate form, as described above. 

[0005] While the tWo patents to Cohen et al describe an 
analog system, that is, a system in Which analog television 
data streams are broadcast to television sets, it is appreciated 
that similar ECM methods may also be used for digital 
television data streams. Generally, the scrambling tech 
niques used for scrambling analog television signals such as, 
for example, the Well-knoWn “cut-and-rotate” technique, are 
chosen for their applicability to analog signals. In scram 
bling of digital television signals other scrambling tech 
niques, Well-knoWn in the art, are used, the techniques being 
more appropriate to digital signals such as, for example, 
applying the Well-knoWn DES algorithm, the Well-knoWn 
triple-DES algorithm, or the DVB Common Scrambling 
Algorithm to the digital television signals; it is appreciated 
that any appropriate scrambling technique may be used. 

[0006] Methods of transmitting a scrambled digital signal, 
including ECMs, are described in the MPEG-2 standard, 
ISO/IEC 13818-6, 12 Jul. 1996 and subsequent editions. In 
general, methods of transmitting a scrambled digital signal, 
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including ECMs, are Well knoWn. Some systems use a 
composite signal, that is, an analog or digital signal includ 
ing a plurality of components. Typically the plurality of 
components includes both a scrambled television signal 
component and an ECM component, the ECM component 
comprising a plurality of ECMs. Prior art references Which 
discuss examples of this type of signal include the folloW 
ing: DVB ETR289, “Digital Video Broadcasting (DVB): 
Support for use of scrambling and conditional access (CA) 
Within digital broadcasting systems”; and DVB SIM061, 
“Technical speci?cation of DVB-Simulcrypt”, 1 Apr. 1997. 

[0007] The system of Cohen et al and other systems 
described in the art share a feature of broadcasting an ECM 
synchronous to, generally immediately before or in a data 
stream parallel to, the actual scrambled broadcast. Typically, 
the CW or key Which can be generated from such an ECM 
(or from CW generating information comprised therein) is 
valid for a brief duration knoWn as a “key period”. Typically, 
a key period lasts for a feW seconds, such as 8 seconds or 10 
seconds. Each key period is associated With a segment of 
scrambled data or content Which can be descrambled using 
the key associated With that key period. The concept of key 
period is explained in the above-mentioned DVB ETR289 
reference, as Well as in Simulcrypt speci?cation ETSI TS 
101 197 and Simulcrypt guidelines ETSI TR 102 035. 

[0008] It is Well knoWn in broadcasting to provide many 
ECMs for each key period so that, for example, if one tunes 
to a neW broadcast program one need not Wait for the next 
key period to begin in order to vieW the broadcast; rather, 
one need only Wait for the next ECM. Typically, an ECM is 
broadcast a plurality of times, such as 10 or 20 times, per key 
period. 

[0009] When scrambled data is recorded for later descram 
bling and playback, it is typically only necessary to store one 
ECM per key period. One example of a system for recording 
and playing back scrambled data is described in US. Pat. 
No. 6,178,242 to Tsuria, the disclosure of Which is hereby 
incorporated herein by reference. 

[0010] Another example of a system for recording and 
playing back scrambled data is described in the folloWing 
patents and patent applications, the disclosures of Which are 
hereby incorporated herein by reference: PCT Published 
Patent Application WO 00/01149 of NDS Limited; corre 
sponding European Patent 1 013 088 of NDS Limited; and 
US. patent application Ser. No. 09/515,118 ofWachtfogel et 
al, assigned to NDS Limited. Such a system is one example 
of a type of system knoWn in the art as a Personal Video 
Recorder or PVR. 

[0011] Playing back a scrambled recorded data stream 
presents certain challenges, some of Which have been 
addressed in the folloWing patents and published patent 
applications, the disclosures of Which are hereby incorpo 
rated herein by reference: 

[0012] 1. PCT Published Patent Application WO 01/35 669 
of NDS Limited; corresponding European Patent 1 142 340 
of NDS Limited; and corresponding US. patent application 
Ser. No. 09/574,096 of Darshan et al, assigned to NDS 
Limited; and 

[0013] 2. PCT Published Patent Application WO 
03/010970 of NDS Limited. 
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[0014] The disclosures of all references mentioned above 
and throughout the present speci?cation, as Well as the 
disclosures of all references mentioned in those references, 
are hereby incorporated herein by reference. 

SUMMARY OF THE INVENTION 

[0015] The present invention seeks to provide an 
improved conditional access system, particularly but not 
exclusively for use With personal video recorders (PVRs). 

[0016] The inventors of the present invention believe that 
a problem may exist When playback of recorded scrambled 
content, particularly but not exclusively video content, is 
attempted at high “fast forWard” or “fast reverse” speed. 
Persons skilled in the art Will appreciate, in light of the above 
discussion, that, in normal speed playback, a key for 
descrambling the scrambled content must be produced for 
every key period. In fast forWard playback, only 1 in every 
n frames of content must be displayed; hoWever, if n is less 
than the number of frames in a key period, it is still 
necessary to produce a key for descrambling the scrambled 
content for every key period. 

[0017] When playback is very fast, the necessity of pro 
ducing keys from ECMs may strain the abilities of the 
playback system. This is because, in playback of a “live” 
broadcast stream, only one ECM must be processed to 
produce a key for each key period; in fast forWard playback, 
by contrast, up to one ECM must be processed for each 
frame. It Will therefore be appreciated that a large number of 
ECMs must be processed each second during fast forWard 
playback. 
[0018] In preferred embodiments of the present invention, 
a substitute frame is chosen for at least one frame Which is 
to be descrambled, in such a Way as to reduce the number of 
different key periods for Which a frame is to be descrambled. 
Thus, the number of ECMs Which must be processed to 
produce keys is also reduced, and the above-described 
problem is overcome. 

[0019] The term “render” is used, in all its grammatical 
forms, throughout the present speci?cation and claims to 
refer to any appropriate mechanism or method of making 
content palpable to one or more of the senses. In particular 
and Without limiting the generality of the foregoing, “ren 
der” refers not only to display of video content but also to 
playback of audio content. 

[0020] There is thus provided in accordance With a pre 
ferred embodiment of the present invention a method for 
providing keys for descrambling scrambled content, the 
scrambled content being divided into frames, the method 
including identifying a plurality of frames to be 
descrambled, for each frame of the plurality of frames, 
identifying a key period associated With a key for descram 
bling the frame, and for at least one frame f of the plurality 
of frames, substituting a substitute frame g for the frame f, 
the substitute frame g being chosen in order to reduce a total 
number of key periods associated With keys for descram 
bling all of the plurality of frames. 

[0021] Further in accordance With a preferred embodiment 
of the present invention the method also includes producing 
one key for each key period. 

[0022] Still further in accordance With a preferred embodi 
ment of the present invention the method also includes 
producing exactly one key for each key period. 
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[0023] Additionally in accordance With a preferred 
embodiment of the present invention the producing includes 
producing from an ECM. 

[0024] Moreover in accordance With a preferred embodi 
ment of the present invention the method also includes 
rendering at least one of the plurality of frames. 

[0025] Further in accordance With a preferred embodiment 
of the present invention the rendering includes rendering all 
of the plurality of frames. 

[0026] Still further in accordance With a preferred embodi 
ment of the present invention the substituting includes 
determining a number NK of key periods to be skipped for 
each key period to be descrambled, NK being greater than 
or equal to 1, determining a plurality of groups of key 
periods, each group including one key period to be 
descrambled and NK key periods to be skipped, determining 
a number N of frames to be provided from each group of the 
plurality of groups of key periods, and for each one group of 
the plurality of groups of key periods, choosing N frames to 
be provided from Within the one key period to be 
descrambled, Which one key period is included in the one 
group. 

[0027] Additionally in accordance With a preferred 
embodiment of the present invention N is greater than or 
equal to 2. 

[0028] Moreover in accordance With a preferred embodi 
ment of the present invention the N frames are evenly spaced 
Within the one key period. 

[0029] There is also provided in accordance With another 
preferred embodiment of the present invention a method for 
providing keys for descrambling scrambled content, the 
scrambled content being divided into frames, the method 
including identifying a plurality of frames to be 
descrambled, for each frame of the plurality of frames, 
identifying a key period associated With a key for descram 
bling the frame, and for each frame f of the plurality of 
frames, determining Whether to substitute a substitute frame 
g for the frame f based, at least in part, on a distance betWeen 
frame g and frame f, and, at least in part, on a goal of 
reducing a total number of key periods associated With keys 
for descrambling all of the plurality of frames, and based on 
a result of the determining, substituting frame g for frame f. 

[0030] Further in accordance With a preferred embodiment 
of the present invention the method also includes producing 
one key for each key period. 

[0031] Still further in accordance With a preferred embodi 
ment of the present invention the method also includes 
producing exactly one key for each key period. 

[0032] Additionally in accordance With a preferred 
embodiment of the present invention the producing includes 
producing from an ECM. 

[0033] Moreover in accordance With a preferred embodi 
ment of the present invention the method also includes 
rendering at least one of the plurality of frames. 

[0034] Further in accordance With a preferred embodiment 
of the present invention the rendering includes rendering all 
of the plurality of frames. 
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[0035] There is also provided in accordance With another 
preferred embodiment of the present invention apparatus for 
providing keys for descrambling scrambled content, the 
scrambled content being divided into frames, the apparatus 
including a frame identi?er identifying a plurality of frames 
to be descrambled, a key period identi?er operative, for each 
frame of the plurality of frames, to identify a key period 
associated With a key for descrambling the frame, and a 
frame substitutor operative, for at least one frame f of the 
plurality of frames, to substitute a substitute frame g for the 
frame f, the substitute frame g being chosen in order to 
reduce a total number of key periods associated With keys 
for descrambling all of the plurality of frames. 

[0036] There is also provided in accordance With yet 
another preferred embodiment of the present invention appa 
ratus for providing keys for descrambling scrambled con 
tent, the scrambled content being divided into frames, the 
apparatus including a frame identi?er identifying a plurality 
of frames to be descrambled, a key period identi?er opera 
tive, for each frame of the plurality of frames, to identify a 
key period associated With a key for descrambling the frame, 
and a frame substitutor operative, for each frame f of the 
plurality of frames, to determine Whether to substitute a 
substitute frame g for the frame f based, at least in part, on 
a distance betWeen frame g and frame f, and, at least in part, 
on a goal of reducing a total number of key periods asso 
ciated With keys for descrambling all of the plurality of 
frames, and, based on a result of the determining, to sub 
stitute frame g for frame f. 

[0037] There is also provided in accordance With still 
another preferred embodiment of the present invention appa 
ratus for providing keys for descrambling scrambled con 
tent, the scrambled content being divided into frames, the 
apparatus including means for identifying a plurality of 
frames to be descrambled, means for identifying, for each 
frame of the plurality of frames, a key period associated With 
a key for descrambling the frame, and means for substitut 
ing, for at least one frame f of the plurality of frames, a 
substitute frame g for the frame f, the substitute frame g 
being chosen in order to reduce a total number of key 
periods associated With keys for descrambling all of the 
plurality of frames. 

[0038] There is also provided in accordance With yet 
another preferred embodiment of the present invention appa 
ratus for providing keys for descrambling scrambled con 
tent, the scrambled content being divided into frames, the 
apparatus including means for identifying a plurality of 
frames to be descrambled, means for identifying, for each 
frame of the plurality of frames, a key period associated With 
a key for descrambling the frame, and means for performing 
the folloWing for each frame f of the plurality of frames: 
determining Whether to substitute a substitute frame g for the 
frame f based, at least in part, on a distance betWeen frame 
g and frame f, and, at least in part, on a goal of reducing a 
total number of key periods associated With keys for 
descrambling all of the plurality of frames; and based on a 
result of the determining, substituting frame g for frame f. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0039] The present invention Will be understood and 
appreciated more fully from the folloWing detailed descrip 
tion, taken in conjunction With the draWings in Which: 
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[0040] FIG. 1 is a simpli?ed partly pictorial, partly block 
diagram illustration of a PVR-based television apparatus 
including a system for providing keys for descrambling 
content, constructed and operative in accordance With a 
preferred embodiment of the present invention; 

[0041] FIG. 2 is a simpli?ed pictorial illustration of 
scrambled frames comprised in a plurality of key periods, 
useful for understanding the system of FIG. 1; 

[0042] FIG. 3 is a simpli?ed pictorial illustration of 
scrambled frames comprised in a plurality of key periods, 
shoWing substitution of frames to be descrambled in order to 
reduce a number of key periods for Which a frame is to be 
descrambled, useful for understanding the system of FIG. 1; 

[0043] FIG. 4 is a simpli?ed block diagram illustration of 
a preferred implementation of a portion of the system of 
FIG. 1; 

[0044] FIG. 5 is a simpli?ed ?oWchart illustration of a 
preferred method of operation of the system of FIG. 1; and 

[0045] FIG. 6 is a simpli?ed ?oWchart illustration of a 
preferred implementation of a portion of the method of FIG. 
5. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0046] Reference is noW made to FIG. 1, Which is a 
simpli?ed partly pictorial, partly block diagram illustration 
of a PVR-based television apparatus including a system for 
providing keys for descrambling content, constructed and 
operative in accordance With a preferred embodiment of the 
present invention. In the system of FIG. 1, generally des 
ignated 10, a television 15 is shoWn displaying a scene 
provided for rendering by a personal video recorder (PVR) 
20. 

[0047] The PVR 20 is preferably implemented in any 
suitable combination of softWare and hardWare, as is Well 
knoWn in the art. The PVR 20 preferably comprises suitable 
conventional components (not shoWn), as are Well knoWn in 
the art. Non-limiting examples of conventional PVR sys 
tems Well knoWn in the art include: 

[0048] the system described in PCT Published Patent 
Application WO 00/01149 of NDS Limited, corre 
sponding European Patent 1 013 088 of NDS Limited, 
and US. patent application Ser. No. 09/515,118 of 
Wachtfogel et al, referred to above; and 

[0049] the XTVTM system, commercially available from 
NDS Limited, One London Road, Staines, MiddleseX 
TW18 4EX, United Kingdom. 

[0050] In addition to conventional components, the PVR 
20 preferably comprises a trick modes unit 30, in operative 
association With a frame provision system 40. The frame 
provision system 40 preferably comprises a frame substitu 
tor 50. 

[0051] It is appreciated that various sub-combinations of 
the apparatus of FIG. 1 may comprise alternative preferred 
embodiments of the present invention. For eXample, and 
Without limiting the generality of the foregoing, each of the 
folloWing may comprise an alternative preferred embodi 
ment of the present invention: 
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[0052] 1. the frame provision system 40; and 

[0053] 2. the frame substitutor 50. 

[0054] The operation of the apparatus of FIG. 1 is noW 
brie?y described. 

[0055] Auser (not shoWn) requests a “trick mode” such as, 
for example, fast forWard or fast reverse rendering of content 
stored in the PRV 20. For purposes of simplicity of descrip 
tion, fast forWard, fast reverse, and other trick modes are 
sometimes termed herein “fast forWard”; persons skilled in 
the art Will appreciate that the invention is not thereby 
limited. 

[0056] In order to ful?ll the request, the trick modes unit 
30 sends a request (not shoWn in FIG. 1) to provide a list of 
frames to be displayed to the frame provision system 40. 

[0057] In an environment such as a home netWork envi 
ronment, the request preferably comprises a request from a 
client to a server to play from a given place at a given speed 
and direction. Any appropriate protocol knoWn in the art 
may be used for the request; one particular non-limiting 
example of a suitable protocol is the Well-knoWn RTSP 
protocol, described, for example in documents published on 
the World Wide Web at WWW.ietf.org/rfc/ 
rfc2326.txt, and in later drafts found at WWW.rtsp.org/drafts/. 
In such a client-server netWork, the server typically streams 
video frame data to the client, and supplies ECMs as 
necessary. Persons skilled in the art Will appreciate that, in 
a home network environment, the frame provision system 40 
is typically located in a server remote from the television 15 
and that other conventional components (not shoWn) are 
provided in order to implement the netWork. 

[0058] In a non-server (“local”) PVR environment, such 
as that shoWn in FIG. 1, speed of fast forWard is typically 
set by an internal call Within the PVR, so that a speci?c 
protocol need not be used. 

[0059] The frame provision system 40 preferably per 
forms the folloWing tasks: identi?cation of frames to be 
rendered in order to ful?ll the request; and substitution of 
another frame for at least one of the identi?ed frames, in 
order to reduce a total number of key periods for Which a 
frame is to be rendered. The frame provision system 40 then 
preferably provides a list (not shoWn in FIG. 1) of frames to 
be rendered to the trick modes unit 30. While identi?cation 
of frames to be rendered and substitution of another frame 
are described throughout the present speci?cation as sepa 
rate tasks or steps, persons skilled in the art Will appreciate 
that, for purposes of optimiZed performance, the list may 
also be produced in a single step. 

[0060] Reference is noW additionally made to FIG. 2, 
Which is a simpli?ed pictorial illustration of scrambled 
frames comprised in a plurality of key periods, useful for 
understanding the system of FIG. 1; and to FIG. 3, Which 
is a simpli?ed pictorial illustration of scrambled frames 
comprised in a plurality of key periods, shoWing substitution 
of frames to be descrambled in order to reduce a number of 
key periods for Which a frame is to be descrambled, useful 
for understanding the system of FIG. 1. 

[0061] FIG. 2 depicts, in highly simpli?ed form, frames 
and their associated key periods. In FIG. 2 four key periods, 
numbered 1 through 4, are shoWn, each key period com 
prising four scrambled frames 100. It is appreciated that the 
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depiction of key periods and scrambled frames 100 in FIG. 
1 is highly simpli?ed for purposes of simplicity of depiction 
and description; in practice, a key period might include, for 
example, a multiplicity of scrambled frames 100, such as, 
for example, tWo hundred scrambled frames 100. 

[0062] In FIG. 2, a plurality of frames to be descrambled 
110 has been identi?ed by the frame provision system 40 of 
FIG. 1. In, for example, a case of a fast forWard request, the 
frames to be descrambled 110 represent frames to be ren 
dered in order to ful?ll the fast forWard request. 

[0063] In the highly simpli?ed example of FIG. 2, one in 
every three scrambled frames 100 is to be descrambled. 
Since each key period in FIG. 2 comprises four scrambled 
frames 100, it Will be appreciated that at least one frame to 
be descrambled 110 is comprised in each key period. Thus, 
it Would be necessary to produce a key for each key period; 
it is believed that producing a key for each key period might 
strain the abilities of the system of FIG. 1, as discussed 
above. 

[0064] In FIG. 3, some of the frames to be descrambled 
110 have been replaced by substituted frames 120, in such 
a Way as to reduce the number of key periods for Which a 
frame is to be descrambled. In the highly simpli?ed example 
of FIG. 3, the frames to be descrambled (110, 120) are 
comprised in only tWo of the four key periods shoWn. Thus, 
the necessity to produce keys has been greatly reduced, and 
so also has the likelihood of straining the abilities of the 
system of FIG. 1. 

[0065] It is appreciated that the frames to be descrambled 
(110, 120) shoWn in FIG. 3 do not comprise “evenly spaced” 
frames, as do the frames to be descrambled 110 of FIG. 2. 
HoWever, the inventors of the present invention believe that, 
When the frames to be descrambled (110, 120) of FIG. 3 are 
rendered, a person vieWing the frames is unlikely to notice 
objectionable effects. 

[0066] It is appreciated that, in actual operation of the 
system of FIG. 2, selection of frames to shoW in order to 
achieve a desired fast forWard speed may change dynami 
cally based on system load; for instance, if a disk, netWork, 
ECM-providing, or other component is fully loaded at a 
given time, feWer frames may be shoWn by jumping further 
betWeen frames Which are shoWn and/or by reducing the 
need for ECM processing by skipping entire key periods. 

[0067] Reference is noW made to FIG. 4, Which is a 
simpli?ed block diagram illustration of a preferred imple 
mentation of a portion of the system of FIG. 1, comprising 
the frame provision system 40. The elements of FIG. 4 are 
preferably implemented in any suitable combination of 
hardWare and softWare. It is appreciated that the elements of 
FIG. 4 are shoWn and described functionally; persons 
skilled in the art Will appreciate that the elements of FIG. 4 
need not be implemented in separate units. 

[0068] The frame provision system 40 preferably com 
prises, in addition to the frame substitutor 50, a frame 
identi?er 410 and a key period identi?er 420. 

[0069] The frame provision system 40 receives a request 
430 as described above With reference to FIG. 1. The 
request is sent to the frame identi?er 410, Which identi?es a 
plurality of frames to be rendered (such as, for example, the 
frames to be descrambled 110 of FIG. 2). 
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[0070] A list of the frames to be rendered is provided by 
the frame identi?er 410 to the key period identi?er 420 and 
to the frame substitutor 50. The key period identi?er 420 
preferable identi?es a list of key periods to Which the list of 
frames belongs, and provides the list of key periods to the 
frame substitutor 50. 

[0071] The frame substitutor 50 preferably utiliZes the list 
of frames provided by the frame identi?er 410 and the list of 
key periods provided by the key period identi?er 420 to 
identify one or more frames to be substituted, as described 
above With reference to FIG. 1. It is appreciated that, in 
some cases, in may not be necessary or desirable to substi 
tute any frames, in Which case it is preferable that no frames 
are substituted by the frame substitutor 50. The frame 
substitutor then provides a frame list 440 for further pro 
cessing such as, for example, rendering. 

[0072] Reference is noW made to FIG. 5, Which is a 
simpli?ed ?oWchart illustration of a preferred method of 
operation of the system of FIG. 1. The method of FIG. 5 
preferably comprises the folloWing steps: 

[0073] A request to perform a trick mode, such as fast 
forWard or fast reverse, is received (step 510). It is appre 
ciated that step 510 is optional, and that the remaining steps 
of the method of FIG. 5 may be performed Without step 510. 

[0074] A plurality of frames to be descrambled is identi 
?ed (step 520), preferably as described above With reference 
to FIGS. 1 and 4. For each of the frames to be descrambled, 
a key period to Which the frame belongs is identi?ed (step 
530). 
[0075] For at least one of the frames to be descrambled, 
another frame is substituted, in order to reduce the total 
number of key periods to Which the frames belong (step 
540), preferably as described above With reference to FIGS. 
1 and 4. 

[0076] Reference is noW made to FIG. 6, Which is a 
simpli?ed ?oWchart illustration of a preferred implementa 
tion of a portion of the method of FIG. 5; the method of 
FIG. 6 comprises a preferred implementation of steps 520, 
530, and 540 of FIG. 5. It is appreciated that the method of 
FIG. 6 comprises one particular preferred embodiments; the 
method of FIG. 6 is not meant to be limiting. 

[0077] The method of FIG. 6 preferably comprises the 
folloWing steps: 

[0078] Anumber of key periods to be skipped for each key 
period to be descrambled is determined (step 610); for 
example, let the number of key periods to be skipped be 
denoted KN. As described above, the determination of KN 
is preferably dynamically based on system load; for 
instance, if a disk, netWork, ECM-providing, or other com 
ponent is fully loaded at a given time, feWer frames may be 
shoWn by skipping entire key periods. 

[0079] Aplurality of groups of key periods is determined, 
each group including one key period to be descrambled and 
at least one key period to be skipped (step 615). It Will be 
appreciated that, in general, each such group Will include 
KN key periods to be skipped. 

[0080] A number N of frames that should be provided, for 
example, provided for rendering, for each group of key 
periods is determined (step 620). A preferred method for 
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determining N is as folloWs (With 
plication and “/” representing division): 

[0081] 1. Let M be a number such that, for the given fast 
forWard (or other trick mode) request being processed, 
1 in M frames is to be rendered. 

[0082] 2. Let K be the number of frames in each key 
period; persons skilled in the art Will appreciate that, in 
practice, K may be the approximate number of frames 
in each key period, since the number of frames in a key 
period may differ from one key period to another key 
period. 

representing multi 

[0083] 3. The inventors of the present invention believe 
it is reasonable, in the presently describe preferred 
method, to assume that: 2*M<K*(KN+1); equivalently, 
it is reasonable to assume that at least tWo frames are 
to be descrambled for each group of key periods. 

[0084] 4. N is preferably computed as: 

N=(KN+1)*K/M 
[0085] For each group of key periods in step 620, N 
frames are chosen to be provided or rendered; the N frames 
are chosen from Within the one key period to be descrambled 
for that group of key periods (step 630). 

[0086] A preferred method for choosing the N frames in 
the one key period to be descrambled is as folloWs: 

[0087] 1. Let F be the number of the ?rst frame in the 
key period. 

[0088] 2. Let L be the number of the last frame in the 
key period. 

[0089] 3. Choose F and L as 2 of the frames to be 
descrambled. If N=2, the preferred method for choos 
ing the N frames terminates. OtherWise: 

[0090] 4. Divide the range F . . . L into N-1 parts and 
choose frames “evenly spaced” Within the range. 

[0091] Another Way of expressing the preferred method 
for choosing the N frames in the one key period to be 
descrambled is as folloWs: 

[0092] The frames to decode are frames numbered: 

F+(X—1)*(L—F)/(N—1) 
[0093] Where X ranges from 1 to N. 

[0094] It is appreciated that various features of the inven 
tion Which are, for clarity, described in the contexts of 
separate embodiments may also be provided in combination 
in a single embodiment. Conversely, various features of the 
invention Which are, for brevity, described in the context of 
a single embodiment may also be provided separately or in 
any suitable subcombination. 

[0095] It Will be appreciated by persons skilled in the art 
that the present invention is not limited by What has been 
particularly shoWn and described hereinabove. Rather the 
scope of the invention is de?ned only by the claims Which 
folloW: 

1-21. (canceled) 
22. A method for processing scrambled content, the 

scrambled content being divided into frames, the method 
comprising: 
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identifying a ?rst plurality of frames to be descrambled, 
the ?rst plurality of frames being associated With a 
second plurality of key periods; 

choosing a ?rst key period of the second plurality of key 
periods; and 

identifying all frames of the ?rst plurality of frames Which 
are associated With the ?rst key period and substituting, 
for each frame identi?ed, a substitute frame not asso 
ciated With the ?rst key period to produce a neW ?rst 
plurality of frames, thereby reducing a total number of 
key periods associated With keys for descrambling all 
of the neW ?rst plurality of frames. 

23. The method according to claim 22 and also compris 
mg: 

producing one key for each key period of the reduced total 
number of key periods. 

24. The method according to claim 22 and also compris 
ing: 

producing exactly one key for each key period of the 
reduced total number of key periods. 

25. The method according to claim 23 and Wherein the 
producing comprises producing from an ECM. 

26. The method according to claim 24 and Wherein the 
producing comprises producing from an ECM. 

27. The method according to claim 22 and also compris 
ing: 

rendering at least one of the neW ?rst plurality of frames. 
28. The method according to claim 27 and Wherein the 

rendering comprises rendering all of the neW ?rst plurality 
of frames. 

29. Apparatus for processing scrambled content, the 
scrambled content being divided into frames, the apparatus 
comprising: 
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a frame identi?er identifying a ?rst plurality of frames to 
be descrambled, the ?rst plurality of frames being 
associated With a second plurality of key periods; 

a key period identi?er choosing a ?rst key period of the 
second plurality of key periods; and 

a frame substitutor identifying all frames of the ?rst 
plurality of frames Which are associated With the ?rst 
key period and substituting, for each frame identi?ed, 
a substitute frame not associated With the ?rst key 
period to produce a neW ?rst plurality of frames, 
thereby reducing a total number of key periods asso 
ciated With keys for descrambling all of the neW ?rst 
plurality of frames. 

30. Apparatus according to claim 29 and also comprising: 

key production apparatus for producing one key for each 
key period of the reduced total number of key periods. 

31. Apparatus according to claim 30 and Wherein the key 
production apparatus is operative to produce exactly one key 
for each key period of the reduced total number of key 
periods. 

32. Apparatus according to claim 30 and Wherein the 
producing comprises producing from an ECM. 

33. Apparatus according to claim 31 and Wherein the 
producing comprises producing from an ECM. 

34. Apparatus according to claim 29 and also comprising: 

rendering apparatus for rendering at least one of the neW 
?rst plurality of frames. 

35. Apparatus according to claim 34 and Wherein the 
rendering comprises rendering all of the neW ?rst plurality 
of frames. 


