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(57) ABSTRACT 

Services may be provided in a networked applications 
services environment by authorizing access to different 
services from different service providers included in an 
aggregated system of service providers based on different 
aggregated authorization levels associated With users. 
Related systems and computer program products are also 
disclosed. 
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METHODS, SYSTEMS, AND COMPUTER 
PROGRAM PRODUCTS FOR USER 

AUTHORIZATION LEVELS IN AGGREGATED 
SYSTEMS 

FIELD OF THE INVENTION 

[0001] This invention relates to methods, systems, and 
computer program products for processing information, and 
more particularly, to methods, systems, and computer pro 
gram products for processing information in a netWorked 
computer environment. 

BACKGROUND 

[0002] It is knoWn to provide aggregated services via a 
single “sign-on” Where a user may access the services after 
having their identify authenticated via the sign-on. As used 
herein, the term “authenticated” refers to a determination 
that the user is Who he/she is purported to be using, for 
example, a username and passWord associated With the user. 
HoWever, in some single sign-on aggregated systems, a user 
may still be required to separately gain access to each of the 
services provided by the aggregated system before use may 
be made of the services. For example, if a user signs-on an 
aggregated system to access tWo different services provided 
by tWo different service providers, the user may be authen 
ticated by a sign-on, but may still need authoriZation to 
access the services by providing further information to one 
or the other of the tWo services. 

[0003] TWo examples of such single sign-on aggregated 
systems discussed above are the .NET Passport system 
(“Passport”) made available by Microsoft, Inc. of Redmond, 
Wash. and the Liberty system (“Liberty”) made available by 
Sun MicroSystems, Inc. of Mountain VieW, Calif. The 
Passport system provides for authentication of a user by 
creating a set of credentials that enable the user to sign-on 
to any of the services (such as that offered by a Website) that 
supports the Passport service. An exemplary representation 
of the Passport system is shoWn in FIG. 1, including a 
Passport server 115 and three service providers 110A-C each 
of Which supports the Passport system 100. According to 
FIG. 1, a user can access the Passport system using, for 
example, a computer 101 by signing-on the service provider 
110A over a link 105. The service provider 110A redirects 
the user’s sign-on to the Passport server 115 via a link 120, 
Whereupon the user signs-on to the Passport server 115. The 
Passport server 115 can authenticate the user’s sign-on 
information using locally accessible user identity informa 
tion 130. If the user’s sign-on information is authenticated, 
the user is redirected from the Passport server 115 back to 
the service provider 110A via a link 135, Whereupon service 
provider 110A alloWs the user to access services provided 
thereon. It Will be understood that service providers 110B 
and C may operate similarly. 

[0004] An exemplary illustration of the Liberty system is 
shoWn in FIG. 2, including service providers 210A-C and an 
identity server 214. In particular, a user can access services 
via the Liberty system 200 over a link 205 to the service 
provider 210A using, for example, a computer 201. The 
user’s sign-on to the service provider 210A is redirected to 
the identity server 214 via a link 220 Whereupon the user 
signs on using identity information 230 available to the 
identity server 214. The identity server 214 uses the identity 
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information 230 to determine Whether the user (identi?ed by 
the identity information 206A-C) is an authentic user knoWn 
to the service provider 210A over a link 222, 210B over a 
link 223, or 210C over a link 224. If the identity server 214 
is able to verify the authenticity of the user, the user is 
redirected back to the service provider 210A via link 235, 
Whereupon the user is able to access the services via service 
provider 210A. 

[0005] NotWithstanding the authentication services pro 
vided by aggregated systems such as Passport and Liberty, 
there is a need for further improvement in providing authen 
tication and authoriZation transparent services via aggre 
gated systems. Each service provider in an aggregated 
system does not necessarily knoW about the authoriZation 
levels, user identities, and services offered by the others. 
Accordingly, it may be dif?cult to authoriZe a user sub 
scribed to one service provider to use services offered by 
others With proper levels of granularity. 

SUMMARY 

[0006] Embodiments according to the invention can pro 
vide methods, systems, and computer program products for 
user authoriZation levels in aggregated systems. Pursuant to 
these embodiments, a method of providing services in a 
netWorked applications services environment can be per 
formed by authoriZing access to different services from 
different service providers included in an aggregated system 
of service providers based on different aggregated authori 
Zation levels associated With users. 

[0007] In some embodiments according to the invention, 
authoriZing can further include alloWing access to a ?rst 
service from a server and preventing access to a second 
service from the server based on a ?rst level of authoriZation 
and alloWing access to the second service based on a second 
level of authoriZation. In some embodiments according to 
the invention, the ?rst level of authoriZation can be an 
aggregated system authoriZation level in the aggregated 
system mapped from a local system authoriZation level. 

[0008] In some embodiments according to the invention, 
the ?rst service can be a ?rst application accessible to the 
user based on a ?rst authoriZation level and the second 
service can be a second application accessible to the user 
based on a second authorZation level. 

[0009] In some embodiments according to the invention, 
authoriZing can further include alloWing read-only access to 
a service from a server based on a ?rst level of authoriZation 
and alloWing read/Write access to the service from the server 
based on a second level of authoriZation. 

[0010] In other embodiments according to the invention, 
the different services can be different applications accessible 
to users based on authoriZation levels associated thereWith. 
In further embodiments according to the invention, autho 
riZing is performed prior to access by a user. 

[0011] In other embodiments according to the invention, 
authoriZing can include providing an authoriZation level for 
access to services in the system to an interface of the 
aggregated system With an authentication responsive to an 
access by a user via the interface. In still other embodiments 
according to the invention, the authoriZation level and the 
authentication are provided to the interface responsive to a 
single request for authenti?cation from the interface. 
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[0012] In still other embodiments according to the inven 
tion, methods of providing services in a networked appli 
cations services environment can be provided by receiving 
a request for authenti?cation of a user from an interface to 
an aggregated system of service providers. Alevel of autho 
riZation can be determined associated With the user to access 
services in the aggregated system. Auser authenti?cation for 
the user and the level of authoriZation associated thereWith 
can be provided to the interface. 

[0013] In still other embodiments according to the inven 
tion, the level of authoriZation can be a ?rst level of 
authoriZation for a ?rst application available via a ?rst 
service provider in the aggregate system and a second level 
of authoriZation for a second application available via a 
second provider in the aggregate system. In other embodi 
ments according to the invention, the ?rst level of authori 
Zation can be read-only access to the ?rst application and the 
second level of authoriZation can be read/Write access to the 
second application. 

[0014] In some embodiments according to the invention, 
methods of providing services in a networked applications 
services environment can include registering service pro 
viders in an aggregated system of service providers includ 
ing services available from the service providers. A request 
can be received from a user for access to the aggregated 
system of service providers at the interface to the aggregated 
system. An authenti?cation can be requested for the user 
from a service provider included in the aggregated system 
having a pro?le associated With the user. An authenti?cation 
can be received for the user and an authoriZation level 
associated thereWith. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] 
system. 

[0016] 
system. 

[0017] FIG. 3 is an exemplary illustration of an aggre 
gated system of service providers according to some 
embodiments of the invention. 

[0018] FIG. 4 is a ?oWchart that illustrates operations of 
an aggregated system of service providers according to some 
embodiments of the invention. 

[0019] FIG. 5 is a table illustrating different levels of 
authoriZation for use of applications by different users 
according to some embodiments of the invention. 

[0020] FIG. 6 is a schematic illustration of a registration 
process prior to an access to the aggregated system accord 
ing to some embodiments of the invention. 

FIG. 1 is an exemplary illustration of a Passport 

FIG. 2 is an exemplary illustration of the Liberty 

DETAILED DESCRIPTION OF EMBODIMENTS 
ACCORDING TO THE INVENTION 

[0021] The present invention is described herein With 
reference to the accompanying draWings, in Which embodi 
ments of the invention are shoWn. This invention may, 
hoWever, be embodied in many different forms and should 
not be construed as limited to the embodiments set forth 
herein; rather, these embodiments are provided so that this 
disclosure Will be thorough and complete, and Will fully 
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convey the scope of the invention to those skilled in the art. 
Like numbers and reference designators refer to like ele 
ments throughout. 

[0022] As Will be appreciated by one of skill in the art, the 
present invention may be embodied as methods, systems, 
and/or computer program products. Accordingly, the present 
invention may take the form of an entirely hardWare 
embodiment, an entirely softWare embodiment or an 
embodiment combining softWare and hardWare aspects. 
Furthermore, the present invention may take the form of a 
computer program product on a computer-usable storage 
medium having computer-usable program code embodied in 
the medium. Any suitable computer readable medium may 
be utiliZed including hard disks, CD-ROMs, optical storage 
devices, or magnetic storage devices. 

[0023] Computer program code or “code” for carrying out 
operations according to the present invention may be Written 
in an object oriented programming language such as 
JAVA®, Smalltalk or C++, JavaScript, Visual Basic, TSQL, 
Perl, or in various other programming languages. SoftWare 
embodiments of the present invention do not depend on 
implementation With a particular programming language. 
Portions of the code may execute entirely on one or more 
systems utiliZed by an intermediary server. 

[0024] The code may execute entirely on one or more 
servers, or it may execute partly on a server and partly on a 
client Within a client device or as a proxy server at an 

intermediate point in a communications netWork. In the 
latter scenario, the client device may be connected to a 
server over a LAN or a WAN (e.g., an intranet), or the 
connection may be made through the Internet (e.g., via an 
Internet Service Provider). It is understood that the present 
invention is not TCP/IP-speci?c or Internet-speci?c. The 
present invention may be embodied using various protocols 
over various types of computer netWorks. 

[0025] The present invention is described beloW With 
reference to block diagrams and ?oWchart illustrations of 
methods, systems and computer program products according 
to embodiments of the invention. It is understood that each 
block of the block diagrams and/or ?oWchart illustrations, 
and combinations of blocks in the block diagrams and a 
?oWchart illustration, can be implemented by computer 
program instructions. These computer program instructions 
may be provided to a processor of a general purpose 
computer, special purpose computer, or other programmable 
data processing apparatus to produce a machine, such that 
the instructions, Which execute via the processor of the 
computer or other programmable data processing apparatus, 
create means for implementing the functions speci?ed in the 
block diagrams and/or ?oWchart block or blocks. 

[0026] These computer program instructions may be 
stored in a computer-readable memory that can direct a 
computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory produce an article 
of manufacture including instruction means Which imple 
ment the function speci?ed in the block diagrams and/or 
?oWchart block or blocks. 

[0027] The computer program instructions may be loaded 
onto a computer or other programmable data processing 
apparatus to cause a series of operational steps to be per 
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formed on the computer or other programmable apparatus to 
produce a computer implemented process such that the 
instructions Which execute on the computer or other pro 
grammable apparatus provide steps for implementing the 
functions speci?ed in the block diagrams and/or ?oWchart 
block or blocks. 

[0028] As used herein, the term “service provider” can 
include a server that offers one or more services via, for 
example, Web pages as part of a Web site. The Web site can 
include a related collection of ?les that includes a beginning 
?le called a home page. From the home page, a user can 
access other ?les and applications at the Web site. A large 
Web site may utiliZe a number of servers, Which may or may 
not be different and may or may not be geographically 
dispersed. For example, the Web site of the International 
Business Machines Corporation (WWW.ibm.com) consists of 
thousands of Web pages and ?les dispersed over multiple 
Web servers in locations World-Wide. 

[0029] In the example above the Web pages can further be 
replaced by Web services in an environment that is set for 
programmatic access of the applications independent of GUI 
methods. Web services can provide WSDL, SOAP, and 
XML message standards such that a program can access the 
applications as represented by the standards on the Web site. 

[0030] Embodiments according to the invention can oper 
ate in a logically separated client side/server side computing 
environment, sometimes referred to hereinafter as a client/ 
server environment. The client/server environment is a com 
putational architecture that involves a client process (i.e., a 
client) requesting service from a server process (i.e., a 
server). In general, the client/server environment maintains 
a distinction betWeen processes, although client and server 
processes may operate on different machines or on the same 
machine. Accordingly, the client and server sides of the 
client/server environment are referred to as being logically 
separated. Usually, When client and server processes operate 
on separate devices, each device can be customiZed for the 
needs of the respective process. For example, a server 
process can “run on” a system having large amounts of 
memory and disk space, Whereas the client process often 
“runs on” a system having a graphic user interface provided 
by high-end video cards and large-screen displays. 

[0031] A client can be a program, such as a Web broWser, 
that requests information, such as Web pages, from a server 
under the control of a user. Examples of clients include 
broWsers such as Netscape Navigator® (America Online, 
Inc., Dulles, Va.) and Internet Explorer® (Microsoft Cor 
poration, Redmond, Wash.). BroWsers typically provide a 
graphical user interface for retrieving and vieWing Web 
pages, Web portals, applications, and other resources served 
by Web servers. A SOAP client can be used to request Web 
services programmatically by a program in lieu of a Web 
broWser. 

[0032] The applications provided by the service providers 
may execute on a server. The server can be a program that 

responds to the requests from the client. Some examples of 
servers are International Business Machines Corporation’s 
family of Lotus Domino® servers, the Apache server and 
Microsoft’s Internet Information Server (IIS) (Microsoft 
Corporation, Redmond, Wash.). 
[0033] The clients and servers can communicate using a 
standard communications mode, such as Hypertext Trans 
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port Protocol (HTTP) and SOAP. According to the HTTP 
request-response communications model, HTTP requests 
are sent from the client to the server and HTTP responses are 
sent from the server to the client in response to an HTTP 
request. In operation, the server Waits for a client to open a 
connection and to request information, such as a Web page. 
In response, the server sends a copy of the requested 
information to the client, closes the connection to the client, 
and Waits for the next connection. In the SOAP model the 
request and response are communicated through XML mes 
sage exchange. It Will be understood that the server can 
respond to requests from more than one client. 

[0034] As used herein, an “aggregated system” includes” 
services that are provided by otherWise separate service 
providers. In such aggregated systems, a user may access 
some or all of the services offered by the different service 
providers once the user has been authenticated and autho 
riZed (as described herein in greater detail). For example, an 
aggregated system may service providers that offer medical 
research services, neWs services, and data mining services. 
It Will be understood that the separate service providers can 
be service providers that can be subject to separate subscrip 
tion service or have separate administrative authoriZation. 
Conventionally, a user may need to be separately authoriZed 
to access each of these services. HoWever, in an aggregated 
system, the user may access ay least some of the services in 
the system after being authoriZed once. 

[0035] As described herein in greater detail, embodiments 
according to the invention may provide authoriZation to 
access different services in an aggregated system of service 
providers based on different aggregated authoriZation levels 
associated With users of the system. For example, in an 
aggregated system offering different types of on-line 
research tools, a user With a ?rst authoriZation level might be 
granted access to a limited number of applications included 
in the aggregated system Whereas a second user (With a 
higher level of authoriZation) might have access to more 
applications. Moreover, the second user may have read/Write 
authoriZation in some of the applications Whereas the ?rst 
user may be limited to read-only authoriZation. 

[0036] The different levels of authoriZation associated 
With the users can be assigned during a registration process 
(for example, When a service is added to the aggregated 
system). The registration process can involve communica 
tion betWeen an interface to the aggregated system and each 
of the service providers to be included in the aggregated 
system. In some embodiments according to the invention, 
during the registration process the interface to the aggre 
gated system may provide a pro?le of the different autho 
riZation levels that are alloWed Within the aggregated sys 
tem. For example, the interface may notify a neW service 
provider that three different levels of authoriZation are 
alloWed in the aggregated system. The service provider can 
act upon the authoriZation levels provided by the interface 
by mapping the service provider’s local authoriZation levels 
to the different levels of authoriZation provided in the 
aggregated system. 

[0037] The approaches generally described above may 
alloW for improved extensibility on the aggregated system 
(i.e., Where neW services providers are added to the system) 
and may reduce overhead as communications betWeen the 
service providers and the interface may be reduced in vieW 
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of the registration that can occur prior to access by a user. In 
some other embodiments according to the invention, during 
the registration process the service provider can inform the 
interface of the user pro?les and provide a categorical map 
to assign the actual authoriZation level later based on the 
identity parameter values the provider returns to the inter 
face When a user requests access to the services. 

[0038] FIG. 3 is an exemplary illustration of an aggre 
gated system of service providers including authoriZation 
levels according to some embodiments of the invention. In 
particular, an aggregated system 300 includes service pro 
viders 310A-C and an aggregated system interface 340 
through Which users can access the aggregated system 300. 
Each of the service providers 310A-C has locally associated 
user identity information 335A-C that re?ects users that are 
knoWn to the respective service provider 310A-C through, 
for example, a subscription to services provided by the 
service provider. For eXample, a service provider may offer 
on-line research tools that are available via a subscription. 
Moreover, different subscriptions may imply the different 
authoriZation levels for the knoWn users or subscribers. For 
eXample, a ?rst user knoWn to service provider 310A may 
have a ?rst authoriZation level entitling the user to access 
only one of the applications provided by the service provider 
310A. In contrast, a second user may have a second level of 
authoriZation that is higher than the ?rst level of authoriZa 
tion that entitles the second user to access all of the appli 
cations offered by the service provider 310A. 

[0039] In operation, a user can access the aggregated 
system 300 via the interface 340. According to FIG. 3, the 
user signs on to the aggregated system 300 via the interface 
340 to access services provided by the aggregated system 
300. In response, the interface 340 requests authoriZation 
level information from the service provider With Whom the 
user is associated. In particular, the interface 340 may have 
access to identity information 341 that indicates Which 
service providers each of the knoWn users of the aggregated 
system 300 is associated With and user preference data. For 
eXample, some of the users of the aggregated system 300 
may have subscriptions With service provider 310A, 
Whereas others may have subscriptions With service provid 
ers 310B and 310C separately. 

[0040] The associated service provider responds to the 
request for authoriZation level information by accessing the 
local authoriZation level information 335A-C and deter 
mines the authoriZation level for the user requesting access 
to the aggregated system 300. For eXample, the service 
provider 310A is contacted via link 350 to provide the 
authoriZation level information for the user requesting 
access to the interface 340 via a link 355. The authoriZation 
level information may be beyond conventional read or Write 
access, administrator or poWer user access, etc. as such 
information may not be understood by a different system. 
For eXample, the authoriZation level information can include 
metadata that describes the characteristics of the local user 
such as the type of services authoriZed, skill family and 
organiZational responsibilities. It Will be understood that the 
local authoriZation level for the user can be used by the 
interface 340 to authoriZe the user to access applications 
provided by other service providers in the aggregated system 
300. For eXample, users having an appropriately high level 
of authoriZation (that has subscribed to service provider 
310A) may be alloWed to access applications provided by 
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services providers 310B and 310C. It Will be understood that 
in addition to the authoriZation level information, authenti 
cation information may also be provided to the interface 
340. For eXample, the service provider 310A may indicate 
that the user requesting authoriZation for access to the 
services is, in-fact, an authentic subscriber to the service 
provider 310A as Well as having the level of authoriZation 
associated With the authenticated user’s subscription. 

[0041] Upon receipt of the authoriZation level information 
at the interface 340, the user can be authoriZed to access 
applications associated With the user’s aggregated level of 
authoriZation. For eXample, according to FIG. 3, if the user 
has a level one authoriZation, the user may be authoriZed to 
access application 370 and 371 available via service pro 
vider 310A but may not access any of the other applications 
available Within the aggregated system 300. In contrast, if 
the user has a level tWo authoriZation, the user may be 
authoriZed to access the applications 370, 371, and 380 
available via service provider 310A and applications 381 
and 382 available via service provider 310B. Furthermore, if 
the user’s authoriZation level is level three, the user may be 
authoriZed to access applications 370, 371, 380 and 390 
available via service provider 310A, applications 381, 382, 
391 and 392 available via service provider 310B, and 
applications 393, 394, and 395 available via service provider 
310C. It Will be understood that although three service 
provider are shoWn in FIG. 3, feWer or more service 
providers may be included in aggregated systems according 
to some embodiments of the invention. 

[0042] FIG. 4 is a ?oWchart illustrating operations of 
aggregated systems including authoriZation levels according 
to some embodiments of the invention. According to FIG. 4, 
the registration of service providers in the aggregated system 
can occur prior to access by users (block 405). It Will be 
understood that the registration of service providers can 
occur When a neW service provider is added to the aggre 
gated system, or When a service provider already included 
Within the aggregated system has updated information, such 
as neW applications that are noW available for access via the 

aggregated system. 

[0043] The information provided during the registration 
can enable the service provider (as Well as the services 
provided thereon) to be accessible to users via the interface 
to the aggregated system. As discussed herein, in some 
embodiments according to the invention, the authoriZation 
level for a user is determined by identity information 
returned by the service provider compared With the categori 
cal authoriZation parameter values speci?ed at the registra 
tion time or, as in other embodiments according to the 
invention, the aggregated system may provide predeter 
mined authoriZation levels Which the service provider can 
use to map a local authoriZation level to an aggregated 
system authoriZation level later. 

[0044] The aggregated system receives a request for 
access to services via an interface to the aggregated system 
(block 410). As discussed herein, the interface can have 
local access to identify information that includes knoWn 
users for each of the associated service providers. The 
identity information may be obtained from the service 
providers, for eXample, during the user authentication pro 
cess. The identity information can also include user prefer 
ence data such as preferred language, organiZational infor 
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mation such as Which departments or organization the user 
is employed Within, job classi?cation information, and other 
types of information Which may also be provided as part of 
the user authentication process. 

[0045] Upon receiving a request for access, the interface to 
the aggregated system can request authoriZation information 
and/or authentication (identity) information from a service 
provider that is associated With the user (block 415). As 
described herein, the service provider can determine the 
authoriZation level based on authoriZation level information 
that is locally available to the service provider and the 
provided aggregated system authoriZation level. The autho 
riZation level information can be based upon a subscription 
Which the user has With the service provider Which may 
entitle the user to use some or all of the applications 

associated With the service provider and, moreover, may 
provide further authoriZation levels to the user such as 
read-only or read/Write authoriZation levels for particular 
applications. 
[0046] The service provider transmits the authoriZation 
level information and/or authentication information to the 
interface Which authoriZes the user to access services in the 
aggregated system based on the authoriZation level provided 
or the identity information (block 420). As described herein, 
the different authoriZation levels associated With different 
users may enable some users to access applications Which 
are not available to users having a loWer level of authori 
Zation. Furthermore, some users With a relatively high level 
of authoriZation may have read/Write authoriZation to, for 
eXample, modify or update data accessed via one of the 
applications. 
[0047] FIG. 5 is an exemplary table illustrating different 
authoriZation levels for different users according to some 
embodiments of the invention. According to FIG. 5, users A, 
B, and C (from one service provider) each have different 
authoriZation levels Which entitle the users to access differ 
ent applications included Within the aggregated system 
shoWn, for eXample, in FIG. 3. Moreover, each of the 
authoriZation levels includes authoriZation levels Which are 
speci?c to each of the applications included in the aggre 
gated system. For eXample, user A has an associated autho 
riZation level “1” Which entitles user A to access group 1 
applications 370 and 371 available via service provider 
310A shoWn in FIG. 3. Moreover, user A’s authoriZation for 
access to these applications is limited to read-only. Accord 
ingly, user A may only vieW data accessed With applications 
370 and 371 on service provider 310A. 

[0048] In contrast, user B has an authoriZation level “2” 
Which entitles user B to access group 1 applications 370 and 
371 available via service provider 310A. User B is also 
authoriZed to access group 2 applications 380, 381 and 382 
available via service provider 310B as shoWn in FIG. 3. 
Furthermore, user B’s authoriZation level alloWs read/Write 
access to data via applications 370 and 371, Whereas access 
to applications 380, 381 and 382 is limited to read-only. 

[0049] In further contrast to users A and B, user C has a 
relatively high authoriZation level (“3”) Which entitles user 
C to access all of the applications described above in 
reference to users A and B as Well as group 3 applications 
391 and 392 available via service provider 310B and appli 
cations 393, 394, and 395 available via service provider 
310C. Furthermore, the authoriZation level of user C also 
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enables user C to read and Write any of the data accessed via 
any of these applications. Therefore, as described above, the 
different authoriZation levels can authoriZe different users to 
have access to different services based on the different 
authoriZation levels associated With the users. 

[0050] As described above, prior to access by a user to the 
aggregated system, the service providers may undergo a 
registration process Whereby authoriZation levels can be 
determined categorically for all users from a service pro 
vider in advance so that, for eXample, communication 
regarding authoriZation levels and authentication may be 
reduced. According to FIG. 6, an aggregated system 600 
includes an interface 640 thereto and service providers 
610A-C Which can provide applications to be accessed by 
users of the aggregated system 600. Furthermore, each of the 
service providers 610A-610C has access to local identity 
information for users associated With the respective service 
provider. For eXample, each of the service providers may 
provide stand-alone services (in addition to being part of the 
aggregated system 600) so that a user may subscribe to the 
service provider and, therefore, may access the aggregated 
system 600 through the interface 640. 

[0051] In some embodiments according to the invention, 
during the registration process the service providers 610A-C 
provide a list of applications available from each of the 
respective service providers as Well as the factors for deter 
mining the authoriZation levels that can be associated With 
access to those applications. For eXample, the service pro 
vider 610A may provide a list of services available there 
from along With the different levels of authoriZation that 
entitle a user to access those applications including read/ 
Write or read-only type authoriZation levels. Accordingly, 
during the registration process, the service providers 
610A-C can provide What aggregated authoriZation levels 
are supported by the respective service provider along With 
What each of the authoriZation levels speci?cally authoriZes 
an associated user to do Within the aggregated system 600. 
For eXample, if service provider 610A supports aggregated 
authoriZation levels “1”, “2”, and “3”, the service provide 
610A can indicate in the authoriZation level information that 
level “1” authoriZes read-only access to a certain type of 
application available, level “2” authoriZes access to a certain 
type of application available on service providers 610A and 
610B at various read-only and read/Write authoriZations 
levels, and level “3” authoriZes the user to access any and all 
applications available via the service provider 610A-C With 
read/Write authoriZation levels. 

[0052] In other embodiments according to the invention, 
the interface 640 provides predetermined authoriZation lev 
els that are recogniZed Within the aggregated system 600 to 
the service providers. Therefore, at completion of registra 
tion, each of the service providers 610A-C includes a list of 
What authoriZation levels are valid for users accessing the 
aggregated system 600. In operation, When a user accesses 
the aggregated system 600, the interface 640 requests autho 
riZation information from a respective service provider 
610A-C associated With the user requesting access. In 
response, the service provider 610A-C can map identity 
information associated With the user to one of the predeter 
mined authoriZation levels provided by the interface 640 
during the registration process. It Will be understood that the 
authoriZation levels in this type of registration process can 
operate to provide the functions described herein. 
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[0053] As described herein, embodiments according to the 
invention may provide authorization to access different 
services in an aggregated system of service providers based 
on different aggregated authorization levels associated With 
users of the system. For example, in an aggregated system 
offering different types of on-line research tools, a user With 
a ?rst authoriZation level might be granted access to a 
limited number of applications included in the aggregated 
system Whereas a second user (With a higher level of 
authoriZation) might have access to more applications. 
Moreover, the second user may have read/Write authoriZa 
tion in some of the applications Whereas the ?rst user may 
be limited to read-only authoriZation. 

[0054] Many alterations and modi?cations may be made 
by those having ordinary skill in the art, given the bene?t of 
present disclosure, Without departing from the spirit and 
scope of the invention. Therefore, it must be understood that 
the illustrated embodiments have been set forth only for the 
purposes of eXample, and that it should not be taken as 
limiting the invention as de?ned by the folloWing claims. 
The folloWing claims are, therefore, to be read to include not 
only the combination of elements Which are literally set 
forth but all equivalent elements for performing substan 
tially the same function in substantially the same Way to 
obtain substantially the same result. The claims are thus to 
be understood to include What is speci?cally illustrated and 
described above, What is conceptually equivalent, and also 
What incorporates the essential idea of the invention. 

What is claimed: 
1. A method of providing services in a netWorked appli 

cations services environment, comprising: 

authoriZing access to different services from different 
service providers included in an aggregated system of 
service providers based on different aggregated autho 
riZation levels associated With users. 

2. A method according to claim 1 Wherein authoriZing 
further comprises: 

alloWing access to a ?rst service from a server and 
preventing access to a second service from the server 
based on a ?rst level of authoriZation; and 

alloWing access to the second service from the server 
based on a second level of authoriZation. 

3. A method according to claim 2 Wherein the ?rst level 
of authoriZation comprises an aggregated system authoriZa 
tion level in the aggregated system mapped from a local 
system authoriZation level. 

4. Amethod according to claim 2 Wherein the ?rst service 
comprises a ?rst application accessible to the user based on 
a ?rst authoriZation level and the second service comprises 
a second application accessible to the user based on a second 
authoriZation level. 

5. A method according to claim 1 Wherein authoriZing 
further comprises: 

alloWing read-only access to a service from a server based 
on a ?rst level of authoriZation; and 

alloWing read/Write access to the service from the server 
based on a second level of authoriZation. 

6. A method according to claim 1 Wherein the different 
services comprise different applications accessible to users 
based on authoriZation levels associated thereWith. 
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7. A method according to claim 1 Wherein authoriZing is 
performed prior to access. 

8. A method according to claim 1 Wherein authoriZing 
comprises providing an authoriZation level for access to 
services in the system to an interface of the aggregated 
system With an authentication responsive to an access by a 
user via the interface. 

9. A method according to claim 8 Wherein providing the 
authoriZation level and the authentication are provided to the 
interface responsive to a single request for authenti?cation 
from the interface. 

10. A method according to claim 1 carried out by a 
computer program product embodied in a computer readable 
medium. 

11. Amethod according to claim 1 carried out by a system 
comprising: 

a means for authoriZing the access to the different services 
from different service providers included in the aggre 
gated system of service providers based on different 
authoriZation levels associated With the user. 

12. A method of providing services in a netWorked 
applications services environment, comprising: 

receiving a request for authenti?cation of a user from an 
interface to an aggregated system of service providers; 

determining a level of authoriZation associated With the 
user to access services in the aggregated system; and 

providing a user authenti?cation for the user and the level 
of authoriZation associated thereWith to the interface. 

13. A method according to claim 12 Wherein the level of 
authoriZation comprises a ?rst level of authoriZation for a 
?rst application available via a ?rst service provider in the 
aggregate system and a second level of authoriZation for a 
second application available via a second provider in the 
aggregate system. 

14. Amethod according to claim 13 Wherein the ?rst level 
of authoriZation comprises read-only access to the ?rst 
application and the second level of authoriZation comprises 
read/Write access to the second application. 

15. A method of providing services in a netWorked 
applications services environment, comprising: 

registering service providers in an aggregated system of 
service providers including services available from the 
service providers; 

receiving a request from a user for access to the aggre 
gated system of service providers at the interface to the 
aggregated system; 

requesting an authenti?cation for the user from a service 
provider included in the aggregated system having a 
pro?le associated With the user; and 

receiving an authenti?cation for the user and an authori 
Zation level associated thereWith. 

16. A method according to claim 15 further comprising: 

determining the authoriZation level for the user at the 
service provider to indicate Which services in the 
aggregated system are accessible to the user based on 
a subscription of the user associated With the service 
provider; and 

alloWing access to the services via the interface according 
to the authoriZation level. 
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17. A method according to claim 15 further comprising: 

determining the authorization level for the user at the 
service provider to indicate Which services in the 
aggregated system are accessible to the user based on 
a subscription of the user associated With the service 
provider; and 

alloWing access to the services via the interface according 
to the authoriZation level. 

18. A method according to claim 15 further comprising: 

providing different levels of authoriZation available in the 
aggregated system from the interface to the service 
providers; and 

determining Which the different levels of authoriZation is 
applicable to the user at the service provider to indicate 
Which services in the aggregated system are accessible 
to the user based. 

19. A system for providing services in a netWorked 
applications services environment, comprising: 

means for registering service providers in an aggregated 
system of service providers including services avail 
able from the service providers; 

means for receiving a request from a user for access to the 
aggregated system of service providers at the interface 
to the aggregated system; 

means for requesting an authenti?cation for the user from 
a service provider included in the aggregated system 
having a pro?le associated With the user; and 
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means for receiving an authenti?cation for the user and an 

authoriZation level associated thereWith. 

20. A computer program product for providing services in 
a netWorked applications services environment, comprising: 

a computer readable medium having computer readable 

program code embodied therein, the computer readable 
program product comprising: 

computer readable program code con?gured to register 
service providers in an aggregated system of service 
providers including services available from the ser 
vice providers; 

computer readable program code con?gured to receive 
a request from a user for access to the aggregated 

system of service providers at the interface to the 
aggregated system; 

computer readable program code con?gured to request 
an authenti?cation for the user from a service pro 

vider included in the aggregated system having a 
pro?le associated With the user; and 

computer readable program code con?gured to receive 
an authenti?cation for the user and an authoriZation 

level associated thereWith. 


