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SYSTEM AND METHOD FOR CREATING A 
SECURITY APPLICATION FOR 

PROGRAMMABLE CRYPTOGRAPHY MODULE 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of com 
munications networks, and more particularly, to a system 
and method for creating a security application for use in a 
cryptography device used in communications networks and 
related methods. 

BACKGROUND OF THE INVENTION 

[0002] Security is an extremely important consideration in 
network communications. With the ever-increasing utiliZa 
tion of the Internet, most networks now have Internet 
gateways that open the network to eXternal attacks by 
would-be hackers. Further, the popularity of wireless net 
works has also increased dramatically as technology has 
enabled faster and more reliable wireless communications. 
Yet, wireless communications are inherently less secure than 
wired communications, since wireless communication sig 
nals are typically much easier to intercept than signals on 
dif?cult-to-access cables. 

[0003] As a result, cryptography modules are often used to 
encrypt private or secret communications and reduce the 
likelihood that they will be deciphered and used by mali 
cious individuals or organiZations. By way of eXample, 
wireless local area networks (WLANs) and WLAN devices 
are widely used and provide a convenient and cost-effective 
approach for implementing network communications where 
it may be dif?cult or otherwise impractical to run cables. 
One of the more prominent standards which has been 
developed for regulating communications within WLAN s is 
promulgated by the Institute of Electrical and Electronic 
Engineers’ (IEEE) 802 LAN/MAN Standards Committee, 
including the 802.11 standard. In addition to providing 
wireless communications protocols, the 802.11 standard also 
de?nes a wireless equivalent privacy (WEP) cryptographic 
algorithm used to protect wireless signals from eavesdrop 
ping. 
[0004] The programmable cryptography modules have 
been developed for use in such cryptography systems. The 
Sierra and Sierra II programmable cryptographic modules 
are manufactured and sold by the assignee of the present 
invention, Harris Corporation of Melbourne, Fla. The Sierra 
and Sierra II are both programmable cryptographic modules 
operative as both a multimedia voice and data encryption 
module. Both modules are miniaturiZed printing wiring 
assemblies that include at least one custom application 
speci?c integrated circuit (ASIC) and supporting software 
that is embedded in radios and other voice and data com 
munications equipment to encrypt classi?ed information 
prior to transmission and storage. 

[0005] The NSA-certi?ed Sierra modules are an 
embeddable encryption technology that combine the advan 
tages of the government’s high-grade security (Type I) with 
the cost ef?ciency of a reprogrammable, commercially pro 
duced Type 3 and Type 4 encryption module. Sierra can 
assume multiple encryption personalities depending on the 
mission and provide encryption/decryption functionality, 
digital voice processing (vocoding) and cryptographic key 
management support functions. 
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[0006] The software programmability provides a low cost 
migration path for future upgrades to embedded communi 
cations equipment without the logistics and cost burden 
normally associated with upgrading hardware. The Sierra 
programmable encryption module supports a large number 
of encryption/decryption algorithms and modes. It has a 
limited algorithm and mode distribution to customers by the 
National Security Agency (NSA). Any security policy cri 
teria must be met within the module and approved by NSA. 
During development, custom module software must be 
created for each Sierra embedment and intensive NSA 
software evaluation/certi?cation must be made for every 
module. Non-?exible customer algorithm updates must be 
reevaluated by the NSA for new algorithm additions. This 
increases the manpower resource costs for each embedment. 

[0007] This problem is currently being solved by a custom 
module software for each Sierra embedment and costs the 
NSA software evaluation/certi?cation for every module. The 
security requirements are pushed to host systems and cus 
tomers are charged a high NRE. It would be advantageous, 
however, if the programmable cryptography modules would 
allow greater ?exibility in the delivery of software security 
policies and development of software embedment packages 
for different custom applications. The process should be 
eXpedited with reduced time and money spent on the NSA 
certi?cation process. It would also be advantageous if a 
system and method could be implemented that would facili 
tate the upgrade of waveforms and algorithms for customers 
and reduce NRE and manpower resource costs for each 
embedment. 

SUMMARY OF THE INVENTION 

[0008] It is therefore an object of the present invention to 
provide a system and method for creating security applica 
tions for a programmable cryptography module, which 
overcomes the drawbacks set forth above. 

[0009] In accordance with the present invention, a system 
and method creates security applications for a program 
mable cryptography module, which includes a security 
policy software module and mirror security policy data 
structures that serve as a comparison for any cryptographic 
security policy functions of the security policy. A processor 
determines a security policy for an implementation speci?c 
application as a set of rules governing cryptographic security 
policy functions of the security policy software module. The 
processor is operative for generating a binary security policy 
?le that is representative of the security policy. This ?le is 
compared with the mirror security policy data structures to 
determine a violation of the security policy or successful 
comparison. 

[0010] In yet another aspect of the present invention, the 
programmable cryptography module includes a crypto 
graphic system and cryptographic security policy functions 
that are enabled for the cryptographic system. A processor 
performs a signature on the cryptographic system and is 
operative for generating the binary security policy ?le 
representative of a security policy for an implementation 
speci?c application as a set of rules governing cryptographic 
security policy functions of the programmable cryptography 
module. The processor approves any binary security policy 
?les, for eXample, such as for NSA certi?cation, without 
performing again a signature on the cryptographic system. 
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[0011] In another aspect of the present invention, a user 
inputs data for generating the binary security policy ?le 
Within an obj ect distribution interface that comprises, in one 
aspect of the invention, a graphical user interface having 
tabs for selecting different cryptographic security policy 
functions. 

[0012] These cryptographic security policy functions can 
be enabled after successful comparison or bypassed if a 
violation of the security policy has occurred. The binary 
security policy ?le is loaded into a system memory, for 
eXample, a ?ash memory. Data from the binary security 
policy ?le can be overlaid onto the mirror security policy 
data structures for a comparison. 

[0013] In another aspect of the present invention, the 
binary security policy ?le comprises hexadecimal enumera 
tions that represent data Within a binary security policy ?le. 
The physical position of the data could determine an inter 
pretation of the data for the security policy. The binary 
security policy ?le can also comprise parsed data such that 
its physical position determines an interpretation of the data 
for the security policy. The ?le can also include a header and 
checksum such that the processor, for eXample, a PC opera 
tive With the module, could validate the header and check 
sum before loading the binary security policy ?le into any 
memory, such as a ?ash memory of the programmable 
cryptography module. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] FIG. 1 is a block diagram of an eXample commu 
nication system that can include a programmable cryptog 
raphy module that may be updated using the system and 
method of the present invention. 

[0015] FIG. 2 is a high level ?oWchart shoWing the steps 
for approving a binary security policy ?le Without perform 
ing again a signature in accordance With the present inven 
tion. 

[0016] FIG. 3 is a high level ?oWchart shoWing the steps 
for determining a security policy of an implementation 
speci?c application of a programmable cryptography mod 
ule in accordance With the present invention. 

[0017] FIG. 4 is a block diagram shoWing basic compo 
nents than can be used in the system and method of the 
present invention. 

[0018] FIG. 5 is a vieW of a graphical user interface that 
can be used With the present invention. 

[0019] FIG. 6 is a perspective vieW of an eXample of a 
cryptographic device that can be programmed and updated 
using the system and method of the present invention. 

[0020] FIG. 7 is an exploded vieW of the cryptographic 
device of FIG. 6 illustrating various modules. 

[0021] FIG. 8 is a top plan vieW of the cryptographic 
device of FIG. 6. 

[0022] FIGS. 9-14 are schematic block diagrams illustrat 
ing in greater detail various components of the crypto 
graphic device of FIG. 6. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0023] The present invention Will noW be described more 
fully hereinafter With reference to the accompanying draW 
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ings, in Which preferred embodiments of the invention are 
shoWn. This invention may, hoWever, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein. Rather, these embodiments 
are provided so that this disclosure Will be thorough and 
complete, and Will fully convey the scope of the invention 
to those skilled in the art. Like numbers refer to like 
elements throughout, and prime notation is used to indicate 
similar elements in alternative embodiments. 

[0024] The system and method of the present invention is 
also referred to as a Security Policy Object Distribution 
System (SPODS). The present invention improves the meth 
ods currently used to impose security policies for program 
mable cryptography modules, for eXample, the Sierra line of 
products. The present invention also improves the signature 
process and subsequent cryptographic veri?cation processes 
in the Sierra programmable cryptography modules and simi 
lar cryptographic devices. 

[0025] As programmable encryption systems continue to 
develop and gain popularity, the amount of time, money and 
human resources spent on creating code that implements the 
security policies must be reduced. The signature process and 
cryptographic veri?cation process must also be improved. 

[0026] The present invention is advantageous for use With 
programmable cryptography modules, for eXample, in one 
non-limiting eXample, the Sierra and Sierra II programmable 
cryptographic modules manufactured and sold by Harris 
Corporation in Melbourne, Fla. The Sierra and Sierra II are 
programmable cryptographic modules operative as both a 
multimedia voice and data encryption module. Both mod 
ules are miniaturiZed printed Wiring assembly, custom 
designed application speci?c integrated circuits (ASIC), 
Which include supporting softWare. The modules are embed 
ded in radios and other voice and data communications 
equipment to encrypt classi?ed information prior to trans 
mission and storage. 

[0027] The NSA-certi?ed Sierra module is an embeddable 
encryption technology that combines the advantages of the 
government’s high-grade security (Type I) With the cost 
ef?ciency of a reprogrammable, commercially produced 
Type 3 and Type 4 encryption module. The Sierra module 
can assume multiple encryption personalities depending on 
the mission, and provide encryption/decryption functional 
ity, digital voice processing (vocoding) and cryptographic 
key management support functions. 

[0028] The Sierra module’s softWare programmability 
provides a loW cost migration path for future upgrades to 
embedded communications equipment Without the logistics 
and cost burden normally associated With upgrading hard 
Ware. The module provides a user the capability to remove 
the Type 1 functionality, alloWing the device to be doWn 
graded from a CCI device to an unclassi?ed device. 

[0029] The Sierra module’s small siZe, loW poWer and 
high data rates make it an ideal choice for battery sensitive 
applications. It is ideally suited for military radios, APCO 
Project 25 radios, Wireless LAN ’s, remote sensors, guided 
munitions, UAV’s and other equipment requiring a loW 
poWer, programmable solution. The Sierra module is avail 
able today as a complete compact module or as discrete parts 
for custom applications. The Sierra module has been fully 
NSA certi?ed and successfully embedded in multiple appli 
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cations (Motorola XTSTM 5000 Radio, BAE Systems JTRS 
2C Radio, Harris SecNet 11 Secure Wireless LAN, key 
management modules, etc.). 
[0030] The Sierra II module is a second product in the 
Sierra family and incorporates the features of the Sierra I 
module. It offers data rates greater than 300 Mbps and loW 
poWer consumption suitable for battery poWered applica 
tions, legacy and future algorithm support and advanced 
programmability. It can support the requirements of the Joint 
Tactical Radio System (JTRS) and NSA’s Crypto Modern 
iZation Program, including the requirement for programma 
bility. The softWare programmability provides a loW cost 
migration path for future upgrades to embedded communi 
cations equipment Without the logistics and cost burden 
normally associated With upgrading hardWare. These 
encryption modules have a small siZe, exhibit loW poWer 
consumption, and have high data rates, making the modules 
an ideal choice for battery poWered applications. They are 
especially suited for JTRS applications, military radios, 
Wireless local area netWorks (LAN ’s), remote sensors, 
guided munitions, UAV’s and other equipment requiring a 
loW poWered, programmable solution. The Sierra family of 
modules can be used With the cluster I cryptographic module 
and could create embeddable security modules for a cluster 
V platform. 

[0031] The Sierra family of encryption modules has vari 
ous cryptographic and other features. They are operable With 
Type 1, 3 and 4 cryptographic algorithms. 

[0032] 
[0033] 
[0034] 
[0035] 
[0036] 
[0037] 
[0038] 
[0039] 
[0040] 
[0041] 
[0042] 
[0043] 
[0044] 
[0045] Type 4 cryptographic algorithms include the CITA 
DEL cryptographic engine that uses cryptographic algo 
rithms based on a miXed-mode, arithmetic block cipher. It 
can provide half-duplex encryption and decryption at 
throughput rates up to 5 Mbps. It can process serial or 
parallel unencrypted [cipher teXt-CT)] data. Interfaces are 
3.3V and 5V CMOS compatible. The algorithm can be 
customiZed. 

Type I cryptographic algorithms include: 

a) BATON/MEDLEY; 

b) SAVILLE/PADSTONE; 

c) KEESEE/CRAYON/WALBURN; 

d) GOODSPEED; 

e) ACCORDION; 
f) FIREFLY/Enhanced FIREFLY; and 

g) JOSEKI Decrypt. 

Type 3 cryptographic algorithms include: 

a) DES, Triple DES; 

b) AES; 
c) Digital Signature Standard (DSS); and 

d) Secure Hash Algorithm (SHA). 

[0046] Other algorithms can be added later. These encryp 
tion modules also have key management, Which includes: 

[0047] a) SARK/PARK (KY-57, KYV-S and KG-84A/C 
OTAR); 
[0048] b) DS-101 and DS-102 Key Fill; 
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[0049] c) SINCGARS Mode Z/3 Fill; and 

[0050] d) Benign Key/Benign Fill. 

[0051] Data rates can be up to 300 Mbps (depending on 
the mode), and the modules are available as ASIC and/or 
another module. A programmable cryptographic ASIC is 
available in tWo packages for various embedded applica 
tions. Package 1 is 280-ball pBGA (16x16 mm), and pack 
age 2 is 608-ball BGA (31x31 

[0052] The operating temperature for these modules is 
about —40 degrees to +85 degrees C., and the supply voltage 
is about 1.8V (ASIC) or 3.3V (module). It has loW poWer 
draW, making them especially applicable for battery poW 
ered applications. These modules are ?eld softWare repro 
grammable, have cryptographic bypass, and are non-CCI 
prior to Type 1 programming. The modules are designed to 
protect voice/data traf?c up to TS/SCI. 

[0053] The modules can be used in different applications 
such as: (a) all JTRS radio products (e.g., vehicular, man 
portable, handheld, airborne, etc.); (b) handheld and mobile 
laW enforcement (battery poWered) radios; (c) guided muni 
tions and UAV applications; (d) telemetry and military 
sensor systems; (e) netWork interface cards and IP security 
products (HAIRE-compliant); secure Wireless netWorks 
(Harris SecNet products; (g) homeland security applica 
tions; and (h)neXt generation key management modules. 

[0054] An eXample of a cryptographic circuit that can be 
used With modi?cation and upgraded by the present inven 
tion is the SierraTM cryptography module, for eXample, also 
shoWn in FIG. 9 in US. published patent application No. 
2002/0095594, the disclosure Which is incorporated by 
reference in its entirety. The cryptography processor can be 
a Palisades ASIC, for eXample, as in the Sierra cryptography 
module. The cryptography circuit could include RAM and 
associated back-up battery and a ?eld programmable gate 
array that can be programmed to produce various devices 
and logic blocks as appreciated by those skilled in the art. 

[0055] FIG. 1 is a high level block diagram of an eXample 
communication system 10 that includes various components 
that could incorporate a programmable cryptographic mod 
ule and used With the present invention. 

[0056] The communications system 10 includes a base 
station segment 12 and Wireless message terminals that 
could be modi?ed for use With the present invention. The 
base station segment 12 includes a VHF radio 20 and HF 
radio 22 that communicate and transmit voice or data over 
a Wireless link to a VHF net 24 or HF net 26, each Which 
include a number of respective VHF radios 28 and HF radios 
30, and personal computer Workstations 32 connected to the 
radios 28, 30. The base station segment 12 includes a 
landline connection to a public sWitched telephone netWork 
(PSTN) 40, Which connects to a PABX 42. A satellite 
interface 44, such as a satellite ground station, connects to 
the PABX 42, Which connects to processors forming Wire 
less gateWays 46a, 46b. These interconnect to the VHF radio 
20 or HF radio 22, respectively. The processors are con 
nected through a local area netWork to the PABX 42 and 
e-mail clients 50. 

[0057] An Ethernet/TCP-IP local area netWork could oper 
ate as a “radio” mail server. E-mail messages could be sent 
over radio links and local air netWorks using STANAG-5066 
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as second-generation protocols/Waveforms (the disclosure 
Which is hereby incorporated by reference in its entirety) 
and, of course, preferably With the third-generation interop 
erability standard: STANAG-4538. An interoperability stan 
dard FED-STD-1052 (the disclosure Which is hereby incor 
porated by reference in its entirety) could be used With 
legacy Wireless devices. Examples of equipment that can be 
used in the present invention include different Wireless 
gateWay and radios manufactured by Harris Corporation of 
Melbourne, Fla. This equipment could include RF5800, 
5022, 7210, 5710, 5285 and PRC 117 and 138 series 
equipment and devices as non-limiting examples. 

[0058] Currently, many embedment applications of a 
Sierra based programmable encryption module as manufac 
tured and sold by Harris Corporation or similar crypto 
graphic modules and devices must have a corresponding 
custom softWare package. These are required because each 
implementation speci?c application (ISA) is required to 
have a security policy imposed on it. A security policy is a 
set of rules governing the cryptographic capabilities and 
cryptographic security policy functionality of the crypto 
subsystem or “system.” Each unique code package must go 
through a cost and time intensive signature process to 
approve the unique security policy for the corresponding 
code package. 

[0059] FIG. 2 is a high level How chart that illustrates 
basic steps of the present invention in Which cryptographic 
security policy functions are initially enabled (Block 50). A 
signature is performed on the entire cryptographic system 
(Block 52). This signature typically includes NSA approval. 
A binary security policy ?le is generated (Block 54) and 
approved Without performing again a signature (Block 56). 
Thus, the present invention alloWs the creation of one code 
package for the programmable crypto-system that can be 
easily imported to many applications, While folloWing the 
security policies imposed by the NSA. This reduces the 
manpoWer required to create multiple cryptographic embed 
ment applications for the programmable cryptographic mod 
ule and reduces the amount of time and money spent by any 
organiZation on the NSA signature process. With the present 
invention, security policy upgrades can be transferred to 
customers With less dif?culty. 

[0060] FIG. 3 is a high level ?oWchart shoWing that a 
security policy is ?rst determined for an implementation 
speci?cation application (Block 60). The binary security 
policy ?le is generated (Block 62) and compared With a 
mirror security policy data structure (Block 64). The cryp 
tographic security policy functions are enabled When a 
positive comparison occurs (Block 66). 

[0061] FIG. 4 shoWs a programmable cryptography mod 
ule 70, such as the Sierra module, that is operable With an 
external processor 72. Asecurity policy is determined for an 
implementation speci?c application (ISA) as a set of rules 
governing cryptographic security policy functions of the 
security policy softWare module, also shoWn as a security 
policy manager 74. The processor 72 could be a laptop or 
other PC connected to the programmable cryptography 
module 70 and operable for performing different functions. 
The processor 72 has a user readable format and generates 
binary security policy ?les. These are formatted With appro 
priate programs as part of the programmable cryptography 
module and security policy softWare. A builder is doWn 
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loaded into the programmable cryptography module. The 
security policy softWare module or manager is operable With 
a key manager 76, alarm manager 78, traffic manager 80 and 
future security policy upgrades 82. The processor 72 is 
operable With the programmable module 70 to perform a 
signature check for NSA security 84 and load the binary 
security policy ?le into a ?le system 86, Which could be a 
?ash memory of the programmable cryptography module. 

[0062] FIG. 5 shoWs an object distribution interface 90 as 
a graphical user interface in Which data can be input for 
generating a binary security policy ?le that includes a button 
92a for generating tabs or a button 92b or for loading the last 
table. A series of tabs 94 can be depressed, including the 
illustrated modes tab. The tabs include a tab for authentica 
tion algorithms, integrity algorithms, key types, neW values 
and alarm actions. A series of numerical indicia tabs 96 
alloW data entry using drop-doWn menu options, including 
algorithm, data rate, mode, maXimum traf?c header bypass 
siZe, data labeling, rekey capability and classi?cation level, 
message volume measurement and data validation. SRC best 
combinations With short and long periods are also shoWn. 
The GUI shoWn in FIG. 5 is only one non-limiting eXample 
of an interface that can be used With the present invention. 

[0063] The security policy object distribution system of 
the present invention is a four-part solution. It includes: (1) 
the object distribution interface 90, (2) a ?ash formatted 
binary ?le 86, (3) a security policy softWare module 70, and 
(4) signature of the ?ash formatted binary ?le (FIGS. 2-3). 
[0064] The object distribution interface 90 is a WindoWs 
based softWare interface that is used to select the appropriate 
security policies for any given implementation speci?c 
application. The object distribution interface is also respon 
sible for generating a binary ?le containing the security 
policy data, i.e., binary security policy ?le, Which is format 
ted for loading into an onboard ?ash ?le system. This ?le is 
stored for later use by the cryptographic module code, for 
eXample, the Sierra module code in one non-limiting 
eXample. The ?ash formatting can be performed in the 
processor 72 or elseWhere using a proprietary Sierra pro 
gram builder softWare such as developed by Harris Corpo 
ration of Melbourne, Fla. 

[0065] The security policy softWare module 74 is a subset 
of the core Sierra module code that directly interacts With the 
binary security policy ?le stored in the ?ash ?le system, i.e., 
?ash memory. The security policy softWare module code 
reads in the security policy from the ?le system, and based 
upon the data contained in the security policy, enables any 
speci?ed security policy functions or other features of the 
cryptographic system. This alloWs for the use of one “all 
inclusive” code package that can be ported to many imple 
mentation speci?c, and security policy speci?c applications. 
[0066] The processor and module perform a signature on 
the entire code package one time (the entire code package 
refers to the package in Which every security policy function 
or other feature is available and enabled). On every ISA 
thereafter, only the security policy binary ?le must be 
approved and signed. The present invention improves the 
current signature method because all of the source code Will 
have already been approved and signed. There is no need to 
go through the entire signing process again. Instead, the 
security policy binary ?le can be approved and signed via 
email. The present invention eliminates the time and cost of 
the crypto-veri?cation process for each application. 
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[0067] The object distribution interface 90 is formed as a 
Windows based Graphical User Interface (GUI) program 
created by using the visual basic programming language or 
similar language. The options available for user selection on 
the GUI are subdivided by cryptographic security policy 
functionality. Each subset of cryptographic security policy 
functionality is presented on a separate tab of the GUI (for 
example, as shoWn in FIG. 5). The object distribution 
interface softWare is easily upgradeable for future expansion 
of cryptographic security policy functionality, and can be 
expanded upon if a particular project requires more crypto 
graphic security policy functions than are currently avail 
able. 

[0068] Once the security policy has been determined for a 
particular implementation speci?c application (ISA), the 
graphical user interface of the object distribution interface is 
used to generate a hex formatted binary ?le representation of 
the security policy. The binary security policy ?le includes 
hexadecimal enumerations that represent the security policy 
data. The physical position of the data in this binary security 
policy ?le determines the interpretation of that data at the 
time that the binary security policy ?le is being parsed by the 
Sierra module code. 

[0069] The binary security policy ?le generated by the 
graphical user interface of the object distribution interface 
program 90 must be formatted to be loaded into the ?ash ?le 
system 86 for the particular ISA. The binary security policy 
?le formatting is achieved by running the binary ?le through 
softWare for a program builder, such as the proprietary Sierra 
Program Builder (SPB) developed by Harris Corporation. 
The program builder softWare adds a header and a checksum 
to the binary ?le to preserve/check the integrity of the ?le. 
The output of the program builder softWare Would be a ?le 
generated With the ?le extension .smp. Terminal program 
softWare, for example, the proprietary Sierra terminal pro 
gram (STP), is used to load the binary security policy ?le 
into the ?ash ?le system. The binary security policy ?le Will 
not successfully load through the terminal program Without 
successful validation of the header and the checksum. 

[0070] The security policy softWare module is a subset of 
the module code, for example, the core Sierra module code 
that directly interacts With the binary security policy ?le that 
is stored in the ?ash ?le system. When the module comes out 
of a reset condition, and the initialiZation code of the Sierra 
module code executes, the ?le system Will be reached in 
from the ?ash memory. When the binary security policy ?le 
is read from the ?le system, the data is overlaid onto security 
policy data structures. Hard coded in the security policy 
softWare module are a set of mirror security policy data 
enumerated structures that serve as a comparison limit for 
the various cryptographic security policy functions of the 
security policy. 

[0071] At run time When an applicable cryptographic 
function is called, the corresponding security policy data 
structure obtained form the ?le system is parsed and com 
pared With the hard coded mirror security policy limiting 
structure. When there is a violation of the security policy, the 
call to the cryptographic security policy function is bypassed 
and a security policy violation error is returned to the host 
or processor. When all security policy comparisons Were 
successful, hoWever, the module code proceeds to carry out 
the cryptographic security policy function. When no security 
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policy has been loaded into the ?le system, the security 
policy softWare module’s security policy structures default 
to the most limiting case in Which no cryptographic security 
policy features are alloWed. 

[0072] The addition of the Security Policy Object Distri 
bution System (SPODS) of the present invention to an 
integrated system of Sierra module implementation speci?c 
applications reduces the costs (in terms of employee time, 
labor and ?nancial cost) of the signature process. The 
procedure for a system that uses the present invention 
requires a complete intensive signature process on the entire 
Sierra module code package, as if there Were no security 
policy being imposed on it. Thus, the signature and crypto 
graphic veri?cation is performed on a code package that can 
potentially perform all cryptographic and secure capabilities 
available, limited only by the capabilities of the Sierra or 
other ASIC and the maximum cryptographic and secure 
capabilities of the code package. For each implementation 
speci?c application thereafter, the ?ash formatted binary 
security policy ?le consisting of the security policy for that 
particular ISA must be signed and veri?ed. 

[0073] The present invention reduces the process of 
imposing a neW security policy for any implementation 
speci?c application. The result is less employee time and 
labor and less time to develop individual code packages With 
different security policies. The present invention also eases 
the ability for the user to create and sell upgrades to 
customers because the Sierra or other module code Will have 
been completed prior to an upgrade request. A security 
policy upgrade Would consist of a signed binary security 
policy ?le that enables the requested cryptographic 
upgrades. 

[0074] An example of a communication system that could 
include a cryptographic device that Would be updated using 
the present invention is shoWn in FIGS. 6-14. This com 
munication system 129 is set forth as an example of a type 
of system that can incorporate the encryption module and 
security policy object distribution system of the present 
invention. Further details of the cryptographic device are set 
forth in commonly assigned US. patent application Ser. 
Nos. 10/806,667 and 10/806,949, both ?led Mar. 23, 2004, 
the disclosures Which are hereby incorporated by reference 
in their entirety. A cryptographic device 130, a plurality of 
netWork devices 140, and a netWork such as a Wireless Local 
Area NetWork (WLAN) 148 are illustrated. The crypto 
graphic device 130 illustratively includes a cryptographic 
module 131 coupled to one of the devices 140 and a 
communications module 132. As shoWn in FIG. 7, the 
communications module 132 is removably coupled to the 
cryptographic module 131, as Will be discussed further 
beloW. Aplurality of interchangeable communications mod 
ules 132 may be connected to the cryptographic module 131 
for communicating over different communications media. 
The communications module 132 is a WLAN module Which 
includes dual tri-band antennas 133. The cryptographic 
device 130 can be used With numerous types of Wired and 
Wireless netWorks. 

[0075] By including the appropriate chip sets/interface 
circuitry in different communications modules 132, each of 
these modules may interface With a different netWork 
medium (e.g., WLAN, Wireline medium, ?ber optic 
medium, etc.), yet all interface With the same cryptographic 
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module 131. That is, the same cryptographic module 31 may 
be used for numerous network applications simply by cou 
pling the appropriate communications module 132 thereto 
for the desired application. Examples of various types of 
communications modules 132 that may be used include 
WLAN modules, plain old telephone service (POTS) mod 
ules, tactical radio modules, El/Tl modules, in-line netWork 
encryptor (INE) modules, a VersaModule Eurocard (VME) 
bus module, etc. 

[0076] The modular design and ease of interchangeability 
not only provides a convenient Way to quickly con?gure the 
cryptographic module 131 for different applications, but it 
may also be particularly useful for high level security 
applications such a Type 1, FIPS 140-2 level 4, etc. 

[0077] The cryptographic module 131 includes all of the 
sensitive cryptographic circuitry and associated crypto 
graphic algorithms/keys. The various communications mod 
ules 132 provide interfaces for different types of netWorks. 
That is, they do not process or transmit “red” (i.e., unen 
crypted) con?dential/classi?ed data, and thus they Will 
likely not require the same certi?cation scrutiny as the 
cryptographic module 131. 

[0078] In particular, the cryptographic module 131 
includes a ?rst housing 134, a user netWork interface 135 
carried by the ?rst housing, a cryptographic processor 136 
carried by the ?rst housing and coupled to the user netWork 
interface, and a ?rst inter-module connector 137 carried by 
the ?rst housing and coupled to the cryptographic processor. 
The user netWork interface 135 may be an Ethernet physical 
layer (PHY) interface compatible With the IEEE 802.3 
standard, for example, as Will be appreciated by those skilled 
in the art. Various connectors 138 are also carried by the ?rst 
housing 134 for coupling the cryptographic module 131 to 
different netWork devices 140 (e.g., personal computers 
(PCs), servers, portable communications devices, etc.). 

[0079] By Way of example, the connectors 138 may be 
Wireline connectors, such as an R145 connector or ?ber optic 
connectors, such as an LC ?ber optic connector. Caps 139 
may also be included for protecting the connectors 134. A 
poWer sWitch 141 and LED status indicators 142 (i.e., 
poWer, link state, ?ll, and alarm) are also carried by the ?rst 
housing 134. 

[0080] It should be noted that the term “user” is used With 
relation to the user netWork interface 135 simply to indicate 
that this interface is for the user netWork device side and not 
the communications netWork side of the cryptographic 
device 130. That is, “user” does not mean that the interface 
135 is only for individual user devices such as PCs. Instead, 
the user netWork interface may be connected to a variety of 
different LAN devices (e.g., servers, bridges, access points, 
etc.), as noted above. 

[0081] The communications module 132 illustratively 
includes a second housing 145, a second inter-module 
connector 146 carried by the second housing and removably 
mateable With the ?rst connector 137 of the cryptographic 
module 131, and a netWork communications interface 147 
carried by the second housing 145 and coupled to the second 
connector. In the present example, the netWork communi 
cations interface 147 includes a WLAN communication 
circuit (e.g., an 802.11 chip set) for cooperating With the 
antennas 133 to Wirelessly communicate With a netWork 
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(e.g., LAN) 148, as Will be discussed further beloW. Yet, as 
noted above, the netWork communications interface 147 
may be a Wireline LAN communication circuit, a ?ber optic 
LAN communication circuit, etc., for example. 

[0082] The various circuit components of the crypto 
graphic module 131 may be implemented in a cryptographic 
circuit card (CCA) 150, for example, as Will be appreciated 
by those skilled in the art. The circuitry of the communica 
tions module 132 may similarly be implemented in a CCA 
151. The cryptographic module 131 may also include a 
poWer CCA 152 carried by the ?rst housing 134 and 
including poWer supply/?ltering circuitry 153 for poWering 
the cryptographic processor 136, the user netWork interface 
135, and the communications module 132. 

[0083] The cryptographic processor 136 may include a 
host netWork processor 154 connected to the user netWork 
interface 135, and cryptography circuitry 155 connected to 
the host netWork processor. More particularly, the cryptog 
raphy circuitry 155 illustratively includes an unencrypted 
(i.e., “red”) data buffer 156 connected to the host netWork 
processor 154, a cryptography circuit 157 connected to the 
unencrypted data buffer, and an encrypted (i.e., “black”) data 
buffer 158 connected betWeen the cryptography circuit and 
the ?rst connector 137. 

[0084] By Way of example, the unencrypted and encrypted 
data buffers may be ?rst-in, ?rst-out (FIFO) buffers imple 
mented using ?eld-programmable gate arrays (FPGAs), and 
the cryptography circuit 157 may be implemented in an 
application speci?c integrated circuit (ASIC). The cryptog 
raphy ASIC that is particularly Well suited is the Sierra (and 
Sierra II) device, but other suitable circuitry may be used as 
Well. 

[0085] The host netWork processor 154 illustratively 
includes a plurality of modules Which may be implemented 
using hardWare and/or softWare, as Will be appreciated by 
those skilled in the art. Generally speaking, the host netWork 
processor 154 includes a ?rst 802.3 medium access control 
ler (MAC) controller 160 for interfacing the user netWork 
interface 135, a second 802.3 MAC controller 161 for 
interfacing the cryptographic processor 136 and netWork 
communications interface 147, as Will be described further 
beloW, and a processor 162 coupled betWeen the MAC 
controllers. The host netWork processor 154 and user net 
Work interface 135 may communicate via dedicated lines for 
Media Independent Interface (MII) communications, as Will 
be discussed further beloW, and a management data input/ 
output bus (FIGS. 11 and 13), for example. 

[0086] More speci?cally, the processor 162 may include a 
hypertext transfer protocol (HTTP) server module 173, a 
simple netWork management protocol agent 163, a ?reWall/ 
routing module 164, an over the air rekeying/over the 
netWork re-keying (OTAR/OTNR) module 165, and an over 
the air ZeroiZation/over the netWork ZeroiZation (OTAZ/ 
OTNZ) module 166. Moreover, the processor 154 also 
illustratively includes a mode controller 167 for providing 
proper con?guration based upon the particular mode or 
media With Which the cryptographic module 131 is to 
operate (e.g., WLAN access point mode, ad-hoc mode, 
infrastructure mode, etc.). The mode controller 167 may also 
perform other con?guration/monitoring functions, such as 
for service set identi?ers (SSIDs), channel, transmission 
level, data rate, 802.11 band selection (i.e., a, b, g) depend 










