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METHOD AND APPARATUS FOR MANAGING 
WRITE BACK CACHE 

RELATED APPLICATION 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/609,211, ?led on Sep. 10, 2004. 
The entire teachings of the above application are incorpo 
rated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] A multi-processing system includes a plurality of 
processors that share a single memory. Typically, multi-level 
caches are used to reduce memory bandWidth demands on 
the single memory. The multi-level caches may include a 
?rst-level private cache in each processor and a second-level 
cache shared by all of the processors. As the cache is much 
smaller than the memory in the system, only a portion of the 
data stored in buffers/blocks in memory is replicated in the 
cache. 

[0003] If data stored in a buffer/block requested by a 
processor is replicated in the cache, there is a cache hit. If the 
requested data is not replicated in the cache, there is a cache 
miss and the requested block that stores the data is retrieved 
from memory and also stored in the cache. 

[0004] When shared data is cached, the shared value may 
be replicated in multiple ?rst-level caches. Thus, caching of 
shared data requires cache coherence. Cache coherence 
ensures that multiple processors see a consistent vieW of 
memory, for eXample, a read of the shared data by any of the 
processors returns the most recently Written value of the 
data. 

[0005] Typically, blocks of memory (cache blocks) are 
replicated in cache and each cache block has an associated 
tag that includes a so-called dirty bit. The state of the dirty 
bit indicates Whether the cache block has been modi?ed. In 
a Write back cache, the modi?ed cache block is Written back 
to memory only When the modi?ed cache block is replaced 
by another cache block in the cache. 

SUMMARY OF THE INVENTION 

[0006] In a netWork services processor, When the modi?ed 
cache block is replaced in the cache, the modi?ed cache 
block may not alWays need to be Written back to memory. 
For eXample, the cache block can be used to store packet 
data While it is being processed. After the data has been 
processed, the processed packet data stored in the cache 
block is no longer required and the buffer in memory is 
freed, that is, made available for allocation to store data for 
another packet. As the processed packet data that is stored in 
the cache block Will not be used When the buffer in memory 
is re-allocated for storing other packet data, it Would be 
Wasteful to Write the cache block in the cache back to the 
buffer in memory. Not performing a Write operation to Write 
the cache block back to memory reduces both the time taken 
for the Write operation in the processor and the memory 
bandWidth to Write the data to memory. 

[0007] Accordingly, a netWork services processor includes 
a input/output bridge that avoids unnecessary memory 
updates When cache blocks storing processed packet data are 
no longer required, that is, buffers in memory (correspond 
ing to the cache blocks in cache) are freed. Instead of Writing 

Mar. 16, 2006 

the cache block back to memory, only the dirty bit for the 
selected cache block is cleared, thus avoiding these Wasteful 
Write-backs from cache to memory. 

[0008] A netWork services processor includes a plurality 
of processors and a coherent shared memory. The coherent 
memory includes a cache and a memory and is shared by the 
plurality of processors. An input/output bridge is coupled to 
the plurality of processors and the cache. The input/output 
bridge monitors requests to free a buffer in memory (that is, 
a buffer that has been allocated for storing packet data) to 
avoid Writing a modi?ed cache block in the cache back to the 
buffer. 

[0009] Upon detecting a request to free the block stored in 
cache memory, the input/output bridge issues a command to 
clear a dirty bit associated With the cache block. A cache 
controller may be coupled to the plurality of processors, the 
cache and the input/output bridge. The cache controller 
stores the dirty bit associated With the block and clears the 
dirty bit upon receiving the command from the input/output 
bridge. 
[0010] The input/output bridge may also include a don’t 
Write back queue Which stores commands to be issued to the 
cache controller. The input/output bridge may include a free 
queue that stores requests to free blocks to be added to a free 
pool. The netWork services processor may also include a 
plurality of processing units coupled to the input/output 
bridge. The input/output bridge stores packets to be trans 
ferred betWeen the processing units and the coherent shared 
memory in Which packets are stored for processing by the 
processors. 

[0011] The netWork services processor may also include a 
memory allocator that provides free lists of blocks in shared 
coherent memory for storing received packets. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The foregoing and other objects, features and 
advantages of the invention Will be apparent from the 
folloWing more particular description of preferred embodi 
ments of the invention, as illustrated in the accompanying 
draWings in Which like reference characters refer to the same 
parts throughout the different vieWs. The draWings are not 
necessarily to scale, emphasis instead being placed upon 
illustrating the principles of the invention. 

[0013] FIG. 1 is a block diagram of a security appliance 
including a netWork services processor according to the 
principles of the present invention; 

[0014] FIG. 2 is a block diagram of the netWork services 
processor shoWn in FIG. 1; 

[0015] FIG. 3 is a block diagram illustrating a Coherent 
Memory Bus (CMB) coupled to cores, L2 cache controller 
and Input/Output Bridge (IOB) and units for performing 
input and output packet processing coupled to the IOB 
through the IO bus; 

[0016] FIG. 4 is a block diagram of the cache controller 
and L2 cache shoWn in FIG. 3; 

[0017] FIG. 5 is a block diagram of the I/O Bridge (IOB) 
in the netWork services processor shoWn in FIG. 3; and 

[0018] FIG. 6 illustrates the format of a pool free com 
mand to add a free address to a pool. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

[0019] A description of preferred embodiments of the 
invention follows. 

[0020] FIG. 1 is a block diagram of a security appliance 
102 including a netWork services processor 100 according to 
the principles of the present invention. The security appli 
ance 102 is a standalone system that can sWitch packets 
received at one Ethernet port (Gig E) to another Ethernet 
port (Gig E) and perform a plurality of security functions on 
received packets prior to forWarding the packets. For 
example, the security appliance 102 can be used to perform 
security processing on packets received on a Wide Area 
NetWork prior to forWarding the processed packets to a 
Local Area NetWork. The netWork services processor 100 
includes hardWare packet processing, buffering, Work sched 
uling, ordering, synchroniZation, and cache coherence sup 
port to accelerate packet processing tasks according to the 
principles of the present invention. 

[0021] The netWork services processor 100 processes 
Open System Interconnection netWork L2-L7 layer proto 
cols encapsulated in received packets. As is Well-knoWn to 
those skilled in the art, the Open System Interconnection 
(OSI) reference model de?nes seven netWork protocol layers 
(Ll-7). The physical layer (L1) represents the actual inter 
face, electrical and physical that connects a device to a 
transmission medium. The data link layer (L2) performs data 
framing. The netWork layer (L3) formats the data into 
packets. The transport layer (L4) handles end to end trans 
port. The session layer (L5) manages communications 
betWeen devices, for example, Whether communication is 
half-duplex or full-duplex. The presentation layer (L6) man 
ages data formatting and presentation, for example, syntax, 
control codes, special graphics and character sets. The 
application layer (L7) permits communication betWeen 
users, for example, ?le transfer and electronic mail. 

[0022] The netWork services processor performs Work 
(packet processing operations) for upper level netWork pro 
tocols, for example, L4-L7. The packet processing (Work) to 
be performed on a particular packet includes a plurality of 
packet processing operations (pieces of Work). The netWork 
services processor alloWs processing of upper level netWork 
protocols in received packets to be performed to forWard 
packets at Wire-speed. Wire-speed is the rate of data transfer 
of the netWork over Which data is transmitted and received. 
By processing the protocols to forWard the packets at 
Wire-speed, the netWork services processor does not sloW 
doWn the netWork data transfer rate. 

[0023] The netWork services processor 100 includes a 
plurality of Ethernet Media Access Control interfaces With 
standard Reduced Gigabyte Media Independent Interface 
(RGMII) connections to the off-chip PHYs 104a, 104b. 

[0024] The netWork services processor 100 receives pack 
ets from the Ethernet ports (Gig E) through the physical 
interfaces PHY 104a, 104b, performs L7-L2 netWork pro 
tocol processing on the received packets and forWards 
processed packets through the physical interfaces 104a, 
104b to another hop in the netWork or the ?nal destination 
or through the PCI bus 106 for further processing by a host 
processor. The netWork protocol processing can include 
processing of netWork security protocols such as FireWall, 
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Application FireWall, Virtual Private NetWork (VPN) 
including IP Security (IPSec) and/or Secure Sockets Layer 
(SSL), Intrusion detection System (IDS) and Anti-virus 
(AV). 
[0025] A DRAM controller in the netWork services pro 
cessor 100 controls access to an external Dynamic Random 
Access Memory (DRAM) 108 that is coupled to the netWork 
services processor 100. The DRAM 108 stores data packets 
received from the PHYs interfaces 104a, 104b or the Periph 
eral Component Interconnect Extended (PCI-X) interface 
106 for processing by the netWork services processor 100. In 
one embodiment, the DRAM interface supports 64 or 128 bit 
Double Data Rate II Synchronous Dynamic Random Access 
Memory (DDR II SDRAM) operating up to 800 MHZ. 

[0026] A boot bus 110 provides the necessary boot code 
Which is stored in ?ash memory 112 and is executed by the 
netWork services processor 100 When the netWork services 
processor 100 is poWered-on or reset. Application code can 
also be loaded into the netWork services processor 100 over 
the boot bus 110, from a device 114 implementing the 
Compact Flash standard, or from another high-volume 
device, Which can be a disk, attached via the PCI bus. 

[0027] The miscellaneous I/O interface 116 offers auxil 
iary interfaces such as General Purpose Input/Output 
(GPIO), Flash, IEEE 802 tWo-Wire Management Interface 
(MDIO), Universal Asynchronous Receiver-Transmitters 
(UARTs) and serial interfaces. 

[0028] The netWork services processor 100 includes 
another memory controller for controlling LoW latency 
DRAM 118. The loW latency DRAM 118 is used for Internet 
Services and Security applications alloWing fast lookups, 
including the string-matching that may be required for 
Intrusion Detection System (IDS) or Anti Virus (AV) appli 
cations. 

[0029] FIG. 2 is a block diagram of the netWork services 
processor 100 shoWn in FIG. 1. The netWork services 
processor 100 delivers high application performance using a 
plurality of processor cores 202. 

[0030] In one embodiment, each processor core 202 is a 
dual-issue, superscalar processor With instruction cache 206, 
Level 1 data cache 204, and built-in hardWare acceleration 
(crypto acceleration module) 200 for cryptography algo 
rithms With direct access to loW latency memory over the 
loW latency memory bus 230. 

[0031] The netWork services processor 100 includes a 
memory subsystem. The memory subsystem includes level 
1 data cache memory 204 in each core 202, instruction cache 
in each core 202, level 2 cache memory 212, a DRAM 
controller 216 for access to external DRAM memory 108 
(FIG. 1) and an interface 230 to external loW latency 
memory. 

[0032] The memory subsystem is architected for multi 
core support and tuned to deliver both high-throughput and 
loW-latency required by memory intensive content netWork 
ing applications. Level 2 cache memory 212 and external 
DRAM memory 108 (FIG. 1) are shared by all of the cores 
202 and I/O co-processor devices over a coherent memory 
bus 234. The coherent memory bus 234 is the communica 
tion channel for all memory and I/O transactions betWeen 
the cores 202, an I/O Bridge (IOB) 232 and the Level 2 
cache and controller 212. 
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[0033] Frequently used data values stored in DRAM 108 
(FIG. 1) may be replicated for quick access in cache (L1 or 
L2). The cache stores the contents of frequently accessed 
locations in DRAM 108 (FIG. 1) and the address in DRAM 
Where the contents are stored. If the cache stores the contents 
of an address in DRAM requested by a core 202, there is a 
“hit” and the data stored in the cache is returned. If not, there 
is a “miss” and the data is read directly from the address in 
DRAM 108 (FIG. 1). 

[0034] A Free Pool Allocator (FPA) 236 maintains pools 
of pointers to free memory locations (that is, memory that is 
not currently used and is available for allocation) in DRAM 
108 (FIG. 1). In one embodiment, the FPA unit 236 imple 
ments a bandWidth ef?cient (Last In First Out (LIFO)) stack 
for each pool of pointers. 

[0035] In one embodiment, pointers submitted to the free 
pools are aligned on a 128 byte boundary and each pointer 
points to at least 128 bytes of free memory. The free siZe 
(number of bytes) of memory can differ in each pool and can 
also differ Within the same pool. In one embodiment, the 
FPA unit 236 stores up to 2048 pointers. Each pool uses a 
programmable portion of these 2048 pointers, so higher 
priority pools can be allocated a larger amount of free 
memory. If a pool of pointers is too large to ?t in the Free 
Pool Allocator (FPA) 236, the Free Pool Allocator (FPA) 236 
builds a tree/list structure in level 2 cache 212 or DRAM 
using freed memory in the pool of pointers to store addi 
tional pointers. 

[0036] The U0 Bridge (IOB) 232 manages the overall 
protocol and arbitration and provides coherent I/O partition 
ing. The IOB 232 includes a bridge 238 and a Fetch and Add 
Unit (FAU) 240. The bridge 238 includes queues for storing 
information to be transferred betWeen the I/O bus 262, 
coherent memory bus 234, and the IO units including the 
packet input unit 214 and the packet output unit 218. The 
bridge 238 also includes a Don’t Write Back (DWB) engine 
260 that monitors requests to free memory in order to avoid 
unnecessary cache updates to DRAM 108 (FIG. 1) When 
cache blocks are no longer required (that is, the buffers in 
memory are freed) by adding them to a free pool in the FPA 
unit 236. Prior to describing the operation of the bridge 238 
in further detail, the IO units coupled to the IO bus 262 in 
the netWork services processor 100 Will be described. 

[0037] Packet Input/Output processing is performed by an 
interface unit 210a, 210b, a packet input unit (Packet Input) 
214 and a packet output unit (PKO) 218. The input controller 
and interface units 210a, 210b perform all parsing of 
received packets and checking of results to offload the cores 
202. 

[0038] The packet input unit 214 allocates and creates a 
Work queue entry for each packet. This Work queue entry 
includes a pointer to one or more buffers (blocks) stored in 
L2 cache 212 or DRAM 108 (FIG. 1). The packet input unit 
214 Writes packet data into buffers in Level 2 cache 212 or 
DRAM 108 in a format that is convenient to higher-layer 
softWare eXecuted in at least one processor core 202 for 
further processing of higher level netWork protocols. The 
packet input unit 214 supports a programmable buffer siZe 
and can distribute packet data across multiple buffers in 
DRAM 108 (FIG. 1) to support large packet input siZes. 

[0039] A packet is received by any one of the interface 
units 210a, 210b through a SPI-4.2 or RGM II interface. A 
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packet can also be received by the PCI interface 224. The 
interface unit 210a, 210b handles L2 netWork protocol 
pre-processing of the received packet by checking various 
?elds in the L2 netWork protocol header included in the 
received packet. After the interface unit 210a, 210b has 
performed L2 netWork protocol processing, the packet is 
forWarded to the packet input unit 214. The packet input unit 
214 performs pre-processing of L3 and L4 netWork protocol 
headers included in the received packet. The pre-processing 
includes checksum checks for Transmission Control Proto 
col (TCP)/User Datagram Protocol (UDP) (L3 netWork 
protocols). 

[0040] The Packet order/Work (POW) module (unit) 228 
queues and schedules Work (packet processing operations) 
for the processor cores 202. Work is de?ned to be any task 
to be performed by a core that is identi?ed by an entry on a 
Work queue. The task can include packet processing opera 
tions, for eXample, packet processing operations for L4-L7 
layers to be performed on a received packet identi?ed by a 
Work queue entry on a Work queue. The POW module 228 
selects (i.e. schedules) Work for a core 202 and returns a 
pointer to the Work queue entry that describes the Work to 
the core 202. 

[0041] After the packet has been processed by the cores 
202, a packet output unit (PKO) 218 reads the packet data 
stored in L2 cache 212 or memory (DRAM 108 (FIG. 1)), 
performs L4 netWork protocol post-processing (e.g., gener 
ates a TCP/UDP checksum), forWards the packet through the 
interface unit 210a, 210b and frees the L2 cache 212 or 
DRAM 108 locations used to store the packet by adding 
pointers to the locations in a pool in the FPA unit 236. 

[0042] The netWork services processor 100 also includes 
application speci?c co-processors that offload the cores 202 
so that the netWork services processor achieves high 
throughput. The application speci?c co-processors include a 
DFA co-processor 244 that performs Deterministic Finite 
Automata (DFA) and a compression/decompression co 
processor 208 that performs compression and decompres 
s1on. 

[0043] The Fetch and Add Unit (FAU) 240 is a 2 KB 
register ?le supporting read, Write, atomic fetch-and-add, 
and atomic update operations. The PCI interface controller 
224 has a DMA engine that alloWs the processor cores 202 
to move data asynchronously betWeen local memory in the 
netWork services processor and remote (PCI) memory in 
both directions. 

[0044] FIG. 3 is a block diagram illustrating the Coherent 
Memory Bus (CMB) 234 coupled to the cores 202, L2 cache 
controller 212 and Input/Output Bridge (IOB) 232. FIG. 3 
also illustrates IO units for performing input and output 
packet processing coupled to the IOB 232 through the IO 
bus 262. The CMB 234 is the communication channel for all 
memory and I/O transactions betWeen the cores 202, the 
IOB 232 and the L2 cache controller and cache 212. 

[0045] The CMB 234 includes four busses: ADD 300, 
STORE 302, COMMIT 304, and FILL 306. The ADD bus 
300 transfers address and control information to initiate a 
CMB transaction. The STORE bus 302 transfers the store 
data associated With a transaction. The COMMIT bus 304 
transfers control information that initiates transaction 
responses from the L2 cache. The FILL bus 306 transfers ?ll 
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data (cache blocks) from the L2 cache controller and cache 
212 to the L1 data cache 204 and re?ection data for transfers 
from a core 202 to the I/O bus 262. The re?ection data 
includes commands/results that are transferred betWeen the 
I/O Bridge 232 and cores 202. The CMB 234 is a split 
transaction highly pipelined bus. For an embodiment With a 
cache block siZe of 128 bytes, a CMB transaction transfers 
a cache block siZe at a time. 

[0046] All of the busses in the CMB 234 are decoupled by 
queues in the L2 cache controller and cache 212 and the 
bridge 238. This decoupling alloWs for variable timing 
betWeen the different operations required to complete dif 
ferent CMB transactions. 

[0047] Memory requests to coherent memory space initi 
ated by a core 202 or the IOB 232 are directed to the L2 
cache controller 212. The IOB 232 initiates memory 
requests on behalf of I/O units coupled to the IO bus 262. 

[0048] A ?ll transaction initiated by a core 202 replicates 
contents of a cache block in either L1 instruction cache 206 
(FIG. 1) or L1 data cache 204 (FIG. 1). Once the core Wins 
arbitration for the ADD bus 300, it puts control information 
(that is, the ?ll transaction) and the address of the cache 
block on the ADD bus 300. The L2 cache controller 212 
receives the ADD bus information, and services the trans 
action by sending a ?ll indication on the COMMIT bus 304 
and then transferring the cache block on the FILL bus 306. 

[0049] A store transaction puts contents of a cache block 
stored in L1 instruction cache 206 (FIG. 2) or L1 data cache 
204 (FIG. 2) into L2 cache. Once the initiator (core or IOB) 
Wins arbitration for the ADD bus, it puts control information 
(store transaction), the address of the cache block and the 
number of transfers required on the ADD bus. The STORE 
bus cycles are scheduled later, after the STORE bus 302 is 
available. The store data is driven onto the STORE bus 302 
by the cores or IOB 232. For an embodiment With a cache 
block siZe of 128 bytes and 128-bit octaWord (16 byte) 
transfers, the number of cycles on the STORE bus 302 can 
range from one to eight to transfer an entire cache block. If 
a copy of the cache block is not stored in L1 data cache 204 
in another core, no core data cache invalidation is required 
and the L2 cache controller 212 puts a commit operation on 
the COMMIT bus 304. The commit operation indicates that 
the store is visible to all users of the CMB at this time. If an 
out-of-date copy of the cache block resides in at least one L1 
data cache 204 in a core 202, a commit/invalidation opera 
tion appears on the COMMIT bus 304, folloWed by an 
invalidation cycle on the FILL bus 306. 

[0050] A Don’t Write back command issued by the IOB 
232 results in control information and the address of the 
cache block placed on the ADD bus 300. The L2 cache 
controller 212 receives the ADD bus information and ser 
vices the command by clearing a dirty bit in a tag associated 
With the cache block, if the cache block is present in the L2 
cache. The L2 cache controller and cache 212 Will be 
described later in conjunction With FIG. 4. By clearing the 
dirty bit in the tag associated With the cache block, a Write 
of the cache block back to DRAM 108 (FIG. 1) is avoided. 
In a Write-back cache, this Write is avoided Whenever the 
cache block is replaced in the L2 cache. 

[0051] As already discussed in conjunction With FIG. 1 
and FIG. 2, packets are received through any one of the 
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interface units 210a, 210b or the PCI interface 224. The 
interface units 210a, 210b and packet input unit 214 perform 
parsing of received packets and check the results of the 
parsing to offload the cores 202. The interface unit 210a, 
210b checks the L2 netWork protocol trailer included in a 
received packet for common exceptions. If the interface unit 
210a, 210b accepts the packet, the Free Pool Allocator 
(FPA) 236 allocates memory for storing the packet data in 
L2 cache memory or DRAM 108 (FIG. 1) and the packet is 
stored in the allocated memory (cache or DRAM). 

[0052] The packet input unit 214 includes a Packet Input 
Processing (PIP) unit 302 and an Input Packet Data unit 
(IPD) 400. The packet input unit 214 uses one of the pools 
of pointers in the EPA unit 236 to store received packet data 
in level 2 cache or DRAM. 

[0053] The U0 busses include an inbound bus (IOBI) 308 
and an outbound bus (IOBO) 310, a packet output bus 
(POB) 312, a PKO-speci?c bus (PKOB) 316 and an input 
packet data bus (IPDB) 314. The interface unit 210a, 210b 
places the 64-bit packet segments from the received packets 
onto the IOBI bus 308. The IPD 400 in the packet input unit 
214 latches each 64-bit packet segment from the IOBI bus 
for processing. The IPD 400 accumulates the 64 bit packet 
segments into 128-byte cache blocks. The IPD 400 then 
forWards the cache block Writes on the IPDB bus 314. The 
U0 Bridge 232 forWards the cache block Write onto the 
Coherent Memory Bus (CMB) 234. 

[0054] AWork queue entry is added to a Work queue by the 
packet input unit 214 for each packet arrival. The Work 
queue entry is the primary descriptor that describes Work to 
be performed by the cores. The Packet Order/Work (POW) 
unit 228 implements hardWare Work queuing, hardWare 
Work scheduling and tag-based synchroniZation and order 
ing to queue and schedule Work for the cores. 

[0055] FIG. 4 is a block diagram of the Level 2 cache 
controller and L2 cache 212 shoWn in FIG. 3. The Level 2 
cache controller and L2 cache 212 includes an interface to 
the CMB 234 and an interface to the DRAM controller 216. 
In one embodiment, the CMB interface is 384 bits Wide, the 
DRAM interface is 512 bits Wide, and the internal cache data 
interfaces are 512 bits Wide. The L2 cache in the L2 cache 
and controller 212 is shared by all of the cores 202 and the 
I/O units, although it can be bypassed using particular 
transactions on the CMB 234. 

[0056] The L2 cache controller 212 also contains internal 
buffering and manages simultaneous in-?ight transactions. 
The L2 cache controller 212 maintains copies of tags for L1 
data cache 204 in each core 202 and initiates invalidations 
to the L1 data cache 204 in the cores 202 When other CMB 
sources update blocks in the L1 data cache. 

[0057] In one embodiment, the L2 cache is 1 MB, 8-Way 
set associative With a 128 byte cache block. In a set 
associative cache, a cache block read from memory can be 
stored in a restricted set of blocks in the cache. Acache block 
is ?rst mapped to a set of blocks and can be stored in any 
block in the set. For eXample, in an 8-Way set associative 
cache, there are 32 blocks in a set of blocks and a 128 byte 
block in memory can replicated in any block in the set of 
blocks in the cache. The cache controller includes an address 
tag for each block that stores the block address. The address 
tag is stored in the L2 tags 410. 
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[0058] The CMB 234 includes Write-invalidate coherence 
support. The data cache 204 in each core is a Write-through 
cache. The L2 cache is Write-back and both the data stored 
in the L2 cache 612 and the tags stored in L2 tags 410 are 
protected by a Single Error Correction, Double Error Detec 
tion Error Correction Code (SECDED ECC). 
[0059] The L2 cache controller 212 maintains memory 
reference coherence and returns the latest copy of a block for 
every ?ll request, Whether the latest copy of the block is in 
the cache (L1 data cache 204 or L2 data cache 612), in 
DRAM 108 (FIG. 1) or in ?ight. The L2 cache controller 
212 also stores a duplicate copy of the tags in duplicate tags 
412 for each core’s L1 data cache 204. The L2 cache 
controller 212 compares the addresses of cache block store 
requests against the data cache tags stored in the duplicate 
tags 412, and invalidates (both copies) a data cache tag for 
a core 202 Whenever the store is from another core 202 or 

coupled to the IO bus 262 (FIG. 2) from an IO unit via the 
IOB 232. 

[0060] The L2 cache controller 212 has tWo memory input 
queues 602 that receive memory transactions from the ADD 
bus 300: one for transactions initiated by cores 202 and one 
for transactions initiated by the IOB 236. 

[0061] The tWo queues 602 alloW the L2 cache controller 
212 to give the IOB memory transactions a higher priority 
than core transactions. The L2 cache controller 212 pro 
cesses transactions from the queues 602 in one of tWo 
programmable arbitration modes, ?xed priority or round 
robin alloWing IOB transactions required to service real 
time packet transfers to be processed at a higher priority. 

[0062] The L2 cache controller 212 also services CMB 
re?ections, that is, non-memory transactions that are neces 
sary to transfer commands and/or data betWeen the cores and 
the IOB. The L2 cache controller 212 includes tWo re?ection 
queues 604, 606, that store the ADD/STORE bus informa 
tion to be re?ected. TWo different re?ection queues are 
provided to avoid deadlock: re?ection queue 604 stores 
re?ections destined to the cores 202, and re?ection queue 
606 stores re?ections destined to the IOB 236 over the FILL 
bus and COMMIT bus. 

[0063] The L2 cache controller 212 can store and process 
up to 16 simultaneous memory transactions in its in-?ight 
address buffer 610. The L2 cache controller 212 can also 
manage up to 16 in-?ight cache victims, and up to four of 
these victims may reside in the victim data ?le 608. On a ?ll 
transaction, received data is returned from either the L2 
cache or DRAM 108 (FIG. 1). The L2 cache controller 212 
deposits data received on the STORE bus 302 into a ?le 
associated With the in-?ight addresses 610. Stores can either 
update the cache 612 or be Written-through to DRAM 108 
(FIG. 1). Stores that Write into the L2 data cache 612 do not 
require a DRAM ?ll to ?rst read the old data in the block, 
if the store transaction Writes the entire cache block. 

[0064] All data movement transactions betWeen the L2 
cache controller 212 and the DRAM controller 216 are 128 
byte, full-cache blocks. The L2 cache controller 212 buffers 
DRAM controller ?lls in one or both of tWo queues: in a 
DRAM-to-L2 queue 420 for data destined to be Written to 
L2 cache 612, and in a DRAM-to-CMB queue 422 for data 
destined for the FILL bus 306. The L2 cache controller 212 
buffers stores for the DRAM controller in the victim address/ 
data ?les 414, 608 until the DRAM controller 216 accepts 
them. 
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[0065] The cache controller buffers all the COMMIT/ 
FILL bus commands needed from each possible source: the 
tWo re?ection queues 604, 606, ?lls from L2/DRAM 420, 
422, and invalidates 416. 

[0066] FIG. 5 is a block diagram of the I/O Bridge (IOB) 
232 shoWn in FIG. 3. The U0 Bridge (IOB) 232 manages 
the overall protocol and arbitration and provides coherent 
I/O partitioning. The IOB 232 has three virtual busses (1) 
1/O to I/O (request and response) (2) core to I/O (request) 
and (3) I/O to L2 Cache (request and response). The IOB 
also has separate PKO and IPD interfaces. 

[0067] The IOB 232 includes tWelve queues 500a-l to 
store information to be transferred on different buses. There 
are siX queues 500a-f arbitrating to transfer on the ADD/ 
STORE buses of the Coherent Memory Bus (CMB) 234 and 
?ve queues 500g-k arbitrating to transfer on the IOBO bus. 
Another queue 5001 queues packet data to be transferred to 
the PKO 218 (FIG. 3). 

[0068] As previously discussed, When a buffer in memory 
is added to a free pool in the FPA unit 236, that buffer may 
also be replicated in a cache block in cache (L1 data cache 
204 in a core 202 or L2 cache 612). Furthermore, these 
cached blocks may store a more current version of the data 
than stored in the corresponding block in DRAM 108 (FIG. 
1). That is, the cache blocks in cache may be “dirty”, 
signi?ed by a dirty bit set in a tag associated With each cache 
block stored in L2 tags 410 (FIG. 4). As is Well-knoWn in 
the art, a “dirty” bit is a bit used to mark modi?ed data stored 
in a cache so that the modi?cation may be carried over to 

primary memory (DRAM 108 (FIG. 
[0069] In a Write-back cache, When dirty blocks are 
replaced in the cache, the dirty cache blocks are Written back 
to DRAM to ensure that the data in the block stored in the 
DRAM is up-to-date. The memory has just been freed and 
it Will not be used until it is re-allocated for processing 
another packet, so it Would be Wasteful to Write the cache 
blocks from the level 2 cache back to the DRAM. It is more 
ef?cient to clear the dirty bit for any of these blocks that are 
replicated in the cache to avoid Writing the ‘dirty’ cache 
blocks to DRAM later. 

[0070] The core freeing the memory eXecutes a store 
instruction to add the address to pool of free buffers. The 
store instruction from the core is re?ected through re?ection 
queue 606 on FILL bus 306 of the CMB. The IOB 232 can 
create Don’t Write back (DWB) CMB commands as a result 
of the memory free command. 

[0071] The DWB command results in a Don’t Write Back 
(DWB) coherent memory bus transaction on the ADD bus 
300 that results in clearing the dirty bit in the L2 tags 410, 
if the cache block is present in the L2 cache. This is an 
ADD-bus only transaction on the coherent memory bus. 
This architecture alloWs the DWB engine 260 to be sepa 
rated from the free pool unit 236. In one embodiment, the 
DWB engine 260 resides nearer to the cache controller, so 
less bandWidth is required to issue the DWB commands on 
the coherent memory bus 234. The Don’t Write back opera 
tion is used to avoid unnecessary Writebacks from the L2 
cache to DRAM for free memory locations (that is, memory 
blocks (buffers) in a free memory pool available for alloca 
tion). 
[0072] When a core 202 or I/O unit coupled to the IO bus 
262 adds free memory to a pool in the FPA unit 236, it not 
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only speci?es the address of the free memory, but also 
speci?es the number of cache blocks for Which the DWB 
engine 260 can send DWB commands to the L2 cache 
controller. The core or I/O module need not initiate any 
DWB commands. Rather, the DWB engine 260 automati 
cally creates the DWB commands When it observes the 
command to add free memory to a pool in the FPA unit 236. 

[0073] The DWB engine 260 avoids unnecessary cache 
memory updates When buffers replicated in cache blocks in 
cache that store processed packets are freed by intercepting 
memory free requests destined for the free pool allocator 
(FPA) 236. The IOB 232 intercepts memory free commands 
arriving from either the cores (via a re?ection onto the 
COMMIT/F ILL busses 304, 306) or from other IO units (via 
the IOBI bus 308). When the DWB engine 260 observes a 
memory free operation, it intercepts and queues the memory 
free operation. The free memory is not made available to the 
FPA unit 236 While the DWB engine 260 is sending DWB 
commands for the free memory. Later the DWB engine 260 
sends all necessary DWB commands for the free memory. 
After all of the DWB commands are completed/visible, the 
memory free operation continues by forWarding the request 
to the FPA unit 236. 

[0074] The IOB 232 can buffer a limited number of the 
memory free commands inside the DWB 260. If buffering is 
available, the IOB intercepts the memory free request until 
the IOB 232 has ?nished issuing the CMB DWB commands 
through the DWB engine 260 to the L2 cache controller 
queue 5006 for the request, and then forWards the request 
onto the FPA unit 236 (via the OBO bus 310). It is optional 
for the IOB 232 to issue the DWB requests. Thus, if 
buffering is not available in the DWB 232, the DWB engine 
260 does not intercept the memory free request, and instead 
the memory free request is forWarded directly to the FPA 
unit 236 and no DWB commands are issued. 

[0075] The memory free requests include a hint indicating 
the number of DWB Coherent Memory Bus (CMB) trans 
actions that the IOB 232 can issue. Don’t Write Back 
(DWB) commands are issued on the ADD bus 300 in the 
Coherent Memory Bus (CMB) 234 for free memory blocks 
so that DRAM bandWidth is not unnecessarily Wasted Writ 
ing the freed cache blocks back to DRAM. The DWB 
commands are queued on the DWB-to-L2C queue 5006 and 
result in the L2 cache controller 212 clearing the dirty bits 
for the selected blocks in the L2 tags 410 in the L2 cache 
memory controller, thus avoiding these Wasteful Write-backs 
to DRAM 108 (FIG. 1). 
[0076] Returning to FIG. 4, the DWB command enters the 
“in ?ight address” structure 610. Eventually, it is selected to 
be sent to the L2 tags 410. The address in the DWB 
command is compared to the addresses stored in the L2 tags 
410, and the dirty bit the L2 tag is cleared if the associated 
address is replicated in cache (that is, there is a ‘hit’), the 
dirty bit is cleared. If the associated address hits in a 
Write-buffer entry in a Write buffer in a core 202 (that is, the 
data has not yet been updated in L2 cache), the Write-buffer 
entry is invalidated. This Way, all memory updates for the 
cache block are voided. 

[0077] No further processing of the address is performed, 
that is the address is not checked against copies of the L1 
tags in the “Duplicate Tags” block 412, and the victim 
address ?le 414 as Would be the case for other in ?ight 
addresses. 
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[0078] Returning to FIG. 5, the DWB engine 260 in the 
input/output bridge 232 Waits to receive a commit from the 
L2 cache controller before it can pass the free request onto 
the FPA unit 236. The IOB bridges the address/data pair into 
the IOBO bus, the FPAunit 236 recogniZes it, and buffers the 
pointer to the available memory in the pool Within the FPA 
UNIT 236 block. ADMAWrite access can be used to free up 
space in the pool Within the FPA unit 236. The FPA unit 236 
places the Direct Memory Access (DMA) address and data 
onto the IOBI bus (shoWn), Which the IOB bridges onto the 
CMB 234. 

[0079] FIG. 6 illustrates the format of a pool free com 
mand 600 to add a free address to a pool in the FPA unit 236. 
The pool free command 600 includes a subdid ?eld 602 that 
stores the pool number in the FPA unit 236 to Which the 
address is to be added, a pointer ?eld 604 for storing a 
pointer to the free (available) memory, and a DWB count 
?eld 606 for storing a DWB count. The DWB count speci?es 
the number of cache lines starting at the address stored in the 
pointer ?eld 604 for Which the IOB is to execute “don’t Write 
back” commands. Apool free command speci?es the maXi 
mum number of DWBs to execute on the coherent memory 
bus 234. 

[0080] The DWB engine 260 in the IOB 232 starts issuing 
DWB commands for cache blocks starting at the beginning 
of the free memory identi?ed by the pointer 604 and 
marches forWard linearly. As the DWB commands consume 
bandWidth on the CMB, the DWB count should be selected 
so that DWB commands are only issued for cache blocks 
that may have been modi?ed. 

[0081] While this invention has been particularly shoWn 
and described With references to preferred embodiments 
thereof, it Will be understood by those skilled in the art that 
various changes in form and details may be made therein 
Without departing from the scope of the invention encom 
passed by the appended claims. 

What is claimed is: 

1. A netWork services processor comprising: 

a plurality of processors; 

a coherent shared memory including a cache and a 
memory, the coherent shared memory shared by the 
plurality of processors; and 

an input/output bridge coupled to the plurality of proces 
sors and the cache, the input/output bridge monitoring 
requests to free a buffer in memory to avoid Writing a 
modi?ed cache block in the cache back to the buffer. 

2. The netWork services processor of claim 1, Wherein 
upon detecting a request to free the buffer, the input/output 
bridge issues a command to clear a dirty bit associated With 
the cache block. 

3. The netWork services processor of claim 2 further 
comprising: 

a cache controller coupled to the plurality of processors, 
the cache and the input/output bridge, the cache con 
troller storing the dirty bit associated With the block and 
clearing the dirty bit upon receiving the command from 
the input/output bridge. 
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4. The network services processor of claim 3 Wherein the 
input/output bridge further comprises: 

a don’t Write back queue Which stores commands to be 
issued to the cache controller. 

5. The network services processor of claim 4 Wherein the 
input/output bridge further comprises: 

a free queue that stores requests to free blocks to be added 
to a free pool. 

6. The netWork services processor of claim 5 further 
comprising: 

a plurality of processing units coupled to the input/output 
bridge, the input/output bridge storing packets to be 
transferred betWeen processing units and the coherent 
shared memory in Which packets are stored for pro 
cessing by the processors. 

7. The netWork services processor of claim 1, further 
comprising: 

a memory allocator Which provides free lists of buffers in 
memory for storing received packets. 

8. The netWork services processor of claim 1, Wherein the 
coherent shared memory is coupled to the processors and 
input/output bridge by a coherent memory bus that includes 
a commit bus, a store bus, a ?ll bus and an add bus. 

9. A method for increasing memory bandWidth compris 
ing: 

sharing a coherent shared memory among a plurality of 
processors, the coherent shared memory including a 
cache and a memory; and 

monitoring requests to free a buffer in memory to avoid 
Writing a modi?ed cache block in the cache back to the 
bu?bn 

10. The method of claim 9 further comprising: 

upon detecting a request to free the buffer, issuing a 
command to clear a dirty bit associated With the cache 
block. 
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11. The method of claim 10 further comprising: 

storing commands to be issued to the cache controller in 
a don’t Write back queue. 

12. The method of claim 10 further comprising: 

storing requests to free blocks to be added to a free pool 
in a free queue. 

13. The method of claim 10 further comprising: 

storing packets to be transferred betWeen a plurality of 
processing units and the coherent shared memory in 
Which packets are stored for processing by the proces 
sors. 

14. The method of claim 9, further comprising: 

providing a list of free buffers in memory for storing 
received packets. 

15. The method of claim 9, Wherein the coherent shared 
memory is coupled to the processors and input/output bridge 
by a coherent memory bus that includes a commit bus, a 
store bus, a ?ll bus and an add bus. 

16. A netWork services processor comprising: 

means for sharing, by a plurality of processors a coherent 
shared memory, the coherent shared memory including 
a cache and a memory; and 

means for monitoring requests to free a buffer in memory 
to avoid Writing a modi?ed cache block in the cache 
back to the buffer. 

17. Asystem for managing a Write back cache comprising: 

a memory; and 

logic Which issues a don’t Write back command in 
response to a request to free a buffer in the memory, the 
don’t Write back command issued to clear a dirty bit in 
a cache block associated With the buffer to avoid 
Writing the modi?ed cache block back to the buffer. 

* * * * * 


