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(57) ABSTRACT 

A method and system for con?dentially accessing and 
reporting information present on global computer networks. 
The present invention deterministically analyzes a set of 
network resources over a con?gurable monitoring period, 
thereby guaranteeing that recently published information is 
retrieved. The present invention includes a scalable software 
system that can be readily executed on a stand-alone com 
puting system or distributed across a network of computing 
devices. At the end of each monitoring period, the present 
invention balances the traversal and searching of network 
resources across the computing devices in the distributed 
system according to the previous number of pages retrieved 
for each network resources, thereby more accurately bal 
ancing the system. Furthermore, in order to reduce system 
resource requirements, the present invention searches only 
those network resources that are targeted either individually 
or as a industry. In addition, the present invention further 
conserves computing resources by not searching documents 
or ?les that have already matched search criteria and have 
remained unchanged. 
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METHOD AND SYSTEM FOR GATHERING 
INFORMATION RESIDENT ON GLOBAL 

COMPUTER NETWORKS 

RELATED APPLICATION 

[0001] This application claims priority from US. Provi 
sional Application Ser. No. 60/091,348, ?led Jul. 1, 1998. 

TECHNICAL FIELD 

[0002] This invention relates generally to the ?eld of 
information management, and more particularly to a method 
and system for con?dentially tracking and reporting infor 
mation available on global computer netWorks. 

BACKGROUND 

[0003] The Internet has experienced exponential groWth 
and the number of interconnected computers is quickly 
approaching one billion WorldWide. As such, the Internet 
provides unprecedented access to massive volumes of infor 
mation and resources. An entity resource, such as a com 
pany, organiZation, periodical, etc., presents information to 
the Internet by uploading the information to a server that is 
connected to one of the interconnected netWorks and has a 
registered Internet Protocol (IP) address. Often, an entity 
organiZes its information on the server as a hierarchy of 

pages composed With hypertext markup language Along With general information, each page may contain 

links to other informative items including graphics, docu 
ments or even links to other Web sites. Users can easily 
access an entity’s information using a graphical softWare 
program referred to as a broWser. Because the Internet is 
essentially a vast Web of interconnected computers, data 
bases, systems and netWorks, an entity’s information is often 
referred to as its “Website”. For this reason, the Internet and 
its interconnected Web sites is often referred to as the World 
Wide Web. Finding relevant information on the Internet, 
including the millions of Websites and the billions of indi 
vidual Web pages, is a difficult task that has been inad 
equately addressed. 

[0004] Many companies have developed search engines in 
an attempt to ease the location and retrieval of information 
from the Internet. Examples of current search systems 
include the AltaVistaTM search engine developed by Digital 
Equipment Corp., LycosTM, InfoseekTM, ExciteTM and 
YahooTM. Most conventional search systems consist of tWo 
components. First, a data gathering component, knoWn as a 
WebcraWler or robot, systematically traverses the Internet 
and retrieves information from various Websites. Often, the 
WebcraWler moves from Website to Website traversing every 
link found. As the individual Websites are accessed, each 
page of information is retrieved, analyZed and stored for 
subsequent searching and retrieval. After retrieving and 
examining each page of a Website, the WebcraWler moves on 
to another site on the Internet. While the WebcraWler is 
traversing various Websites and retrieving the pages of 
information, the WebcraWler indexes the information pre 
sented by each page and stores a link to each page and the 
corresponding index information in a repository such as a 
database. 

[0005] The second component of conventional search sys 
tems is the search engine. The search engine provides an 
interface for selecting the links stored in the repository in 
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order to identify Web pages With desired content. For 
example, the above mentioned search engines alloW a user 
to enter various search criteria. The search engine probes the 
stored index information generated by the WebcraWler 
according to the search criteria. The search controller pre 
sents to the user any stored links having corresponding index 
information that satis?es the entered search criteria. The user 
is able to vieW the actual page located on the original 
Website by folloWing the link to the actual Website. 

SUMMARY 

[0006] The present invention is directed to a method and 
system for systematically tracking a de?ned set of netWork 
resources on a global computing netWork. The method and 
system can be arranged to deterministically guarantee that 
any information from the sites is relevant and current. The 
method and system also can be arranged to increase the 
con?dentiality of search parameters and the identities of 
parties seeking information. 

[0007] In one embodiment, the present invention provides 
a computer-implemented method for gathering information 
from netWork resources on a global computer netWork, the 
method comprising assigning search times to the netWork 
resources, the search times designating times at Which the 
netWork resources are to be searched Within a monitoring 
period, categoriZing the netWork resources into industry 
groups, generating search items, each of the search items 
de?ning a search for particular information and designating 
one or more of the industry groups, identifying, at a given 
search time, the netWork resources that have been assigned 
the given search time and categoriZed into industry groups 
designated by one or more of the search items, retrieving and 
storing information from the identi?ed netWork resources, 
and performing the searches de?ned by one or more of the 
search items on the stored information. 

[0008] In another embodiment, the present invention pro 
vides a method for gathering information from netWork 
resources on a global computer netWork, the method com 
prising assigning search times to the netWork resources, the 
search times designating times at Which the netWork 
resources are to be searched Within a monitoring period, 
generating search items, each of the search items de?ning a 
search for particular information and designating one or 
more of the netWork resources, identifying, at a given one of 
the search times, the netWork resources that have been 
assigned the given search time and Which are designated by 
one or more of the search items, retrieving and storing 
information from the identi?ed netWork resources, Whereby 
information from the netWork resources that have not been 
assigned the given search time or are not designated by one 
or more of the search items is not retrieved and stored, and 
performing the searches de?ned by one or more of the search 
items on the stored information. 

[0009] In a further embodiment, the present invention 
provides a method for gathering information from netWork 
resources on a global computer netWork, the method com 
prising generating a set of search items, each of the search 
items de?ning a search for particular information and des 
ignating one or more of the netWork resources, retrieving 
and storing information from the netWork resources desig 
nated by one or more of the search items, performing the 
searches de?ned by one or more of the search items on the 
stored information, and presenting results of the searches. 
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[0010] In an added embodiment, the present invention 
provides a method for gathering information from netWork 
resources on a global computer netWork, the method com 
prising categorizing the netWork resources into industry 
groups, generating a set of search items, each of the search 
items de?ning a search for particular information and des 
ignating one or more of the industry groups, retrieving and 
storing information from the netWork resources associated 
With the industry groups designated by one or more of the 
search items, performing the searches de?ned by the search 
items on the stored information, and presenting results of the 
searches. 

[0011] In another embodiment, the present invention pro 
vides a method for gathering information from netWork 
resources on a global computer netWork, the method com 
prising selecting a set of netWork resources residing on the 
global computer netWork, assigning a search time to each of 
the netWork resources, the search time indicating a time 
Within a monitoring period in Which the netWork resource is 
to be searched, generating a set of search items, each of the 
search items de?ning parameters for a search and designat 
ing one or more of the netWork resources to be searched, 
determining, at approximately the search time for each of the 
netWork resources, Whether the respective netWork resource 
is designated for searching by at least one of the search 
items, retrieving and storing information from the netWork 
resources designated by at least one of the search items, 
performing the searches de?ned by the search items on the 
stored information, and presenting results of the searches to 
users. 

[0012] In a further embodiment, the present invention 
provides a softWare system for monitoring netWork 
resources residing on a global computer netWork over a time 
interval, the system comprising a database storing resource 
identi?ers that correspond to particular netWork resources, 
and search items that de?ne a search for information and 
specify one or more of the netWork resources, a system 
executive that constructs a set of the resource identi?ers 
scheduled to be searched, and a set of the search items 
specifying at least one of the netWork resources correspond 
ing to one of the resource identi?ers of the constructed 
resource identi?er set, a collection controller, for each of the 
resource identi?ers of the constructed set of resource iden 
ti?ers, the collection controller retrieving information pre 
sented by the netWorked resource corresponding to the 
resource identi?er, a search controller for receiving the 
information retrieved by each of the collection controllers, 
and a search instance, for each search item of the search item 
list, Wherein the search controller instantiates each search 
instance to perform the search de?ned by the respective 
search item on the information received from the collection 
controllers for the netWork resource speci?ed by the respec 
tive search item. 

[0013] In an added embodiment, the present invention 
provides a method for monitoring information presented by 
at least one of a plurality of netWorked computers compris 
ing storing a plurality of identi?ers, Wherein each identi?er 
corresponds to one of the plurality of netWorked computers, 
storing a plurality of search items, Wherein each search item 
includes search criteria and at least one netWorked computer 
to be monitored, generating a set of identi?ers to be 
searched, generating a set of search items monitoring at least 
one of the netWorked computers corresponding to one of the 
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identi?ers of the identi?er set, retrieving information pre 
sented by each of the netWorked computers corresponding to 
an identi?er of the identi?er set, and searching the retrieved 
information according the search criteria of each search item 
of the search item set monitoring the netWorked computer 
corresponding to the retrieved information. 

[0014] Other advantages, features, and embodiments of 
the present invention Will become apparent from the fol 
loWing detailed description and claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram of a softWare system for 
accessing and reporting netWork resources on global com 
puter netWorks in accordance With the present invention; 

[0016] FIG. 2 is a How chart illustrating a high-level 
operation of a system executive in order to control the 
various softWare components of the softWare system; 

[0017] FIG. 3 is a How chart illustrating one mode of 
operation in Which the system executive controls the soft 
Ware system to access and search the netWork resources that 
are due to be searched and currently targeted by a search 
item; 
[0018] FIG. 4 is a How chart illustrating one mode of 
operation of a collection controller responsible for traversing 
a single netWork resource; 

[0019] FIG. 5 is a ?oW chart illustrating one mode of 
operation of a Web craWler responsible for retrieving a single 
informative item and extracting any links to other informa 
tive items; 

[0020] FIG. 6 is a How chart illustrating one mode of 
operation of a search controller responsible for managing the 
analysis of each informative item retrieved by the collection 
controllers; 
[0021] FIG. 7 is a How chart illustrating one mode of 
operation in Which the softWare system restarts the moni 
toring cycle and balances the retrieval and searching of the 
netWork resources across a plurality of computing devices 
according to the actual number of pages previously retrieved 
from each netWork resource; 

[0022] FIG. 8 is one example of a report generated by the 
softWare system for reporting matching information to a 
client; 
[0023] FIG. 9 is block diagram of a computing system 
having a plurality of computing devices suitable for execut 
ing the softWare system in a distributed manner; and 

[0024] FIG. 10 is a block diagram of one embodiment of 
a global netWorked environment in Which a service center 
executes a softWare system in accordance With the present 
invention. 

DETAILED DESCRIPTION 

[0025] In the folloWing detailed description, references are 
made to the accompanying draWings Which illustrate spe 
ci?c embodiments in Which the invention may be practiced. 
Electrical, mechanical and programmatic changes may be 
made to the embodiments Without departing from the spirit 
and scope of the present invention. The folloWing detailed 
description is, therefore, not to be taken in a limiting sense 
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and the scope of the present invention is de?ned by the 
appended claims and their equivalents. 

[0026] Conventional search systems are de?cient in many 
Ways. For example, due to the vast information and myriad 
of sites residing on the Internet, conventional search systems 
produce excess, irrelevant information. A rather narroWly 
de?ned search on many of the conventional systems may 
easily produce thousands of references. Because the Web 
craWler traverses each and every site that it ?nds on the 
Internet, valuable information is often lost among thousands 
of references to irrelevant sites. Furthermore, conventional 
systems are, in a sense, non-deterministic. The matching 
links presented to the user by the search controller often no 
longer exist. Furthermore, the index information stored in 
the repository for a particular page is often incorrect and 
does not contain recently released information. In addition, 
conventional search engines require huge resources to store 
the index information and links for subsequent analysis. 

[0027] Conventional search engines are also incredibly 
labor intensive. In order to search for speci?c information on 
the internet, a user is forced to access one or more publicly 
available search systems, enter its search criteria and manu 
ally parse the results. This process is tedious and time 
consuming. For example, the user is forced to periodically 
repeat the process in order to determine if any neW infor 
mation has been released. In order to identify any neW 
information, hoWever, the user is forced to parse through the 
previous information already examined. 

[0028] Conventional search systems are also non-con? 
dential. For example, in order to reduce the numerous 
irrelevant references produced by conventional systems as 
described above, a user must narroWly de?ne the search 
criteria. Often, the user is forced to provide a fairly com 
prehensive description of the desired information before the 
number of matches approaches a manageable number. This, 
hoWever, is problematic in that it forces the user to divulge 
the idea being researched. For this reason, there is currently 
no feasible mechanism to search the Internet Without divulg 
ing trade secrets or other intellectual property. The inability 
to con?dentially retrieve information from the Internet 
manifests itself in other areas besides the use of conven 
tional search engines. For example, many Web sites provide 
a local search mechanism to assist in ?nding information 
Within the Web site. Auser is able to access a Web page and 
?nd all relevant information simply by engaging the search 
mechanism. This, hoWever, forces the user to describe the 
desired information in detail and disclose the information to 
the Website. Thus, the user is unknowingly revealing the 
details regarding the desired information. Furthermore, 
because the IP address of a user is readily available to the 
host site, not only is the information revealed, but the user 
is easily identi?ed. 

[0029] FIG. 1 is a block diagram of a softWare system 10 
for con?dentially accessing and reporting information 
present on global computer netWorks, such as the Internet, in 
accordance With the present invention. SoftWare system 10 
includes system executive 20, one or more collection con 
trollers 30, one or more Web craWlers 40, search controller 
50, one or more customer search instances 60, report gen 
erator 70, database manager 80 and user interface 90. 

[0030] System executive 20 is responsible for overall 
control and management of softWare system 10. FIG. 2 is a 
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How chart illustrating one mode of operation of system 
executive 20. Upon initial execution of softWare system 10, 
system executive 20 starts execution in step 100, immedi 
ately proceeds to step 102 and instantiates database manager 
80 for managing all accesses to a database (not shoWn). In 
one embodiment, database manager 80 has its oWn thread of 
execution. Preferably, database manager 80 has a client/ 
server interface Whereby other components of softWare 
system 10 initiate a remote procedure call in order to access 
the data of a database. In this manner, all accesses of 
database 100 are synchroniZed and inherently thread safe. 
Upon instantiating database manager 80, system executive 
20 commands database manager 80 to retrieve con?guration 
data from a database. Typical con?guration data includes a 
maximum number of concurrent collection controllers 30 
that may be instantiated concurrently, a maximum number of 
concurrent Web craWlers 40 and a maximum number of 
concurrent customer search items 60. 

[0031] System executive 20 proceeds from step 102 to 
step 104 and Waits for a control message. Control messages 
can be issued to system executive 20 in tWo Ways. First, user 
interface 90 presents a graphical interface by Which an 
operator controls softWare system 10. After receiving input 
from the operator, user interface 90 communicates a control 
message to system executive 20. Second, softWare system 
10 includes an timer thread (not shoWn) that aWakens at 
user-con?gurable times and sends control messages to sys 
tem executive 20, thereby triggering automatic execution of 
softWare system 10. Referring again to FIG. 2, system 
executive 20 receives control messages in step 104 and 
sequentially executes steps 106 through 114 to determine the 
nature of the received control message. 

[0032] If a StartTracking control message is received, 
system executive 20 proceeds from step 106 to step 116 and 
analyZes information present on netWork resources in accor 
dance With the present invention. FIG. 3 illustrates one 
mode of operation of system executive 20 for analyZing 
netWork resources that are due to be tracked. In step 116, 
system executive 20 proceeds to step 128 and retrieves 
information on the daily resources that are due to be ana 
lyZed. More speci?cally, the database of softWare system 10 
stores a plurality of resource identi?ers, each identi?er 
corresponding to a resource residing on the global computer 
netWork. In one embodiment, the database stores a plurality 
of domains for monitoring. Each domain identi?es a Website 
of a company, government body or other organiZation. Each 
resource identi?er is categoriZed into one of a plurality of 
industry groups. Each resource includes a search date that 
indicates When the resource is to be searched Within the 
monitoring period. As discussed beloW, softWare system 10 
deterministically monitors the resources over a con?gurable 
period such as one Week, one month or even one year. In 
other embodiments, the database may stores a plurality of 
domains that identify Web-based databases, such as trade 
mark, domain name, or toll free telephone number data 
bases, for monitoring of competitive activity or availability 
of such assets. Thus, the databases can be analyZed in a 
systematic fashion to maintain a “Watch” for activity With 
respect to such assets. 

[0033] In addition to a plurality of resource identi?ers, the 
database contains a plurality of search items. Each search 
item includes general information, such as a type Which may 
be patent, trademark, etc., an abstract and search criteria. 
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Furthermore, each search item designates one or more 
network resources or industry groups to be monitored. In 
step 130, system executive 20 instructs database manager 80 
to retrieve: (1) a set of the stored search items, and (2) a set 
of pending netWork resources that are due to be searched and 
are designated by at least one of the search items. In this 
manner, softWare system 10 need not Waste computing 
resources in order to analyze netWork resources that are not 

being tracked. 

[0034] Upon receiving the daily tracking information from 
database manager 80 in step 128 (FIG. 3), system executive 
20 proceeds to step 130 and instantiates a corresponding 
collection controller 30 for each pending netWork resource, 
subject to the user-con?gured maximum number of concur 
rently executing collection controllers 30. Each collection 
controller 30 is responsible for analyZing the Website of its 
corresponding resource. In one embodiment, each collection 
controller 30 has its oWn thread of execution and receives an 
address, knoWn as the base address, of the netWork resource 
to be analyZed. For example, the base address may be 
“WWW.netshadoW.com”. 

[0035] After spaWning the maximum number of collection 
controllers 30, system executive 20 proceeds to step 132 and 
Waits for one of the executing collection controllers 30 to 
?nish traversing the corresponding netWork resource and 
retrieving its contents. When a collection controller 30 
signals completion, system executive 20 proceeds to step 
134 and instructs database manager 80 to update the sched 
ule data for the netWork resource traversed by the ?nished 
collection controller 30. In this manner, database manager 
80 updates the database such that the traversed netWork 
resource Will not be traversed again until the next monitor 
ing period. After updating the database, system executive 20 
proceeds to step 136 and determines Whether there are more 
netWork resources scheduled to be traversed and analyZed. 
If so, system executive 20 jumps back to step 130 and 
spaWns another collection controller 30. If not, system 
executive 20 proceeds to step 138 and determines Whether 
one or more collection controllers 30 are currently traversing 
netWork resources. If so, system executive 20 jumps back to 
step 132 and Waits for another collection controller 30 to 
?nish. When all the collection controllers 30 have ?nished 
traversing the pending netWork resources, system executive 
20 returns to step 104 of FIG. 2. 

[0036] FIG. 4 is a ?oW-chart illustrating in detail one 
mode of operation of an executing collection controller 30. 
Upon creation by system executive 20, collection controller 
30 begins execution in step 139 and immediately proceeds 
to step 140. In step 140, collection controller 30 creates a 
“pending link list” for holding links to be folloWed. Initially, 
collection controller 30 inserts the base address received 
from system executive 20. After initialiZing the pending link 
list, collection controller 30 proceeds to step 142 and instan 
tiates a Web craWler 40 for each link stored in the pending 
link list, subject to the user-con?gured maximum concurrent 
Web craWlers. Each Web craWler 40 is responsible for 
retrieving the content of the informative item pointed to by 
its link. For example, the Web craWler 40 may doWnload and 
store an entire HTML page, a ?le published using Adobe 
Acrobat, a graphic ?le, etc. As described in more detail 
beloW, each Web craWler 40 also retrieves any links to other 
informative items the item contains. 
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[0037] When ?rst executing step 142, collection controller 
30 creates a single Web craWler 40 for retrieving the item 
pointed to by the base address. In step 144, collection 
controller 30 Waits for a Web craWler 40 to ?nish. When a 
Web craWler 40 has ?nished retrieving the content of the 
informative item pointed to by its link, collection controller 
30 proceeds to step 146 and receives any links the ?nished 
Web craWler may have found. Collection controller 30 scans 
the pending link list and inserts any neWly found links that: 
(1) are not already on the pending link list and (2) that have 
not already been folloWed. In step 148, collection controller 
30 creates a token (data structure) that describes the infor 
mation retrieved by ?nished Web craWler 40 and adds the 
token to token queue 55. In step 148, collection controller 30 
deletes the instantiation of the ?nished Web craWler 40, 
proceeds to step 150 and determines Whether any links are 
pending. If so, collection controller 30 returns to step 140 
and spaWns another Web craWler 40. If no links are pending, 
collection controller 30 proceeds to step 152 and determines 
Whether any Web craWlers 40 are currently executing. If so, 
collection controller returns to step 144 and Waits for one of 
the executing Web craWlers 40 to ?nish. If no Web craWlers 
40 are currently executing, collection controller proceeds 
from step 152 to step 154 and signals system executive 20 
that the netWork resource has successfully been traversed. 
After signaling system executive 20, collection controller 30 
proceeds to step 156 and terminates. 

[0038] In one embodiment, collection controller 30 main 
tains and stores a list of successfully craWled links as it 
traverses the netWork resource. This embodiment is useful in 
the event that softWare system 10 terminates before collec 
tion controller 30 is able to completely traverse the netWork 
resource. In this case, the next time collection controller 30 
attempts to traverse the same netWork resource it loads the 
archived list of successfully craWled links. In this manner, 
collection controller 30 continues to traverse the netWork 
resource Without retrieving previously retrieved informative 
items. 

[0039] In yet another embodiment, collection controller 30 
Waits a con?gured delay time before spaWning each Web 
craWler 40. In this manner, collection controller 30 ensures 
a reasonable loading on the netWork resource being tra 
versed. This aspect is also advantageous in giving the 
appearance of manually traversing the netWork resource. For 
example, in another embodiment, collection controller 30 
Waits a random delay time, Within a range of possible delay 
time, betWeen the spaWning of Web craWlers 40, thereby 
giving the appearance of manually traversing a netWork 
resource. 

[0040] FIG. 5 is a ?oW-chart illustrating one mode of 
operation of Web craWler 40. When Web craWler 40 is 
instantiated by collection controller 30, it receives a link to 
an informative item such as an HTML page, a graphic, an 
Acrobat ?le, etc. Web craWler 40 begins execution at step 
160, immediately proceeds to step 162 and opens an HTTP 
connection With the netWork resource pointed to by the link. 
Once an HTTP connection is established, Web craWler 40 
proceeds to step 164 and creates a local ?le to hold the 
retrieved informative item. In step 166, Web craWler 40 
doWnloads the informative item into the local ?le. After 
doWnloading the item, Web craWler 40 proceeds to step 168 
and scans the local ?le for any links to other items. Upon 
scanning the ?le, Web craWler 40 proceeds to step 170 and 
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signals collection controller 20. After communicating the 
name of the local ?le and any neWly found links to collection 
controller 20, Web craWler 40 proceeds to step 172 and 
terminates. 

[0041] Search controller 50 receives tokens from collec 
tion controllers 30 via token queue 55 and is responsible for 
determining Whether a retrieved item satis?es the search 
criteria of one or more of the search items stored in the 
database. Each token includes a ?lename of a local ?le 
holding an informative item for searching as Well as a type 
?eld indicating the ?le type. 

[0042] FIG. 6 is a ?oW-chart illustrating one mode of 
operation of search controller 50. Upon creation by system 
executive 20, search controller 50 begins execution in step 
180 and proceeds to step 181 Where it receives a set of search 
items from system executive 20. Next, search controller 50 
proceeds to step 182 and Waits for tokens to be placed in the 
token queue 55 by collection controller 30. When a token is 
received, search controller 50 proceeds to step 184. In step 
184, search controller 50 retrieves the ?lename and ?le type 
from the token, opens the local ?le indicated by the ?lename 
and generates a hash table and a checksum based on the 
content of the local ?le. 

[0043] After generating the hash table and the checksum, 
search controller 50 proceeds to step 185 and queries 
database managers 80 to determine Whether an informative 
item having the same link address and checksum has already 
matched a search. If so, search controller 50 jumps to step 
200, deletes the token, returns to step 182 and Waits for the 
next token. In this fashion, search controller 50 conserves 
computing resources by not searching documents or ?les 
that have already matched search criteria and have remained 
unchanged. 
[0044] If the test in step 185 fails, search controller 50 
advances to step 186 and instantiates a search instance 60 for 
each search item received from system executive 20, subject 
to the user-con?gured maximum concurrent search instances 
60. Each search instance 60 is responsible for testing the 
hash table With the search criteria of the corresponding 
search item. For example, each search item has one or more 
search strings similar to the folloWing: 

(semicond! *Wafer)+(fabric! *chip !)+(memory W/Z 
module) 

Where ‘*’ signi?es boolean AND, ‘+’ signi?es boolean OR, 
! is an expansion operator and ‘W/x’ means Within X Words. 

[0045] After spaWning a maximum number of search 
instances in step 186, search controller 50 proceeds to step 
188 and Waits for a search instance 60 to ?nish. When a 
search instance 60 has ?nished testing the hash table With the 
search criteria, search controller 50 proceeds to step 190 and 
queries the ?nished search instance 60 Whether the hash 
table satis?ed the search criteria. If a match did not occur, 
search controller 50 jumps ahead to step 194. If a match 
occurred, search controller 50 moves the temporary local ?le 
to a more permanent location and stores the neW locations, 
the link address of the original informative item and the 
checksum in the database. 

[0046] In step 194, search controller 50 deletes the instan 
tiation of the ?nished search instance 60, proceeds to step 
196 and determines Whether any search items still remain for 
testing against the hash table. If so, search controller 50 
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returns to step 186 and spaWns another search instance 60. 
If no search items remain, search controller 50 proceeds to 
step 198 and determines Whether any search instances 60 are 
still examining the hash table. If so, search controller 50 
returns to step 188 and Waits for one of the executing search 
instances 60 to ?nish. If no search instances 60 are currently 
executing, search controller 50 proceeds from step 198 to 
step 200 and deletes the token that Was popped from the 
token queue and the corresponding temporary ?le containing 
the informative item. Thus, unlike conventional search items 
that store retrieved information to be used to satisfy future 
searches, softWare system 10 deletes all information that 
does not match current search criteria. In this manner, 
softWare system 10 conserves system resources and deter 
ministically guarantees that each search item is tested With 
current information. 

[0047] After deleting the token, search controller 50 pro 
ceeds to step 182 and Waits for the next token. In this 
manner, softWare system 10 deterministically monitors a 
plurality of netWork resources over a con?gurable period. In 
addition, softWare system 10 conserves resources by not 
searching pages that have already satis?ed search criteria 
and have not been changed. 

[0048] Referring again to FIG. 2, if a RestartSearchCycle 
control message is received, system executive 20 proceeds 
from step 108 to step 118 and restarts the monitoring period 
by invoking a sophisticated load balancing technique. FIG. 
7 is a ?oW-chart illustrating in detail one mode of operation 
of softWare system 10 for restarting the monitoring period in 
step 118. In step 200, system executive 20 sets local variable 
D equal to the total days of the monitoring period as 
con?gured by the operator and stored in the database. This 
alloWs the operator to completely control the period in 
Which the set of netWork resources are completely moni 
tored. Next, system executive 20 sets a local variable CD 
equal to the current date. System executive 20 instructs 
database manager 80 to set the starting date of the current 
search cycle to the current date. Next, system executive 20 
commands database manager 80 to set the ending date of the 
search cycle to the current date plus the number of days in 
the monitoring period. 

[0049] After setting the start and ending dates in the 
database, system executive 20 proceeds to step 202. As 
discussed in detail beloW, softWare system 10 may be 
distributed over a number of computers. In step 202, system 
executive 20 queries database manager 80 for a list of all of 
the computers in the distributed system that traverse netWork 
resources by executing collection controllers 30. Based on 
this list, system executive 20 set a local variable (TC) to a 
total number of computers in the distributed system that 
operate as such. Next, system executive 20 instructs data 
base manager 80 to access each netWork resource identi?er 
stored in the database and retrieve a number of knoWn pages 
(RKP) for each resource. This value is set Whenever a 
collection controller 30 successfully traverses an entire 
netWork resource and indicates the total number of pages 
retrieved from the resource. As described in detail beloW, 
system executive 20 balances the tracked netWork resources 
across the number of computers in the distributed system 
according to the previous number of pages retrieved for the 
netWork resources, thereby more accurately load balancing 
the system. As database manager 80 access each netWork 
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resource identi?er stored in the database, a running total of 
the number of pages (TP) is maintained. 

[0050] System executive 20 proceeds from step 202 to 
step 204 and calculates an average daily pages (ADP) by 
dividing the total pages by the days in the current monitoring 
period. System executive 20 further calculates an average 
pages per computer (APC) by dividing the average daily 
pages by the total number of computers in the distributed 
system. This value, APC, re?ects the average number of 
pages (informative items) each computer should retrieve per 
day for the system to be optimally balanced. In step 206, 
system executive 20 clears a local variable current computer 
pages (CCP) and sets another variable, current computer 
(CCR), to the ?rst computer in the list of computers that 
execute collection controllers 30. After initialiZing these 
variables, system executive 20 proceeds to step 208 and 
begins the load balancing process. 

[0051] In step 208, system executive 20 commands data 
base manager 80 to once again access each netWork resource 
identi?er stored in the database. For each netWork resource 
identi?er, system executive 20 repeats steps 210, 212 and 
214. In step 210, system executive 20 commands database 
manager 80 to set the netWork resource identi?er’s next 
search date to the date stored in the local variable CD. 
Initially, this value Will be the current date. In addition, 
system executive 20 commands database manager 80 to set 
the identi?er’s search computer to the computer stored in the 
local variable CCR. System executive 20 adds the number of 
knoWn pages (RKP) for each resource to the variable CCP, 
thereby keeping track of the total number of pages assigned 
to the current computer. 

[0052] System executive 20 proceeds from step 210 to 
step 212 and checks Whether the number of pages assigned 
the current computer has exceeded the average (APC) as 
calculated above. If not, system executive 20 jumps back to 
step 208 and continues through the netWork resource iden 
ti?ers. If the number of pages assigned the current computer 
has exceeded the average, system executive 20 proceeds 
from step 212 to step 214 and sets the local variable CCR to 
the next computer in the list received from database manager 
80. If the list has been exhausted, CCR is set to the ?rst 
computer in the list. Next, system executive 20 resets the 
variable CCP and jumps back to step 208. When all of the 
netWork resource entries in the database have been updated, 
system executive 20 jumps from step 208 to step 104 (FIG. 
2) and Waits for another control message. In this manner, 
system executive 20 sets the next search date and search 
computer for each netWork resource. Furthermore, the net 
Work resources are evenly balanced throughout the moni 
toring period and across the computers of the distributed 
system. This balancing is improved by using stored infor 
mation on the last number of pages previously retrieved 
from each netWork resource. Furthermore, the search cycle 
can be restarted manually by the operator or by the alarm 
thread When the current search cycle has completed. In this 
manner, softWare system 10 balances the tracking of the 
netWork resources upon the completion of each monitoring 
period. 

[0053] Referring again to FIG. 2, if a GenerateReports 
control message is received, system executive 20 proceeds 
from step 110 to step 120 and commands report generator 
110 (FIG. 1) to generate client reports. To create a client 
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report, report generator 110 instructs database manager 80 to 
retrieve all of the link addresses and permanent ?le locations 
recently stored by search controller 50 for informative items 
that satis?ed one or more of the client’s search items. The 
reports can be generated in a variety of forms. 

[0054] In one embodiment, report generator 110 con 
structs a hierarchy of HTML ?les that comprise the client’s 
report and may be vieWed by a conventional broWser. A 
main HTML ?le contains a list of each search item for the 
client. When one of the search items is selected, the broWser 
displays a second HTML ?le that more fully describes the 
search item and its corresponding search criteria. In addi 
tion, the second HTML ?le includes a list of each informa 
tive item that satis?ed the selected search item’s criteria. 
When one of the informative items is selected, the broWser 
displays the selected informative item With any text that 
satis?ed the search criteria highlighted. In this embodiment, 
the hierarchy of HTML ?les includes an HTML ?le for each 
informative item. In order to communicate the report to the 
client, the entire hierarchy of ?les is placed on a diskette, or 
other suitable media such as a CDROM, and mailed to the 
corresponding client. Alternatively, the ?les may be com 
municated via electronic mail to the client. Preferably, the 
electronic communication is encrypted to maximiZe con? 
dentiality. 

[0055] In another embodiment, report generator 110 con 
structs an HTML ?le for each search item. The HTML ?le 
fully describes the search item and its corresponding search 
criteria. In addition, the HTML ?le includes a list of infor 
mative items that satis?ed the selected search item’s criteria. 
Unlike the embodiment described above, in this embodi 
ment, a client report does not actually include the informa 
tive items. The HTML ?le is constructed such that When one 
of the informative items is selected, the broWser folloWs the 
link address to the actual netWork resource containing the 
item, retrieves the item and displays the item. As in the 
previous embodiment, each HTML ?le may be placed on a 
diskette or electronically mailed to the client. 

[0056] In yet another embodiment, the report generator 
110 retrieves the base address for each netWork resource that 
satis?ed one or more of a client’s search items. Unlike the 

previous embodiments, report generator 110 does not con 
struct a report based on the netWork resource’s matching 
informative items but traverses the entire netWork resource 
in order to construct a hierarchy of HTML ?les that form a 
comprehensive site index. More speci?cally, report genera 
tor 110 formulates a list of every Word disclosed by the 
informative items of the netWork resource. Based on this list, 
report generator 110 constructs the index that provides a link 
to each usage. FIG. 8 illustrates one portion of a sample 
index. When a particular usage is selected, the broWser 
displays the informative item With the usage highlighted. 

[0057] Referring again to FIG. 2, if a ShutdoWn control 
message is received, system executive 20 proceeds from step 
114 to step 124 and deletes database manager 80, search 
controller 50, token queue 55 and report manager 110. After 
successful deletion of the various components, system 
executive 20 and softWare system 10 terminate. 

[0058] The present invention described above is suitable 
for executing on a single computer having a storage device 
and netWork interface such as a netWork card, an ISDN 
terminal adapter or a high-speed modem. The present inven 
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tion, however, may readily be distributed across a system 
having multiple computers in order to ef?ciently monitor 
large numbers of netWork resources. 

[0059] FIG. 9 is a block diagram of a distributed com 
puting system 300 for executing softWare system 10 (FIG. 
1) to con?dentially access information present on global 
computer networks, such as the Internet, in accordance With 
the present invention. Computing system 300 comprises a 
plurality of computing devices, including collection nodes 
310, search nodes 320, database server 330 and user inter 
face device 340, that are communicatively coupled via 
netWork 345. As explained in detail beloW, each of these 
computing devices executes one copy of softWare system 
10. Upon execution on each computing device, system 
executive 20 of softWare system 10 determines the type of 
computing device and operates accordingly. 

[0060] First, system executive 20 determines Whether the 
particular computing device is database server 330. If so, 
system executive 20 instantiates database manager 80 as a 
server that directly controls access to the database. If not, 
system executive 20 instantiates database manager 80 as a 
client that handles access requests via making a remote 
procedure call (RPC) to the database manager 80 of database 
server 330. In addition, system executive 20 determines 
Whether the particular computing device is a collection node 
310, a search node 320 or a user interface device 330. 

[0061] Next, for collection nodes 310, system executive 
20 instantiates token queue 55 as an RPC client. For search 
nodes 320, system executive 20 instantiates token queue 55 
as a server that receives tokens over netWork 345 via RPC 
calls. Each system executive 20 of collection nodes 310 
spaWns one or more collection controllers 30 in order to 
traverse the netWork resources that are due and are assigned 
to the corresponding collection node 310. Collection nodes 
310 access Internet 360 via router 350. The retrieved infor 
mative items are passed to the token queue client Which 
communicates pertinent information, such as the link 
address and local ?le location, to a token queue server of one 
of the search nodes 320. Each system executive 20 of search 
nodes 320 spaWns search controller 50 to accept tokens from 
token queue 55 and search any received token as illustrated 
in FIG. 6 described above. In this manner, the informative 
item retrieved by collection nodes 310 are distributed evenly 
to search nodes 320, thereby alloWing efficient monitoring of 
vast numbers of netWork resources. 

[0062] In one embodiment, netWork 345 of computing 
system 300 alloWs remote access via authoriZed clients. For 
example, in one embodiment, user interface device 320 
executes WindoWs NT and handles remote clients using 
Remote Access Server (RAS). In another embodiment, 
netWork 345 supports a virtual private dial netWork. In this 
embodiment clients are able to vieW their corresponding 
search items, and recently retrieved informative items that 
matched their search criteria, Without communicating con 
?dential information over Internet 300. Thus, unlike con 
ventional search engines, the present invention alloWs cli 
ents to automatically monitor a plurality of netWork 
resources of a con?gured monitoring period Without ever 
communicating the con?dential search criteria over an inse 
cure netWork. 

[0063] In order to alloW an operator to control and con 
?gure distributed computing system 300, system executive 
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20 instantiates user interface 90 upon determining that the 
computing device is user interface device 340. For example, 
When various computing devices are added or removed from 
computing system 300, user interface 90 alloWs an operator 
to update the database via database server 330. 

[0064] FIG. 10 is a block diagram of one embodiment of 
a global netWorked environment 400 in Which service center 
405 executes softWare system 10 (FIG. 1) in accordance 
With the present invention. In one embodiment, service 
center 405 includes distributed computing system 300 (FIG. 
9) and executes softWare system 10 as described above. In 
addition to con?dentially monitoring information as 
described above, service center 405 integrates advertising 
and processes electronic orders for patents, ?le Wrappers and 
technical disclosures (described beloW). Individual users 
415 communicate With service center 405 over a global 
computer netWork, such as the Internet, in order to vieW 
secure accounts that contain their corresponding search 
items and any informative items found by service center 405 
that satisfy the search criteria. In one embodiment, all 
communications betWeen users 415 are encrypted and digi 
tally signed and authenticated, thereby ensuring con?denti 
ality. 
[0065] In one aspect, service center 405 is con?gured to 
communicate With intellectual property (IP) management 
softWare 410 executing Within organiZation 420 Which may 
be any entity such as a corporation, legal ?rm, etc. In one 
embodiment, all communications betWeen service center 
415 and organiZation 420 are encrypted and digitally signed 
and authenticated, thereby ensuring con?dentiality. IP man 
agement softWare 410 is any softWare suitable for presenting 
information and status regarding the intellectual property of 
organiZation 420. For example, IP management softWare 
410 integrates docketing information, guidelines, templates 
and existing con?dential disclosure agreements. 

[0066] One bene?cial feature of the present invention is 
that as organiZation 420 gains neW intellectual property, 
information is automatically (and con?dentially) communi 
cated from IP management softWare 410 to an account 
Within service center 405. The information regarding the 
neW intellectual property is received by service center 405 
and added, as a search item With appropriate search criteria, 
to the account of organiZation 420. Once received, service 
center 405 begins monitoring global computer netWorks for 
any information regarding the neW intellectual property. 
Thus, the present invention eliminates the need for organi 
Zation 420 to manually upload information regarding neW 
intellectual property, such as patents and trademarks. Ser 
vice center 405 sends an alert, such as an email, to organi 
Zation 420 and users 415 When relevant informative items 
are added to their accounts. 

[0067] From time to time inventors use technical disclo 
sure services to publish information they Want in the public 
domain but have decided not to pursue via patent or product. 
This service, hoWever, is quite expensive and may cost up to 
$300 per page. Conventional services publish the disclo 
sures anonymously in many countries. Such a service is 
basically a defensive measure by Which the inventors pre 
vent others from patenting the idea. 

[0068] The present invention contemplates technical pub 
lication service that anonymously publishes information on 
global computer netWorks. More speci?cally, users log into 
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a Website and submit technical disclosures. Preferably the 
disclosures are in text, Acrobat (pdf), Microsoft Word or any 
other commonly used format. When a user submits a dis 
closure, he or she also submits an abstract and perhaps 
identi?es key terms that best describe the disclosure. 
According to the present invention, after receipt of the 
disclosure the netWork service automatically: 

[0069] 1. Adds the submitted electronic disclosure to a 
collection of other store publications. In one embodiment 
the collection of electronic publications is maintained in 
a jukebox of recordable CDs. 

[0070] 2. Updates a publicly available database, thereby 
making the publication immediately available to anyone 
Who can access the global computer netWork. 

[0071] 3. Transmits the stored location of the received 
electronic disclosure, as Well as the abstract and key 
terms, to a plurality of major search engines, thereby 
making the neW disclosure immediately accessible and 
locatable. 

[0072] 4. Accesses one of the search engines and exercises 
the engine to look for any documents that satisfy the key 
terms of the received disclosure. While accessing the 
search engine, the service records the results for future 
proof of publication. 

[0073] 5. Communicates the results to the user via email 
or paper so that the user can offer the results as evidence 

that the disclosure Was indeed published and available to 
the public. 

[0074] 6. Maintains the received publication in the data 
base for a ?xed period of time, thereby alloWing the 
public to retrieve and vieW the document. Various 
embodiments of a method and system for con?dentially 
accessing and reporting information present on global 
computer netWorks have been described. This application 
is intended to cover any adaptations or variations of the 
present invention. It is manifestly intended that this inven 
tion be limited only by the claims and equivalents thereof. 

1-14. (canceled) 
15. A system comprising: 

a ?rst computing system con?gured to execute a search 
tool that collects content from netWork resources, 
searches the collected content according to a set of 
search items, and stores the content upon occurrence of 
a match betWeen a search item and the content; and 

a second computing system con?gured to execute intel 
lectual property management softWare that presents 
information regarding intellectual property of an orga 
niZation, the intellectual property management soft 
Ware being con?gured to communicate occurrence of 
the organiZation acquiring a neW intellectual property 
asset to the ?rst computing system; 

Wherein the search tool is further con?gured to create at 
least one search item based at least partially upon the 
communication from the second computing system. 

16. The system of claim 15, Wherein the ?rst computer 
system comprises a plurality of computing devices con?g 
ured to cooperate With one another to implement the search 
tool. 
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17. The system of claim 15, Wherein communication 
betWeen the ?rst and second computing systems is 
encrypted. 

18. The system of claim 15, Wherein the intellectual 
property management softWare is further con?gured to 
docket dates related to intellectual property assets. 

19. The system of claim 15, Wherein the intellectual 
property management softWare is further con?gured to store 
and retrieve agreements related to intellectual property of 
the organiZation. 

20. The system of claim 19, Wherein the agreements 
include con?dential disclosure agreements. 

21. The system of claim 15, Wherein the search tool 
generates a report for the organiZation, based at least in part 
upon the collected content that matches the search items 
created for the organiZation. 

22. The system of claim 21, Wherein the report is com 
municated to the organiZation via electronic communication. 

23. The system of claim 22, Wherein the electronic 
communication comprises electronic mail. 

24. The system of claim 21, Wherein the report includes 
hyperlinks pointing to netWork documents containing the 
content that matches the search items. 

25. The system of claim 21, Wherein the report includes 
the content that matches the search items. 

26. A method comprising: 

collecting content from netWork resources; 

searching the collected content according to a set of 
search items; 

storing the content upon occurrence of a match betWeen 
a search item and the content; 

receiving a communication indicating the occurrence of 
an organiZation acquiring a neW intellectual property 
asset; and 

creating at least one search item, based at least partially 
upon the communication. 

27. The method of claim 26, Wherein the communication 
is encrypted. 

28. The method of claim 26, further comprising generat 
ing a report for the organiZation, based at least upon the 
collected content that matches the at least one search item 
created for the organiZation. 

29. The method of claim 28, further comprising commu 
nicating the report to the organiZation. 

30. The method of claim 28, Wherein the report includes 
hyperlinks pointing to netWork documents containing the 
content that matches the search items. 

31. The method of claim 28, Wherein the report includes 
the content that matches the search items. 

32. A method comprising: 

presenting information regarding intellectual property of 
an organiZation; 

determining that the organiZation has acquired a neW 
intellectual property asset; 

communicating the determination to a remote computing 
system that runs a search tool; and 
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receiving a search report from the remote computing 
system, the search report containing information con 
cerning the neW intellectual property asset of the orga 
niZation. 

33. The method of claim 32, Wherein the communication 
to the remote computing system is encrypted. 

34. The method of claim 32, further comprising docketing 
dates related to the intellectual property of the organiZation. 
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35. The method of claim 32, further comprising storing 
and retrieving agreements related to the intellectual property 
of the organiZation. 

36. The method of claim 35, Wherein the agreements 
include con?dential disclosure agreements. 


