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(57) ABSTRACT 

A method is described of discovering at least one Virtual 
Private Network (VPN) automatically within a network 
comprising a plurality of network elements including the 
steps of: discovering the network elements which provide 
functionality for VPNs within the network; discovering the 
role of each network element, as identi?ed in the preceding 
step, comprising identifying network elements whose role is 
as customer premise equipment (CPE); discovering, for each 
element identi?ed as customer premise equipment, the VPN 
the customer premise equipment is associated with. 
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DISCOVERY OF VIRTUAL PRIVATE NETWORKS 

BACKGROUND OF THE INVENTION 

[0001] The invention relates to communication networks 
and, more particularly, to Virtual Private Networks (VPNs). 

[0002] A VPN is a private network that is con?gured 
within a public network to connect a series of remote users. 
A public network, in this context, can be any network to 
which there is access by more than one user, such as the 
Internet or a core network managed by a Network Service 
Provider (NSP). AVPN may be used to connect a number of 
remote or mobile users to a Local Area Network (LAN), or 
a number of LANs. 

[0003] From a Network Service Providers (NSPs) per 
spective, a VPN can be seen as a service for interconnecting 
a customer’s various premises. 

[0004] An early generation of VPNs was based on point 
to-point leased line connections, where there is no router 
between each item of Customer Premises Equipment (CPE). 
These are often referred to as “Overlay VPN’s” and are still 
widely used because they offer quality and privacy. How 
ever, they are costly for consumers who rarely utilise all the 
bandwidth they lease. 

[0005] The new generation of VPNs is based on a Network 
Service Provider’s Internet Protocol (IP) backbone. The 
main bene?t of these is that IP offers instant connectivity 
between any number of users and/or customer premises, 
and, as such, optimises the bandwidth usage between all the 
customers. 

[0006] Network service providers offering VPN services 
to their customers face several challenges. One of these 
challenges is the implementation and maintenance of Opera 
tions Support Systems (OSSs) and Business Support Sys 
tems (BSSs) in their organisation. 

[0007] OSSs refer to the systems that help a NSP to 
perform management, inventory and repair functions on 
their network. Originally, OSSs were designed to automate 
manual processes making operation of the network more 
error-free and ef?cient. OSSs are now also being used to 
improve NSPs return on investment through gathering an 
increased amount of information. 

[0008] BSSs refer to systems that facilitate the sharing of 
information between business and customer functions, and 
network management functions. These systems are gener 
ally linked with billing and customer care but these are 
directly related to OSSs as Quality of Service (QoS) is an 
important factor in a NSP/customer relation. 

[0009] To ensure a high level of QoS is delivered to the 
customer, Network Service Providers must make sure that 
their OSSs and BSSs can be initialised quickly and with 
accurate data describing the various networks and services 
and that they are maintained over time with up to date 
accurate data. 

[0010] An important method for ensuring that data is 
accurate and up to date is through the use of network 
discovery functions. 

[0011] An example of a basic network discovery function 
uses the Internet Control Message Protocol (ICMP) to detect 
whether a network element at a particular IP address is 
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active. ICMP, uses the basic support of IP as if it were a 
higher level protocol, however, ICMP is actually an integral 
part of IP, and must be implemented by every IP module. 
This network discovery function is more commonly known 
as a packet “ping”, and involves the requesting system 
sending out a “ping” to a particular IP address and if there 
is a “ping” returned it is known that that network element is 
active. 

[0012] The Simple Network Management Protocol 
(SNMP) allows more information to be obtained from 
network elements and is commonly used in network man 
agement systems. Once a network element has been con 
?rmed as active by a “ping”, neighbouring or other relevant 
network elements can be identi?ed using SNMP to examine 
universally available IP routing tables. The newly identi?ed 
network elements may be “pinged” to ensure they are active 
and then the IP routing table is consulted again to identify 
additional currently unknown network elements. 

[0013] Another method of ?nding currently unknown net 
work elements is to examine packets of information such as 
a User Datagram Protocol (UDP) packet. By examining the 
header information of these packets, IP addresses can be 
identi?ed by looking at the destination, sender and any 
pass-through IP addresses. If any IP addresses identi?ed are 
previously unknown they can then be further examined. 

[0014] However, discovery of network elements does not 
complete the information required to run a NSPs network. 
Additional information is usually required, such as, how the 
element is connected to other elements and what services the 
element supports. 

[0015] VPN services have traditionally been set up manu 
ally using a clean data provisioning process. This involves 
information relevant to VPN functionality being entered by 
network engineers during the provisioning process. That is, 
a network engineer sets up a VPN according to details 
acquired from the customer, such as, security levels and 
bandwidth required. Normally, this information is then used 
to populate inventory systems containing relevant network 
information, including VPN set up for later use by the 
network. This information can either be automatically popu 
lated from a provisioning system or manually entered into 
the inventory system. 

[0016] As the inventory systems are effectively manually 
populated, inevitable ?aws in the process create discrepan 
cies in the inventory systems over time. 

[0017] It is an object of the present invention to overcome 
this and other drawbacks. 

[0018] There are several existing methods which try to 
achieve VPN discovery functions. However, these are either 
technology or vendor dependant, and apply to IP VPNs only. 
Existing solutions take advantage of the information held by 
routing protocols especially Border Gateway Protocol 
(BGP) or Multi Protocol Label Switching (MPLS) Virtual 
Routing Forwarding (VRF) tables. 

[0019] The principal of using con?guration rules for dis 
covery is known, including within the frame work of the 
discovery of network elements pertaining to the functional 
ity required for the VPN services. However, an object of the 
present invention is to associate network elements with a 
particular VPN service. 
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SUMMARY OF THE INVENTION 

[0020] According to a ?rst aspect of the present invention, 
there is provided a method of discovering at least one Virtual 
Private NetWork (VPN) automatically Within a netWork 
comprising a plurality of netWork elements including the 
steps of: 

[0021] discovering the netWork elements Which pro 
vide functionality for VPNs Within the netWork; 

[0022] (ii) discovering the role of each netWork element, 
as identi?ed in the preceding step, comprising identifying 
netWork elements Whose role is as customer premise 
equipment (CPE); 

[0023] (iii) discovering, for each element identi?ed as 
customer premise equipment, the VPN the customer 
premise equipment is associated With. 

[0024] Preferably, the method of discovering a VPN 
includes de?ning con?guration rules before the implemen 
tation of the ?rst step. 

[0025] Preferably, the con?guration rules use regular 
expression pattern matching to permit (?lter in) or deny 
(?lter out) netWork element as appropriate. 

[0026] Preferably, the con?guration rules include NetWork 
Discovery Rules and Service Discovery Rules. 

[0027] Preferably, said NetWork Discovery Rules de?ne 
ranges of IP addresses to explore for discovery. 

[0028] Preferably, said Network Discovery Rules de?ne 
the roles of each piece of equipment discovered, for 
example, a CPE, a provider edge (PE) or a core router. 

[0029] Preferably, the NetWork Element attributes used in 
said NetWork Discovery Rules are chassis type and/or 
interface IP addresses (for example all Cisco routers of type 
2500 found in the NetWork are CPE). 

[0030] Preferably, said Service Discovery Rules de?ne a 
range of CPE attribute values Which signi?es that they 
belong to a particular VPN. 

[0031] Preferably, the typical CPE attribute used is the 
trunk interface IP address. 

[0032] Preferably, the trunk interface IP address is 
assigned by a Service Provider for each CPE among a range 
of registered addresses that are reserved for each VPN. 

[0033] Preferably, an inventory is stored comprising the 
netWork elements and their roles in each VPN. 

[0034] Preferably, the inventory is updated at appropriate 
intervals. 

[0035] Preferably, a NetWork Management System uses 
the inventory to manage each VPN. 

[0036] According to another aspect of the present inven 
tion, there is provided an apparatus for discovering a Virtual 
Private NetWork including: 

[0037] 
rules; 

Input means to modify and/or add con?guration 

[0038] Data storage means for storing the con?guration 
rules and an inventory of each piece of equipment 
discovered; and 

[0039] NetWork Discovery Means to discover CPE 
attributes and associate discovered CPE to a particular 
VPN. 
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[0040] According to another aspect of the present inven 
tion, there is provided a NetWork Management System 
comprising: 

[0041] VPN discovery means further comprising means 
to discover CPE attributes and means to associate 
discovered CPE With a particular VPN. 

[0042] Preferably, the NetWork Management System fur 
ther comprises netWork element controlling means alloWing 
modi?cation of various attributes of a netWork element. 

[0043] According to another aspect of the present inven 
tion, there is provided a netWork comprising: 

[0044] 
[0045] at least one netWork management system com 

prising VPN discovery means further comprising 
means to discover CPE attributes and means to asso 

ciate discovered CPE With a particular VPN. 

at least one CPE; 

[0046] Preferably the netWork comprises at least one pub 
lic netWork. 

[0047] Preferably the netWork further comprises at least 
one private netWork separated from said at least one public 
netWork by CPE. 

[0048] According to another aspect of the present inven 
tion, there is provided a computer program product directly 
loadable into the internal memory of a digital computer 
comprising softWare code portions for performing the steps 
of the ?rst aspect of the invention When said product is run 
on a computer. 

[0049] According to another aspect of the present inven 
tion, there is provided a computer system comprising: 

[0050] an execution environment for running an appli 
cation; and 

[0051] VPN discovery means further comprising means 
to discover CPE attributes and means to associate 
discovered CPE With a particular VPN. 

[0052] According to another aspect of the present inven 
tion, there is provided a computer program product stored on 
a computer usable medium, comprising: 

[0053] computer readable program means for causing a 
computer to control an execution of an application; 

[0054] computer readable program means for VPN dis 
covery further comprising means to discover CPE 
attributes and means to associate discovered CPE With 
a particular VPN. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0055] An embodiment of the present invention Will noW 
be described With reference to the folloWing draWings in 
Which: 

[0056] FIG. 1 shoWs a schematic vieW of a NetWork, 
including several VPNs; 

[0057] FIG. 2 shoWs a schematic vieW of a NetWork 
Management System according to an embodiment of the 
present invention. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0058] With reference to FIG. 1, a public network 10 is 
shown which could be, for example, the Internet. For a 
particular Network Service Provider (NSP), several private 
sites 20, 22 are linked to the public network ?rstly through 
a Provider Edge (PE) router 30. The NSP manages equip 
ment, such as PE routers 30, from a management site 24 
using standard protocols, such as the Simple Network Man 
agement Protocol (SNMP). Any appropriate management 
protocols may be used for this purpose, other examples 
include Remote Monitoring (RMON) or Common Object 
Request Broker Architecture (CORBA). Connected to each 
PE router 30 is an item of Customer Premise Equipment 
(CPE) 40, which in this case is a router. Connected to each 
CPE router 40 are a number of private servers or worksta 
tions 50. The private sites 20 can communicate through a 
VPN 80, denoted by the dashed lines within the network 10, 
and the private sites 22 can communicate through a VPN 70. 

[0059] In this case a router has been chosen as the PE 
equipment and CPE but this could also be any other appro 
priate device to provide communication between other net 
work elements. 

[0060] On the management site 24 a network management 
system 60 controls the operation of all the VPNs 70, 80 for 
the NSP. 

[0061] Referring now to FIG. 2, in use, a network operator 
102 operates the network management system 60 through a 
Graphical User Interface (GUI) 104. The operator 102 inputs 
a series of Network Discovery Rules (NDRs) 108. The 
NDRs provide the basis by which the network will be 
explored. The system adheres to the NDRs when exploring 
the various network elements. The NDRs act as a ?lter to 
either accept (?lter in) or reject (?lter out) network elements 
based on the information that is returned from them. The 
NDRs are set to ?rstly discover any network elements 
associated with providing functionality for VPNs in the NSP 
network. 

[0062] The network management system 60 has a process 
control 106 which broadcasts a request for information via 
a network interface 112 to a public network 10 to the IP 
addresses identi?ed in the NDRs 108. 

[0063] This information can be requested through use of a 
standard protocol such as the Simple Network Management 
Protocol (SNMP). 

[0064] Only the IP addresses that are active return any 
information and therefore identify the active network ele 
ments. 

[0065] Once the network elements have been identi?ed as 
active, they must be classi?ed to determine the role of the 
element such as PE (FIG. 1, 30), Core routers (not shown) 
and CPE (FIG. 1, 50). 

[0066] The network management system 60 uses the 
NDRs 108 to identify the functionality of the network 
elements by the attributes that have been returned during the 
initial request for information. Typical attributes used in 
these rules are the chassis type, IP address, brand and 
network interface of the network element. 

[0067] For example, a NDR uses Regular Expression 
pattern matching to logically select or deselect subsets of 
network elements from a de?ned initial set. The following 
set of NDRs is de?ned: 
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[0068] NETWORK 57.23.0.0-57.27.0.0; 57.2.3.0 
57.2.4.0 

[0069] CHASSIS OUT CiscoRouter7200 

[0070] INTERFACE OUT AT M 

[0071] In this example, “NETWORK” is a command 
which along with a range of IP addresses de?nes valid 
addresses to search for network elements. Further NDRs 
include commands “CHASSIS” and “INTERFACE” along 
with “OUT” to indicate that any CiscoRouter7200’s and 
ATM interfaces should not be included in the returned 
elements. The commands “CHASSIS” and “INTERFACE”, 
in this example, are used to ?lter out other network elements 
other than CPE. 

[0072] The ?nal stage in the full discovery of each VPN in 
the NSP’s network requires the network management sys 
tem 60 to utilise the SDRs 110 to further classify the services 
provided by the CPE found in the previous step. 

[0073] The attributes of each CPE are then ?ltered with 
the SDRs 110 and then assigned a VPN based on the 
outcome. 

[0074] For example, a SDR uses Regular Expression 
pattern matching to permit (?lter in) CPE equipment to be 
associated with or deny (?lter out) CPE equipment which 
should not be associated with a particular VPN. The fol 
lowing set of SDRs is de?ned: 

[0075] LINK VPNl 57.23.0.0-57.27.0.0; 57.5.7.8 

[0076] LINK VPNl CHASSIS CISCO 7505 INTER 
FACE T3 

[0077] LINK VPN2 CHASSIS CISCO 7505 INTER 
FACE ATM 

[0078] In this case, “VPNl” and “VPN2” are variables 
representing the particular VPN. “LINK” is a command to 
associate network elements that are selected from the SDR 
to the VPN identi?ed. Any element matching the attributes 
will be associated with the particular VPN in the rule, such 
as a network element with the IP address 57.5.7.8 in the 
above example will be associated with “VPNl”. 

[0079] Any attribute that can be identi?ed on the network 
element may be used in SDRs. These include attributes such 
as IP address, trunk IP address, Chassis type, Brand and 
Interfaces Present (Asynchronous Transfer Mode (ATM), 
Frame Relay, etc.). 
[0080] The SDRs 110 require operational knowledge of 
how the NSP provision the VPN services to enable full 
discovery of all VPNs on the network. The SDRs 110 are not 
limited by the type of VPN service that the NSP provides, 
the technology associated with the network or the vendor of 
any network element. 

[0081] The role of each network element is stored in an 
inventory 114 for use in managing each VPN and the 
network in general. The inventory 114 can be updated at 
regular intervals by the network management system 60 as 
de?ned by the operator 102. 

[0082] The full automatic discovery of the network ele 
ments and the VPN services they are associated with ensures 
that the inventory 114 does not contain any discrepancies. 
Once the SDRs 110 have been created and are available to 
the network management system 60, the inventory 114 is 
autonomous. Any changes in the SDRs 110 prompt the 
network management system 60 to re-discover the VPN 
functionality and alter the inventory 114 accordingly. 
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[0083] If a new network element is added to the network 
10 then the role of this network element will be discovered 
and added to the inventory 114 when the network manage 
ment system 60 is scheduled for the next update. If these 
updates are scheduled very close together, for example, 
every second or even every minute, then the inventory 114 
would represent the current status of all of the VPN services 
for the NSP. The inventory 114 and any history of the 
inventory 114 that may be stored could be used for other 
purposes such as identifying problems with VPN function 
ality. 
[0084] In a preferred embodiment, the VPN discovery 
system is based on the OpenView product suite which is the 
proprietary Operation Support System Platform of Hewlett 
Packard. 

[0085] It will be appreciated that modi?cations may be 
made to the foregoing without departing from the scope of 
the invention. Thus, there is provided a system which is 
con?gured to automatically discover the identify of every 
CPE from the VPN to which it belongs, and update and 
populate an inventory without any human intervention. The 
above discussion is meant to be illustrative of the principles 
and various embodiments of the present invention. 

[0086] Numerous variations and modi?cations in each of 
the illustrated examples will become apparent to those 
skilled in the art once the above disclosure is fully appre 
ciated. It is intended that the following claims be interpreted 
to embrace all such variations and modi?cations. 

1. A method of discovering at least one Virtual Private 
Network automatically within a network comprising a plu 
rality of network elements including the steps of: 

discovering the network elements which provide func 
tionality for VPNs within the network; 

discovering the role of each network element, as identi 
?ed in the preceding step, comprising identifying net 
work elements whose role is as customer premise 
equipment; 

discovering, for each element identi?ed as customer 
premise equipment, the VPN the customer premise 
equipment is associated with. 

2. A method as claimed in claim 1, wherein the method 
includes de?ning con?guration rules before the implemen 
tation of the ?rst step. 

3. A method as claimed in claim 2, wherein the con?gu 
ration rules use regular expression pattern matching to 
permit or deny a network element as appropriate. 

4. A method as claimed in claim 1, wherein said con?gu 
ration rules include Network Discovery Rules and Service 
Discovery Rules. 

5. A method as claimed in claim 4, wherein said Network 
Discovery Rules de?ne ranges of IP addresses to explore for 
discovery. 

6. A method as claimed in claim 4, wherein said Network 
Discovery Rules use network element attributes to de?ne the 
roles of each piece of equipment discovered, that is, a CPE, 
a provider edge (PE) or a core router for example. 

7. A method as claimed in claim 6, wherein the network 
element attributes used in said Network Discovery Rules are 
chassis type and/or interface IP addresses (for example all 
Cisco routers of type 2500 found in the Network are CPE). 

8. A method as claimed in claim 4, wherein said Service 
Discovery Rules comprises, for each VPN, a de?ned range 
of CPE attribute values which signi?es that they belong to 
a particular VPN. 
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9. A method as claimed in claim 8, wherein the typical 
CPE attribute used is the trunk interface IP address. 

10. A method as claimed in claim 9, wherein the trunk 
interface IP address is assigned by a Service Provider for 
each CPE among a range of registered addresses that are 
reserved for each VPN. 

11. Amethod as claimed in any preceding claim, wherein 
an inventory comprising the VPN network elements and 
their roles in the VPN functionality is kept. 

12. A method as claimed in claim 11, wherein the inven 
tory is updated at appropriate intervals. 

13. A method as claimed in claim 12, wherein a Network 
Management System uses the inventory to manage each 
VPN. 

14. An apparatus for discovering a Virtual Private Net 
work comprising: 

input means to modify and/or add con?guration rules; 

data storage means for storing the con?guration rules and 
an inventory of each piece of equipment discovered; 
and 

network Discovery Means to discover CPE attributes and 
associate discovered CPE to a particular VPN. 

15. A Network Management System comprising VPN 
discovery means further comprising means to discover CPE 
attributes and means to associate discovered CPE with a 
particular VPN. 

16. A Network Management System as claimed in claim 
15, wherein the Network Management System further com 
prises network element controlling means allowing modi? 
cation of various attributes of a network element. 

17. A network comprising: 

at least one CPE; 

at least one network management system comprising 
VPN discovery means further comprising means to 
discover CPE attributes and means to associate discov 
ered CPE with a particular VPN. 

18. A network as claimed in claim 17, wherein the 
network comprises at least one public network. 

19. A network as claimed in claim 18, wherein the 
network further comprises at least one private network 
separated from said at least one public network by CPE. 

20. Acomputer program product directly loadable into the 
internal memory of a digital computer comprising software 
code portions for performing the steps of claim 1 when said 
product is run on a computer. 

21. A computer system comprising: 

an execution environment for running an application; and 

VPN discovery means further comprising means to dis 
cover CPE attributes and means to associate discovered 
CPE with a particular VPN. 

22. A computer program product stored on a computer 
usable medium, comprising: 

computer readable program means for causing a computer 
to control an execution of an application; 

computer readable program means for VPN discovery 
further comprising means to discover CPE attributes 
and means to associate discovered CPE with a particu 
lar VPN. 


