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(57) ABSTRACT 

A system for regulating access to information of different 
levels of sensitivity includes an input con?gured to receive 
authentication information from a user, and a processor 
con?gured to: produce a ?rst token key; encrypt a read-Write 
portion of a ?rst cryptographic key associated With a ?rst 
sensitivity level using the ?rst token key; encrypt the ?rst 
token key using ?rst authentication information associated 
With the ?rst sensitivity level; produce a second token key by 
applying a one-Way function to the ?rst token key; encrypt 
a read-Write portion of a second cryptographic key associ 
ated With a second sensitivity level using the ?rst token key, 
the second sensitivity level being loWer than the ?rst sen 
sitivity level; and encrypt the second token key using second 
authentication information associated With the second sen 
sitivity level. 
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OBJECT ACCESS LEVEL 

CROSS-REFERENCE TO RELATED ACTIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/591,944 ?led Jul. 29, 2004, Which 
is incorporated here by reference. This application incorpo 
rates here by reference each of the following applications: 
US. application Ser. No. No. , entitled “Information 
Centric Security,” and bearing Attorney Docket No. 23840 
516, US. application Ser. No. , ?led Jul. 29, 2005, 
entitled “Cryptographic Key Management,” and bearing 
Attorney Docket No. 23840-517, and US. application Ser. 
No. , ?led Jul. 29, 2005, entitled “Cryptographic Key 
Construct,” and bearing Attorney Docket No. 23840-518. 

STATEMENT AS TO FEDERALLY-SPONSORED 
RESEARCH 

[0002] This invention Was made at least in part With 
Government support under STTR Contract No. N00014-04 
C-0259, US Navy Of?ce of Naval Research. 

BACKGROUND 

[0003] In today’s dynamic, fast-paced environment, it is 
desirable to securely manage the expeditious eXchange of 
ever-increasing amounts of on-demand information Within 
?uid Communities of Interest (COIs). COIs include entities 
such as companies, agencies, organiZations, and groups of 
entities such as governments and militaries (e.g., branches 
Within a single government or betWeen multiple govern 
ments). The Information Assurance (IA) solution used pref 
erably provides the capability of sharing data (e.g., elec 
tronically) at the information/data object level (Information 
Centric Security or INFOCENSEC) across functions and 
organiZations throughout an enterprise While providing data 
separation and con?dentiality. 

[0004] While electronic communication has bene?ts, elec 
tronic communication also has concerns, particularly in the 
area of protecting its con?dentiality, integrity and its authen 
ticity. This is compounded When dealing With multinational 
entities or multiple entities such as companies, agencies, or 
organiZations With various levels of trust that desire to share 
information securely. Access to the message (i.e., plainteXt 
information) is preferably controlled so that only those 
individuals authoriZed With a “need-to-knoW” are granted 
access to the plainteXt information. 

[0005] Techniques for addressing electronic communica 
tion security eXist today. One technique uses cryptography to 
provide privacy and data integrity. Cryptography involves 
the conversion of data into a secret code that can either be 
transmitted over an electronic communication medium (e.g., 
LAN, WAN, Internet, etc.) or stored on a memory device 
(e.g., hard drive, USB Fob, CD, etc.). The original teXt, or 
“plainteXt,” is converted into a coded equivalent called 
“cipherteXt” at the producer (e.g., author) via an encoding 
device that incorporates an encryption algorithm With a 
predetermined sequence of steps. A plainteXt is not neces 
sarily composed of teXt, but may include teXt or graphics or 
other forms of information, and may be combinations of 
forms of information or a single form of information by 
itself. Many different algorithms eXist and each algorithm 
uses a string of bits knoWn as a “key” to perform the 
calculations. The larger the key (the more bits), the greater 
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the number of potential patterns can be created, thus making 
it harder to break the code and descramble the contents. The 
data are encrypted, or “locked,” by combining the bits in the 
key mathematically With the data bits. If the cipherteXt 
message is intercepted (either during transit or at rest) by an 
unauthoriZed entity, the message is essentially Worthless to 
the intruder, Who does not possess the means to decrypt the 
encrypted message. Members of COIs often share informa 
tion that has been encrypted to help ensure the safe transfer 
and storage of information. COI members are members of 
cryptographic domains, With members of each domain using 
a common set of cryptographic parameters for an encryption 
algorithm, e.g., Which base values are used in cryptography. 

[0006] On the receiving side (e.g., consumer) of an 
encrypted communication, a decoding device or decrypting 
engine is provided. The decoding device accepts the cipher 
teXt message and the same cryptographic key that Was used 
during the encryption process is used to decode (decrypt) the 
cipherteXt and turn it back into a plainteXt message that 
corresponds to the original message. 

[0007] The manner in Which the key and the algorithm are 
applied in a communication process, and the manner in 
Which the keys are managed, de?ne a cryptographic scheme. 
There are many conventional cryptographic schemes in use 
today. The tWo most popular of these are public-key cryp 
tography and Pretty Good Privacy (PGP). The keys used in 
these schemes incorporate a combination of a public key 
component that is available to anyone Who Wants to encrypt 
(e.g., a producer) a message, and a private key component 
that is typically held by the recipient (e.g., a consumer) to 
decrypt the cipherteXt back to the original plainteXt message. 

[0008] There are a number of considerations for determin 
ing Whether a particular cryptographic scheme is desirable 
for the application in Which it is to be used. For eXample, the 
folloWing may be considered. 

[0009] 1. The degree of dif?culty to defeat the cryptog 
raphy. This refers to the amount of effort required for an 
unauthoriZed entity to decrypt the cipherteXt message. 
To improve the security of the cryptographic scheme is 
to reduce the likelihood that a valid key can be stolen, 
calculated, or discovered (e.g., compromised). The 
more dif?cult it is for an unauthoriZed entity to obtain 
a valid key, the more secure the cryptographic scheme. 

[0010] 2. The means to dynamically add, update and/or 
revoke a member’s access (i.e., retract an entity’s 
access privileges). Revocation refers to preventing 
access to material encrypted subsequent to revocation, 
even though access to material encrypted during a 
member’s period of legitimate access may not be 
stopped. Once the decision to revoke (i.e., to remove 
access to some portion of the member’s access or 
completely remove the member from accessing any/all 
protected data) is made, neW encryption/decryption 
access denial should be as complete and rapid as 
security risks Warrant. The timeliness of distributing 
entity updates/revocation may greatly affect the secu 
rity of the cryptographic scheme. 

[0011] 3. Whether the cryptographic key management 
scheme supports cross-domain (e.g., different crypto 
graphic domains) information sharing and can provide 
persistent access control to the cryptographic keys for 
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the cipherteXt message. The assured information-shar 
ing cornerstone is to provide the ability to dynamically 
share information at multiple sensitivity (e.g., classi? 
cation) levels among various entities such as countries, 
organizations, agencies, etc. Information access may be 
based on mission need, information sensitivity, entity’s 
identity and privileges, and level of protection provided 
by an entity’s environment. 

[0012] 4. Scalability. There are many aspects of scal 
ability to be considered in evaluating key management 
systems, such as: Generation, distribution, revocation 
and recovery of keying material; re-key interval (i.e., 
crypto period); updating and maintaining keys for users 
including users changing roles Within a community of 
interest (COI) as Well as adding/changing/revoking of 
access requirements, e.g., on an as-needed basis; COI 
interoperability, including multiple nations as Well as 
cooperative COIs; access control to content at the 
object level; and support for dynamic resource man 
agement. 

SUMMARY 

[0013] In general, in an aspect, the invention provides a 
system for regulating access to information of different 
levels of sensitivity, the system including an input con?g 
ured to receive authentication information from a user, and 
a processor con?gured to: produce a ?rst token key; encrypt 
a read-Write portion of a ?rst cryptographic key associated 
With a ?rst sensitivity level using the ?rst token key; encrypt 
the ?rst token key using ?rst authentication information 
associated With the ?rst sensitivity level; produce a second 
token key by applying a one-Way function to the ?rst token 
key; encrypt a read-Write portion of a second cryptographic 
key associated With a second sensitivity level using the ?rst 
token key, the second sensitivity level being loWer than the 
?rst sensitivity level; and encrypt the second token key using 
second authentication information associated With the sec 
ond sensitivity level. 

[0014] Embodiments of the invention may provide one or 
more of the folloWing features. The processor is further 
con?gured to: decrypt the ?rst token key using the ?rst 
authentication information; and decrypt the read-Write por 
tion of the ?rst cryptographic key using the decrypted ?rst 
token key. The processor is further con?gured to: decrypt the 
second token key using less than all of the ?rst authentica 
tion information; and decrypt the read-Write portion of the 
second cryptographic key using the decrypted second token 
key. 

[0015] In general, in another aspect, the invention pro 
vides a computer program product for regulating access to 
information of different levels of sensitivity, the computer 
program product including computer-readable instructions 
con?gured to cause a computer to: receive authentication 
information from a user; produce a ?rst token key; encrypt 
a read-Write portion of a ?rst cryptographic key associated 
With a ?rst sensitivity level using the ?rst token key; encrypt 
the ?rst token key using ?rst authentication information 
associated With the ?rst sensitivity level; produce a second 
token key by applying a one-Way function to the ?rst token 
key; encrypt a read-Write portion of a second cryptographic 
key associated With a second sensitivity level using the ?rst 
token key, the second sensitivity level being loWer than the 
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?rst sensitivity level; and encrypt the second token key using 
second authentication information associated With the sec 
ond sensitivity level. 

[0016] Embodiments of the invention may provide one or 
more of the folloWing features. The computer program 
product further includes instructions con?gured to cause the 
computer to: decrypt the ?rst token key using the ?rst 
authentication information; and decrypt the read-Write por 
tion of the ?rst cryptographic key using the decrypted ?rst 
token key. The computer program product further includes 
instructions con?gured to cause the computer to: decrypt the 
second token key using less than all of the ?rst authentica 
tion information; and decrypt the read-Write portion of the 
second cryptographic key using the decrypted second token 
key. 

[0017] In general, in another aspect, the invention pro 
vides a method of controlling access to sensitive informa 
tion, the method including obtaining a ?rst token key, 
receiving ?rst authentication information associated With a 
?rst sensitivity level and second authentication information 
associated With a second sensitivity level that is loWer than 
the ?rst sensitivity level and thus indicative of less-sensitive 
information, encrypting a read-Write portion of a ?rst cryp 
tographic key associated With the ?rst sensitivity level using 
the ?rst token key, encrypting the ?rst token key using the 
?rst authentication information, producing a second token 
key by applying a ?rst one-Way function to the ?rst token 
key, encrypting a read-Write portion of a second crypto 
graphic key associated With a second sensitivity level using 
the ?rst token key, and encrypting the second token key 
using second authentication information associated With the 
second sensitivity level. 

[0018] Embodiments of the invention may provide one or 
more of the folloWing features. The method further includes 
producing a third token key by applying a second one-Way 
function to the second token key, receiving third authenti 
cation information associated With a third sensitivity level 
that is loWer than the second sensitivity level, encrypting a 
read-Write portion of a third cryptographic key associated 
With the third sensitivity level using the third token key, and 
encrypting the third token key using the third authentication 
information. The ?rst one-Way function is a cryptographic 
hashing function and the second one-Way function is the 
same function. The second authentication information and 
the third authentication information are portions of the ?rst 
authentication information. Receiving the second authenti 
cation information and receiving the ?rst authentication 
information are included in receiving the ?rst authentication 
information. The method further includes re-receiving the 
second authentication information, and inhibiting access to 
the ?rst token key. The method further includes decrypting 
the second token key using the re-received second authen 
tication information, and decrypting the read-Write portion 
of the second cryptographic key using the decrypted second 
token key. The method further includes re-receiving the ?rst 
authentication information, decrypting the ?rst token key 
using the ?rst authentication information, decrypting the 
read-Write portion of the ?rst cryptographic key using the 
decrypted ?rst token key, decrypting the second token key 
using a portion of the re-received ?rst authentication infor 
mation, and decrypting the read-Write portion of the second 
cryptographic key using the decrypted second token key. 



US 2006/0053285 A1 

[0019] In accordance With implementations of the inven 
tion, one or more of the following capabilities may be 
provided. Acryptographic key management solution may be 
dif?cult to defeat, alloW for dynamic additions, updates, 
and/or revocations, provide scalability, support cross-do 
main information sharing With persistent access control to 
cryptographic keys, and support cross-domain capabilities 
Without inducing management overhead by requiring entity 
in a COI to manage members of entity of the COI. It is 
therefore an object of this invention to provide a process and 
apparatus for assembling keys that provides added security 
against compromising a communication by unauthoriZed 
entities. Key components may be generated, distributed, and 
controlled Within a cryptographic key management scheme 
that facilitates secure cross-domain communication sharing 
While maintaining data separation on a need-to-knoW basis 
for authoriZed users Within a predetermined COI. Key 
material may be established, managed and distributed 
among disparate entities for both small ad hoc COIs as Well 
as large COIs involving many entities Without creating 
management overhead of members by any one entity. Key 
components may be developed Within a cryptographic key 
management scheme that enables an assured dynamic and 
timely update and/or revocation of individual member privi 
leges so that the member is afforded access to plainteXt 
information substantially only during the time frame in 
Which the member is authoriZed to do so. Key components 
may be developed Within a cryptographic key management 
scheme that supports strategic as Well as tactical environ 
ments. In strategic environments, all members have access 
to a netWork infrastructure LAN, WAN, Internet, etc., 
Whereas, in a tactical environment, members are separated/ 
isolated from a netWork in a standalone environment. Key 
components may be developed Within a cryptographic key 
management scheme that cannot be easily reproduced by 
unauthoriZed parties. Cross-domain information sharing can 
be supported and persistent content-based access control 
provided on a data object Within a netWork-centric environ 
ment that supports a tactical, client-only environment. Scal 
ability is facilitated and single point of failure DoS attacks 
can be mitigated. 

[0020] Also in accordance With implementations of the 
invention, one or more of the folloWing capabilities may be 
provided. Access privileges of individual members can be 
updated electronically over a netWork. An individual mem 
ber/device (e.g., computing device such as sensors, PDA, 
laptop, etc.) or an entire organiZation, country, agency, etc. 
can be removed from continuing or future access to infor 
mation/resources. Who has access to What information can 
be closely controlled. Data separation can be achieved, e.g., 
through creation, support, recon?guration and/or revocation 
of multiple communities of interest (COIs). Dynamic COIs 
can be established and maintained. Access privileges can be 
authenticated and distributed to individual members of an 
organiZation using various identity-based key management 
systems (e.g., PKI). A cryptography solution is scalable and 
usable for information centric data protection, speci?cally 
for data at rest. Distribution and maintenance of information 
access can be signi?cantly enhanced. More ef?cient, scal 
able and adaptive key management solutions can be pro 
vided. 

[0021] Also in accordance With implementations of the 
invention, one or more of the folloWing capabilities may be 
provided. Object use in a netWork can be monitored (e.g., 
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constantly) to provide feedback on information dissemina 
tion. User roles/labels can be dynamically updated, e.g., 
based upon usage and need-to-share. Information can be 
pushed to and/or pulled from selected individuals/systems. 
Roles/labels can be updated based upon monitored activity. 
Problems/vulnerabilities can be identi?ed based upon moni 
tored activity. Amounts of information a person can Work 
With at one time can be increased. Time to revieW, analyZe, 
and implement labeling requirements for a role-based access 
control (RBAC) solution can be reduced. Management and 
dissemination of intellectual/data assets can be enhanced. 
Users can rapidly discover hidden information relationships 
from varying data sources. Unanticipated relationships of 
data can be identi?ed and changes in information access 
eXamined. Analytical tools alloWing members to investigate 
the Document groupings can be investigated, document 
contents queried, and trends, e.g., in access, investigated. 

[0022] RBAC refers to a class of security mechanisms 
(e.g., metadata or labels) that mediate access to resources 
(e.g., data, applications, systems, devices, netWorks, etc.) 
through organiZational identities, called roles. Typically, the 
roles Within an organiZation often relate to other roles in 
terms of their capabilities or access privileges. AlloWing 
administrators to de?ne roles With respect to other roles can 
improve ef?ciency and consistency—especially in organi 
Zations that have a large number of roles. De?ning roles With 
respect to other roles can also be used to dynamically change 
member access privileges for changing situations and/or 
events all based upon policy. De?ning roles With respect to 
other roles can also provide means to push to and/or pull 
data from members based upon the content of the informa 
tion as Well as the roles of the members. 

[0023] These and other capabilities of the invention, along 
With the invention itself, Will be more fully understood after 
a revieW of the folloWing ?gures, detailed description, and 
claims. 

BRIEF DESCRIPTION OF THE FIGURES 

[0024] FIG. 1 is a diagram of a stove-piped security 
solution using separate netWorks. 

[0025] FIG. 2 is a diagram of an information-centric 
security system architecture. 

[0026] 
FIG. 2. 

FIG. 3 is a block diagram of computers shoWn in 

[0027] FIG. 4 is a block diagram of a communications 
event using cryptography. 

[0028] FIG. 5 is a block ?oW diagram of a process of 
producing a cryptographic label. 

[0029] FIG. 6 is a block ?oW diagram of a process of 
producing and storing label splits. 

[0030] FIG. 7 is a block ?oW diagram of a process of 
dynamically updating and revoking access privileges. 

[0031] FIG. 8 is a block diagram illustrating sensitivity 
levels and access and authentication for the levels. 

[0032] FIG. 9 is a block ?oW diagram of a process of 
producing a key encrypting key and encrypting a data 
encryption (Working) key using the key encrypting key. 
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[0033] FIG. 10 is a block diagram of a coalition for 
sharing data. 

[0034] FIG. 11 is a block diagram of label importing and 
exporting. 
[0035] FIGS. 12-13 are block ?oW diagrams of label 
importing and exporting. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0036] Embodiments of the invention provide techniques 
for scalable cryptographic key management that supports 
cross-domain information sharing. Embodiments of the 
invention provides techniques for generating a key encrypt 
ing key (KeK), protecting, managing, and distributing 
labels/cryptographic keys used to generate the KeK that is 
used to control access to a Working key used to encrypt 
plaintext messages/data and decrypt ciphertext. For 
example, in key management system a private cryptographic 
key and a public cryptographic key may be derived and used 
to obtain a label. This label (either a sensitivity label or a 
category label, as described beloW) can be parsed into pieces 
that are unique for each user of the label and the unique 
pieces stored. The pieces can be recombined into the label. 
The label is used to generate a KeK that is used to encrypt 
a data encryption key in a key protection module. The data 
encryption key is used to encrypt plaintext data to produce 
ciphertext and the encrypted data encryption key is put in a 
header along With the ciphertext. The encrypted data encryp 
tion key is decrypted using the re-generated KeK and the 
data encryption key is used to decrypt the ciphertext. This 
encryption system is exemplary, hoWever, and not limiting 
of the invention as other implementations in accordance 
With the disclosure are possible. 

[0037] Referring to FIG. 1, historically, in “secure” infor 
mation-sharing solutions, such as a solution 10, With mul 
tinational, classi?ed, information sharing, users have oper 
ated betWeen segregated netWorks 12, 14, 16, 18 of multiple 
security levels (MSLs). These stove-piped netWork environ 
ments alloW the user to send and receive information across 
a single security level but use controlled interface devices 
(i.e., guards or sanitiZers) 20, 22, 24 to securely bridge the 
information How betWeen the disparate netWorks 12, 14, 16, 
18. When a controlled interface device is not available for 
the architecture (or for a speci?c data type), users typically 
transfer information betWeen netWorks via hand-transferred 
media (air gap) or not at all. 

[0038] The cross-domain controlled interface devices 20, 
22, 24, commonly knoWn as guards, alloW the exchange of 
data via secure and sometimes automated means. Though 
the devices themselves may securely process information at 
multiple levels simultaneously, and though these devices 
may be de?ned as Multi-Level Security (MLS) systems, 
they typically do not provide MLS Work environments. The 
segregated, single-level netWorks 12, 14, 16, 18, are sepa 
rately maintained in MSL architecture. Unlike this stove 
pipe approach, an MLS netWork environment preferably 
stores and processes information of different security 
domains—alloWing users to exchange information only at 
levels they are authoriZed While denying access to informa 
tion they are not cleared to see. 

[0039] Referring to FIG. 2, a system (architecture) 30 for 
secure data storage and communication includes an admin 
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istration system 32, a remote administration management 
console 34, and a client 36. The system 30 is referred to as 
the Need2KnoW® system, or N2KTM for short. The admin 
istration system 32 can communicate With the console 34 
through a netWork, here through a gateWay 38, to interact 
With a netWork broWser of the console 34. The console 34 
and the client 36 can be computers as described With respect 
to FIG. 3 beloW. The administration system 32 is con?gured 
to communicate With the client 36 to send the client 
Abridged Token Repository (ATR) and Token Maintenance 
File (TMF) information, described more fully beloW. The 
client 36 includes a key protection module (KPM) 420 
(described more fully beloW With respect to FIG. 9) and a 
token device 37 such as a Department of Defense (DoD) 
Common Access Card (CAC). The KPM 420 supports 
cross-domain information sharing and can provide persistent 
content-based access control (CBAC) on a data object 
Within a netWork-centric environment that supports a tacti 
cal, client-only environment using a secure parser function 
to split labels into substantially unusable cryptographic keys 
and storing them in speci?ed locations. The administration 
system 32 includes a Web server 39, an audit server 40, a 
management server 41, a database server 43, and a reporting 
server 45. The Web server 39 is con?gured to exchange 
information With the gateWay 38 and the management server 
41. The audit server 40 is con?gured to monitor information 
stored in the database server 43. The management server 41 
is con?gured to interact and exchange information With the 
Web server 39, the database server 43, the reporting server 
45, and a full service directory 47 that uses lightWeight 
directory access protocol (LDAP). The management server 
41 includes computer softWare code instructions for causing 
a processor of the server 41 to perform operations described 
beloW. The components of the administration system 32 may 
be combined or distributed, e.g., for performance, security, 
and/or redundancy considerations. In particular, the server 
41 is con?gured to determine and distribute cryptographic 
labels, to oversee the assignment of roles and to control 
access privileges of clients (e.g., members) based upon roles 
and security levels of clients, and to coordinate domains as 
described beloW. Each organiZation (e.g., country, agency, 
etc.) may have its oWn administration system 32 that coor 
dinates the domain(s) Within their respective organiZation 
and there may be at least one administration system 32 or 
management server 41 that oversees groups (coalitions) of 
domains. Through the remote console 34, the administrator 
enrolls/registers members in domains, assigns members to 
organiZation units, controls member administration, and 
assigns roles to members. These are maintained in the 
database 43. The reporting server 45 is con?gured to provide 
reports regarding the cryptographic key management admin 
istrative information, e.g., in the form of HTML reports 49, 
PDF reports 51, and CSV (Common Separated Value) 
reports 53. 

[0040] The system 30 provides a scalable cryptographic 
key management solution for cross-domain information 
sharing. The system 30 provides the KPM 420 that incor 
porates strong, con?gurable identi?cation, authentication, 
and authoriZation mechanisms, providing persistent access 
control on a data object in a netWork-centric environment 
While providing for a deployed tactical client-only environ 
ment. The system 30 further provides speci?cations (e.g., 
open API) for header information, and a hierarchical admin 
istrative structure that is scalable and supports key manage 
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ment/distribution across multiple cryptographic domains. 
The system 30 further provides active auditing, through the 
audit server 40, of both client and administrative functions, 
and reporting of activity through the reporting server 45. The 
system 30 also protects applications/information With an 
application encapsulation technique that protects against, 
e.g., hackers and malicious code attacks in a softWare-based 
environment, that helps protect information in transit, at rest, 
and in process. Other embodiments of the system 30, 
hoWever, are possible, including embodiments that provide 
feWer, more, and/or different features than listed here. 

[0041] Referring also to FIG. 3, each of the servers 39, 40, 
41, 43, 45, the console 34, and the client 36 preferably 
includes a processor 46, memory 50, one or more input 
devices 52, and storage 54, and may also include a display 
48. The processor 46 can be a personal computer central 
processing unit (CPU) such as a processor made by Intel® 
Corporation or AMD® Corporation, although processors 
made by other companies may be used and thus the inven 
tion is not limited to using processors made by either of 
these companies. The display 48 is a cathode-ray tube 
(CRT), although other forms of displays are acceptable, e.g., 
liquid-crystal displays (LCD) including TFT displays. The 
memory 50 includes random access memory and 
read-only memory (ROM). The input device(s) 52 may 
include a keyboard, mouse, ?oppy disk drive, CD-ROM, a 
USB Fob, and/or a biometrics sensor, etc. The input 
device(s) 52 provides for data input by a user (not shoWn) 
and/or a token, e.g., to input cryptography keys. The storage 
54 may include a hard-disk drive, and can include ?oppy 
disk drives, a CD-ROM drive, and/or a Zip drive. The 
components 46, 48, 50, 52, and 54 are connected by a bus 
56 for communication betWeen the components. The server 
41 and the client 36 can store, e.g., in the memory 50, 
softWare code containing instructions for controlling the 
processor 46 to perform functions described beloW. In 
particular, the server 41 and the client 36 can store and/or 
process encryption keys or portions thereof, including labels 
and label splits described beloW. The client 36 can also 
encrypt information, transmit and/or store the encrypted 
information, and receive and/or retrieve encrypted informa 
tion and decrypt the encrypted information. 

[0042] In operation, referring to FIG. 4, With further 
reference to FIGS. 2-3, a process 70 for encrypting, trans 
mitting and/or storing, and decrypting information using the 
system 30 includes the stages shoWn. The process 70, 
hoWever, is exemplary only and not limiting. The process 70 
may be altered, e.g., by having stages added, removed, or 
rearranged. 

[0043] At stage 72, the communication originates at an 
origination space such as the client 36. The origination space 
is the place and time at Which the communication originates. 
At this stage, unencrypted information (plaintext) 80 is 
encrypted using an encryption key 82 by an encryption or 
encoding device (encrypt text/key relation) 84 to produce 
encrypted information, i.e., ciphertext 86. 

[0044] At stage 74, the ciphertext 86 is communicated to 
a destination space, being the time and place at Which the 
communication is to be decoded. Stage 74 may comprise, 
e.g., transmitting the ciphertext 86 from the client 36 to 
another computer Without storing the ciphertext 86 (aside 
from caching the ciphertext 86 in netWork hops, for 
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example) as indicated by an arroW 88. Alternatively, the 
stage 74 may comprise storing the ciphertext 86 in a storage 
90 as indicated by an arroW 92 and retrieving the ciphertext 
86 as indicated by an arroW 94. For example, the client 36 
may store the ciphertext 86 in its memory 50 and retrieve it 
at a later time. Further, the stage 74 may comprise a 
combination of storing and transmitting, e.g., by having the 
client 36 transmit the ciphertext 86 to a netWork storage 
device, and having the ciphertext 86 later transmitted to the 
a destination space for decoding. 

[0045] At stage 76, the ciphertext 86 is received by the 
destination space and decoded/decrypted. An authoriZed 
entity applies a decoding device (decrypt text/key relation) 
96 using a proper decryption key 98 to decrypt the ciphertext 
86 to produce decrypted plaintext 81 corresponding to (e.g, 
identical to) the input plaintext 80. 

[0046] The origination space and the destination space 
may be disposed at remote locations (e.g., physically dif 
ferent ones of the computing devices 40, 42, 44). Alterna 
tively, the origination and destination spaces may be collo 
cated but displaced in time (e.g., the same physical 
computing device 40). The space and time correspondence 
betWeen the origination space and destination space may 
vary depending on the nature of a particular communication. 
The origination space and the destination space are coupled 
to a common communications channel 89. This communi 
cations channel 89 may bridge a physical space, such as 
empty air in the case of cellular voice telephone call. 
Alternatively, the communications channel 89 may be the 
temporary storage 90 for the communication While time 
passes betWeen the origination space and the destination 
space. For example, the communication may be a message 
left in the memory 50 of the client 36 by a ?rst user for a 
second user to retrieve and read at a later time on the same 

client 36. As another alternative, the communications chan 
nel 89 may be used to place data in the temporary storage 90 
for the communication While time passes betWeen the origi 
nation space and the destination space, With the message 
being left in memory on a netWork storage device by a ?rst 
user of the client 36 for a second user to retrieve and read at 
a later time through the communications channel 89 on a 
different computing device at the destination space. The 
communications channel 89 may also be a combination of 
the tWo, such as sharing communications through email 
services over the Internet or a LAN/WAN. 

[0047] The origination space and the destination space can 
be, for example, computers (e.g., the computers 40, 42, 44), 
or even the same computer (e.g., the client 36). For example, 
the client 36 may store the text/key relation 84 and/or 96 in 
the memory 50. The processor (e.g., a microprocessor or 
similar controller) 46, along With a control structure and the 
memory 50 (e.g., RAM) for storing original plaintext and 
keys provided by a user, can be included in both the 
origination space and the destination space and can perform 
the functions of the encryption 84 and the decryption 96. The 
input device(s) 52 can accept the encryption key 82 and the 
plaintext message 80 from the origination user, and the 
decryption key 98 and the ciphertext message 86 from the 
destination user. At the destination space, an output device, 
such as the display/monitor 48, the disk drive 54, or the 
output device(s) 58 may present the decrypted plaintext 
message 81 to the destination user. The text/key relation 84 
and/or 96 can be stored on a ?oppy disk or other permanent 
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and/or temporary portable storage to facilitate different 
text/key relations 84 and/or 96 to be applied by different 
users and/or in different situations. 

[0048] Other measures are preferably used to help keep 
the system 30 secure. For example, as an added level of 
protection, using the invention the data encryption key 82 
can also be encrypted. The encrypted data encryption key 
(dek) 82 can be sent along With the ciphertext 86, e.g., as a 
header associated With the ciphertext 86, to the destination. 
The encrypted dek can be decrypted by an authoriZed 
destination and used to decrypt the ciphertext 86. Crypto 
graphic keys are also periodically changed to help keep the 
system 30 secure. The system 30 caters not only to data in 
transit but also data at rest (e.g., computer ?le storage), and 
provides a method of key recovery. The ability to recover old 
values, hoWever, is constrained to go back only as far as 
authoriZed by the administrative system 32 for a member 
using a backWards secrecy value, explained more fully 
beloW. Indeed, the system 30 can prevent or permit recovery 
of old values entirely. 

[0049] One-Way functions (e.g., cryptographic hash algo 
rithms) are used by the server 41 to generate neW keys from 
old. The one-Way functions provide members With a means 
to recover keys used in the past. The functions also provide 
administrators With a measure of control over key recovery 
While still retaining security. 

[0050] When a label is produced, three values are gener 
ated at random: a base value (b), a backWard controlling 
value (c) and a stepping key The base value is concat 
enated With the stepping key and hashed to produce the 
private key. This is repeated f times Where f is about 65,000 
(although other values of f may be used). This value is called 
bf. Concatenating bf With c1, hashing this value and then 
reducing it modulo q derives the ?rst maintenance-level 
private key. The public key is generated in the usual Way 
from the private key. 

[0051] Deriving subsequent key pairs proceeds by calcu 
lating b(f_1+1) and c1, Where I is the maintenance step. The 
tWo values are concatenated, hashed, then reduced modulo 
q producing the private key for that maintenance step. The 
public key corresponding to this step is calculated in the 
normal Way. 

[0052] In operation, referring to FIG. 5, With further 
reference to FIG. 2, a process 110 for determining a label 
142 using the server 41 and the administration database 
server 43 includes the stages shoWn. The process 110, 
hoWever, is exemplary only and not limiting. The process 
110 may be altered, e.g., by having stages added, removed, 
or rearranged. The label includes a named asymmetric key 
pair and can be distributed by the server 41 to entities for 
encryption and decryption of deks. 

[0053] The label 142 includes a human-readable portion 
140 for ease of use and identi?cation by the user, and a 
machine-actionable portion 138 to provide access control to 
label recipients. Here, labels are used With an ephemeral 
Elliptic Curve key pair 120 (e.g., ephemeral elliptic curve 
Dif?e-Hellman key pair) or 124 to generate shared values. 
The public key 124 corresponding to the label 142 is 
distributed to those members Who Will have Write-only 
(W/O) access (i.e., the ability to encrypt, but not decrypt, 
objects) using that label 142. The private key 120 corre 
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sponding to the label 142 is distributed to those members 
Who Will have read-Write (R/W) access (i.e., the ability to 
encrypt and decrypt an object) using that label 142. Since the 
public key 124 is derived from the private key 120, as 
discussed beloW, Write access is implicitly given With read 
access. 

[0054] The label 142 represents an indexed sequence of 
key values Within a domain. Each value in the sequence 
represents a particular maintenance step of the label 142. 
When a label’s key pair value changes, the next maintenance 
value is used. Maintenance values can be changed based on 
a variety of one or more criteria such as time of day, time 
since last change, number of uses of a key since the last 
change, etc. At any given time, preferably only the current 
maintenance value of the label 142 is used for encryption. 
Key pair values for any maintenance value can be recovered 
if the base values for that maintenance value are knoWn. 

[0055] Whether an entity can recover previous labels, and 
hoW far back, is determined by the server 41. Some members 
of the system 30 may be able to recover back to When they 
became members, While some all the Way back to the ?rst 
maintenance value, and some members may not be able to 
recover any previous label key values. Furthermore, this 
applies to each individual label Within a speci?c member 
role. 

[0056] Label Private Key Derivation 

[0057] The label private key 120 for maintenance level j, 
dj, is derived by using a pseudo-random number generator 
function 112 With base values 114, 116, 118 as seed material. 
The png function is, e.g., ANS X963, Annex A.4.1. There 
are three original, 512-bit, randomly generated, base values 
114, 116, 118 that are used to derive the sequence of private 
keys 120 for a label. The base value 114 is called frn (the 
forWard secrecy), the base value 116 is called bO (the 
backWard secrecy), and the base value 118 is called C (the 
constant). There can be up to m maintenance values. Thus, 
the equation for dj is: 

d;=png(1, r,XKEYJ-,XSEEDJ-) 
Where r is the order of the point for the chosen curve, B-571 
or K-571. XKEYJ- and XSEEDJ- are functions of fj, the 
forWard secrecy base value 114 for maintenance level j, bj, 
the backWard secrecy base value 116 for maintenance level 
j, and C, the constant base value 118. 

[0058] The formulae to calculate and bi are recursive in 
nature. 

Where is the SHA-S 12 hash of x. The derivation of the 
forWard-secrecy base value for the ?rst maintenance level 
involves a total of m hash operations. 

[0059] The private key 120 is derived from the forWard 
and backWard base values 114, 116 and neW private keys 
120 are derived from hashes of the base values 114, 116. 
Initially, a ?xed value for the number of key pairs to be 



US 2006/0053285 A1 

produced from original base values 114, 116 is set (e.g., 
m=65,000). The forward and backward base values 114, 116 
are hashed 65,000 times, and the nth backward base value 
(bn) 116 is paired with the (m—n+1) forward base value 
(fm_n+1) 114. The hashed base values 114, 116 are used to 
produce m private keys and m public keys. 

[0060] Label Public Key Derivation 

[0061] Elliptic curve public key points Q]- 124 are derived 
from the base point 120 by multiplying by a private key 
integer 122 generated by the administration system 32. 

where Q]- 124 is the label public key of maintenance level j, 
dj is the private key 120 for the label at maintenance level j, 
and G is the domain’s base point 122. 

[0062] The private key 120 and the public key 124 are 
combined to form a base value portion 126 of a label value 
137. The label value 137 also includes various parameters/ 
metadata 136 (e.g., the base value and curve for Elliptical 
Curve cryptography) and a pedigree 134. The pedigree 134 
is the result of performing a one-way hashing function 132 
on a domain globally unique identi?cation (GUID) 128 and 
a label GUID 130. The domain GUID 128 uniquely iden 
ti?es the domain for which the label 142 will be assigned. 
The label GUID is uniquely identi?ed with the particular 
label 142 being produced. The pedigree 134 is securely 
bound to (associated with) the base value 136 of the label 
value 137. Using this technique, the pedigree can be proved 
for a label (i.e., it can be proved that a speci?c label came 
from a speci?c domain knowing the domain GUID and label 
GUID, although knowing the value of a pedigree 134 will 
not allow a determination of the domain). 

[0063] The label 142 is formed by associating the human 
readable name 140 with the machine-readable portion 138. 
Further, the label is associated with the label GUID 130 and 
is assigned a period (how often to change its value), pref 
erably when the label 142 is produced. The label information 
is stored in the database server 43 and is retrievable by the 
server 41 for issuance to speci?c entities, e.g., the computers 
40, 42, 44. The label 142 (or 137) can be stored, e.g., in a 
magnetic memory, on a CD-ROM, etc., and/or transmitted, 
e.g., as signals such as electric signals over a wire, electro 
magnetic waves wirelessly, optical signals, etc. 

[0064] The server 41 controls the changing of the label 
142. For eXample, the server 41 can change which label 142 
is the current label 142 periodically (e.g., based on time or 
other measure), based on the occurrence of one or more 
events, etc. Preferably, the base value portion 126 of the 
label 137 includes an indication of the number of the label 
142 in the sequence of labels 142. 

[0065] The server 41 can provide information regarding 
the base values 114, 116 to a requesting member to enable 
the member to recover previous label values 137. For 
eXample, the server 41 can provide to a member a backward 
base value 116 corresponding to the “earliest” (e.g., in time, 
in sequence, etc.) label value 137 that the member is allowed 
to recover. The member can hash this value 116 and combine 
it with hashed forward base values 114 to determine the 
appropriate private key 120. The server 41 regulates which 
previous labels each member can recover (e.g., by storing 
indicia of what previous labels each member is allowed to 
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recover and only providing information to recover labels 
that the particular member is allowed to recover). For 
eXample, the server 41 can control recovery of labels 142 to 
a particular time period, a particular date, back a particular 
number of maintenance values, etc. 

[0066] Further, the server 41 can regulate what labels 142 
a member is authoriZed to use going forward. The server 41 
can control which cryptographic keys a member will be 
allowed to use. To regulate this, the server 41 provides the 
user with the nth hashed forward base value 114, thus 
allowing the member to produce forward base values 114 for 
keys up to the nth key 120. Thus, the server 41 can allow a 
member to use a label 142 up to a speci?ed criterion (e.g., 
date, elapsed time, number of uses, etc.). 

[0067] The server 41 can further limit members to labels 
values 137 within a “window” of values 137. By providing 
a member with both a hashed forward base value 114 and a 
hashed backward base value 116 other than their respective 
initial values, the server 41 limits the member to producing 
private keys 120 (and thus public keys 124) for maintenance 
values outside of the range corresponding to the two hashed 
base values 114, 116 provided. For eXample, for m=10,000, 
if the server 41 provides the 8001St hashed forward value 114 
and the 1,000th hashed backward value 116, then the user can 
produce private and public keys 120, 124 for the range from 
the 1,000th to the 2,000th key pair (i.e., in the sequence of key 
pairs). 

[0068] Label Splitting 

[0069] Referring also to FIG. 6, the server 41 is further 
con?gured to divide the machine-actionable label values 138 
for storage, and to recreate the label values for use, as shown 
by a process 150 that includes the stages and components 
shown. Thus, the encryption key 82 and the decryption key 
98 (i.e., labels) that are provided at the origination space and 
at the destination space may be composed of several com 
ponents, or splits, each of which may be provided by a 
different source. The process 150 is exemplary only and not 
limiting, e.g., as the process 150 may be altered, e.g., by 
having stages and/or components added, removed, or rear 
ranged. 

[0070] A secure parser process 152 is applied to the label 
142 in a manner that uses an algorithm to divide the label 
142 into multiple splits 154, 156, 158, 160 so that any single 
split does not maintain any intelligible information by itself. 
Each split 154, 156, 158, 160, by itself, is non-functional 
(e.g., a benign key), so that the splits 154, 156, 158, 160 are 
useless for indicating a key unless they are recombined 
using the parser process 152 with the corresponding splits 
154, 156, 158, 160. 

[0071] Using an “M” of “N” splitting algorithm in the 
parser 152, e.g., a 2 of 4 split, a domain member can 
recombine its member label split 160 with any one of the 
other three corresponding splits 154, 156, 158 to obtain the 
usable full label 142. The member’s token split 160 can be 
designated as a mandatory piece, where a stored member 
token 162 or 164 must be re-combined with any of the other 
splits 154, 156, 158 to regenerate the usable full label 142. 
Recombining the other splits 154, 156, 158 without the 
member’s mandatory split 160 will not enable the parser 
process 152 to recombine the label splits 154, 156, 158 in a 
usable manner. 
























