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METHOD AND APPARATUS FOR PROVIDING 
BACKUP INTERNET ACCESS 

TECHNICAL FIELD OF THE INVENTION 

[0001] The present invention relates generally to methods 
and systems for providing auxiliary or backup Internet 
connectivity. 

GLOSSARY OF TERMS 

[0002] The speci?cation employs certain terms and acro 
nyms that refer to various elements, organizations, services 
and protocols associated With Internet connectivity. 
Although some of these terms and acronyms are generally 
knoWn and used, their de?nitions are not strictly standard 
iZed in the art. For purposes of this speci?cation, the 
folloWing terms and acronyms Will therefore be de?ned as 
folloWs: 

[0003] BGP Border GateWay Protocol—A Transmis 
sion Control Protocol/Internet Protocol (TCP/IP) rout 
ing protocol or interdomain routing in netWorks. It is 
typically used in the Internet for exchanging routing 
information betWeen autonomous systems. 

[0004] CLEC Competitive Local Exchange Carrier— 
Competitors to Incumbent Local Exchange Carriers 
(ILECs), CLECs compete on a selective basis for local 
exchange service, long distance, international, Internet 
access and other communication services. CLECs build 
or rebuild their oWn local loops, Wired or Wireless. 
They also lease local loops from the ILECs at Whole 
sale rates for resale to end users. 

[0005] GRP GateWay Routing Protocol—The suite of 
TCP/IP protocols that is used to exchange routing 
information betWeen autonomous systems. These pro 
tocols inlcude BGP, EIGRP, HSRP and IGRP. 

[0006] ILEC Incumbent Local Exchange Carrier—One 
of the companies comprising the Regional Bell Oper 
ating Companies (RBOCs). 

[0007] Internet In short, a netWork of computer net 
Works joined together over high-speed backbone data 
links. In its present embodiment, the Internet is a packet 
sWitched netWork based on a family of protocols 
knoWn as Transmission Control Protocol/Internet Pro 
tocol (TCP/IP). This family of protocols provides com 
munication across interconnected netWorks, betWeen 
computers With diverse hardWare architectures and 
betWeen various computer operating systems. 

[0008] ISP Internet Service Provider—A vendor Which 
provides access for its customers (companies and pri 
vate individuals) to the Internet and the World Wide 
Web. 

[0009] ISP Backbone A high speed circuit or circuits 
linking an ISP to the Internet These circuits are typi 
cally interconnected at speci?ed points knoWn as net 
Work access points. 

[0010] LAP Local Access Provider—The provider of 
the local communications circuit betWeen a customer’s 
premises and the point of presence of a CLEC, ILEC or 
other LAP. (see “Local Communications Circuit” 
beloW). 
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[0011] LCC Local Communications Circuit—The con 
nection betWeen a customer’s premises and a point of 
presence of a CLEC, ILEC or other Local Access 
Provider. Also commonly referred to as a “local loop” 
or “local access circuit.” A local communications cir 
cuit can be a copper, ?ber, or Wireless circuit (see 
“Wireless” beloW). 

[0012] LMDS Local Multipoint Distribution System. 

[0013] MMDS Multichannel Multipoint Distribution 
Service. 

[0014] PathWay The route Which a telecommunications 
signal folloWs through a terrestrial circuit or through 
the air in a Wireless circuit (see “Wireless” beloW). 

[0015] POP Point of Presence—A physical place Where 
a CLEC, ILEC or other Local Access Provider has a 
presence for netWork access. A POP can also be a 
meeting point for ISPs Where they exchange traffic and 
routes. 

[0016] Router In the strictest terms, a router is a hard 
Ware and/or softWare interface betWeen tWo netWorks. 
They are self-learning, and can communicate their 
existence and can learn of neW routers, nodes and 
netWork segments. They also can constantly monitor 
the condition of a netWork and dynamically adapt to 
changes in netWork conditions. 

[0017] VOFDM Vector Orthagonal Frequency Division 
Multiplexing. 

[0018] Wireless Without Wires. As used in this applica 
tion, “Wireless” includes but is not necessarily limited 
to access circuits based on laser, satellite, microWave, 
radio Wave, analog cellular, digital cellular, LMDS, 
MMDS, or VOFDM technologies and implementa 
tions. 

BACKGROUND OF THE INVENTION 

[0019] Having reliable Internet connectivity has recently 
become essential for organiZations of all types and siZes. 
Whether it is needed for communication purposes betWeen 
employees of an organiZation, for conducting electronic 
commerce, or for a variety of other purposes, many orga 
niZations noW rely on Internet connectivity every day in 
order to effectively operate. Organizations Without reliable 
Internet access can quickly lose competitive advantage, 
revenue, future sales, and the ability to communicate both 
internally and externally. Lack of reliable Internet connec 
tion can also negatively impact productivity as more and 
more daily tasks of personnel are related to using the 
Internet. 

[0020] Primary Internet connections routinely fail for a 
variety of reasons. PoWer outages, hardWare and softWare 
failures, and failures in one or more of the elements of 
physical connectivity Which enable Internet connections to 
remain active can all cause Internet connections to fail. 

[0021] Many primary Internet connections fail due to a 
Wide variety of failures in hardWare, softWare, or the physi 
cal connections that comprise the elements of the physical 
connectivity required to keep these connections active. 
Router failures, severed underground or other cables and/or 
connections, hardWare and/or softWare problems in the Point 
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of Presence (“POP”) of Internet Service Providers (“ISP”) or 
Local Access Providers (“LAP”), and other failures associ 
ated with physical connectivity all can cause primary Inter 
net connection failures. 

[0022] Therefore, a need exists for a method and apparatus 
which provides an improved backup Internet access service 
that automatically carries Internet traffic when the primary 
connection to the Internet fails. 

SUMMARY OF THE INVENTION 

[0023] In accordance with the present invention, a method 
and apparatus for a managed backup Internet access service 
is provided which is dedicated solely to automatically car 
rying Internet traffic when the primary connection to the 
Internet fails. The present invention accounts for a variety of 
different types of failures in the elements of primary physical 
Internet connectivity, and automatically carries the Internet 
traffic normally carried by the primary Internet connection in 
the event it fails. In addition, the present invention provides 
for a different type of physical connectivity in the local loop 
element of the Internet connection, as this element often fails 
and causes Internet connections to fail. 

[0024] It is a feature of the present invention to provide 
automatic switchover to a secondary or backup Internet 
access system without the need for intervention by the user 
of the primary Internet access system. 

[0025] The present invention advantageously provides a 
backup Internet access system that is engineered differently 
and is physically separate from the primary Internet access 
system, yet only costs the user a fraction of the cost of the 
primary Internet access system. 

[0026] The objects, features and advantages of the present 
invention are readily apparent from the following descrip 
tion of the preferred embodiments when taken in connection 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] For a more complete understanding of the present 
invention and the advantages thereof, reference is now made 
to the following description taken in conjunction with the 
accompanying drawings in which like reference numbers 
indicate like features and wherein: 

[0028] FIG. 1 is a block diagram illustrating a typical 
prior art network having a single primary connection to the 
Internet; and 

[0029] FIG. 2 is a block diagram illustrating a network 
having a primary and secondary connection to the Internet 
according to the teachings of the present invention. 

DRAWING REFERENCE NUMERALS 

[0030] The following reference characters identify the 
associated elements depicted in the drawings describing the 
present invention: 

TABLE A 

Element Descriptions and Associated Reference Numerals 

100 Internal Network 
101 Network Access Device 
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TABLE A-continued 

Element Descriptions and Associated Reference Numerals 

102 Network Access Device 
103 Ethernet Network 
104 Network Server 
105 Router 
106 Local Communications Circuit 
107 LAP POP 
108 Pathway 
109 ISP “A” POP 
110 Pathway 
121 ISP “A” Backbone 
130 The Internet 
210 Backup Router 
212 Backup Local Communications Circuit 
214 Alternative LAP POP 
216 Backup Pathway 
218 Backup POP 
220 Backup Pathway 
222 Backup Pathway 
224 Backup Pathway 
226 ISP “B” Backbone 
228 ISP “C” Backbone 
230 ISP “D” Backbone 
232 ISP “E” Backbone 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0031] Embodiments of the present invention will be 
described in detail with reference to the accompanying 
drawings. In the following description, the present invention 
will be discussed in connection with a typical Ethernet local 
area network system of a typical organiZation. It should be 
understood that this is for purposes of clarity only, and that 
the present invention may be employed by any network used 
by an organiZation to connect to the Internet without depart 
ing from the intended scope of the present invention. 

[0032] FIG. 1 depicts a typical prior art internal network 
100 used by an organiZation to connect to the Internet 130, 
and a typical high-speed connection to the Internet depicted 
by elements having reference numerals 106 through 110. 
The preferred embodiment of the present invention is illus 
trated in FIG. 2, like numerals being used to refer to like and 
corresponding parts of the two drawings. 

[0033] Referring to FIG. 1, there is schematically shown 
an organiZation’s typical internal network 100 and its vari 
ous components. Network access devices 101 and 102 are 
illustrated as personal computers used to send and receive 
data requests via an Ethernet network 103 to a network 
server 104. It should be understood that the network access 
devices 101 and 102 could also be any other types of devices 
such as workstations, handheld devices, cellular phones or 
other devices having trusted access to the network server 
104. 

[0034] Data sent out to the Internet travel through the 
network server 104 to a high-speed router 105, and then 
traverse various components of a high-speed Internet con 
nection 106 through 110 that are discussed in detail below. 
Data returning from the Internet to network access device 
101 or 102 ?ow in opposite direction, from the high speed 
Internet connection 106 through 110 to the high speed router 
105, and then through the network server 104 and across the 
internal Ethernet 103 to the respective network access 
device 101 and 102. 



US 2006/0053231 A1 

[0035] Components 106 through 110 in FIG. 1 depict the 
typical elements of an organiZation’s high-speed Internet 
connection. An organiZation’s router 105 is connected to 
local communications circuit 106. This local communica 
tions circuit 106 is a copper, ?ber, Wireless or satellite 
connection or pathWay that links router 105 to the ILEC 
(Incumbent Local Exchange Carrier), CLEC (Competitive 
Local Exchange Carrier) or other LAP Point of Presence 
(POP) 107. The ILEC, CLEC or other LAP POP 107 is then 
linked to Internet Service Provider “A” (ISP “A”) through a 
copper, ?ber, Wireless or satellite connection or pathWay 108 
to ISP A’s POP 109. ISPA then connects to its oWn Internet 
backbone 121 via one or more copper, ?ber, Wireless or 
satellite connections or pathWays 110. 

[0036] The preferred embodiments of the present inven 
tion are illustrated in FIG. 2, like numerals being used to 
refer to like and corresponding parts of the tWo draWings. 
FIG. 2 illustrates all of the elements contained in FIG. 1 and 
adds the teachings of the present invention. 

[0037] One purpose of the present invention is to provide 
managed backup Internet access connectivity in the event 
that an organiZation’s primary Internet access fails. This 
managed backup Internet access is intended solely to pro 
vide backup access only, and to provide such access With the 
local component of connectivity that is of a different type 
than the primary means of connecting to the Internet. 

[0038] Referring to FIG. 1, there are several single points 
of failure that could cause total loss of Internet connectivity 
to netWork 100 and its users. Should router 105 fail, Internet 
connectivity Would be unavailable. Should local communi 
cations circuit 106 fail for Whatever reason, Internet con 
nectivity Would be unavailable. Should any one of a number 
of problems occur in the ILEC, CLEC or other LAP POP 
107 that prevented POP 107 from routing the Internet traf?c 
of netWork 100, Internet connectivity Would be unavailable. 
Should the connection or pathWay 108 betWeen the ILEC, 
CLEC or other LAP POP 107 and ISP-A’s POP 109 fail, 
Internet connectivity Would be unavailable. Should the one 
or more connections or pathWays 110 betWeen ISP A’s POP 
109 and ISP A’s Internet backbone 121 fail, Internet con 
nectivity Would be unavailable. And, should ISPA’s Internet 
backbone 121 fail, Internet connectivity Would be unavail 
able. 

[0039] The present invention takes into account each of 
these several points of failure, and in the event of any one 
or a combination of these failures, enables Internet connec 
tivity to be automatically sWitched over to the managed 
backup Internet access connectivity provided by the present 
invention. 

[0040] Referring to FIG. 2, router 210 is a backup router 
to primary router 105. Using a standard gateWay routing 
protocol such as Border GateWay Protocol (BGP), backup 
router 210 is able to communicate With primary router 105. 
There are several types of standard gateWay routing proto 
cols that may be used such as IGRP, HSRP, and EIGRP. In 
the event of any of the failures noted above that disables the 
primary Internet connectivity, data traf?c is automatically 
routed from primary router 105 to backup router 210 to 
provide backup Internet connectivity. 

[0041] Backup local communications circuit 212 differs 
from primary local communications circuit 106 in that it is 
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a different type. For eXample, if primary local communica 
tions circuit 106 is a copper pathWay, backup local commu 
nications circuit 212 is a non-copper pathWay such as a ?ber, 
Wireless or satellite pathWay. If primary local communica 
tions circuit 106 is a ?ber pathWay, backup local commu 
nications circuit 212 is a non-?ber pathWay such as a copper, 
Wireless or satellite pathWay. If primary local communica 
tions circuit 106 is a Wireless pathWay, backup local com 
munications circuit 212 is a non-Wireless pathWay. If pri 
mary local communications circuit 106 is a satellite 
pathWay, backup local communications circuit 212 is a 
non-satellite pathWay. The key is that Whatever kind of 
pathWay is used for primary local communications circuit 
106, a different type of pathWay is used for backup local 
communications circuit 212. 

[0042] Backup local communications circuit 212 is con 
nected to backup router 210. In the event of any of the 
failures noted above that disables the primary Internet 
connectivity, data traf?c is automatically routed from pri 
mary router 105 to backup router 210 and then sent across 
the backup local communications circuit 212. Through the 
use of gateWay routing protocols such as BGP, the netWork 
beginning at local communications circuit 212 is able to 
carry traf?c that had the destination of the netWork begin 
ning at primary local communications circuit 106. There 
fore, the change in the path of access is transparent to the 
users in the netWork 100 as Well as Internet users accessing 
a destination on the netWork 100. 

[0043] Backup ILEC, CLEC or other LAP POP 214 differs 
from primary CLEC, ILEC or other LAP POP 107 in that it 
is a different POP housed in a separate physical location. In 
the event of any of the failures noted above that disables the 
primary Internet connectivity, data traf?c is automatically 
routed from primary router 105 to backup router 210 and 
then sent across the backup local communications circuit 
212 to the backup ILEC, CLEC or other LAP POP 214. 

[0044] The redundant POP 218 is a backup POP that is 
co-located With an eXisting ILEC, CLEC or other LAP. In 
some metropolitan areas, the backup redundant POP 218 and 
the ILEC, CLEC or other LAP POP 214 Will be one and the 
same. Under the present invention, this occurs When the type 
of backup local communications circuit 212 needed to 
provide backup Internet connectivity is available from the 
same ILEC, CLEC or other LAP in Which the backup 
redundant POP is co-located. In this situation, ILEC, CLEC, 
or other LAP POP 214 is not required under the present 
invention. Neither is the high-speed circuit 216 discussed 
beloW. In this situation, the backup Internet traf?c travels 
from backup router 210 across backup local communica 
tions circuit 212 to the backup redundant POP 218. 

[0045] In situations in Which the type of backup local 
communications circuit 212 needed to provide backup Inter 
net connectivity is not available from the same CLEC, ILEC 
or other LAP in Which the redundant POP 218 is co-located, 
then CLEC, ILEC or other LAP POP 214 is required under 
the present invention. Ahigh-speed circuit 216 that connects 
ILEC, CLEC or other LAP POP 214 to the redundant POP 
218 is also required under the present invention. In this 
situation, in the event of any of the failures noted above that 
disables the primary Internet connectivity, data traffic is 
automatically routed from primary router 105 to backup 
router 210, sent across backup local communications circuit 
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212 to backup ILEC, CLEC or other LAP POP 214 and then 
across high speed circuit 216 to the backup redundant POP 
218. 

[0046] High speed circuits 220, 222 and 224 provide the 
redundant connections to carry backup Internet traf?c from 
backup redundant POP 218 to and from the Internet via three 
separate Internet backbones 228, 230, and 232. The opera 
tors of these backbones may vary from metropolitan area to 
metropolitan area and could include any combination of 
three of the ?ve backbones 226, 228, 230, 232, and 121 
illustrated in FIG. 2. Other backbones not shoWn could also 
be used under the present invention. In the event of any of 
the failures noted above that disables the primary Internet 
connectivity, data traf?c is automatically routed from pri 
mary router 105 to backup router 210, sent across backup 
local communications circuit 212 to backup ILEC, CLEC or 
other LAP POP 214 When this backup POP 214 is needed, 
then across high speed circuit 216 to the backup redundant 
POP 218, and then across any one, tWo or all three of the 
three high speed circuits 220, 222 and 224 to the respective 
backbone or backbones 228, 230, and/or 232. 

[0047] A ?nal feature of the present invention is the 
implementation of usage metering and billing functions in 
the backup redundant POP 218. Through the use of a 
processor and softWare installed in backup redundant POP 
218, each customer’s monthly usage of the secondary inter 
net backbone is monitored and measured in terms of both 
time and level of data throughput. This information is then 
used to calculate monthly overage charges in cases Where 
the customer’s usage of the secondary internet backbone 
eXceeds the level of service commitment guaranteed in its 
basic monthly service package. 

[0048] The above description has detailed hoW the present 
invention enables backup Internet traf?c to be carried from 
netWork 100 to the Internet, and to enable backup Internet 
connectivity to carry this traf?c in the event of any of the 
failures noted above that Would disable the primary Internet 
connectivity. The present invention also enables backup 
Internet traf?c to How from the Internet to netWork 100 in 
the eXact reverse order as described above using all of the 
components of the present invention as described, in the 
event of any of the failures noted above that Would disable 
the primary Internet connectivity. 

[0049] In summary, a method and apparatus to carry 
backup Internet traf?c is described that automatically 
becomes operational When primary Internet connectivity 
fails and becomes unavailable. Although the invention has 
been described in terms of speci?c embodiments and appli 
cations, persons skilled in the art can, in light of this 
teaching, generate additional embodiments Without eXceed 
ing the scope or departing from the spirit of the claimed 
invention. Accordingly, it is to be understood that the 
draWings and description in this disclosure are proffered to 
facilitate comprehension of the invention, and should not be 
construed to limit the scope thereof. It should be understood 
that various changes, substitutions and alterations can be 
made Without departing from the spirit and scope of the 
invention as de?ned solely by the appended claims. 

What is claimed is: 
1. A system for providing backup Internet access, the 

system comprising: 
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a local netWork server, 

a primary router connected to the local netWork server, the 
primary router for directing data to/from a primary 
internet backbone; 

a primary local communications circuit connected to the 
primary router, the primary local communications cir 
cuit employing a primary transmission medium; 

a primary point of presence connected to the primary local 
communications circuit, the primary point of presence 
for providing internet access via the primary internet 
backbone; 

a secondary router connected to the local netWork server, 
the secondary router for directing data to/from a sec 
ondary internet backbone; 

a secondary local communications circuit connected to 
the secondary router, the secondary local communica 
tions circuit employing a secondary transmission 
medium different than the primary transmission 
medium; 

a secondary point of presence connected to the secondary 
local communications circuit, the secondary point of 
presence for providing internet access via the second 
ary internet backbone; and 

control logic operative to detect a failure to provide 
internet access via the primary router and automatically 
direct communication to the secondary router; thereby 
providing backup internet access. 

2. The system of claim 1, Wherein the primary transmis 
sion medium is a copper pathWay and the secondary trans 
mission medium is selected from the group consisting of a 
?ber pathWay and a Wireless pathWay. 

3. The system of claim 1, Wherein the primary transmis 
sion medium is a ?ber pathWay and the secondary transmis 
sion medium is selected from the group consisting of a 
copper pathWay and a Wireless pathWay. 

4. The system of claim 1, Wherein the primary transmis 
sion medium is a Wireless pathWay and the secondary 
transmission medium is selected from the group consisting 
of a copper pathWay and a ?ber pathWay. 

5. The system of claim 1, further including control logic 
for determining a level of usage of the secondary internet 
backbone. 

6. The system of claim 5, Wherein the level of usage is 
based on time. 

7. The system of claim 5, Wherein the level of usage is 
based on throughput of data. 

8. The system of claim 1, Wherein the secondary internet 
backbone is dedicated to providing secondary internet 
access. 

9. A method for providing backup internet access, the 
method comprising: 

detecting a failure in equipment connecting a local net 
Work to a primary internet backbone; and 

directing communication to a secondary router, the sec 
ondary router for routing communication to a second 
ary internet backbone, the secondary internet backbone 
being geographically distinct from the primary internet 
backbone, the secondary internet backbone dedicated 
to providing secondary internet access. 
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10. The method of claim 9, further including determining 
a level of usage of the secondary internet backbone. 

11. The method of claim 10, Wherein the level of usage is 
based on time. 

12. The method of claim 10, Wherein the level of usage is 
based on throughput of data. 

13. A system for providing backup internet access, the 
system comprising: 

means for detecting a failure in equipment connecting a 
local netWork to a primary internet backbone; and 

means for directing communication to a secondary router, 
the secondary router for routing communication to a 
secondary internet backbone, the secondary internet 
backbone being geographically distinct from the pri 
mary internet backbone, the secondary internet back 
bone dedicated to providing secondary internet access. 

14. The system of claim 13, further including means for 
determining a level of usage of the secondary internet 
backbone. 

15. The system of claim 14, Wherein the level of usage is 
based on time. 

16. The system of claim 14, Wherein the level of usage is 
based on throughput of data. 

17. An apparatus for providing backup internet access, the 
apparatus comprising: 
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a processor; 

a memory connected to said processor storing a program 
to control the operation of said processor; 

the processor operative With the program in the memory 
to: 

detect a failure in equipment connecting a local net 
Work to a primary internet backbone; and 

direct communication to a secondary router, the sec 
ondary router for routing communication to a sec 
ondary internet backbone, the secondary internet 
backbone being geographically distinct from the 
primary internet backbone, the secondary internet 
backbone dedicated to providing secondary internet 
access. 

18. The apparatus of claim 17, Wherein the processor is 
further operative With the program in the memory to deter 
mine a level of usage of the secondary internet backbone. 

19. The apparatus of claim 18, Wherein the level of usage 
is based on time. 

20. The apparatus of claim 18, Wherein the level of usage 
is based on throughput of data. 


