
US 20060053158A1 

(12) Patent Application Publication (10) Pub. N0.: US 2006/0053158 A1 
(19) United States 

Hall et al. (43) Pub. Date: Mar. 9, 2006 

(54) TECHNIQUES FOR DEFINING, USING AND 
MANIPULATING RIGHTS MANAGEMENT 
DATA STRUCTURES 

(75) Inventors: Edwin J. Hall, San Jose, CA (US); 
Victor H. Shear, Bethesda, MD (US); 
Luke S. Tomasello, San Jose, CA (US); 
David M. Van Wie, Sunnyvale, CA 
(US); Robert P. Weber, Menlo Park, 
CA (US); Kim Worsencroft, Los 
Gatos, CA (US); Xuejun Xu, Fremont, 
CA (US) 

Correspondence Address: 
FINNEGAN, HENDERSON, FARABOW, 
GARRETT & DUNNER 
LLP 
901 NEW YORK AVENUE, NW 
WASHINGTON, DC 20001-4413 (US) 

(73) Assignee: Intertrust Technologies Corp. 

(21) Appl. No.: 11/256,518 

(22) Filed: Oct. 20, 2005 

Related US. Application Data 

(63) Continuation of application No. 09/819,063, ?led on 
Sep. 28, 2000, Which is a continuation of application 

Exam le Descri tive 
. Da a StmctuPe 

100A 

200 

\ 

H”; III/1% 
. \ 

. DESCRIPTNE 
DATA STRUCTURE 

No. 09/300,778, ?led on Apr. 27, 1999, noW Pat. No. 
6,138,119, Which is a continuation of application No. 
08/805,804, ?led on Feb. 25, 1997, noW Pat. No. 
5,920,861. 

Publication Classi?cation 

(51) Im. c1. 
G06F 17/00 (2006.01) 
G06Q 99/00 (2006.01) 

(52) U.S. c1. ............................................ .. 707/102; 705/55 

(57) ABSTRACT 

A descriptive data structure provides an abstract represen 
tation of a rights management data structure such as a secure 

container. The abstract representation may describe, for 
example, the layout of the rights management data structure. 
It can also provide metadata describing or de?ning other 
characteristics of rights management data structure use 
and/or processing. For example, the descriptive data struc 
ture can provide integrity constraints that provide a Way to 
state rules about associated information. The abstract rep 
resentation can be used to create rights management data 
structures that are interoperable and compatible With one 
another. This arrangement preserves ?exibility and ease of 
use Without compromising security. 
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TECHNIQUES FOR DEFINING, USING AND 
MANIPULATING RIGHTS MANAGEMENT DATA 

STRUCTURES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This Application is a continuation of application 
Ser. No. 09/819,063, ?led Sep. 28, 2000, Which is a con 
tinuation of application Ser. No.09/300,778, ?led Apr. 27, 
1999, now US. Pat. No. 6,138,119, Which is a continuation 
of application Ser. No. 08/805,804, ?led Feb. 25, 1997, now 
US. Pat. No. 5,920,861, all of Which are incorporated herein 
by reference. This application is related to commonly 
assigned application Ser. No. 08/388,107 of Ginter et al. 
entitled “SYSTEMS AND METHODS FOR SECURE 
TRANSACTION MANAGEMENT AND ELECTRONIC 
RIGHTS PROTECTION,” ?led Feb. 13, 1995, noW aban 
doned; and application Ser. No. 08/699,712 of GINTER et 
al. entitled “TRUSTED INFRASTRUCTURE SUPPORT 
SYSTEMS, METHODS AND TECHNIQUES FOR 
SECURE ELECTRONIC COMMERCE ELECTRONIC 
TRANSACTIONS AND RIGHTS MANAGEMENT” ?led 
Aug. 12, 1996, noW abandoned, both of Which are incorpo 
rated herein by reference into this application. 

FIELD OF THE INVENTION 

[0002] This invention relates to techniques for de?ning, 
creating, and manipulating rights management data struc 
tures. More speci?cally, this invention provides systems and 
processes for de?ning and/or describing at least some data 
characteristics Within a secure electronic rights management 
container. The present invention also provides techniques 
for providing rights management data structure integrity, 
?exibility, interoperability, user and system transparency, 
and compatibility. 

BACKGROUND AND SUMMARY OF THE 

INVENTION(S) 
[0003] People are increasingly using secure digital con 
tainers to safely and securely store and transport digital 
content. One secure digital container model is the “Digi 
BoxTM” container developed by InterTrust Technologies 
Corp. of Sunnyvale Calif. The Ginter et al. patent speci? 
cation referenced above describes many characteristics of 
this DigiBoxTM container model—a poWerful, ?exible, gen 
eral construct that enables protected, ef?cient and interop 
erable electronic description and regulation of electronic 
commerce relationships of all kinds, including the secure 
transport, storage and rights management interface With 
objects and digital information Within such containers. 

[0004] Brie?y, DigiBox containers are tamper-resistant 
digital containers that can be used to package any kind of 
digital information such as, for example, text, graphics, 
executable softWare, audio and/or video. The rights man 
agement environment in Which DigiBoxTM containers are 
used alloWs commerce participants to associate rules With 
the digital information (content). The rights management 
environment also alloWs rules (herein including rules and 
parameter data controls) to be securely associated With other 
rights management information, such as for example, rules, 
audit records created during use of the digital information, 
and administrative information associated With keeping the 
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environment Working properly, including ensuring rights 
and any agreements among parties. The DigiBoxTM elec 
tronic container can be used to store, transport and provide 
a rights management interface to digital information, related 
rules and other rights management information, as Well as to 
other objects and/or data Within a distributed, rights man 
agement environment. This arrangement can be used to 
provide an electronically enforced chain of handling and 
control Wherein rights management persists as a container 
moves from one entity to another. This capability helps 
support a digital rights management architecture that alloWs 
content rightsholders (including any parties Who have sys 
tem authoriZed interests related to such content, such as 
content republishers or even governmental authorities) to 
securely control and manage content, events, transactions, 
rules and usage consequences, including any required pay 
ment and/or usage reporting. This secure control and man 
agement continues persistently, protecting rights as content 
is delivered to, used by, and passed among creators, dis 
tributors, repurposers, consumers, payment disagregators, 
and other value chain participants. 

[0005] For example, a creator of content can package one 
or more pieces of digital information With a set of rules in 
a DigiBox secure container—such rules may be variably 
located in one or more containers and/or client control 
nodes—and send the container to a distributor. The distribu 
tor can add to and/or modify the rules in the container Within 
the parameters alloWed by the creator. The distributor can 
then distribute the container by any rule alloWed (or not 
prohibited) means—for example, by communicating it over 
an electronic netWork such as the Internet. A consumer can 

doWnload the container, and use the content according to the 
rules Within the container. The container is opened and the 
rules enforced on the local computer or other InterTrust 
aWare appliance by softWare InterTrust calls an InterTrust 
Commerce Node. The consumer can forWard the container 

(or a copy of it) to other consumers, Who can (if the rules 
alloW) use the content according to the same, differing, or 
other included rules—Which rules apply being determined 
by user available rights, such as the users speci?c identi? 
cation, including any class membership(s) (e.g., an automo 
bile club or employment by a certain university). In accor 
dance With such rules, usage and/or payment information 
can be collected by the node and sent to one or more 
clearinghouses for payment settlement and to convey usage 
information to those With rights to receive it. 

[0006] The node and container model described above and 
in the Ginter et al. patent speci?cation (along With similar 
other DigiBox/V DE (Virtual Distribution Environment) 
models) has nearly limitless ?exibility. It can be applied to 
many different contexts and speci?c implementations. For 
example, looking at FIGS. 1A and 1B, a neWspaper pub 
lisher can distribute a neWspaper 102 Within a container 
100A. A publisher of fashion magaZines 106 can distribute 
the fashion magaZines Within another container 100C. Simi 
larly, for example, a Wholesale banking environment may 
use yet a further container, an electronic trading system may 
use a still further container, and so on. 

[0007] The InterTrust DigiBox container model alloWs 
and facilitates these and other different container uses. It 
facilitates detailed container customiZation for different 
uses, classes of use and/or users in order to meet different 
needs and business models. This customiZation ability is 
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very important, particularly When used in conjunction With 
a general purpose, distributed rights management environ 
ment such as described in Ginter, et al. Such an environment 
calls for a practical optimiZation of customiZability, includ 
ing customiZability and transparency for container models. 
This customiZation ?exibility has a number of advantages, 
such as alloWing optimiZation (e.g., maximum ef?ciency, 
minimum overhead) of the detailed container design for 
each particular application or circumstance so as to alloW 
many different container designs for many different pur 
poses (e.g., business models) to exist at the same time and 
be used by the rights control client (node) on a user 
electronic appliance such as a computer or entertainment 
device. 

[0008] While supporting a high degree of ?exibility has 
great advantages, it can produce dif?culties for the average 
user. For example, think of the process of creating a paint 
ing. A master painter creates a painting from a blank canvas. 
Because the canvas Was blank at the beginning, the painter 
Was completely unconstrained. The painting could have 
been a landscape, a portrait, a seascape, or any other 
image—limited only by the painter’s imagination. This 
?exibility alloWs a master painter to create a masterpiece 
such as the “Mona Lisa.” HoWever, great skill is required to 
create a pleasing image starting from a blank canvas. As a 
result, an inexperienced painter cannot be expected to create 
a good painting if he or she begins With a blank canvas. 

[0009] Consider noW an amateur painter just starting out. 
That person does not have the skill to transform a blank 
canvas to a pleasing image. Instead of spending years trying 
to acquire that skill, the amateur can go out and buy a “paint 
by numbers” painting kit. Instead of using a blank canvas, 
the amateur painter begins With a preprinted canvas that 
de?nes the image to be painted. By folloWing instructions 
(“all areas labeled “12” should be painted With dark red,”“all 
areas labeled With “26” should be painted With light blue”), 
the amateur can—With relatively little skill—paint a picture 
that is relatively pleasing to the eye. To do this, the amateur 
must rigidly adhere to the preprinted instructions on the 
canvas. Any deviations could cause the ?nal image to come 
out badly. 

[0010] Ease of use problems in the computer ?eld can be 
analogiZed to the “paint by numbers” situation. If it is 
important for untrained and/or inexperienced users to use 
particular softWare, the system designers can prede?ne cer 
tain constructs and design them into the system. This tech 
nique alloWs inexperienced users to make use of potentially 
very complicated designs Without having to fully understand 
them—but this normally strictly de?nes, that is severely 
limits, the functionality and ?exibility available by use of the 
program. As a result, creative solutions to problems are 
constrained in order to provide practical value. In addition, 
even the experienced user can ?nd great advantage in using 
previously implemented designs. Because a user can pro 
gram a complex program, for example, does not mean it is 
appropriate or efficient to create a program for a speci?c 
purpose, even if the previously implemented program is not 
ideal. If the creation of a neW program “costs” more to 
create, that is takes too much time or ?nancial resources, the 
experienced user Will normally use a previously imple 
mented program, if available. Therefore, the greatest total 
amount of value to be realiZed, related to customiZation, is 
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to be able to customiZe With great ease and ef?ciency so that 
the cost of customiZation Will not exceed the bene?ts. 

[0011] Uniformity, ?exibility, compatibility and interop 
erability are other considerations that come into play in the 
computer ?eld, particularly in regards to systems supporting 
customiZation. In the painting situation, the human eye can 
appreciate uniqueness—and the “one of a kind” nature of a 
masterpiece such as the Mona Lisa is a big part of What 
makes a painting so valuable. In contrast, it is often desirable 
to make uniform at least the overall layout and format of 
things in the computer ?eld. It is much more ef?cient for a 
computer to knoW beforehand hoW to treat and use objects. 
If the computer doesn’t knoW beforehand hoW to read or 
handle an input object, for example, then the computer and 
the object are said to be “incompatible”, i.e., they cannot 
Work together. Computers are said to be “interoperable” if 
they can Work together. Incompatibility and interoperability 
problems can prevent one computer from talking to another 
computer, and can prevent you from using computer data 
created by someone else. 

[0012] For example, in the non-computer World, a French 
man Who knoWs only a little English as a second language, 
might ?nd it far more meaningful and ef?cient to describe a 
complex problem in his native tongue, French. But if he is 
speaking to a second person, an Englishman, and the 
Englishman does not understand French, the tWo are not 
interoperable in French, and the Frenchman must resort to 
the far less ef?cient option of speaking in English to the 
Englishman. Of course, this is far better than if he Was trying 
to speak to a German Who understood neither English nor 
French. Then the tWo Would be not be “interoperable” in 
regards to discussing the problem. Similarly, because rights 
management containers may potentially be exchanged and 
used for a large number of different purposes by a large 
number of different users, groups, and organiZations, it is 
very important to provide compatibility and interoperability 
if these different parties, each participating in one or more 
different rights management models, are to interoperate 
ef?ciently. For example, if a rights management container is 
used to distribute a neWsletter and is optimiZed for this 
purpose, each reader of the neWsletter must have a computer 
system or softWare that “knoWs” hoW to read the container 
and the neWsletter it contains. Since commerce, such as 
distributing neWsletters, needs to be as ef?cient and cost 
effective as is feasible, it is important to optimiZe, that is 
customiZe, rights management containers to optimally 
re?ect the requirements of their models and not to have 
unnecessary features for each respective application or class 
of application, since unnecessary features Will require 
unnecessary computing overhead and/or storage space. 

[0013] Different neWsletter publishers may use different 
container formats customiZed to their oWn particular neWs 
letters and/or content types and/or formats. A neWsletter 
reader interested in many different neWsletters may need to 
be able to read a large number of different formats. It 
normally Will not ef?cient (or, due to security issues, may 
not be appropriate) simply to analyZe the different containers 
upon delivery and “try to ?gure out” or otherWise discern the 
particular format in use. 

[0014] Published standards may help achieve a level of 
interoperability and standards for given types of applica 
tions, but it generally takes a long time for any particular 
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standard to achieve industry-Wide acceptance and standards 
Will need to vary Widely betWeen categories of applications. 
Moreover, data structure and other standards are often 
designed to the loWest common denominator—that is, they 
Will carry ?elds and requirements not needed by some, and 
miss others features optimal in certain cases. There Will 
always be applications that cannot be optimiZed for ef? 
ciency and/or operation if forced to use a speci?c standard. 

[0015] Trade-offs betWeen ?exibility, ease of use and 
incompatibility and interoperability can be further compli 
cated When security considerations come into play. To be 
effective in many electronic commerce applications, elec 
tronic container designs should be tamper-resistant and 
secure. One must assume that any tools Widely used to create 
and/or use containers Will fall into the hands of those trying 
to break or crack open the containers or otherWise use digital 
information Without authoriZation. Therefore, the container 
creation and usage tools must themselves be secure in the 
sense that they must protect certain details about the con 
tainer design. This additional security requirement can make 
it even more dif?cult to make containers easy to use and to 
provide interoperability. 

[0016] The above-referenced Ginter et al. patent speci? 
cation describes, by Way of non-exhaustive example, “tem 
plates” that can act as a set (or collection of sets) of control 
instructions and/or data for object control softWare. See, for 
example, the “Object Creation and Initial Control Structures, 
”“Templates and Classes,” and “object de?nition ?le,”“in 
formation” method and “content” methods discussions in the 
Ginter et al. speci?cation. The described templates are, in at 
least some examples, capable of creating (and/or modifying) 
objects in a process that interacts With user instructions and 
provided content to create an object. Ginter et al. discloses 
that templates may be represented, for example, as text ?les 
de?ning speci?c structures and/or component assemblies, 
and that such templates—With their structures and/or com 
ponent assemblies—may serve as object authoring and/or 
object control applications. Ginter et al. says that templates 
can help to focus the ?exible and con?gurable capabilities 
inherent Within the context of speci?c industries and/or 
businesses and/or applications by providing a frameWork of 
operation and/or structure to alloW existing industries and/or 
applications and/or businesses to manipulate familiar con 
cepts related to content types, distribution approaches, pric 
ing mechanisms, user interactions With content and/or 
related administrative activities, budgets, and the like. This 
is useful in the pursuit of optimiZed business models and 
value chains providing the right balance betWeen ef?ciency, 
transparency, productivity, etc. 

[0017] The present invention extends this technology by 
providing, among other features, a machine readable 
descriptive data structure for use in association With a rights 
management related (or other) data structure such as a 
secure container. In one example, the machine readable 
descriptive data structure may comprise a shorthand abstract 
representation of the format of the data Within a rights 
management related data structure. This abstract data rep 
resentation can be used to describe a single rights manage 
ment data structure, or it may be generic to a family of data 
structures all folloWing the format and/or other characteris 
tics the abstract representation de?nes. The abstract repre 
sentation may be used to create rights management data 
structures, alloW others (including “other” rights manage 
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ment nodes automatically) to read and understand such data 
structures, and to manipulate some or all of the data struc 
tures. 

[0018] The descriptive data structure can be used as a 
“template” to help create, and describe to other nodes, rights 
management data structures including being used to help 
understand and manipulate such rights management data 
structures. 

[0019] In one particularly advantageous arrangement, the 
machine readable descriptive data structure may be associ 
ated With one or a family of corresponding rights manage 
ment data structures—and may thus be independent of any 
speci?c particular rights management data structure usage. 
For example, a copy of the descriptive data structure may be 
kept With such data structures. Alternatively, some or all of 
the descriptive data structure may be obtained from some 
Where else (e.g., a clearinghouse or repository) and inde 
pendently delivered on as-needed basis. 

[0020] In accordance With one example, the machine 
readable descriptive data structure provides a description 
that re?ects and/or de?nes corresponding structure(s) Within 
the rights management data structure. For example, the 
descriptive data structure may provide a recursive, hierar 
chical list that re?ects and/or de?nes a corresponding recur 
sive, hierarchical structure Within the rights management 
data structure. In other examples, the description(s) provided 
by the descriptive data structure may correspond to com 
plex, multidimensional data structures having 2, 3 or n 
dimensions. The descriptive data structure may directly 
and/or indirectly specify Where, in an associated rights 
management data structure, corresponding de?ned data 
types may be found. The descriptive data structure may 
further provide metadata that describes one or more 
attributes of the corresponding rights management data 
and/or the processes used to create and/or use it. In one 
example, the entire descriptive data structure might be 
vieWed as comprising such metadata. 

[0021] The machine readable descriptive data structure 
may or may not be, in part or in Whole, protected, depending 
on the particular application. Some machine readable 
descriptive data structures may be encrypted in Whole or in 
part, While others might be maintained in “clear” form so 
that they are easily accessible. Some machine readable 
description data structures, Whether encrypted or not, may 
be in part or Wholly protected for integrity using a crypto 
graphic hash algorithm in combination With a secrecy algo 
rithm to form a cryptographic seal, and/or through use of 
other protection techniques (including hardWare, e.g., secure 
semiconductor and/or hardWare packaging protection 
means). The machine readable descriptive data structures 
may themselves be packaged Within rights management data 
structures, and rules (e.g., permissions records) controlling 
their access and use may be associated With them 

[0022] In accordance With one aspect of hoW to advanta 
geously use descriptive data structures in accordance With a 
preferred embodiment of this invention, a machine readable 
descriptive data structure may be created by a provider to 
describe the layout of the provider’s particular rights man 
agement data structure(s) such as secure containers. These 
descriptive data structure (“DDS”) templates may be used to 
create containers. A choice among tWo or more possible 
DDSs may be based upon one or more classes and/or one or 
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more classes may be based on parameter data. The DDS may 
be loaded and used as the layout rules for secure containers 
being created. The provider can keep the DDS private, or 
publish it so that other providers may create compatible, 
interoperable containers based on the same DDS. 

[0023] Descriptive data structures can also be used by a 
container vieWer, broWser, reader, or any other end user 
application designed to Work With containers. Truly generic 
vieWers or other applications can be Written that can process 
a container in any format at least in part by making use of 
descriptive data structures. Thus, a descriptive data structure 
can be used to at least temporarily convert and/or customiZe 
a generic vieWer (or other application) into a specialiZed 
vieWer (or other application) optimiZed around one or more 
classes of containers. Additionally, specialiZed readers may 
be provided to ef?ciently process descriptive data structures 
to locate key media elements (e.g., cover page, table of 
contents, advertiser’s index, glossary, articles, unprotected 
previeW, price, and/or rights information regarding vieWing, 
printing, saving electronically, redistributing, related bud 
gets and/or other parameter information, etc.). 

[0024] Such specialiZed readers can then seamlessly, 
transparently, and automatically process to present the user 
With an easy-to-use interface (for example, an icon display 
for each of the key media elements) optimiZed for the 
speci?c application, container, and/or user. Different and/or 
differently presented, such elements may be displayed or 
otherWise employed based, for example, on the identity of 
the user and/or user node, including, for example, taking into 
account one or more class attributes Which can in?uence 

such automated processing. 

[0025] TWo or more DDSs may be associated With a 
container and/or container contents, as Well as, for example, 
one or more user and/or node classes. A choice among tWo 
or more possible DDSs for a given container and/or class of 
containers and/or container contents may therefore be based 
upon one or more classes and/or one or more classes based 

on parameter data. Overall, this ability to easily characteriZe, 
and/or reuse stored, optimiZed, custom container models and 
subsequent transparency of translation from such custom 
iZed containers (e.g. speci?c DDSs) to general purpose 
rights management use is particularly useful. For example, 
Where such customiZed DDSs can be used as a basis for the 
creation of customiZed, optimiZed display of container con 
tent and/or control information to substantially improve the 
ease of use, ef?ciency, transparency, and optimiZation of a 
distributed, generaliZed rights management environment. In 
such an environment, for example, user nodes can interact 
With different DDSs to automatically adjust to the require 
ments of the commercial or other rights models associated 
With such DDSs. 

[0026] Some providers may spend considerable time 
designing sophisticated container descriptive data structures 
that describe the layout of their associated containers. With 
this type of investment in structure and format, the descrip 
tive data structure Will often have signi?cant value in their 
reuse for the same or similar applications. Entities can use 
descriptive data structures in-house to ensure consistent and 
highly ef?cient creation of containers. Third party providers 
(i.e., a provider other than the one responsible for descriptive 
data structure creation) can use these descriptive data struc 
tures When they Wish to create containers compatible With 
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other entities. One example is Where the publisher of a 
Widely circulated neWspaper develops a descriptive data 
structure for reading its neWspaper. Other, smaller neWspa 
pers may Want to leverage any vieWers or other tools put in 
place for use With the Widely circulated neWspaper by 
adopting the same container format. Descriptive data struc 
tures can be copyrighted and/or otherWise protectable by 
both laW and by the rights management system itself. For 
example, they may also be protected by their oWn containers 
and associated controls to ensure that descriptive data struc 
ture creators, and/or distributors and/or other users of such 
DDSs, receive their fair, rights system managed, return on 
their descriptive data structure creation and/or use related 
efforts. 

[0027] In addition to the foregoing, the folloWing is a list 
of features and advantages provided in accordance With 
aspects of this invention: 

[0028] Integrity Constraints: The descriptive data struc 
ture alloWs the provider to protect the integrity of his or 
her content, by enabling the speci?cation of integrity 
constraints. Integrity constraints provide a Way to state 
integrity related rules about the content. 

[0029] Application Generation: The descriptive data 
structure can be used to generate one or more portions 
of softWare programs that manipulate rights manage 
ment structures. For example, a descriptive data struc 
ture could serve as ‘instructions’ that drive an auto 

mated packaging application for digital content and/or 
an automated reader of digital content such as display 
priorities and organiZation (e.g., order and/or layout). 

[0030] Dynamic user interfaces for creation applica 
tions: Applications can read a descriptive data structure 
to generate an interface optimiZed for data creation, 
editing, and/or composition for a speci?c model, 
including models involving, for example, composing 
complex content from textual, audio, video, and inter 
active (e.g., querying) elements. The data may take the 
form of a container, database and/or any other digital 
information organiZation as any simple or compound 
and complex ?le format. Applications can also read a 
descriptive data structure to learn hoW to best display 
an interface for collection and/or creation of content. 

[0031] Dynamic user interfaces for display applica 
tions: Applications can read a descriptive data structure 
to and generate an interface appropriate for data dis 
play. This data may be a container, database or any 
other compound complex ?le format. Applications can 
also read a descriptive data structure to learn hoW to 
best display an interface for the presentation of content. 
Applications can further read a descriptive data struc 
ture to learn hoW to manage display functions related to 
interacting—for content creation and/or packaging and/ 
or user display purposes including optimiZing any of 
such interactions—With other one or more other appli 

cations, smart agents, computing environments, iden 
tity (including any class identities) of user and/or user 
nodes, etc. For example, a user interface might be 
differently optimiZed for interacting With: a member of 
the U. S. Air Force versus a faculty member in social 
sciences at a university; or a member of a Kiwanis Club 
versus a member of a Protestant church club, a citiZen 
of the United States versus a citiZen of Saudia Arabia, 



US 2006/0053158 A1 

including an appropriate display of expected class 
membership symbols and related, appropriate organi 
Zation or suppression of displayed information. 

[0032] Ability to automatically identify and locate data 
?elds: Full text search, agents, Web spiders, and the 
like, bene?t and are able to interact With information 
contained Within one or more areas of a DDS When 

areas Within a data ?le are knoWn to contain potentially 
interesting information and such information is pre 
sented in a prede?ned format. 

[0033] Ability to extract needed or desired data Without 
?rst-hand knowledge of data format: Full text search, 
agents, Web spiders, and the like, bene?t and are able 
to interact With information contained Within one or 
more areas of a DDS When large data ?les of arbitrary 
complexity and of unknoWn origin can be processed 
Without special knoWledge. 

[0034] Ef?cient, machine/human readable data abstract: 
The descriptive data structures can be optimally small, 
convenient, and cost-effective to process, transmit, 
and/or store. 

[0035] Reusable, salable—independent of actual data: 
Descriptive data structures may be arbitrarily complex 
and therefore potentially time consuming to construct 
and requiring certain expertise. This gives the descrip 
tive data structure resale value. 

[0036] On-the-fly de?nition and rede?nition of content 
layout: Working With a layout tool alloWs quick itera 
tions (including editing and modi?cations) of a design 
(layout) Which can be more convenient and cost-effec 
tive than creating such a layout, Which also may be 
quite difficult or beyond the expertise of many users. 

[0037] Descriptive data structure attributes alloW for 
meta-characteristics not found in actual data: Because 
the same descriptive data structure is processed by both 
the creation and post-creation processes, meta-infor 
mation can be placed into the descriptive data structure 
that Would otherWise be unavailable in the packaged 
content. One example of this Whether display of certain 
?elds is “Required” or “Hidden”. 

[0038] Enables design automation via descriptive data 
structure “Wizards”: Descriptive data structures them 
selves enable further automation in the Way of “WiZ 
ards”. There can, for example, be descriptive data 
structures that help to de?ne other descriptive data 
structures. Descriptive data structures de?ning other 
descriptive data structures might represent the incom 
plete descriptive data structure for a book or magaZine, 
for example. The “Wizard” can comprise a series of 
dialog boxes displayed to the user to ?ll in the missing 
information to make it a completed descriptive data 
structure. 

[0039] Applications outside of a particular rights man 
agement architecture: For example, polymorphous 
applications may use descriptive data structures to 
determine certain data visualiZations attributes and/or 
requirements, such as What look and feel should be 
displayed to the user. For example, if a descriptive data 
structure contains a Word processing document refer 
ence, the polymorphous application might create an 
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interface appropriate for display and editing of a docu 
ment. If the descriptive data structure contains refer 
ences to many executable programs, the polymorphous 
application might ask the user Where the ?les should be 
saved. 

[0040] Enables umbrella applications to process 
descriptive data structures and delegate unknoWn ?le 
types and processes: Umbrella (or polymorphous) 
applications can, for example, act substantially as an 
operation for a particular data ?le. This umbrella appli 
cation may extract and process those things in the data 
?le that it cares about, While ignoring or delegating (to, 
for example, user and/or value chain partner (e.g., 
distributor) to control display of such items) those 
things it does not understand. 

[0041] Runtime interpretation: It is possible to interpret 
a descriptive data structure at run time, providing 
materially increased efficiencies and timeliness. 

[0042] Runtime adaptability: Systems can adapt to 
dynamic data arriving in real time through use of 
descriptive data structures. 

[0043] Automatic conversion capability: Descriptive 
data structures be used for converting automatically 
from one format to another. 

[0044] Simpli?ed system design: The use of descriptive 
data structures may greatly reduce the need for a 
secondary “Wrapper” application programming inter 
face (API) or other arrangement to securely “contain” 
the container creation process. Such a “Wrapper” API to 
control and otherWise restrict the container creation 
process might otherWise be needed to ensure that all 
created containers are compatible—thereby limiting 
?exibility and the ability to customiZe. 

[0045] Object oriented template programming environ 
ment: The use of display related, interaction related, 
and rights related concept objects Which may be 
selected through high-level user interface choices and 
prioritiZations and speci?cation of related parameter 
data, this enabling very easy creation of certain cat 
egories of templates—such as construction and display 
hint information. 

[0046] The use of a template language and interpreter 
involving supporting programming through use of lan 
guage elements and interpretation of such language by 
nodes described in Ginter, et al., Where such language 
includes elements descriptive of display, rights, and 
program interaction elements, priorities and parameter 
data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0047] These and other features and advantages of pres 
ently preferred example embodiments in accordance With 
the invention may be better and more completely understood 
by referring to the folloWing detailed description along With 
the draWings, of Which: 

[0048] FIGS. 1A and 1B shoW example content contain 
ers; 

[0049] FIGS. 2A and 2B shoW example content contain 
ers associated With example descriptive data structures; 
















