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(57) ABSTRACT 

The subject invention provides a system and/or a method 
that facilitates adding a device to an RFID network and 

associated a process to such device. An interface can receive 

a new device and/or related identi?cation data that is to be 

incorporated into an RFID network. A hot swap component 

can seamlessly adds the new device to a process within the 

RFID network based at least in part upon the identi?cation 

data. The new device can be incorporated into the RFID 

network without the process stopping, restarting, and/or 
recon?guring. 
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CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] This application claims the bene?t of US. Provi 
sional Patent Application Ser. No. 60/606,281 ?led on Sep. 
1, 2004, entitled “SYSTEM AND METHODS THAT 
FACILITATE RFID SERVER PROGRAMMING MODEL 
AND API’S,” and US. Provisional Patent Application Ser. 
No. 60/606,577 ?led on Sep. 2, 2004, entitled “FACILI 
TATE RFID SERVER PROGRAMMING MODEL AND 
API’S.” This application is also related to co-pending US. 
patent application Ser. Nos. 11/069,459, 11/025,702, 11/061, 
356, and 11/061,337 ?led on Mar. 1, 2005, Dec. 29, 2004, 
Feb. 18, 2005, and Feb. 18, 2005 , respectively. The entireties 
of these applications are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] Many retail, manufacture, and distribution estab 
lishments are applying different and innovative operating 
methods to increase ef?ciency. These establishments can 
monitor store inventory to facilitate optimizing supply and 
demand relating to consumers. One aspect of maximiZing 
pro?t hinges on properly stocking inventory such that 
replenishment occurs in conjunction With exhaustion of 
goods and/or products. For example, a retailer selling a 
computer and/or a VCR, must stock the computer in relation 
to its consumer sales, and the VCR in relation to its 
consumer sales. Thus, if the computer is in higher demand 
(e.g., more units sold) than the VCR, the retailer can stock 
the computer more frequently in order to optimiZe supply 
and demand, and in turn, pro?t. Monitoring inventory and 
associated sales can be a complex task, Wherein product 
activity is comparable to a black box since inner Workings 
are unknoWn; yet monitoring products is a crucial element in 
inventory/product efficiency. 
[0003] Automatic identi?cation and data capture (AIDC) 
technology, and speci?cally, Radio Frequency Identi?cation 
(RFID) has been developed based at least upon the need to 
cure de?ciencies of typical monitoring systems and/or meth 
odologies (e.g., barcode readers, barcodes, and/or UPCs). 
RFID is a technique of remotely storing and retrieving data 
utiliZing RFID tags. Since RFID systems are based upon 
radio frequency and associated signals, numerous bene?ts 
and/or advantages precede traditional techniques in moni 
toring products. RFID technology does not require a line of 
sight in order to monitor products and/or receive signals 
from RFID tags. Thus, no manual scan is necessary Wherein 
the scanner is required to be in close proximity of the target 
(e.g., product). Yet, range is limited in RFID based upon 
radio frequency, RFID tag siZe, and associated poWer 
source. Additionally, RFID systems alloW multiple reads 
Within seconds providing quick scans and identi?cation. In 
other Words, an RFID system alloWs a plurality of tags to be 
read and/or identi?ed When the tags are Within a range of an 
RFID reader. The capability of multiple reads in an RFID 
system is complimented With the ability of providing infor 
mational tags that contain a unique identi?cation code to 
each individual product. 

[0004] Moreover, RFID systems and/or methodologies 
provide real-time data associated to a tagged item. Real-time 
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data streams alloW a retailer, distributor, and/or manufac 
turer the ability to monitor inventory and/or products With 
precision. UtiliZing RFID can further facilitate supplying 
products on a front-end distribution (e.g., retailer to con 
sumer) and a back-end distribution (e.g., distributor/manu 
facturer to retailer). Distributors and/or manufacturers can 
monitor shipments of goods, quality, amount, shipping time, 
etc. In addition, retailers can track the amount of inventory 
received, location of such inventory, quality, shelf life, etc. 
The described bene?ts demonstrate the ?exibility of RFID 
technology to function across multiple domains such as, 
front-end supply, back-end supply, distribution chains, 
manufacturing, retail, automation, etc. 

[0005] An RFID system consists of at least an RFID tag 
and an RFID transceiver. The RFID tag can contain an 
antenna that provides reception and/or transmission to radio 
frequency queries from the RFID transceiver. The RFID tag 
can be a small object, such as, for example, an adhesive 
sticker, a ?exible label and integrated chip, etc. There are 
typically four different frequencies the RFID tags utiliZe: 
loW frequency tags (betWeen about 125 to 134 kilohertZ), 
high frequency tags (about 13.56 megahertZ), UHF tags 
(about 868 to 956 megahertZ) and MicroWave tags (about 
2.45 gigahertZ). 

[0006] In general, an RFID system can include multiple 
components: tags, tag readers (e.g., tag transceivers), tag 
Writers, tag-programming stations, circulation readers, sort 
ing equipment, tag inventory Wands, etc. Moreover, various 
makes, models, types, and/or applications can be associated 
With respective components (e.g., tag, tag readers, tag pro 
gramming stations, circulation readers, sorting equipment, 
tag inventory Wands, . . . ), Which can complicate compat 
ibility Within the RFID system and With other RFID systems. 
In vieW of the above, there is a need to provide a uniform 
Way to incorporate various makes, models, types, and/or 
applications into disparate RFID systems. 

SUMMARY OF THE INVENTION 

[0007] The folloWing presents a simpli?ed summary of the 
invention in order to provide a basic understanding of some 
aspects of the invention. This summary is not an extensive 
overvieW of the invention. It is intended to neither identify 
key or critical elements of the invention nor delineate the 
scope of the invention. Its sole purpose is to present some 
concepts of the invention in a simpli?ed form as a prelude 
to the more detailed description that is presented later. 

[0008] The subject invention relates to systems and/or 
methods that facilitate detecting and incorporating a device 
to a target Within an RFID netWork. A hot sWap component 
can detect a neW device Within an RFID netWork, Wherein 
such device can be associated With a process executing 
therein. The neW device can be any device that is introduced 
and/or re-introduced into the RFID netWork, Wherein the 
RFID netWork can be a collection of devices that form a 
sub-system based at least in part upon a process, a location, 
an event, and/or functionality. The neW device can be 
integrated into the RFID netWork and seamlessly associated 
With a process Without the process having to restart, stop, 
and/or be recon?gured. In other Words, the hot sWap com 
ponent alloWs a neW device to be “hot sWapped” into the 
RFID netWork and invokes a plug-and-play con?guration 
for any suitable device. The device can be, but is not limited 
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to, an RFID reader, an RFID Writer, an RFID printer, a 
printer, a reader, a Writer, an RFID transmitter, an antenna, 
a sensor, a real time device, an RFID receiver, a real time 
sensor, a device extensible to a Web service, and a real time 
event generation system. 

[0009] Moreover, the hot sWap component can preserve 
the collection of data and/or events related to the RFID 
netWork. The hot sWap component can alloW the runtime to 
continue collecting data and/or events in relation to the 
RFID netWork, When a process is doWn and/or exchanged 
With a disparate process. Thus, a ?rst process can be 
sWitched With a disparate process, Wherein the hot sWap 
component provides the continuous collection of data and/or 
events associated With the ?rst process during the sWitch 
With the disparate process. In one example, the disparate 
process can be a neWer process than the ?rst process. 

[0010] In accordance With one aspect of the subject inven 
tion, the hot sWap component can include a detector com 
ponent that facilitates discovering at least one neW device 
introduced and/or re-introduced to the RFID netWork. The 
detector component can employ an automatic discovery 
technique, a manual discovery technique, and/or any com 
bination thereof. In the automatic discovery technique, the 
neW device can transmit an identi?cation signal (e. g., a ping) 
to the RFID netWork to signal existence. In the manual 
discovery technique, the neW device can be identi?ed by a 
con?guration ?le utiliZed to identify such devices. 

[0011] In accordance With another aspect of the subject 
invention, the hot sWap component can include an analyZer 
component that can analyZe at least one of a neW device and 
any data related to such neW device. In one example, the 
analyZer component can analyZe neWly introduced device, a 
re-introduced device, a process associated With the neW 
device, data associated With the neW device, and/or identi 
?cation data related to the neW device. For instance, the neW 
device can be analyZed to determine at least one of the type 
of device, the brand of the device, the capabilities of the 
device, the identi?cation of the device (e.g., unique identi 
?cation number, name, serial number, uniform resource 
identi?er (URI), uniform resource locator (URL), map point, 
location, etc.), and the neW processes contained Within the 
device. The analyZer component can also determine if the 
neW device has additional events not related to an existing 
process, a process not existing Within the RFID netWork, 
and/or an association With a neW device collection not 
already associated With any process. 

[0012] In accordance With still another aspect, the hot 
sWap component can include a match component that can 
associate the neW device With at least one target Within the 
RFID netWork, Wherein the target can be, but is not limited 
to, an RFID process, a collection/assortment of devices, 
and/or an event. In other Words, the neW device can be 
associated With an existing RFID process Within the RFID 
netWork such that data collection and related processes need 
not be restarted, stopped, and/or recon?gured. Furthermore, 
the match component can utiliZe the unique identi?cation 
data of the neW device to match to the target. The match 
component can further employ a Wildcard technique that 
alloWs a text character to represent any text character to 
facilitate matching unique identi?cation data to the target. 

[0013] In accordance With another aspect of the subject 
invention, the hot sWap component can utiliZe a traf?c 
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component that maintains a How of data collection betWeen 
the neW device and the process Within the RFID netWork 
during a hot sWap. Moreover, the hot sWap component can 
invoke a health component that determines at least one of a 
level of deterioration of a device and maintenance require 
ments of a device Within the RFID netWork. In yet another 
aspect of the subject invention, a security component can 
provide at least one security attribute in association With the 
addition of the neW device. Furthermore, a management 
component can manage identi?cation data by utiliZing a 
batch technique. In other aspects of the subject invention, 
methods are provided that facilitate detecting and incorpo 
rating a device to a target Within an RFID netWork. 

[0014] The folloWing description and the annexed draW 
ings set forth in detail certain illustrative aspects of the 
invention. These aspects are indicative, hoWever, of but a 
feW of the various Ways in Which the principles of the 
invention may be employed and the subject invention is 
intended to include all such aspects and their equivalents. 
Other advantages and novel features of the invention Will 
become apparent from the folloWing detailed description of 
the invention When considered in conjunction With the 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 illustrates a block diagram of an exemplary 
system that facilitates associating a device to an RFID 
netWork. 

[0016] FIG. 2 illustrates a block diagram of an exemplary 
system that facilitates detecting and incorporating a device 
to a target Within an RFID netWork. 

[0017] FIG. 3 illustrates a block diagram of an exemplary 
system that facilitates adding a device to an RFID netWork 
and associated a process to such device. 

[0018] FIG. 4 illustrates a block diagram of an exemplary 
system that facilitates providing security and management 
associated With incorporating a device to an RFID netWork. 

[0019] FIG. 5 illustrates a block diagram of an exemplary 
system that facilitates incorporating a device to an RFID 
netWork. 

[0020] FIG. 6 illustrates a block diagram of an exemplary 
system that facilitates detecting and adding a device to a 
process related to an RFID netWork. 

[0021] FIG. 7 illustrates an exemplary methodology for 
discovering a device and utiliZing such device With a process 
associated With an RFID netWork. 

[0022] FIG. 8 illustrates an exemplary methodology that 
facilitates incorporating a device and characteristics respec 
tive thereWith to an RFID netWork. 

[0023] FIG. 9 illustrates an exemplary netWorking envi 
ronment, Wherein the novel aspects of the subject invention 
can be employed. 

[0024] FIG. 10 illustrates an exemplary operating envi 
ronment that can be employed in accordance With the 
subject invention. 

DESCRIPTION OF THE INVENTION 

[0025] As utiliZed in this application, terms “component, 
system, interface,” and the like are intended to refer to a 
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computer-related entity, either hardware, software (e.g., in 
execution), and/or ?rmware. For example, a component can 
be a process running on a processor, a processor, an object, 
an executable, a program, and/or a computer. By way of 
illustration, both an application running on a server and the 
server can be a component. One or more components can 

reside within a process and a component can be localized on 
one computer and/or distributed between two or more com 

puters. 

[0026] The subject invention is described with reference to 
the drawings, wherein like reference numerals are used to 
refer to like elements throughout. In the following descrip 
tion, for purposes of explanation, numerous speci?c details 
are set forth in order to provide a thorough understanding of 
the subject invention. It may be evident, however, that the 
subject invention may be practiced without these speci?c 
details. In other instances, well-known structures and 
devices are shown in block diagram form in order to 
facilitate describing the subject invention. 

[0027] Now turning to the ?gures, FIG. 1 illustrates a 
system 100 that facilitates associating a device with an RFID 
network. A hot swap component 102 can provide seamless 
incorporation of a new device to a radio frequency identi 
?cation (RFID) network 104. The hot swap component 102 
can detect the new device, wherein the device can be 
associated with at least one of an RFID process and an event. 
It is to be appreciated that a new device refers to a device 
being introduced and/or re-introduced into the system 100. 
For instance, a device that is part of the RFID network 104 
can contain a defect and/or require maintenance such that 
the device is to be replaced. The hot swap component 102 
allows a new device and/or a replacement device to enter the 
RFID network 104 without the need of stopping, recon?g 
uring, and/or restarting an RFID process utiliZing such 
device replaced and/or removed. The device can be any 
suitable compatible RFID device that can be utiliZed with 
the RFID network 104. The device can be, but is not limited 
to, an RFID reader, an RFID writer, an RFID printer, a 
printer, a reader, a writer, an RFID transmitter, an antenna, 
a sensor, a real time device, an RFID receiver, a real time 
sensor, a device extensible to a web service, a real time event 
generation system, etc. 

[0028] Moreover, the hot swap component 102 can pre 
serve the collection of data and/or events related to the RFID 
network 104. The hot swap component 102 can allow the 
runtime to continue collecting data and/or events in relation 
to the RFID network 104, when a process is down and/or 
exchanged with a disparate process. Thus, a ?rst process can 
be switched with a disparate process, wherein the hot swap 
component provides the continuous collection of data and/or 
events associated with the ?rst process during the switch 
with the disparate process. In one example, the disparate 
process can be a newer process than the ?rst process. 

[0029] For example, an RFID process can be related to a 
particular RFID sub-system (e.g., an RFID server, RFID 
network, etc.) that is an uber or high-level object that forms 
together various entities to create a meaningful unit of 
execution. The RFID process can be an outbound process 
(e.g., pick, pack, shipping scenario, etc.), a manufacturing 
process, a shipping process, a receiving process, tracking, 
data representation, data manipulation, data application, 
security, . . . .Additionally, the RFID process can include an 
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RFID device service, a tag read, an event (discussed infra), 
a tag write, a device con?guration, a geographic tracking, a 
number count, etc. 

[0030] In another example, the RFID network 104 can 
include at least one RFID device that is associated with at 
least one RFID process. It is to be appreciated that the RFID 
process can utiliZe any suitable number of RFID devices 
within the RFID network 104. A new device can be intro 
duced into the RFID network 104 to be associated and/or 
implemented with the RFID process. The new device can be 
a newly added device, a replacement device, a device 
previously removed, a repaired device, . . . . In other words, 
the new device can be any device that is added to the RFID 
network 104 that is unassociated with an RFID process. 
Once introduced, the hot swap component 102 can associate 
the new device with the appropriate RFID process based at 
least upon an identi?cation data related to the new device. 

[0031] The system 100 further includes an interface com 
ponent 106, which provides various adapters, connectors, 
channels, communication paths, etc. to integrate the hot 
swap component 102 into virtually any operating and/or 
database system(s). In addition, the interface component 106 
can provide various adapters, connectors, channels, commu 
nication paths, etc., that provide for interaction with the hot 
swap component 102, the new device, and the RFID net 
work 104. It is to be appreciated that although the interface 
component 106 is incorporated into the hot swap component 
102, such implementation is not so limited. For instance, the 
interface component 106 can be a stand-alone component to 
receive or transmit data in relation to the system 100. In 
particular, the interface component 106 can receive any data 
relating to a newly introduced device that is to be associated 
with an RFID process on the RFID network 104. For 
instance, the interface component 106 can receive identi? 
cation data, process related data, and/or any data associated 
with a device. 

[0032] FIG. 2 illustrates a system 200 that facilitates 
detecting and incorporating a device to a target within an 
RFID network. A hot swap component 202 can provide a 
seamless integration of a new device into an RFID network 
204 without a related RFID process stopping, recon?guring, 
and/or restarting, thus providing decreased downtime and an 
increase in return on investment (ROI). The hot swap 
component 202 can incorporate the newly connected device 
(e.g., a replacement device, a new device, a repaired device, 
a re-located device, etc.) to be associated with a target 206 
within the RFID network 204. The target can include an 
RFID process within the RFID network 204, a collection/ 
assortment of devices, and/or any data related to an RFID 
process within the RFID network 204. In other words, the 
new device can be associated with an existing RFID process 
within the RFID network 204 such that data collection and 
related processes need not be disturbed. The device can be, 
but is not limited to, an RFID reader, an RFID writer, an 
RFID printer, a reader, a writer, an RFID transmitter, an 
antenna, a sensor, a real time device, an RFID receiver, a real 
time sensor, a device extensible to a web service, a real time 
event generation system, etc. It is to be appreciated that the 
hot swap component 202 and the RFID network 204 can be 
substantially similar to the hot swap component 102 and the 
RFID network 104 as depicted in FIG. 1. 

[0033] The hot swap component 202 can include a detec 
tor component 208 that can detect a new device that can be 
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related to the RFID network 204. The detector component 
208 can utilize a manual discovery, an automatic discovery, 
and/or any combination thereof. For example, the detector 
component 208 can utiliZe an automatic discovery, Wherein 
the device can send out a ping periodically When such 
devices are available alloWing the RFID netWork 204 to 
become aWare of device availability. In another eXample, the 
detector component 208 can utiliZe a manual discovery, 
Wherein a con?guration ?le can be employed to load in a 
device con?guration and utiliZe such con?guration in an 
RFID process de?nition (via a Wildcard technique discussed 
infra). 
[0034] For eXample, an RFID netWork 204 can consist of 
a collection of devices (e. g., device1, device 2, and device3), 
Wherein such devices can be related to an RFID process that 
monitors incoming shipments at a speci?ed docking door. 
The RFID process can include various events such as, but 
not limited to, a tag read, a tag read error, a device up event, 
a device doWn event, and other management events. In this 
eXample, the event can be a tag read at prescribed times. If 
a neW device is incorporated to the collection of devices at 
the speci?ed docking door, the detector component 208 can 
either automatically detect the device and/or manually detect 
such device. In addition, a replacement device can be 
introduced to the speci?ed docking door, Wherein the detec 
tor component 208 can further employ automatic tech 
niques, manual, techniques and/or any combination thereof 
to identify at last one neWly introduced device that is to be 
incorporated With the RFID netWork 204. 

[0035] The hot sWap component 202 can include an ana 
lyZer component 210 that can analyZe at least one of the 
neWly introduced device, a process associated With the 
neWly introduced device, data associated With the neW 
device, and/or identi?cation data related to the neW device. 
For instance, the neW device can be analyZed to determine 
at least one of the type of device, the brand of the device, the 
capabilities of the device, the identi?cation of device (e.g., 
unique identi?cation number, name, serial number, uniform 
resource identi?er (URI), uniform resource locator (URL), 
map point, location, etc.), and the neW processes contained 
Within the device. It is to be appreciated that such eXamples 
are not to be limiting on the subject invention and that the 
analyZer component 210 can analyZe any suitable data 
related to the neW device in order to facilitate incorporating 
the neW device into the RFID netWork 206. 

[0036] In one eXample, the analyZer device can analyZe a 
neWly inserted device into the RFID netWork 204. For 
instance, the neW device can be plugged in (e.g., poWered 
up, brought Within range of signal, etc.) and detected, 
Wherein such neW device can be analyZed to determine a 
characteristic associated With the neW device such as, but not 
limited to, a device name, a device identi?cation, a device 
process, and/or a device capability. In other Words, the 
analyZer component 210 facilitates determining the capacity 
in Which to incorporate the neW device into the RFID 
netWork 204. 

[0037] The hot sWap component 202 can further include a 
match component 212 that can associate a neW device to a 
target 206 Within the RFID netWork 204, Wherein the target 
can be, but is not limited to, an RFID process Within the 
RFID netWork 204, a collection/assortment of devices, and/ 
or any data related to an RFID process Within the RFID 
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netWork 204. The match component 212 can relate at least 
one neW device to Zero or more targets based at least in part 
upon a unique identi?cation data associated With the neW 
device. For instance, the identi?cation data can be a device 
name, a serial number, an Internet protocol (IP) address, 
uniform resource identi?er (URI), uniform resource locator 
(URL), map point, location, etc. By utiliZing the identi?ca 
tion data, the match component 212 can match and/or bind 
a target to a particular detected neW device. If a match is 
found for a process, the neW device can be associated With 
the process. Additionally, an event from the neW device can 
be added to a queue of events that need to be processed by 
the matched RFID process. 

[0038] The match component 212 can provide at least one 
of the folloWing: 1) matching of a device to a device 
collection (Within an RFID process) utiliZing fully formed 
device and/or Wildcard-ed device identi?cations; 2) dynami 
cally discovering devices Which can map the device to Zero 
or more processes; and 3) adding devices online to a device 
collection of an RFID process (e.g., adding the events from 
neWly matched devices to the queue of events that need to 
be processed by an RFID process). 

[0039] For eXample, the match component 212 can 
employ a Wildcard technique, Wherein a designated charac 
ter can be utiliZed to represent any character With the 
description of identifying devices With the unique identi? 
cation data. For instance, a “*” can signify the representation 
of any character and a match can be made if the Wildcard 
(“*”) alloWs a match betWeen a neW device and a target to 
be made. Thus, if a process is named “DockDoor,” With 
devices “DockDoorl,”“DockDoor2,” and “DockDoor3” a 
neW device can be matched to the process if the identi?ca 
tion data (in this case the device name) is “DockDoor’k.” It 
is to be appreciated that any character can be employed to 
represent a Wildcard and that the subject invention is not 
limited to employing the “*” character as such. In addition, 
the Wildcard technique can be utiliZed in conjunction With 
the process name. 

[0040] In accordance With one aspect of the subject inven 
tion, the match component 212 can map a device collection 
Within the RFID process to the physical device. For 
eXample, the mapping can be to one of the folloWing: a 
speci?c reader Internet protocols (IP)(e.g., 168.192.38.21, 
168.192.38.22, 168.192.38.23); a Wildcard collection, (e.g., 
168.192.38.*), Where * is a Wildcard that designates any 
suitable matching character; a combination of the speci?c IP 
and the Wildcard (e.g., 168.192.38.21, 168.38.22, 
168.192.39.*). It is to be appreciated that the implementa 
tion of a Wildcard collection can be more versatile in 
expansion of physical devices. For instance, utiliZing the 
Wildcard, a user can assign an IP address Within a Wildcard 
collection range, Wherein the mapping address is compatible 
to the eXisting RFID process. If speci?c IP addresses are 
used, such neW assigned IP Would need to be incorporated 
into the mapping. 

[0041] In one eXample, an RFID process can contain 
devices that match to the process name “ACME*.” Assum 
ing there are currently three devices named ACMEl, 
ACME2, and ACME 3 on the netWork, the devices can 
match to the “ACME*” string relate to the RFID process 
named as such. In one case, the device ACMEl can be 
replaced With a neW ACME device (e.g., perhaps ACMEl 
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needs maintenance, is damaged, etc.). The new device can 
be named ACME4 based at least in part upon automatic 
discovery, manual discovery, and/or identi?cation data when 
the new device is connected to the RFID network 204. The 
hot swap component 202 can allow the swapping of device 
ACME 1 with ACME4, such that the RFID network 204 can 
discover such device. In addition, since the device ACME4 
matches with the RFID process name (e.g., ACME* matches 
to ACME4 based at least in part upon the * character 
signifying a wildcard that can be utiliZed to represent any 
character). Thus, the device ACME4 can become part of the 
RFID process without having to stop, recon?gure, and/or 
restart such RFID process. 

[0042] In another case following the above example, a 
new device can be added to the RFID network 204, wherein 
the device can be named ACMES (e. g., a new device that has 
never been associated with the RFID process relating to the 
devices (ACME1, ACME2, and ACME3). The hot swap 
component 202 and related components can allow the plug 
ging in of device ACMES, ensuring of discovery, and adding 
the device ACMES as part of the RFID process automati 
cally. In view of the above, it is to be appreciated that the 
system 200 can provide at least one of the following: 1) 
matching of a device to a device collection within an RFID 
process utiliZing fully formed device identi?cation and/or a 
wildcard technique device identi?cation; 2) dynamically 
discovering a device followed by matching logic to map a 
device to Zero or more processes; and 3) online addition of 
devices to a device collection of an RFID process (e.g., 
adding the events from newly matched devices to the queue 
of events that need to be processed by an RFID process). 
Thus, by utiliZing the appropriate device names while form 
ing a device collection of an RFID process, the user can 
achieve hot swap and/or plug-and-play (PNP) for devices 
associated with the RFID process. 

[0043] FIG. 3 illustrates a system 300 that facilitates 
adding a device to an RFID network and associated a 
process to such device. A hot swap component 302 can 
implement a seamless integration of a new device into an 
RFID network 304 without requiring a related process 306 
to stop, recon?gure, and/or restart, thus mitigating errors 
involved therewith. The new device can include an RFID 

reader, an RFID writer, an RFID printer, a printer, a reader, 
a writer, an RFID transmitter, an antenna, a sensor, a real 
time device, an RFID receiver, a real time sensor, a device 
extensible to a web service, a real time event generation 
system, etc., wherein the device can be new to the RFID 
network 304, re-introduced to the RFID network 304, 
replacing a pre-existing device in the RFID network 304, 
and/or a device added to the RFID network 304. It is to be 
appreciated that the hot swap component 302 and the RFID 
network 304 can be substantially similar to the hot swap 
component 202, 102 and the RFID network 204, 104 of 
FIGS. 2 and 1 respectively. 

[0044] The process 306 is an uber and/or high-level object 
that can provide a meaningful unit of execution. For 
instance, the process 306 can be a shipping process that 
represents multiple devices at various dock doors working 
together to perform tag reads, ?ltering, read enrichment, 
alert evaluation, and data storage in a sink for a host 
application to retrieve/process. In another example, the 
process 306 is a manufacturing process, wherein devices are 
con?gured to read as well as write dependent upon a 
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location. Moreover, additional functions such as ?ltering, 
enriching, etc. can be implemented at the location. In yet 
another example, the process 306 is a tag write process, 
wherein a tag can be written in real-time based at least upon 
an input. The write process can also check if the write 
succeeded by reading and passing data back to the host. 

[0045] The hot swap component 302 can include a traf?c 
component 308 to facilitate communication and/or data 
collection in relation to the system 300. In particular, the 
traffic component 308 can mitigate errors during the replace 
ment, addition, and/or re-introduction of a device to the 
RFID network 304. The traf?c component 308 can maintain 
the How of data collection (e.g., data collected) between a 
new device and a process 306 within the RFID network 304 
during the hot swap and/or plug-and-play (PNP). For 
instance, a device that requires maintenance and/or repairs 
can be replaced by a new device. The hot swap component 
302 can invoke a seamless integration of the new device into 
the RFID network and any related process(es) 306. Yet, 
during the replacement, there is a time lapse involved such 
that during such time data is to be collected, the process 306 
is to be executing, and/or other data is to be aggregated in 
relation to the device. The traf?c component 308 can main 
tain the data collection during such time lapse in between 
installation and/or execution of a process 306. In addition, 
the traffic component 308 can further maintain the collection 
of data related to devices within the RFID network 304 
during any downtime of the process 306. 

[0046] The hot swap component 302 can further include a 
data store 310 that can store various data related to the 
system 300. The data store can provide storage for data 
collected via a device, data during a time lapse, identi?ca 
tion data, a table related to the association of at least one 
process and at least one device, a name listing of at least one 
of a device and/or a process, and a device collection arrange 
ment. The data store 310 can be, for example, either volatile 
memory or nonvolatile memory, or can include both volatile 

and nonvolatile memory. By way of illustration, and not 
limitation, nonvolatile memory can include read only 
memory (ROM), programmable ROM (PROM), electrically 
programmable ROM (EPROM), electrically erasable pro 
grammable ROM (EEPROM), or ?ash memory. Volatile 
memory can include random access memory (RAM), which 
acts as external cache memory. By way of illustration and 
not limitation, RAM is available in many forms such as 
static RAM (SRAM), dynamic RAM (DRAM), synchro 
nous DRAM (SDRAM), double data rate SDRAM (DDR 
SDRAM), enhanced SDRAM (ESDRAM), Synchlink 
DRAM (SLDRAM), Rambus direct RAM (RDRAM), direct 
Rambus dynamic RAM (DRDRAM), and Rambus dynamic 
RAM (RDRAM). The data store 310 of the subject systems 
and methods is intended to comprise, without being limited 
to, these and any other suitable types of memory. In addition, 
it is to be appreciated that the data store 310 can be a server, 
a database, and/or a hard drive. 

[0047] The hot swap component 302 can include a health 
component 312 that can determine the deterioration of a 
device and/or maintenance of a device associated with a 
process 306 within the RFID network 304. The health 
component 312 can analyZe an existing device within the 
RFID network 304 and determine if such device is down, 
unavailable, damaged, and/or any condition that disallows 
the device from collecting data. If the device is unable to 
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collect data, the health component 312 can provide the 
necessary precautions in relation to the process 306, a neW 
device (e.g., that is to replace the device), the traf?c com 
ponent 308, and/or the data store 310. For example, the 
health component 312 can determine the deterioration of a 
device by analyzing the data collected from such device. The 
data collected can be compared, for instance, to a sample set, 
Wherein a pre-set percentage of error can be utiliZed to 
determine if a device is to be replaced and/or repaired. It is 
to be appreciated that the health component 312 can invoke 
any suitable mechanism to determine the deterioration of a 
device and such above examples are not to be limiting on the 
subject invention. 

[0048] FIG. 4 illustrates a system 400 that facilitates 
providing security and management associated With incor 
porating a device to an RFID netWork. A hot sWap compo 
nent 402 can invoke an automatic incorporation of a neW 
device to an RFID netWork 404 by associating the neW 
device to a process based at least in part upon identi?cation 
data related to the neW device. Furthermore, the hot sWap 
component 402 can provide such incorporation of the neW 
device Without the stopping, recon?guring, and/or restarting 
of the process to Which the neW device is to be made part. 
The device can be, but is not limited to, an RFID reader, an 
RFID Writer, an RFID printer, a printer, a reader, a Writer, an 
RFID transmitter, an antenna, a sensor, a real time device, an 
RFID receiver, a real time sensor, a device extensible to a 
Web service, a real time event generation system, etc. It is to 
be appreciated that the hot sWap component 402 and the 
RFID netWork 404 can be substantially similar to respective 
components/netWorks described in previous ?gures. 

[0049] The hot sWap component 402 can include a secu 
rity component 406 to provide at least one security attribute 
to the system 400. For instance, the security component 406 
can utiliZe a user pro?le such that particular additions of a 
neW device are associated thereWith. For example, a user 
name and passWord can be associated to speci?c device 
collections such that a particular user can add and/or incor 
porate a neW device to a device collection and an associated 
RFID process. By providing such user name and passWord, 
the system 400 can provide a log of users and/or devices that 
have been incorporated and/or added to the RFID netWork 
404. Furthermore, the security component 406 can utiliZe 
various security measures such as, but not limited to, a login, 
a passWord, biometric indicia (e.g., a ?ngerprint, a retinal 
scan, inductance, . . . ), voice recognition, etc. to ensure the 

integrity and validity of the particular entity incorporating a 
neW device. The security component 406 can further employ 
any suitable security attribute associated to the RFID net 
Work 404. 

[0050] The hot sWap component 402 can further include a 
management component 408 facilitates managing identi? 
cation data related to respective devices Within the RFID 
netWork 404. The management component 408 can provide 
batch techniques associated to at least one or more devices 
and/or identi?cation data related thereWith. For example, the 
management component 408 can alloW the editing of a 
device collection identi?cation data, a device identi?cation 
data, and/or a process identi?cation data to provide a 
dynamic system 400 that can change accord to the device 
collections and/or processes. In one instance, a device 
collection can have the identi?cation data as a name such as 

“ShippingDoor,” Wherein such con?guration can change to 
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become a receiving door. Rather than keeping the device 
identi?cation data (e.g., device names) to an inconsistent 
convention, the management component 408 can provide a 
batch change to the device collection and/or processes 
associated With the “ShippingDoor.” 

[0051] FIG. 5 illustrates a system 500 that facilitates 
incorporating a device to an RFID netWork. A hot sWap 
component 502 can alloW a seamless integration of a device 
into an RFID netWork 504 Without the requirement of 
restarting, stopping, and/or recon?guring a process related 
thereWith. The hot sWap component 502 provides a hot sWap 
and/or a plug-and-play feature to neW devices that are to be 
added to the RFID netWork 504. It is to be appreciated that 
the hot sWap component 502 and the RFID netWork 504 can 
be substantially similar to respective components/netWorks 
described in previous ?gures. 

[0052] The RFID netWork 504 can include a plurality of 
universes (e.g., sub-systems, RFID netWorks), Wherein a 
universe is a server of RFID entities. For simplicity, the 
RFID netWork 504 illustrates a single universe containing 
tWo collections of devices (e. g., device collections), Where a 
?rst collection 506 is shoWn. For instance, an RFID sub 
system can be a location Wherein the entities involved are 
related to a substantially similar process. In one example, a 
sub-system can be a Warehouse containing a plurality of 
receiving and/or shipping dock doors With associated 
devices. Thus, ?rst collection 506 can be a collection of 
devices Within the speci?ed sub-system. It is to be appreci 
ated a plurality of collection of devices can be implemented. 
Within a collection of devices, an device 508 can receive an 
RFID signal 514 from a pallet of goods 512 containing at 
least one RFID tag 510. It is to be appreciated the pallets 
and/or goods can be tagged based at least upon user speci 
?cations (e.g., single pallets tagged, individual goods 
tagged, pallets and goods tagged, etc.). 

[0053] A neW device can be added to an existing ?rst 
collection 506 and/or start a neW collection (not shoWn). The 
neW device can be a neWly added device, a replacement 
device, a device previously removed, a repaired device, . . . 
. Once the neW device is activated, the hot sWap component 
502 can detect the neW device and associate the device With 
a particular process based at least in part upon the neW 
device identi?cation data (e.g., a device name, a serial 
number, an Internet protocol (IP) address, etc.). It is to be 
appreciated that the neW device can be incorporated into the 
RFID netWork 504 Without any complications involved With 
the running process related to the ?rst collection 506. In 
other Words, the neW device can be incorporated into the 
RFID netWork 504 Without a restart, a stop, and/or recon 
?gure of the process. 

[0054] FIG. 6 illustrates a system 600 that employs intel 
ligence to facilitate incorporating a device to an RFID 
netWork and associating a process With such device. The 
system 600 can include a hot sWap component 602, an RFID 
netWork 604, and an interface 106 that can all be substan 
tially similar to respective components/netWorks described 
in previous ?gures. The system 600 further includes an 
intelligent component 606. The intelligent component 606 
can be utiliZed by the hot sWap component 602 to facilitate 
incorporating a device to an RFID netWork based at least in 
part upon identi?cation data associated With the device 
alloWing the addition of the device to a process. For 
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example, the intelligent component 606 can be utilized to 
analyze a neW device, identi?cation data, security charac 
teristics, a process, an event, etc. 

[0055] It is to be understood that the intelligent component 
606 can provide for reasoning about or infer states of the 
system, environment, and/or user from a set of observations 
as captured via events and/or data. Inference can be 
employed to identify a speci?c context or action, or can 
generate a probability distribution over states, for example. 
The inference can be probabilistic—that is, the computation 
of a probability distribution over states of interest based on 
a consideration of data and events. Inference can also refer 
to techniques employed for composing higher-level events 
from a set of events and/or data. Such inference results in the 
construction of neW events or actions from a set of observed 
events and/or stored event data, Whether or not the events are 
correlated in close temporal proximity, and Whether the 
events and data come from one or several event and data 
sources. Various classi?cation (explicitly and/or implicitly 
trained) schemes and/or systems (e.g., support vector 
machines, neural netWorks, expert systems, Bayesian belief 
netWorks, fuZZy logic, data fusion engines . . . ) can be 
employed in connection With performing automatic and/or 
inferred action in connection With the subject invention. 

[0056] A classi?er is a function that maps an input 
attribute vector, x=(x1, x2, x3, X4, xn), to a con?dence that 
the input belongs to a class, that is, f(x)=con?dence(class). 
Such classi?cation can employ a probabilistic and/or statis 
tical-based analysis (e.g., factoring into the analysis utilities 
and costs) to prognose or infer an action that a user desires 
to be automatically performed. A support vector machine 
(SVM) is an example of a classi?er that can be employed. 
The SVM operates by ?nding a hypersurface in the space of 
possible inputs, Which hypersurface attempts to split the 
triggering criteria from the non-triggering events. Intu 
itively, this makes the classi?cation correct for testing data 
that is near, but not identical to training data. Other directed 
and undirected model classi?cation approaches include, e.g., 
na'ive Bayes, Bayesian netWorks, decision trees, neural net 
Works, fuZZy logic models, and probabilistic classi?cation 
models providing different patterns of independence can be 
employed. Classi?cation as used herein also is inclusive of 
statistical regression that is utiliZed to develop models of 
priority. 

[0057] Apresentation component 608 can provide various 
types of user interfaces to facilitate interaction betWeen a 
user and any component coupled to the hot sWap component 
602. As depicted, the presentation component 608 is a 
separate entity that can be utiliZed With the hot sWap 
component 602. HoWever, it is to be appreciated that the 
presentation component 608 and/or similar vieW compo 
nents can be incorporated into the hot sWap component 602 
and/or a stand-alone unit. The presentation component 608 
can provide one or more graphical user interfaces (GUIs), 
command line interfaces, and the like. For example, a GUI 
can be rendered that provides a user With a region or means 

to load, import, read, etc., data, and can include a region to 
present the results of such. These regions can comprise 
knoWn text and/or graphic regions comprising dialogue 
boxes, static controls, drop-doWn-menus, list boxes, pop-up 
menus, as edit controls, combo boxes, radio buttons, check 
boxes, push buttons, and graphic boxes. In addition, utilities 
to facilitate the presentation such vertical and/or horiZontal 
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scroll bars for navigation and toolbar buttons to determine 
Whether a region Will be vieWable can be employed. For 
example, the user can interact With one or more of the 
components coupled to the hot sWap component 602. 

[0058] The user can also interact With the regions to select 
and provide information via various devices such as a 
mouse, a roller ball, a keypad, a keyboard, a pen and/or 
voice activation, for example. Typically, a mechanism such 
as a push button or the enter key on the keyboard can be 
employed subsequent entering the information in order to 
initiate the search. HoWever, it is to be appreciated that the 
invention is not so limited. For example, merely highlighting 
a check box can initiate information conveyance. In another 
example, a command line interface can be employed. For 
example, the command line interface can prompt (e.g., via a 
text message on a display and an audio tone) the user for 
information via providing a text message. The user can than 
provide suitable information, such as alpha-numeric input 
corresponding to an option provided in the interface prompt 
or an ansWer to a question posed in the prompt. It is to be 
appreciated that the command line interface can be 
employed in connection With a GUI and/or API. In addition, 
the command line interface can be employed in connection 
With hardWare (e. g., video cards) and/or displays (e.g., black 
and White, and EGA) With limited graphic support, and/or 
loW bandWidth communication channels. 

[0059] FIGS. 7-8 illustrate methodologies in accordance 
With the subject invention. For simplicity of explanation, the 
methodologies are depicted and described as a series of acts. 
It is to be understood and appreciated that the subject 
invention is not limited by the acts illustrated and/or by the 
order of acts, for example acts can occur in various orders 
and/or concurrently, and With other acts not presented and 
described herein. Furthermore, not all illustrated acts may be 
required to implement the methodologies in accordance With 
the subject invention. In addition, those skilled in the art Will 
understand and appreciate that the methodologies could 
alternatively be represented as a series of interrelated states 
via a state diagram or events. 

[0060] FIG. 7 illustrates a methodology 700 for discov 
ering a device and utiliZing such device With a process 
associated With an RFID netWork. At reference numeral 702, 
a neW device can be detected Within an RFID netWork. The 
neW device can be a neWly added device, a replacement 
device, a device previously removed, a repaired device, . . . 
. For instance, the neW device can be a replacement device 
for a damaged and/or deteriorated device Within the RFID 
netWork. It is to be appreciated that the device can be, but is 
not limited to, an RFID reader, an RFID Writer, an RFID 
printer, a printer, a reader, a Writer, an RFID transmitter, an 
antenna, a sensor, a real time device, an RFID receiver, a real 
time sensor, a device extensible to a Web service, and a real 
time event generation system. 

[0061] At reference numeral 704, the neW device detected 
can be associated to at least one existing target, Wherein the 
target can be, but is not limited to, an RFID process Within 
the RFID netWork, a collection/assortment of devices, and/ 
or an event related to an RFID process Within the RFID 
netWork. The association can relate one neW device to Zero 

or more targets based at least in part upon unique identi? 
cation data associated With the neW device. For instance, the 
identi?cation data can be a device name, a serial number, an 
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Internet protocol (IP) address, uniform resource identi?er 
(URI), uniform resource locator (URL), map point, location, 
etc. By utilizing the identi?cation data, the target can be 
matched to a particular detected neW device. If a match is 
found to a process, the neW device can be associated With the 
process. Additionally, an event from the neW device can be 
added to a queue of events that need to be processed by the 
matched RFID process. At reference numeral 706, the neW 
device can be utiliZed With the target. For example, the neW 
device can be invoked as part of a process Within an RFID 
netWork. 

[0062] FIG. 8 illustrates a methodology 800 that facili 
tates incorporating a device and characteristics respective 
thereWith to an RFID netWork. At reference numeral 802, a 
neW device Within a netWork (e. g., an RFID network) can be 
detected. The detection can be an automatic detection, a 
manual detection, and/or any combination thereof. The neW 
device can include a neWly added device, a replacement 
device, a device previously removed, a repaired device . . . 

, Wherein the device can be, but is not limited to, an RFID 
reader, an RFID Writer, an RFID printer, a printer, a reader, 
a Writer, an RFID transmitter, an antenna, a sensor, a real 
time device, an RFID receiver, a real time sensor, a device 
extensible to a Web service, and a real time event generation 
system. At reference numeral 804, the neW device can be 
analyZed to determine at least one of a device type, a device 
brand, a device con?guration, a characteristic associated 
With the device, a device unique identi?cation data, a 
process stored Within the device, an event list associated 
With the device, . . . . 

[0063] At reference numeral 806, a match can be made 
With a target Within the netWork based at least in part upon 
the unique identi?cation data of the device. The unique 
identi?cation data can be a device name, a serial number, 
uniform resource identi?er (URI), uniform resource locator 
(URL), map point, location, and/or an Internet protocol (IP) 
address. For example, the matching of the neW device to an 
existing process can be done by associating a device name 
With a process name. It is to be appreciated that a Wildcard 
technique can be employed With the matching method 
described herein. In one instance, the process can be named 
utiliZing a Wildcard character Wherein such character can 
alloW any matching device name to be associated thereWith. 
Thus, a process named “ACMEDOOR*” (Where “*” signi 
?es a Wildcard character) can have the neW device matched 
to it if the neW device Was named, for example, “ACME 
DOOR4.” 

[0064] At reference numeral 808, the neW device can be 
utiliZed With the target to implement the seamless integra 
tion of a neW device With an existing process. At reference 
numeral 810, an event from the neW device can be included 
With an existing process. For example, a neW device can add 
an event of Writing a tag Within a device collection of 
reading devices. In such case, the neW device can add the 
event of a Write to the existing process associated to the 
appropriate device collection. In another example, the neW 
device can include a completely manipulate an existing 
process to be implemented With the neW device and/or the 
neW device and existing devices. 

[0065] In order to provide additional context for imple 
menting various aspects of the subject invention, FIGS. 
9-10 and the folloWing discussion is intended to provide a 
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brief, general description of a suitable computing environ 
ment in Which the various aspects of the subject invention 
may be implemented. While the invention has been 
described above in the general context of computer-execut 
able instructions of a computer program that runs on a local 
computer and/or remote computer, those skilled in the art 
Will recogniZe that the invention also may be implemented 
in combination With other program modules. Generally, 
program modules include routines, programs, components, 
data structures, etc., that perform particular tasks and/or 
implement particular abstract data types. 

[0066] Moreover, those skilled in the art Will appreciate 
that the inventive methods may be practiced With other 
computer system con?gurations, including single-processor 
or multi-processor computer systems, minicomputers, main 
frame computers, as Well as personal computers, hand-held 
computing devices, microprocessor-based and/or program 
mable consumer electronics, and the like, each of Which may 
operatively communicate With one or more associated 
devices. The illustrated aspects of the invention may also be 
practiced in distributed computing environments Where cer 
tain tasks are performed by remote processing devices that 
are linked through a communications netWork. HoWever, 
some, if not all, aspects of the invention may be practiced on 
stand-alone computers. In a distributed computing environ 
ment, program modules may be located in local and/or 
remote memory storage devices. 

[0067] FIG. 9 is a schematic block diagram of a sample 
computing environment 900 With Which the subject inven 
tion can interact. The system 900 includes one or more 

client(s) 910. The client(s) 910 can be hardWare and/or 
softWare (e.g., threads, processes, computing devices). The 
system 900 also includes one or more server(s) 920. The 
server(s) 920 can be hardWare and/or softWare (e.g., threads, 
processes, computing devices). The servers 920 can house 
threads to perform transformations by employing the subject 
invention, for example. 

[0068] One possible communication betWeen a client 910 
and a server 920 can be in the form of a data packet adapted 
to be transmitted betWeen tWo or more computer processes. 
The system 900 includes a communication frameWork 940 
that can be employed to facilitate communications betWeen 
the client(s) 910 and the server(s) 920. The client(s) 910 are 
operably connected to one or more client data store(s) 950 
that can be employed to store information local to the 
client(s) 910. Similarly, the server(s) 920 are operably 
connected to one or more server data store(s) 930 that can be 
employed to store information local to the servers 920. 

[0069] With reference to FIG. 10, an exemplary environ 
ment 1000 for implementing various aspects of the invention 
includes a computer 1012. The computer 1012 includes a 
processing unit 1014, a system memory 1016, and a system 
bus 1018. The system bus 1018 couples system components 
including, but not limited to, the system memory 1016 to the 
processing unit 1014. The processing unit 1014 can be any 
of various available processors. Dual microprocessors and 
other multiprocessor architectures also can be employed as 
the processing unit 1014. 

[0070] The system bus 1018 can be any of several types of 
bus structure(s) including the memory bus or memory 
controller, a peripheral bus or external bus, and/or a local bus 
using any variety of available bus architectures including, 
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but not limited to, Industrial Standard Architecture (ISA), 
Micro-Channel Architecture (MSA), Extended ISA (EISA), 
Intelligent Drive Electronics (IDE), VESA Local Bus 
(VLB), Peripheral Component Interconnect (PCI), Card 
Bus, Universal Serial Bus (USB), Advanced Graphics Port 
(AGP), Personal Computer Memory Card International 
Association bus (PCMCIA), FireWire (IEEE 1394), and 
Small Computer Systems Interface (SCSI). 

[0071] The system memory 1016 includes volatile 
memory 1020 and nonvolatile memory 1022. The basic 
input/output system (BIOS), containing the basic routines to 
transfer information betWeen elements Within the computer 
1012, such as during start-up, is stored in nonvolatile 
memory 1022. By Way of illustration, and not limitation, 
nonvolatile memory 1022 can include read only memory 
(ROM), programmable ROM (PROM), electrically pro 
grammable ROM (EPROM), electrically erasable program 
mable ROM (EEPROM), or ?ash memory. Volatile memory 
1020 includes random access memory (RAM), Which acts as 
external cache memory. By Way of illustration and not 
limitation, RAM is available in many forms such as static 
RAM (SRAM), dynamic RAM (DRAM), synchronous 
DRAM (SDRAM), double data rate SDRAM (DDR 
SDRAM), enhanced SDRAM (ESDRAM), Synchlink 
DRAM (SLDRAM), Rambus direct RAM (RDRAM), direct 
Rambus dynamic RAM (DRDRAM), and Rambus dynamic 
RAM (RDRAM). 

[0072] Computer 1012 also includes removable/non-re 
movable, volatile/non-volatile computer storage media. 
FIG. 10 illustrates, for example a disk storage 1024. Disk 
storage 1024 includes, but is not limited to, devices like a 
magnetic disk drive, ?oppy disk drive, tape drive, JaZ drive, 
Zip drive, LS-100 drive, ?ash memory card, or memory 
stick. In addition, disk storage 1024 can include storage 
media separately or in combination With other storage media 
including, but not limited to, an optical disk drive such as a 
compact disk ROM device (CD-ROM), CD recordable drive 
(CD-R Drive), CD reWritable drive (CD-RW Drive) or a 
digital versatile disk ROM drive (DVD-ROM). To facilitate 
connection of the disk storage devices 1024 to the system 
bus 1018, a removable or non-removable interface is typi 
cally used such as interface 1026. 

[0073] It is to be appreciated that FIG. 10 describes 
softWare that acts as an intermediary betWeen users and the 
basic computer resources described in the suitable operating 
environment 1000. Such softWare includes an operating 
system 1028. Operating system 1028, Which can be stored 
on disk storage 1024, acts to control and allocate resources 
of the computer system 1012. System applications 1030 take 
advantage of the management of resources by operating 
system 1028 through program modules 1032 and program 
data 1034 stored either in system memory 1016 or on disk 
storage 1024. It is to be appreciated that the subject inven 
tion can be implemented With various operating systems or 
combinations of operating systems. 

[0074] A user enters commands or information into the 
computer 1012 through input device(s) 1036. Input devices 
1036 include, but are not limited to, a pointing device such 
as a mouse, trackball, stylus, touch pad, keyboard, micro 
phone, joystick, game pad, satellite dish, scanner, TV tuner 
card, digital camera, digital video camera, Web camera, and 
the like. These and other input devices connect to the 
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processing unit 1014 through the system bus 1018 via 
interface port(s) 1038. Interface port(s) 1038 include, for 
example, a serial port, a parallel port, a game port, and a 
universal serial bus (USB). Output device(s) 1040 use some 
of the same type of ports as input device(s) 1036. Thus, for 
example, a USB port may be used to provide input to 
computer 1012, and to output information from computer 
1012 to an output device 1040. Output adapter 1042 is 
provided to illustrate that there are some output devices 
1040 like monitors, speakers, and printers, among other 
output devices 1040, Which require special adapters. The 
output adapters 1042 include, by Way of illustration and not 
limitation, video and sound cards that provide a means of 
connection betWeen the output device 1040 and the system 
bus 1018. It should be noted that other devices and/or 
systems of devices provide both input and output capabili 
ties such as remote computer(s) 1044. 

[0075] Computer 1012 can operate in a netWorked envi 
ronment using logical connections to one or more remote 
computers, such as remote computer(s) 1044. The remote 
computer(s) 1044 can be a personal computer, a server, a 
router, a netWork PC, a Workstation, a microprocessor based 
appliance, a peer device or other common netWork node and 
the like, and typically includes many or all of the elements 
described relative to computer 1012. For purposes of brev 
ity, only a memory storage device 1046 is illustrated With 
remote computer(s) 1044. Remote computer(s) 1044 is 
logically connected to computer 1012 through a netWork 
interface 1048 and then physically connected via commu 
nication connection 1050. NetWork interface 1048 encom 
passes Wire and/or Wireless communication netWorks such 
as local-area netWorks (LAN) and Wide-area netWorks 

LAN technologies include Fiber Distributed Data 
Interface (FDDI), Copper Distributed Data Interface 
(CDDI), Ethernet, Token Ring and the like. WAN technolo 
gies include, but are not limited to, point-to-point links, 
circuit sWitching netWorks like Integrated Services Digital 
NetWorks (ISDN) and variations thereon, packet sWitching 
netWorks, and Digital Subscriber Lines (DSL). 

[0076] Communication connection(s) 1050 refers to the 
hardWare/softWare employed to connect the netWork inter 
face 1048 to the bus 1018. While communication connection 
1050 is shoWn for illustrative clarity inside computer 1012, 
it can also be external to computer 1012. The hardWare/ 
softWare necessary for connection to the netWork interface 
1048 includes, for exemplary purposes only, internal and 
external technologies such as, modems including regular 
telephone grade modems, cable modems and DSL modems, 
ISDN adapters, and Ethernet cards. 

[0077] What has been described above includes examples 
of the subject invention. It is, of course, not possible to 
describe every conceivable combination of components or 
methodologies for purposes of describing the subject inven 
tion, but one of ordinary skill in the art may recogniZe that 
many further combinations and permutations of the subject 
invention are possible. Accordingly, the subject invention is 
intended to embrace all such alterations, modi?cations, and 
variations that fall Within the spirit and scope of the 
appended claims. 

[0078] In particular and in regard to the various functions 
performed by the above described components, devices, 
circuits, systems and the like, the terms (including a refer 






