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(57) ABSTRACT 

Provided herein are systems and methods that improve the 
redemption integrity of portable gaming instruments such as 
tickets and magnetic cards. The systems and methods 
encrypt biometric data for a recipient of a portable gaming 
instrument and store the encrypted biometric data on the 
portable gaming instrument. When a person tries to redeem 
value on the portable gaming instrument, a comparison is 
made betWeen: a) biometric data for the person trying to 
redeem the value, and b) the biometric data encrypted and 
stored on the portable gaming instrument. 
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TICKET REDEMPTION USING ENCRYPTED 
BIOMETRIC DATA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of US. 
patent application Ser. No. 10/214,936 entitled “FLEXIBLE 
LOYALTY POINTS PROGRAMS,” ?led Aug. 6, 2002, 
Which is incorporated herein by reference in its entirety for 
all purposes. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to systems and methods for 
use With gaming machines. More particularly, the present 
invention relates to systems and methods for validating the 
redemption of value stored on portable credit devices that 
are used With gaming machines. 

[0003] As technology in the gaming industry progresses, 
the traditional mechanically driven reel slot machines are 
being replaced or supplemented With electronic counterparts 
having CRT, LCD video displays or the like. Processor 
based gaming machines are becoming increasingly popular. 
Part of the reason for their increased popularity is the nearly 
endless variety of games that can be implemented on gaming 
machines utilizing advanced electronic technology. In some 
cases, neWer gaming machines are utiliZing computing 
architectures developed for personal computers. These 
video/electronic gaming advancements enable the operation 
of more complex games, Which Would not otherWise be 
possible on mechanical-driven gaming machines. 

[0004] Typically, utiliZing a master gaming controller (or 
gaming machine controller or main processor), the gaming 
machine controls various combinations of devices that alloW 
a player to play a game on the gaming machine. For 
eXample, a game played on a gaming machine usually 
requires a player to input money or indicia of credit into the 
gaming machine, indicate a Wager amount, and initiate a 
game play. These steps require the gaming machine to 
control input devices, including bill validators and coin 
acceptors, to accept money into the gaming machine and 
recogniZe user inputs from devices, including touch screens 
and button pads, to determine the Wager amount and initiate 
game play. 

[0005] After game play has been initiated, the master 
gaming controller determines a game outcome, presents the 
game outcome to the person and may dispense an aWard of 
some type depending on the outcome of the game. A game 
outcome presentation may use various visual and audio 
components such as ?ashing lights, music, sounds and 
graphics. The visual and audio components may be used to 
draW a player’s attention to various game features and to 
heighten the player’s interest in additional game play. 

[0006] Transaction currency on gaming machines has also 
evolved. Where once only coin handling mechanisms Were 
present on gaming machines, credit devices such as cash-out 
vouchers noW ?nd Wide use. Some casinos issue magnetic 
player cards that players use to obtain aWards for frequent 
playing. A player holding such a card inserts it into a card 
reader provided on a gaming machine before play begins. 
Other casinos noW issue bar-coded tickets. When a player 
terminates interaction on a gaming machine, the gaming 
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machine prints a ticket, Which visibly indicates the player’s 
?nal status such as a cash-out value and the time. The player 
then retrieves the ticket and may redeem it for credit at 
another game or eXchange it for cash at a change booth or 
a pay machine. 

[0007] People lose the magnetic player cards and paper 
tickets. All too often, other people ?nd the misplaced cards 
and tickets—and attempt to redeem them. Player cards and 
paper tickets can also be stolen. Attempts at false redemption 
of tickets and cards occur often, and are undesirable to both 
casinos and legitimate ticket and card oWners. At the least, 
casinos like to reWard patronage and protect the Winnings of 
legitimate Winners. In addition, casinos Would like to protect 
the integrity of the cashless systems by thWarting unscru 
pulous or other attempts at false redemption. 

[0008] In vieW of the above, it Would be desirable to 
provide solutions that improve and protect the redemption of 
portable credit devices. 

SUMMARY OF THE INVENTION 

[0009] This invention provides systems and methods that 
improve the redemption integrity of portable gaming instru 
ments such as tickets and magnetic cards. The systems and 
methods encrypt biometric data for a recipient of a portable 
gaming instrument and store the encrypted biometric data on 
the portable gaming instrument. When a person tries to 
redeem value on the portable gaming instrument, a com 
parison is made between: a) biometric data for the person 
trying to redeem the value, and b) the biometric data 
encrypted and stored on the portable gaming instrument. 

[0010] Redemption may occur at a gaming machine, cash 
out station, or any other redemption location in an estab 
lishment that offers one or more gaming machines. 

[0011] The present invention permits the use of various 
forms of biometric data. For eXample, ?ngerprinting, facial 
recognition, voice-recognition and retinal detection are 
forms of biometric validation suitable for use With the 
present invention. 

[0012] NetWorked systems and methods may employ a 
server that maintains biometric data records for numerous 
people. The server offers centraliZed validation of portable 
gaming instruments provided to a gaming machine or other 
redemption location that communicates on the netWork. The 
server may also coordinate encrypted functionality. One 
server embodiment maintains a log of public and private 
keys distributed to gaming machines and portable gaming 
instruments used Within a netWorked gaming environment. 
In one embodiment, a gaming machine in the netWork 
obtains biometric data of a person that has interacted With 
the gaming machine. The gaming machine then encrypts and 
signs the biometric data With a private key assigned, by the 
server, to the gaming machine or to the portable gaming 
instrument. The gaming machine then stores the encrypted 
and signed data on a portable gaming instrument, and 
provides the portable gaming instrument to the person. 

[0013] A copy of the encrypted and signed data may also 
be sent to, and stored by, the server. The server then assigns 
and stores the corresponding private key to permit the 
encrypted data to be opened and used for comparison. 
Subsequently, When someone attempts to redeem value from 
the ticket, his or her biometric data is obtained. Obtaining 
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the biometric data may include reading biometric data from 
the person, or by taking the person’s identity and matching 
the stored on biometric data on the server With their identity. 
The person’s identity may be determined using a driver’s 
license, other personal identi?cation, a player-tracking card 
issued by the casino that also includes a con?rmed identity, 
etc. The server copy of encrypted biometric data permits 
validation of the portable gaming instrument—Without 
requiring the person redeeming the ticket to once again have 
their ?ngerprint or other biometric information captured. 
The biometric data obtained at redemption is then compared 
to the biometric data stored on the ticket. In this manner, a 
person can Walk up to any gaming machine Within a gaming 
establishment and have their locally captured and encrypted 
biometric input authenticated. 

[0014] The present invention is concerned With the 
redemption of value on portable gaming instrument. Many 
portable gaming instruments, such as paper tickets and 
magnetic card devices, can be redeemed at a gaming 
machine. 

[0015] In one aspect, the present invention relates to a 
method of providing a portable gaming instrument for use 
With gaming machines. The method includes assigning a 
value to the portable gaming instrument. The method also 
includes obtaining biometric data for a person that has 
interacted With a gaming machine. The method further 
includes encrypting the biometric data representative to 
produce encrypted biometric data. The method additionally 
includes storing the value and the encrypted biometric data 
on the portable gaming instrument. 

[0016] In another aspect, the present invention relates to a 
method of redeeming value on a portable gaming instru 
ment. The method includes receiving a request to redeem the 
value on the portable gaming instrument. The method also 
includes decrypting encrypted biometric data stored on the 
portable gaming instrument. The encrypted biometric data 
includes biometric data used to produce the encrypted 
biometric data and identi?es a person Who received the 
portable gaming instrument. The method further includes 
obtaining biometric data for a person trying to redeem the 
value on the portable gaming instrument. The method addi 
tionally includes comparing a) the biometric data for the 
person trying to redeem the value on the portable gaming 
instrument With b) the biometric data obtained from the 
portable gaming instrument. When the biometric data for the 
person trying to redeem the value on the portable gaming 
instrument matches the biometric data that Was encrypted 
and stored on the portable gaming instrument, then the value 
on the portable gaming instrument is aWarded to the person 
trying to redeem the value on the portable gaming instru 
ment 

[0017] In yet another aspect, the present invention relates 
to a gaming machine. The gaming machine includes an 
external cabinet de?ning an interior region of the gaming 
machine. The gaming machine also includes a display 
device adapted to display game play information. The gam 
ing machine further includes a biometric reader located 
Within or about the external cabinet and con?gured to read 
biometric information from a person. The gaming machine 
additionally includes a portable gaming instrument reader 
that is con?gured to read encrypted biometric data stored on 
a portable gaming instrument. The encrypted biometric data 
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includes biometric data used to produce the encrypted 
biometric data and identi?es a person Who received the 
portable gaming instrument. The gaming machine also 
includes a gaming machine controller designed or con?g 
ured to i) provide a game play sequence comprising a 
presentation of one or more games of chance on the gaming 
machine, ii) decrypt the encrypted biometric data stored on 
a portable gaming instrument, iii) compare a) the biometric 
data for the person With b) the biometric data obtained from 
the portable gaming instrument, and iv) aWard the value on 
the portable gaming instrument to the person When the 
biometric information for the person matches the biometric 
information that Was encrypted and stored on the portable 
gaming instrument. 

[0018] In yet another aspect, the present invention relates 
to a gaming system for providing portable gaming instru 
ments. The gaming system includes a plurality of portable 
gaming instruments. Each portable gaming instrument 
includes encrypted biometric data that identi?es a person 
that received the portable gaming instrument. The gaming 
system also includes a plurality of gaming machines. Each 
gaming machine includes a biometric reader con?gured to 
read biometric information from a person, a portable gaming 
instrument reader con?gured to read the encrypted biometric 
data stored on a portable gaming instrument, and a netWork 
interface that permits communication across a netWork. The 
gaming system further includes a server including a netWork 
interface that permits communication across the netWork 
and con?gured to distribute a private key to each of the 
gaming machines. 

[0019] Another aspect of the invention pertains to com 
puter program products including a machine-readable 
medium on Which are stored program instructions for imple 
menting any of the methods described above. Any of the 
methods of this invention may be represented as program 
instructions and/or data structures, databases, etc. that can be 
provided on such computer readable media. 

[0020] These and other features and advantages of the 
invention Will be spelled out in more detail beloW With 
reference to the associated draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1 shoWs an exemplary video gaming machine 
suitable for use With the present invention. 

[0022] FIG. 2 illustrates a process How for providing a 
portable gaming instrument for use With a gaming machine 
in accordance With one embodiment of the present inven 
tion. 

[0023] FIG. 3 illustrates a process How for redeeming 
value on a portable gaming instrument in accordance With 
one embodiment of the present invention. 

[0024] FIG. 4 illustrates a process How for storing 
encrypted biometric data on a player tracking card and 
server in accordance With one embodiment of the present 
invention. 

[0025] FIG. 5A illustrates a process How for redeeming 
value on a portable gaming instrument in accordance With 
one embodiment of the present invention. 

[0026] FIG. 5B illustrates a process How for redeeming 
value on a portable gaming instrument that uses a netWork 
architecture in accordance With another embodiment of the 
present invention. 
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[0027] FIG. 6 is a How chart depicting a method for 
validating information stored on a portable gaming instru 
ment at a validation site connected to a netWork in accor 
dance With one embodiment of the present invention. 

[0028] FIG. 7 is a block diagram of the components of a 
portable gaming instrument system for one embodiment of 
the present invention. 

[0029] FIGS. 8A-8D illustrate exemplary printed portable 
gaming instruments and data formats of the present inven 
tion. 

[0030] FIGS. 9A-9C illustrate RFID tags and RFID read 
ers of the present invention. 

[0031] FIGS. 10A-10B shoW simpli?ed illustrations of 
input mechanisms With a non-physical contact data interface 
of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0032] The present invention Will noW be described in 
detail With reference to a feW preferred embodiments thereof 
as illustrated in the accompanying draWings. In the folloW 
ing description, numerous speci?c details are set forth in 
order to provide a thorough understanding of the present 
invention. It Will be apparent, hoWever, to one skilled in the 
art, that the present invention may be practiced Without some 
or all of these speci?c details. In other instances, Well knoWn 
process steps and/or structures have not been described in 
detail in order to not unnecessarily obscure the present 
invention. 

[0033] The present invention increases the integrity of 
portable gaming instruments. More speci?cally, the systems 
and methods described herein bolster redemption integrity 
for portable gaming instruments and value associated With 
the portable gaming instruments. In one embodiment, bio 
metric data is encrypted and stored on a portable gaming 
instrument and used to verify the identity of a person 
attempting to redeem any value on a portable gaming 
instrument. 

[0034] The portable gaming instrument refers to any 
device used to carry value or convey value in a gaming 
establishment. This may include a paper ticket or voucher, a 
smart card or debit card, for example. Other portable gaming 
instruments (also often referred to as ‘credit devices’) are 
suitable for use herein. A printed credit device generally 
refers to any portable gaming instrument suitable for inter 
action With a gaming machine that includes some form of 
printing thereon. Exemplary printed credit devices include 
printed-paper tickets and printed plastic cards. Apaper ticket 
may comprise any card stock or gloss covering as deter 
mined by a desired quality for the ticket and/or by a scanner 
included in a gaming machine that receives the ticket. 
Printing on plastic cards is becoming increasingly popular, 
less expensive and is suitable for use With the present 
invention. Plastic cards that include a magnetic strip that 
stores information are also suitable for use herein. Some 
casinos issue player identi?cation or player tracking cards 
that furnish a person aWards for frequent patronage. Before 
beginning play, a player presents the card to a magnetic card 
reader that communicates With the gaming machine. The 
reader detects the card, and softWare on the gaming machine 
or netWork notes the card value and veri?es player identity, 
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as Will be discussed in further detail beloW. The credit device 
is often portable. A person may carry the portable gaming 
instrument until redemption at a gaming machine, cash-out 
station or another location in a gaming establishment that 
redeems portable credit devices. Although the present inven 
tion Will noW primarily be described With respect to printed 
tickets to ease description and discussion, it is understood 
that secure redemption techniques discussed herein are 
applicable to any portable gaming instruments and not just 
printed tickets. 

[0035] A gaming establishment refers to any business or 
organiZation that operates at least one gaming machine on its 
premises and/or offers gaming machine services to potential 
customers. Exemplary establishments that currently operate 
gaming machines on their premises include casinos, hotels, 
airports, restaurants, nightclubs, grocery stores, gas stations 
and convenience stores. A gaming machine services pro 
vider may include a gaming machine manufacturer or a 
business that offers gaming machine services (such as pro 
gressive pools or ?nancial services for ticket redemption). 
The same portable gaming instrument may be offered and 
redeemed by one or multiple establishments. For example, a 
portable gaming instrument may have been generated at one 
property, redeemed at that property, or redeemed at another 
property, such as a second casino. 

[0036] When a person attempts to redeem value on a 
ticket, the present invention uses multiple security tech 
niques to verify that the correct person is aWarded value on 
the ticket. Generally, security can be classi?ed into: a) What 
a person has, b) What a person knoWs, and c) Who a person 
is. The ?rst measure of security provided by the present 
invention relates to “What a person has”—a portable gaming 
instrument carried by the person. The present invention 
employs additional security measures. In one embodiment, 
biometric authentication (“Who the person is”) uses personal 
information to validate that the person redeeming the ticket 
is the person Who received the ticket from a gaming 
machine. In another embodiment, a “What a person knoWs” 
redemption requirement prompts a person to enter a pass 
Word or PIN number associated With the portable gaming 
instrument. Another layer of security encrypts biometric and 
other data on the ticket. 

[0037] Biometric systems and methods described herein 
employ a combination of biometric data and encryption of 
the biometric data on a ticket. Before redeeming any value 
on the ticket, validation of the person trying to redeem the 
value includes a comparison of biometric data for the person 
that received the ticket (and stored on the ticket in an 
encrypted manner) With biometric data for the person trying 
to redeem the ticket. 

[0038] Biometrics uses biological information to establish 
and verify identity. The basic idea behind biometrics is that 
each person’s body contains unique properties that can be 
used to distinguish the person from others. ‘Biometric data’ 
refers to data used to identify a person based on a person’s 
physical trait or behavioral characteristics. ‘Biometric 
authentication’ refers to the process of verifying the identity 
of a person based on his or her biometric data. Fingerprint 
identi?cation is one example of biometric authentication. 
Retina scans, hand-Written signatures, voice patterns and/or 
palm prints are all forms of biometric authentication that are 
suitable for use herein. Other forms of biometric authenti 
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cation may also be used. In addition, there exists a Wide 
number of speci?c techniques and technologies for each 
form of biometric authentication, and the present invention 
is not limited by any speci?c technique or technology of 
biometric data capture, biometric authentication, and/or data 
storage. 

[0039] Most ?ngerprint validation systems compare spe 
ci?c features of a ?ngerprint, generally knoWn as minutiae. 
Typically, the comparison concentrates on points Where 
ridge lines end or Where one ridge splits into tWo (bifurca 
tions). Fingerprint validation softWare uses one or more 
algorithms to recogniZe and analyZe these minutiae from a 
?ngerprint image. The algorithm measures the relative posi 
tions of minutiae, and to get a match, the scanner system 
does not have to ?nd the entire pattern of minutiae both in 
the sample and in the print on record, it simply has to ?nd 
a suf?cient number of minutiae patterns that the tWo prints 
have in common. The exact number varies according to the 
algorithm and user design. There a Wide variety of ?nger 
print validation systems and algorithms knoWn to those 
skilled the art and suitable for use With the present invention. 

[0040] Facial recognition methods may vary, but they 
generally involve a series of steps that serve to capture, 
analyZe and compare a person’s face to a stored image. To 
validate someone’s identity, facial recognition softWare 
compares information from a neWly captured image With 
information from a stored image on the ticket. In a speci?c 
embodiment, facial recognition includes the folloWing steps: 
alignment, normaliZation, and representation. Alignment 
turns a face toWard a camera for recognition (e. g., at least 35 
degrees or some other threshold angle). Normalization 
scales and rotates a head so that it can be registered and 
mapped into an appropriate siZe and pose. Representation 
translates the facial data into a unique code. This coding 
process alloWs for comparison of the acquired facial data to 
the stored facial data obtained from the ticket. The neWly 
acquired facial data is then compared to the stored data for 
biometric authentication. Facial recognition may use one or 
more algorithms or mathematical techniques to encode a 
face, such as the Local Feature Analysis (LFA) algorithm. 
This algorithm maps a face and creates a faceprint, or a 
unique numerical code for that face. Exemplary facial fea 
tures that may be quanti?ed and used for comparison include 
a distance betWeen eyes, Wit of knoWs, depth of eye sockets, 
cheekbones, jaW line, chin, etc. 

[0041] As mentioned above, the biometric data is 
encrypted or otherWise protected When stored on a portable 
gaming instrument. For instance, ?ngerprints, scanned sig 
natures and voice authoriZation records may be stored in a 
2-D bar-code (see FIGS. SA-SD). The encryption prevents 
open access to the biometric data. As Will be described in 
further detail beloW, data protection and storage on the credit 
device Will vary With the credit device. Printed tickets may 
include 1-D and/or 2-D barcode printing that stores voice 
authoriZation data recorded at a gaming machine, for 
example. Wireless identi?cation cards may include digital 
memories that store encrypted biometric data. 

[0042] In one embodiment, public and private keys are 
used to provide encryption. The keys may be distributed to 
gaming machines in a netWork. In this case, a gaming 
machine in the netWork obtains biometric data of a person 
that has interacted With the gaming machine. The gaming 
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machine then encrypts and signs the biometric data With a 
private key assigned to the gaming machine or to a portable 
gaming instrument output by the gaming machine. The 
gaming machine then stores the encrypted biometric data on 
a ticket, and provides the ticket to the person. 

[0043] As the term is used herein, ‘value’ on a portable 
gaming instrument refers to any monetary Worth, player 
incentive or attraction, and/or other quantity stored a por 
table gaming instrument or otherWise conveyed With a 
portable gaming instrument. Cash value is very common, 
such as an amount of money Won by a person at a gaming 
machine after playing a game and aWarded by the gaming 
machine to a printed ticket output by the gaming machine. 
The value may also include player tracking quantities, 
incentive aWards offered by gaming establishments, loyalty 
program points, and the like. In general, the value may refer 
to any quantity that is redeemed by a person in a gaming 
establishment. ‘Redemption value’ refers to the value on a 
portable gaming instrument When a person attempts to 
redeem any value on the instrument, Whether the person 
chooses to redeem full or partial value conveyed With a 
ticket. 

[0044] Incentive aWards may include any priZe, item or 
services items offered by a casino or gaming establishment 
that have monetary value or otherWise attract patrons to the 
gaming establishment. Such incentives may include meals 
and food service, rooms and room service, entertainment 
shoWs, promotional game play, or concerts and events at 
Which tickets, vouchers or the like that may be issued and 
redeemed or used at selected events. Other incentive aWards 
are suitable for use herein. 

[0045] Loyalty points refers to any type of points accrued 
for participating in designated activities at a gaming estab 
lishment. Designated activities include, but are not limited 
to, gaming activity such as playing gaming machines, card 
games such as black jack, pai goW poker, baccarat and poker, 
betting on public event outcomes, table games such as 
roulette, craps, keno and lotteries, etc. Other patronage 
activities at gaming establishments may accrue loyalty 
points. In one sense, loyalty points represent a form of credit 
accrued for patronage. The points can be stored on a ticket 
and redeemed for a variety of goods or services (or trans 
lated to other forms of credit) Within a gaming establishment 
or af?liated establishment. Player tracking points are a 
typical example of “loyalty points.” 

[0046] Loyalty point sessions are sessions during Which a 
person is performing the designated activity and during 
Which loyalty points accrue. Examples of events that trigger 
accrual of loyalty points include a player beginning to play 
a particular gaming machine, a player providing cash or 
indicia of credit to a gaming machine, a user actuating a 
mechanism alloWing anonymous gaming activity, etc. 
Examples of events that can indicate the end of a loyalty 
points session include Winning a jackpot or other conven 
tional gaming aWard, a user actuating a mechanism indicat 
ing an end to the gaming activity, detecting that a particular 
period of inactivity has elapsed, etc. 

[0047] In one embodiment, loyalty point sessions are 
triggered or initiated by events that need not involve con 
ventional player tracking initiation events (e.g., insertions of 
player tracking cards). Thus, the person can begin accruing 
loyalty points even if he/she forgets to insert his/her player 



US 2006/0046842 A1 

tracking card or otherwise fails to initiate a conventional 
player tracking session. Further description of Wireless and 
anonymous loyalty point sessions are described in com 
monly oWned and co-pending US. patent application Ser. 
No. 10/214,936 entitled “FLEXIBLE LOYALTY POINTS 
PROGRAMS,” ?led Aug. 6, 2002, Which Was incorporated 
herein by reference above. Because loyalty point sessions 
may begin Without a conventional player tracking initiation 
event, a more general concept may be applied to initiation of 
loyalty points sessions. In a speci?c embodiment, such 
initiation can be automatically detected by a gaming 
machine or other mechanism at a gaming establishment. 
Some activities such as black jack may require that a dealer 
or other person manually initiate the session. 

[0048] The present invention ?nds Wide use With gaming 
machines. FIG. 1 shoWs an eXemplary video gaming 
machine 2 suitable for use With the present invention. 
Machine 2 includes a main cabinet 4, Which generally 
surrounds the machine interior and is vieWable by users. The 
main cabinet includes a main door 8 on the front of the 
machine, Which opens to provide access to the interior of the 
machine. Attached to the main door are player-input 
sWitches or buttons 32, a coin acceptor 28, and a bill 
validator 30, a coin tray 38, and a belly glass 40. VieWable 
through the main door is a video display monitor 34 and an 
information panel 36. The display 34 may comprise a 
cathode ray tube, high resolution ?at-panel LCD, or other 
electronically controlled video display. The information 
panel 36 may be a back-lit, silk screened glass panel With 
lettering to indicate general game information including, for 
eXample, the number of coins played. The bill validator 30, 
player-input sWitches 32, video display monitor 34, and 
information panel are devices used to play a game on the 
gaming machine 2. The devices are controlled by circuitry 
housed inside the main cabinet 4 of the machine 2. 

[0049] The gaming machine 2 includes a top boX 6, Which 
sits on top of the main cabinet 4. The top boX 6 houses a 
number of devices, Which may be used to add features to a 
game being played on the gaming machine 2, including 
speakers 10, 12, 14, a ticket printer 18 Which may print 
bar-coded tickets 20 used as loyalty point instruments or 
cashless instruments, a key pad 22 for entering player 
tracking information or PIN numbers, a ?orescent display 16 
for displaying player tracking information, and a card reader 
24 for entering a magnetic striped card containing player 
tracking information. Further, the top boX 6 may house 
different or additional devices than shoWn in FIG. 1. For 
eXample, the top boX may contain a bonus Wheel or a 
back-lit silk screened panel Which may be used to add bonus 
features to the game being played on the gaming machine. 
During a game, these devices are controlled and poWered, in 
part, by circuitry, such as a master gaming controller housed 
Within the main cabinet 4 of the machine 2. 

[0050] Understand that gaming machine 2 is but one 
eXample from a Wide range of gaming machine designs on 
Which the present invention may be implemented. For 
eXample, not all suitable gaming machines have top boXes or 
player tracking features. Further, some gaming machines 
have tWo or more game displays—mechanical and/or video. 
And, some gaming machines are designed for bar tables and 
have displays that face upWards. Still further, some 
machines may be designed entirely for cashless systems. 
Such machines may not include such features as bill vali 
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dators, coin acceptors and coin trays. Instead, they may have 
only ticket readers, card readers and ticket dispensers. Those 
of skill in the art Will understand that the present invention, 
as described beloW, can be deployed on most any gaming 
machine noW available or hereafter developed. 

[0051] Gaming machine 2 includes a main processor, or 
gaming machine controller. When acting under the control 
of appropriate softWare or ?rmWare, the processor (or CPU) 
implements game play and biometric authentication func 
tions as described herein. The gaming machine controller 
may include one or more commercially available processors 
such as a processor from the Motorola family of micropro 
cessors or the MIPS family of microprocessors. In an 
alternative embodiment, the processor is specially designed 
hardWare for controlling the operations of a gaming 
machine. In one embodiment, one or more memories (such 
as non-volatile RAM and/or ROM) also forms part of the 
gaming machine controller. HoWever, there are many dif 
ferent Ways in Which memory could be coupled to the 
processing system. To implement biometric authentication 
features of the present invention, the controller is designed 
or con?gured to i) provide a game play sequence comprising 
a presentation of one or more games of chance on the 

gaming machine, ii) decrypt the encrypted biometric data 
stored on a portable gaming instrument, iii) compare a) the 
biometric data for the person With b) the biometric data 
obtained from the portable gaming instrument, and iv) 
aWard the value on the portable gaming instrument to the 
person When the biometric information for the person 
matches the biometric information that Was encrypted and 
stored on the portable gaming instrument. The gaming 
machine controller may also be con?gured to perform other 
duties described in the methods provided beloW. 

[0052] To permit netWork communications, the gaming 
machine also include one or more interfaces that control the 
sending and receiving of data to and from a netWork and to 
support other peripherals such as a biometric reader. Suit 
able hardWare interfaces and their respective protocols may 
include USB interfaces, Ethernet interfaces, cable interfaces, 
Wireless interfaces, dial up interfaces, and the like. For 
eXample, the USB interfaces may include a direct link to an 
infrared camera as described above and a direct link to a host 
processor in a gaming machine. 

[0053] Gaming machine 2 includes one or more biometric 
readers. As shoWn in this instance, machine 2 includes a 
?ngerprint reader 27 con?gured to receive a person’s ?nger 
and read and digitiZe a person’s ?ngerprint information. 
Communications betWeen ?ngerprint reader 27 and a pro 
cessor for gaming machine 2 may use a USB or RS232 port 
on the computer system, for eXample. In one embodiment, 
?ngerprint reader 27 includes an optical type system. Built 
inside an optical ?ngerprint reader is a small digital camera 
that captures a static picture of a player’s ?ngerprint. The 
outer surface of this reader often includes a thin soft plastic 
membrane that can be scratched. Because of the physical 
isolation of the digital camera and the outer surface of the 
?ngerprint reader, this system has high electrostatic isola 
tion. The digital photograph is input into the ?ngerprint 
program and it creates a ?ngerprint template. In another 
embodiment, ?ngerprint reader 27 includes a capacitive 
?ngerprint reader Whose reading surface includes a series of 
small capacitors. A ?nger is placed on a thin insulating 
material that isolates the surface of the reader. Each of the 
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small capacitors provides a voltage change and this infor 
mation is input into the ?ngerprint program that creates a 
?ngerprint template. In one embodiment, ?ngerprint reader 
27 produces ?ngerprint minutiae that are characteriZed and 
stored as an individual’s ?ngerprint template. In a speci?c 
embodiment, the ?ngerprint template requires approXi 
mately 1000 bytes of stored information. Other siZes may be 
used. 

[0054] Gaming machine 2 also includes a camera 31. 
Retinal scan technology employs optical technology to map 
capillary patterns of a retina of the eye. Camera 31 may 
operate as a retinal scanner by assuming that a person’s head 
remains relatively stationary during game play and in a 
knoWn location relative to the display. Camera 31 may also 
be used for facial feature authentication. 

[0055] Gaming machine 2 may also include a hand reader. 
Hand geometry systems employ optical systems to “map” 
key geometric features of the topography of a hand to verify 
an individual’s identity. The hand geometry template often 
requires little data, such as only 10 bytes of data. In a speci?c 
embodiment, a hand geometry reader is built into an LCD 
monitor thus reducing space and cost. 

[0056] Gaming machine 2 may also include a microphone 
for voice authentication. In this case, veri?cation is accom 
plished by comparing a spoken PIN number or spoken 
passWord to the individual’s digitally stored voice-print. The 
voice-print may be the same spoken PIN number or spoken 
passWord. Voice is a convenient biometric authentication 
system for use in telephonic transactions. The microphone 
may be built into a front panel of gaming machine 2 in a 
position that receives person’s voice. When activated, ?rst 
by game softWare, then by the player’s voice, the received 
data is digitiZed into a voice-print for processing. Filtering 
may be used to separate the voice information from occa 
sional background noises on the ?oor of a casino. 

[0057] A signature reader may also be included, Which 
includes any suitable signature pad for receiving hand 
Written input. A feature in automated signature identi?cation 
systems is the ability to differentiate betWeen aspects of the 
signature that are habitual (consistent) and aspects that 
change nearly every time the person signs their name. 

[0058] Many possible games, including traditional slot 
games, video slot games, video poker, mechanical slot 
games, video blackjack, video keno, video pachinko, lottery 
games and other games of chance as Well as bonus games 
may be provided With gaming machines of this invention. In 
general, the present invention is not limited to a speci?c 
game played on a gaming machine. 

[0059] When a user Wishes to play a game on the gaming 
machine 2, he or she inserts cash through the coin acceptor 
28 or bill validator 30. Alternatively, the player may use a 
portable credit instrument of some type to register credits on 
the gaming machine 2. For example, the bill validator 30 
may accept a printed ticket voucher, including 20, as an 
indicia of credit. As another eXample, the card reader 24 may 
accept a debit card or a smart card containing cash or credit 
information that may be used to register credits on the 
gaming machine. In addition, the player may use a loyalty 
program instrument, such as smart card, ticket voucher, or 
debit card, to register previously accumulated loyalty points 
on the gaming machine. Typically, the gaming machine 
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validates information contained on the portable gaming 
instrument or loyalty point instrument, such as validating the 
redemption value against a stored value for the ticket on a 
database server. Using biometric data, gaming machine 2 
also veri?es the identity of the person to ensure that the 
original recipient of the printed ticket voucher, debit card or 
smart card is the same as the person currently providing it to 
the gaming machine. 

[0060] During the course of a game play session, a player 
may be required to make a number of decisions, Which affect 
the outcome of one or more games played during the game 
play session. For eXample, a player may vary his or her 
Wager on a particular game, select a priZe for a particular 
game, or make game decisions Which affect the outcome of 
a particular game. The player may make these choices using 
the player-input sWitches 32, the video display screen 34 or 
using some other device Which enables a player to input 
information into the gaming machine. During certain game 
events, the gaming machine 2 may display visual and 
auditory effects that can be perceived by the player. These 
effects add to the excitement of a game, Which makes a 
player more likely to continue playing. Auditory effects 
include various sounds that are projected by the speakers 10, 
12, 14. Visual effects include ?ashing lights, strobing lights 
or other patterns displayed from lights on the gaming 
machine 2 or from lights behind the belly glass 40. 

[0061] The present invention increases the integrity of 
portable gaming instruments used With gaming machines by 
encrypting and storing biometric data on a portable gaming 
instrument; and subsequently uses the stored biometric data 
to verify the identity of a person attempting to redeem any 
value on a portable gaming instrument. FIG. 2 illustrates a 
process How 200 for providing a portable gaming instrument 
for use With a gaming machine in accordance With one 
embodiment of the present invention. Processes in accor 
dance With the present invention may include up to several 
additional steps not described or illustrated here in order not 
to obscure the present invention. 

[0062] Process How 200 may begin in response to a 
request to ?nish interaction With a gaming machine. When 
a player is ready to cash out and leave a gaming machine, he 
or she typically Wants to take any accrued value. This is 
called cashing out. The person often presses a ‘Cash Out 
button’ on the gaming machine and the gaming machine 
starts a Cash Out sequence. 

[0063] At this point, a processor or central controller 
Within the machine assigns a value to the portable gaming 
instrument (202). This includes calculating one or more 
transaction elements associated With the transaction, includ 
ing a cash out value and/or loyalty program information. The 
cash out value after interaction With the gaming machine 
may include Winnings from the gaming machine. Other 
transaction elements may also be assigned to the ticket, such 
as a ticket number, time of printing, gaming machine num 
ber, etc. The value and transaction elements may also be sent 
to a central server via a netWork associated With the gaming 
machine. 

[0064] In this case, value assigned to the ticket is assessed 
at the time of cash-out from the gaming machine. In one 
embodiment, a single instrument stores both cash transac 
tion information and/or loyalty program information. For 
instance, a smart card may store credits for a gaming 
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machine and an award of some type. Also, the smart card 
may be used to store loyalty program information generated 
during one or more of a player’s game playing activities. 
Further, a smart card may store priZe information for a priZe 
redeemed at a gaming machine using loyalty points accrued 
by the game player. 

[0065] Prior to issuing the instrument, the value aWarded 
to the player may be displayed on a main display 34 (see 
FIG. 1), the secondary display 42 or the player tracking 
display 16. Also, a priZe menu may be displayed on one or 
more displays on the gaming machine 2 such as the main 
display 34, the secondary display 42 or the player tracking 
display 16. The priZe menu may include one or more goods 
and services items. To acquire a particular priZe, a particular 
amount of loyalty points is needed. As service items, the 
game player may be able to convert the aWarded loyalty 
points to frequent ?yer miles, obtain a free meal With the 
loyalty points or obtain a free nights lodging. As an eXample 
of goods items, a player may be able to redeem loyalty 
points for clothes, food items, electronic goods, concert 
tickets, etc. If the person selects such a priZe, it is added to 
the ticket as assigned value for subsequent redemption. 

[0066] Process How 200 then obtains biometric data for a 
person that has interacted With the gaming machine (204). 
From the gaming machine perspective, a Cash Out sequence 
operated by the main controlled may prompt a player for 
their biometric data, and reading data according to a bio 
metric reader included in the gaming machine. The biomet 
ric data may include ?ngerprint data, retina data, hand 
Written data, voice pattern data and/or palm print data, for 
eXample. Other forms of biometric data may also be 
obtained. The method and devices used to obtain the bio 
metric data Will vary With the type of biometric data. 
Fingerprint data may be obtained by prompting the person to 
put their ?nger on a ?ngerprint reader included With the 
gaming machine. There are a number of different Ways to 
obtain an image of somebody’s ?nger; the most common 
methods used today are optical scanning and capacitance 
scanning. A camera included With the gaming machine may 
obtain face recognition data—at any time during a game 
play session. The biometric data may thus be obtained by the 
gaming machine during a game play session, or obtained 
from a server that stores the biometric data and references 
the biometric data according to player tracking information 
that correlates the person and their biometric data (typically 
according to some player tracking number for the person). In 
this case, the gaming machine communicates With the 
remote server (e.g., across a netWork) using some form of 
identi?cation for the person to obtain the biometric data. 
Redeeming any value on this device then requires authen 
tication of encrypted biometric data on the portable gaming 
instrument, as Will be described in further detail beloW. 

[0067] The biometric data is encrypted to produce 
encrypted biometric data (206). The biometric information 
is encrypted so no one other than the casino is able to decode 
the stored biometric information taken from the player at the 
time of cash out. The encryption generally refers to any 
mathematical algorithm or technique used to protect data 
from open access. As described With respect to FIGS. 3 and 
4, public and private keys are Well-suited for use to encrypt 
the biometric data. In this case, authoriZed users of 
encrypted ?ngerprint data must have the private key that Was 
used to encipher the data in order to decrypt it. The encryp 
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tion algorithm is commonly knoWn. The unique key chosen 
for use in a particular application makes the results of 
encrypting data using the algorithm unique. Selection of a 
different key causes the cipher that is produced for any given 
set of inputs to be different. Thus, biometric data can be 
recovered from cipher only by using the same private key 
used to encipher it. UnauthoriZed recipients of the cipher 
Who knoW the algorithm but do not have the correct private 
key cannot derive the original data algorithmically. HoW 
ever, anyone Who does have the key and the algorithm can 
easily decipher the cipher and obtain the original data. A 
standard algorithm based on a secure key thus provides a 
basis for exchanging encrypted computer data by issuing the 
key used to encipher it to those authoriZed to have the data. 

[0068] Other techniques may be used. For eXample, an 
encryption algorithm such as DES, “Data Encryption Stan 
dard”, is suitable for use. DES uses a key of 64 binary digits 
(“0”s or “1”s) of Which 56 bits are randomly generated and 
used directly by the algorithm. The other 8 bits, Which are 
not used by the algorithm, are used for error detection. The 
8 error detecting bits are set to make the parity of each 8-bit 
byte of the key odd, i.e., there is an odd number of “1”s in 
each 8-bit byte. 

[0069] The person’s encrypted biometric data is also 
stored on the portable gaming instrument (208) for subse 
quent identity authentication of a person holding the ticket 
upon redemption of any value on the ticket. After the player 
has completed a game play session, a gaming machine thus 
generates the portable gaming instrument With the encrypted 
biometric data included thereon. The portable gaming 
instrument may be a printed ticket voucher, a smart card, 
debit card or other cashless medium. For example, in the 
case of the ticket voucher, a printer included in the gaming 
machine prints the ticket voucher on paper or some other 
medium. The gaming machine records the encrypted and 
non-encrypted information on the portable gaming instru 
ment When the instrument is generated. Aunique 1-D or 2-D 
bar-code may be printed on the ticket voucher, Which may 
be read With a bar-code scanner to obtain information from 
the ticket. 

[0070] Printer 18 (see FIG. 1) prints the ticket voucher 20. 
A Wide variety of printers are suitable for use With gaming 
machine 2. Printer 18 may be selected from the group 
consisting of a thermal contact printer, an inkjet print and a 
laser printer. The printer may be con?gured to print data in 
a 1-D bar-code format, a 2-D bar-code format and combi 
nations thereof. Further, the printer may be capable of 
printing in a format that is invisible, such as using an 
invisible ink. 

[0071] In the case of the smart card or debit card, the 
generation of the smart card or debit card refers to storing or 
encoding this information on the smart card or debit card. 
The generation of the debit card or smart card may occur 
When the smart card or debit card is inserted into the card 
reader 24 in the gaming machine 2 or at another site Where 
smart cards or debit cards are issued. For eXample, smart 
cards or debit cards may be generated at ATM like terminals, 
at a cashier station When a player cashes out or prepaid smart 
cards or debits may be purchased Within the gaming prop 
erty (e.g. casino). In a particular embodiment, the printer or 
another output device is capable of generating an electronic 
circuit on a printable media used as a portable gaming 
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instrument. The printable media may be ?exible. The elec 
tronic circuit may be programmed to store the value, and 
may be part of an RFID tag. As another example, the gaming 
machine may transfer cash value and/or loyalty point infor 
mation to portable Wireless device Worn by the player via a 
Wireless interface (not shoWn) on the gaming machine 2. 

[0072] The person removes the ticket from the gaming 
machine. The ticket can be placed back into the same 
gaming machine at a later time, placed into another gaming 
machine, or redeemed for any value conveyed on the ticket. 

[0073] In one embodiment, the present invention uses a 
public and private key distribution system for encryption of 
the biometric data on portable gaming instruments. FIG. 3 
illustrates a process How 220 for providing public and 
private keys to gaming machines in accordance With one 
embodiment of the present invention. 

[0074] Process How 220 employs a server-based netWork 
architecture in a gaming machine environment. One suitable 
netWork architecture is described beloW With respect to FIG. 
7. 

[0075] Process How 220 begins by generating private keys 
for use in a gaming machine netWork (222). The system 
server (or ‘system computer’) generates and stores a set of 
private keys to be used for biometric template encryption 
and protection. The private keys may be generated on a per 
gaming machine basis, a per portable gaming instrument 
basis, or both. In some cases, the server manages and 
distributes public and private keys to both gaming machines 
in a netWork and to portable gaming instruments accepted in 
the netWork. 

[0076] In one embodiment, the server assigns a private 
key to each gaming machine in a netWork (224). A gaming 
machine serial number may be used to reference this assign 
ment. For eXample, When a gaming machine is installed on 
the ?oor in a casino, communications betWeen the gaming 
machine and the server take place. The server in these initial 
communications commonly assigns a serial number to the 
gaming machine. In this case, the server also assigns a 
private key to the serial number and gaming machine. This 
may occur Weeks, months or years before a speci?c incident 
of using the private key to encrypt biometric data on the 
ticket. The system computer then transmits the private key 
to the gaming machine With that serial number (226). The 
gaming machine stores the private key. 

[0077] In one embodiment, process How 220 veri?es the 
encryption system (228). One suitable veri?cation encrypts 
a knoWn block of data into an encrypted block at the gaming 
machine. This block is then transmitted to the server. If this 
knoWn block veri?es at the server, then the private key has 
been transmitted and received correctly. In another embodi 
ment, process How also updates the private keys (230). This 
is considered an optional step and is not necessary. If it is 
decided to update the private keys, then process How 220 
returns to step 222. 

[0078] As mentioned above, the present invention may 
also a sign private keys to individual portable gaming 
instruments, such as loyalty points program or player track 
ing cards, to permit encryption of biometric data on a 
personal card. FIG. 4 illustrates a process How 240 for 
storing encrypted biometric data on a personal cards and on 
a server in accordance With one embodiment of the present 
invention. 
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[0079] Process How 240 begins by generating a set of 
private keys for use With portable gaming instruments (242). 
The system computer Will generate and store a series of 
private keys to be used for this purpose. When a person 
requests a loyalty points program or player-tracking card, 
one of these private keys is assigned to their card (244). 

[0080] Aperson may also be asked to provide one or more 
forms of biometric information (246). This may occur When 
the person registers for a loyalty points program or a player 
tracking program, and/or When the person requests a neW 
card for one of these programs. The biometric information 
may include ?ngerprint information obtained using a ?n 
gerprint reader, face recognition information contained in an 
image captured by a camera, retinal information contained in 
an image captured by the camera, hand-Written information 
obtained using a digital signature recorder, voice pattern 
information stored in an audio ?le and obtained using a 
microphone, and/or palm print information obtained using a 
palm print reader, for eXample. 

[0081] SoftWare associated With the biometric authentica 
tion converts the biometric information into biometric data 
representative of the biometric information and the person 
(248). For eXample, ?ngerprint information may be con 
verted into a ?ngerprint template according to an algorithm 
that generates, analyZes and recogniZes minutiae from a 
?ngerprint image. Alternatively, face recognition softWare 
may be used to translate facial information included in an 
image into a unique code (data) representative of a person. 

[0082] The server then uses a private key assigned to the 
person’s portable gaming instrument to encrypt the biomet 
ric data (250). This prevents biometric information in data 
from being opened in unprotected on a player tracking card 
and similar instruments. It also helps gaming establishments 
such as casinos reWard loyalty infrequent patronage by 
ensuring that the right person redeems image reWarded for 
frequent painter to patronage in the casino. 

[0083] The encrypted biometric data is then stored on the 
portable gaming instrument (252). The encrypted biometric 
data may be stored as magnetic data, a “spread-spectrum” 
barcode or the like on a player tracking card. The player 
tracking card is noW ready for use. The server also stores a 
copy of the encrypted biometric data. This Will be used 
during redemption of any value on the loyalty points pro 
gram card or player tracking card. 

[0084] A “spread-spectrum” barcode system permits 
added security and reliability. The “spread-spectrum” bar 
code system uses a gray scale (all numbers betWeen 1 and 0 
including 1 and 0) to encode the encrypted data onto the 
surface of the ticket. Each bit of data is encoded pseudo 
randomly across the entire barcode. All of the encoded bits 
are then overlaid to form a grayscale, or an analog barcode 
image. Because each bit of data is spread redundantly across 
the barcode, all of the data can be recovered even When some 
or most of the barcode is missing (providing you knoW the 
private key to the pseudo-random code). Further description 
of barcode and similar systems is provided beloW. 

[0085] So far, the present invention has generated portable 
gaming instruments such as loyalty points program cards, 
player tracking cards and paper tickets With encrypted 
biometric information stored thereon. The oWners of these 
instruments may use or hold on to these devices, as desired. 




























