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DISCOVERY OF OCCURRENCE-DATA 
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BACKGROUND 

[0022] The present era of computing has introduced an 
array of small devices that perform a variety of speci?c 
functions. Cellular phones, pagers and portable digital assis 
tants are common eXamples of these. As technology 
progresses, hoWever, devices Will continue to become 
smaller and more specialiZed. One class of small device that 
is beginning to emerge is a tiny, sensor, sometimes knoWn as 
a “mote” that is often implemented in a netWorked con?gu 
ration. 
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[0023] Networked sensor nodes, sometimes referred to as 
sensor devices, are undergoing signi?cant advances in struc 
ture and loW power technology. In some applications, sensor 
nodes may utilize micro-electromechanical systems, or 
MEMS, technology. Sensor nodes may include more than 
one component, such as an embedded processor, digital 
storage, poWer source, a transceiver, and an array of sensors, 
environmental detectors, and/or actuators. In some cases, 
sensor nodes may rely on small batteries, solar-poWered cell, 
or ambient energy for poWer, and run for long periods of 
time Without maintenance. 

[0024] Communication characteristics of nodes may be 
determined by physical design characteristics and intended 
use scenarios or both. In some applications, sensor nodes 
may act as a data source, and it may also forWard data from 
other sensors that are out of range of a central station. 

[0025] The practical applications of such mini-devices 
range from environmental monitoring to micro-robots 
capable of performing microscopic scale tasks. While func 
tionality of an individual sensor node may be limited, a 
grouping of nodes Working together can accomplish a range 
of tasks, including high level tasks. The tasks of a grouping 
may include operations such as general information gather 
ing, security, industrial monitoring, military reconnaissance, 
or biomedical monitoring. 

[0026] The integration of computation, storage, commu 
nication, and physical interaction in silicon has shrunk some 
sensor nodes doWn to microscopic scales. The ability to 
create sensors and actuators With IC technology and inte 
grate them With computational logic has created an abun 
dance of loW-poWer, tiny sensor nodes. Combining these 
tiny sensor nodes With loW poWer Wireless communication 
netWorks aids in developing economical, distributed sensors 
netWorks. The number of sensor nodes used in a netWork is 
increasing as their cost decreases and functionality 
increases. As a result, the sheer volume of data created by 
sensor netWorks, particularly distributed sensor netWorks, is 
rapidly increasing. 

SUMMARY 

[0027] An embodiment provides an occurrence-data 
retrieval system. The system includes a data storage oper 
able to store a plurality of instances of occurrence-data, each 
instance of the occurrence-data having a representative 
feature, a central computing device operable to communi 
cate With the data storage, and instructions that cause a 
computing device to perform steps. The steps include 
receive from an input-selector an input selection correspond 
ing to a target-occurrence having a representative feature, 
and select a pattern recognition criteria corresponding to the 
representative feature of the target-occurrence. The steps 
also include automatically search the plurality of instances 
of stored occurrence-data for data correlating to the target 
occurrence using the selected pattern recognition criteria, 
and provide an output indicative of a result of the automatic 
search. The input-selector may include an individual user. 
The pattern recognition criteria may be automatically 
selected in response to input selection corresponding to the 
target-occurrence. 

[0028] The input selection may further include a repre 
sentative feature of the target-occurrence. The representative 
feature may include a time period. The representative feature 
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may include acoustic frequency components. The represen 
tative feature may include a frequency pattern. The fre 
quency pattern may include at least one selected from a 
group consisting of a recogniZed Word, a set of Words, a 
breaking glass, a dog bark, a door opening, an alarm, a 
threshold acoustic level, and a voiceprint. The representative 
feature may include an electromagnetic pattern. The elec 
tromagnetic pattern may include at least one selected from 
a group consisting of a visible light, an infrared light, an 
ultraviolet light, and a radar. The recognition criteria may be 
automatically selected in response to the selected represen 
tative feature. The automatic search instruction may include 
using the pattern recognition criteria selected in response to 
the inputted representative feature. The instruction to pro 
vide an output may include provide an instance of the 
correlating occurrence-data. The correlating occurrence 
data provided may include a segment of the correlating 
occurrence-data. The instruction to provide an output may 
include provide a degraded representation of an instance of 
the correlating occurrence-data. The instruction to provide 
an output may include provide an instance of non-correlat 
ing occurrence-data. The non-correlating occurrence-data 
provided may include a degraded representation of the 
non-correlating occurrence-data. The occurrence-data may 
include sensor data generated by a plurality of netWorked 
remote sensor devices. The instructions may include protect 
the plurality of instances of occurrence-data stored in the 
data storage from unauthoriZed access. The data storage may 
include a digital data storage device. Each instance of 
occurrence-data may include a data sequence, and the data 
sequence may include a chronological data sequence. 

[0029] Another embodiment provides an occurrence-data 
retrieval system. The system includes a computing device 
operable to communicate With a data storage device. The 
data storage device is operable to store a plurality of 
instances of occurrence-data from remote data storages. 
Each instance of occurrence-data including a representative 
feature sensed respectively by a device associated With the 
remote data storage. The system also includes an informa 
tion security measure that protects instances of occurrence 
data stored in the data storage device from unauthoriZed 
access, and instructions, Which When implemented in a 
computing device, cause the computing device to perform 
steps. The steps include receive from an input-selector an 
input selection corresponding to a target-occurrence having 
a representative feature, a recipient selection, and a tendered 
access authoriZation. In response to the tendered access 
authoriZation, determine if at least one of the input-selector 
and recipient have an access right. Also, automatically select 
a pattern recognition criteria corresponding to at least one 
representative feature of the target-occurrence, and in 
response to the input selection corresponding to the target 
occurrence, automatically search the plurality of instances of 
occurrence-data stored in the data storage device for data 
correlating to the target-occurrence using the selected pat 
tern recognition criteria. If at least one of the input-selector 
and recipient have an access right, provide an output indica 
tive of a result of the automatic search to the recipient. 

[0030] The input-selector may include an individual user. 
The input-selector and the recipient may be a same party. 
The recipient may be an individual user. The information 
security measure may be associated With the data storage 
device. The information security measure may include an 
application associated With the computing device. The data 
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storage device may include at least one device selected from 
a group consisting of a local data storage device and a 
remote data storage device. The data storage device may 
include a portable digital data storage device. The instruc 
tion to provide an output indicative of a result may include 
provide the correlating occurrence-data to the recipient. The 
steps of the instructions may include receive a redaction 
selection, and a tender of a redaction authoriZation, and 
determine if a redaction right is possessed. In response to the 
redaction selection and a determination that a redaction right 
is possessed, redact an instance of the plurality of instances 
of occurrence-data from the data storage device. The redac 
tion selection may be received from at least one of the 
input-selector and the recipient. The redacted instance of 
occurrence-data may correlate to the target-occurrence rep 
resentative feature. The redacted instance of occurrence-data 
may not correlate to the target-occurrence representative 
feature. 

[0031] A further embodiment provides an occurrence-data 
retrieval system. The system includes a computing device 
operable to communicate With a data storage device. The 
data storage device is operable to store a plurality of 
instances of occurrence-data from remote data storages. 
Each instance of occurrence-data having a representative 
feature sensed respectively by a device associated With the 
remote data storage. The system also includes an informa 
tion security measure that protects instances of occurrence 
data stored in the data storage device from unauthoriZed 
access, and instructions that cause a computing device to 
perform steps. The steps include receive from a redaction 
selector a redaction selection corresponding to a target 
occurrence having a representative feature, and a tender of 
a redaction authoriZation. In response to the tendered redac 
tion authoriZation, determine if the redaction-selector pos 
sess a redaction right. Automatically select a pattern recog 
nition criteria corresponding to the representative feature of 
the target-occurrence, and automatically search the plurality 
of instances of occurrence-data stored in the data storage 
device for data correlating to the target-occurrence using the 
selected pattern recognition criteria. If the redaction-selector 
possesses a redaction right, redact an instance of the plural 
ity of instances of occurrence-data from the data storage 
device. The redacted instance of occurrence-data may cor 
relate to the target-occurrence representative feature. The 
redacted instance of occurrence-data may not correlate to the 
target-occurrence representative feature. The instructions 
may include computer program instructions. 

[0032] An embodiment provides a method implemented in 
a computing device. The method includes receiving an input 
selection from an input-selector, the input selection corre 
sponding to a target-occurrence having a representative 
feature, and selecting a pattern recognition criteria corre 
sponding to the representative feature of the target-occur 
rence. In response to the input selection corresponding to the 
target-occurrence, automatically searching a plurality of 
instances of occurrence-data stored in a data storage device 
for data correlating to the target-occurrence representative 
feature using the selected pattern recognition criteria. Each 
instance of the occurrence-data includes a representative 
feature. Also, provide an output indicative of the search 
results. The pattern recognition criteria may be automati 
cally selected in response to the target-occurrence. The input 
selection may include selection of a representative feature of 
the target-occurrence. The pattern recognition criteria may 
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be automatically selected in response to the input-selector 
selected representative feature. The automatically searching 
step may use the pattern recognition criteria selected in 
response to the input-selector selected representative fea 
ture. 

[0033] The providing an output may include providing an 
instance of the correlating occurrence-data. The provided 
instance of correlating occurrence-data may include a 
degraded representation of the correlating occurrence-data. 
Alternatively, the provided instance of correlating occur 
rence-data may include all data associated With the corre 
lating occurrence. The provided correlating occurrence-data 
may include a segment of the correlating occurrence-data. 
The providing an output may include providing an instance 
of non-correlating occurrence-data. The instance of corre 
lating occurrence-data may include a degraded representa 
tion of the non-correlating occurrence-data. The occurrence 
data may include sensor data generated by a plurality of 
netWorked sensor devices. 

[0034] Another embodiment provides a method imple 
mented in a computing device. The method includes receiv 
ing from an input-selector an input selection corresponding 
to a target-occurrence having a representative feature, and 
selecting a ?lter corresponding to the representative feature 
of the target-occurrence. Also, using the selected ?lter, 
automatically ?ltering a plurality of instances of occurrence 
data stored in a data set for data correlating to the target 
occurrence representative feature, each instance of the 
occurrence-data having a representative feature. The method 
includes providing an output responsive to the ?ltering. The 
providing an output may include providing an instance of 
occurrence-data correlating to a target-occurrence represen 
tative feature, and may include storing the instance of 
occurrence-data correlating to a target-occurrence represen 
tative feature. The providing an output may include provid 
ing an instance of occurrence-data not correlating to a 
target-occurrence representative feature, and may include 
storing the instance of occurrence-data not correlating to a 
target-occurrence representative feature. 

[0035] A further embodiment provides a method. The 
method includes inputting a selection to a computing device 
corresponding to a target-occurrence having a representative 
feature, and inputting a selection to the computing device 
corresponding to a plurality of instances of occurrence-data 
obtained from remote data storages. Each instance of the 
occurrence-data includes a representative feature sensed 
respectively by a device associated With the remote data 
storage. In response to the input selection, receiving an 
instance of occurrence-data correlating to the target-occur 
rence from the computing device. The plurality of instances 
of occurrence-data may be stored in a data storage device 
local to the computing device. The received instance of 
occurrence-data may include a feature correlating to a 
target-occurrence representative feature automatically 
selected by the computing device. The input selection cor 
responding to the target-occurrence may include selection of 
a representative feature of the target-occurrence. The 
received instance of occurrence-data may include an 
instance of occurrence-data having a feature correlating to 
the selected target-occurrence representative feature. 

[0036] An embodiment provides a method implemented in 
a computing device. The method includes receiving an input 
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selection from an input-selector, the input selection corre 
sponding to a target-occurrence having a representative 
feature, a recipient selection, and a tendered access autho 
riZation. In response to the tendered access authorization, 
determining if at least one of the input-selector and the 
recipient possess an access right to a plurality of instances of 
stored occurrence-data protected by an information security 
measure. Each instance of occurrence-data originating from 
remote data storages, having a representative feature sensed 
respectively by a device associated With the remote data 
storage, and respectively correlating to an occurrence. Also, 
automatically selecting a pattern recognition criteria corre 
sponding to the representative feature of the target-occur 
rence. In response to the input selection corresponding to the 
target-occurrence, automatically searching the plurality of 
instances of stored occurrence-data for data correlating to 
the representative feature of the target-occurrence using the 
selected pattern recognition criteria. If at least one of the 
input-selector and recipient posses an access right, providing 
an output indicative of a result of the automatic search to the 
recipient. The occurrence-data may be stored in a data 
storage device, and, the data storage device may include a 
digital data storage device. The data storage device may 
include a portable data storage device. The information 
security measure may be associated With the data storage 
device, and may be associated With the computing device. 
The input-selector may include an individual user. The 
recipient may be an individual user. The input-selector and 
the recipient may be a same party. The providing an output 
indicative of a result of the automatic search may include 
providing a ranking for at least tWo instances of the corre 
lating occurrence-data in a hierarchy of the found correlating 
occurrence-data. 

[0037] The providing an output indicative of a result of the 
automatic search may include providing a tentative target 
occurrence identi?er. The method may include steps for 
receiving another input-selection corresponding to the ten 
tative target-occurrence identi?er, and providing an instance 
of correlating occurrence-data in response to the another 
input-selection. 

[0038] The providing an output indicative of a result of the 
automatic search may include providing a degraded repre 
sentation of an instance of the correlating occurrence-data. 
The method may include steps for receiving another input 
selection corresponding to the degraded representation, and 
providing correlating occurrence-data in response to the 
another input-selection. 

[0039] The method may include receiving a redaction 
selection and a tendered redaction authoriZation, and deter 
mining that at least one of the redaction-selector and recipi 
ent possess a redaction right. In response to the redaction 
selection and a determination that at least one of the redac 
tion selector and the recipient possess a redaction right, 
redacting an instance of the plurality of instances of occur 
rence-data from the stored occurrence-data. The redacted 
instance of occurrence-data may correlate to the target 
occurrence representative feature. The redacted instance of 
occurrence-data may not correlate to the target-occurrence 
representative feature. The method may include, if occur 
rence-data correlating to the target-occurrence representa 
tive feature is found, and if at least one of the input-selector 
and recipient posses an access right, provide the correlating 
occurrence-data to the recipient. 
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[0040] Another embodiment provides an occurrence-data 
retrieval system. The system includes a computing device 
operable to communicate With a data storage device. The 
data storage device is operable to store a plurality of 
instances of occurrence-data from remote data storages, 
each instance of occurrence-data having a representative 
feature sensed respectively by a device associated With the 
remote data storage. The system also includes an informa 
tion security measure that protects instances of occurrence 
data stored in the data storage device from unauthoriZed 
access, and instructions, Which When implemented in a 
computing device, cause the computing device to perform 
steps. The steps include receive from a redaction-selector a 
redaction selection corresponding to a target-occurrence 
having a representative feature, and a tender of a redaction 
authoriZation. In response to the tendered redaction autho 
riZation, determine if the redaction-selector possesses a 
redaction right, and automatically select a pattern recogni 
tion criteria corresponding to the representative feature of 
the target-occurrence. In response to the redaction selection 
corresponding to the target-occurrence, automatically search 
the plurality of instances of occurrence-data stored in the 
data storage device for data correlating to the target-occur 
rence using the selected pattern recognition criteria. If the 
redaction-selector possesses a redaction right, redact an 
instance of the plurality of instances of occurrence-data from 
the data storage device. The redacted instance of occurrence 
data may correlate to the target-occurrence representative 
feature. The redacted instance of occurrence-data may not 
correlate to the target-occurrence representative feature. 

[0041] A further embodiment provides a method. The 
method includes inputting a selection to a computing device 
corresponding to a target-occurrence having a representative 
feature, a recipient selection, and a tendered access autho 
riZation. The method includes inputting a selection to the 
computing device corresponding to a plurality of instances 
of stored occurrence-data protected by an information secu 
rity measure. Each instance of occurrence-data originates 
from remote data storages, includes a representative feature 
sensed respectively by a device associated With the remote 
data storage, and respectively correlates to an occurrence. If 
the tendered access authoriZation establishes an access right, 
receiving an output indicative of a search of the plurality of 
instances of stored occurrence-data for data correlating to 
the target-occurrence. The data correlating to the target 
occurrence may be determined by a pattern recognition 
criteria automatically selected in response to the target 
occurrence. The plurality of instances of occurrence-data 
may be stored in a data storage device local to the computing 
device. The method may include inputting a redaction 
selection and tendering a redaction authoriZation, and deter 
mining if a valid redaction right is oWned. If the tendered 
access authoriZation establishes a valid redaction right is 
oWned, redacting an instance of the plurality of instances of 
occurrence-data from the stored occurrence-data. The 
instance of occurrence-data may correlate to the target 
occurrence representative feature. The redacted instance of 
occurrence-data may not correlate to the target-occurrence 
representative feature. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0042] Aspects of the invention, together With features and 
advantages thereof, may be understood by making reference 
to the folloWing description taken in conjunction With the 
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accompanying drawings, in the several ?gures of Which like 
referenced numerals identify like elements, and Wherein: 

[0043] 
[0044] FIG. 2 illustrates a graph of a hypothetical data 
related to a sensed parameter that may de?ne an occurrence; 

FIG. 1 illustrates a sensor node, or “mote;” 

[0045] FIG. 3 is a table illustrating several classes of 
occurrences, a relationship betWeen an individual occur 
rence and at least one characteristic or attribute of the 

individual occurrences, and representative features of the 
individual characteristics; 

[0046] 
[0047] FIGS. 5A and 5B include a How diagram illus 
trating an exemplary process in Which sensor data correlat 
ing to a target-occurrence is acquired from a sensor netWork 
and stored; 

[0048] FIG. 6 illustrates a distributed sensor node occur 
rence-data archival and retrieval system; 

[0049] FIG. 7 is a How diagram illustrating an exemplary 
process that aggregates and stores a plurality of instances of 
correlated sensor data in an occurrence-data archive; 

[0050] FIG. 8 is a How diagram that illustrates exemplary 
steps of a process that searches and retrieves certain 
instances of stored correlated sensor data from an occur 

rence-data archive; 

[0051] FIG. 9 is a How diagram illustrating exemplary 
steps of a process that searches a plurality of instances of 
occurrence data stored in a data vault or data lock box and 
provides an output; 

FIG. 4 illustrates a distributed sensor netWork; 

[0052] FIG. 10 is a How diagram illustrating exemplary 
steps of a process providing the output of FIG. 9; and 

[0053] FIG. 11 is a How diagram illustrating exemplary 
steps of a process that redacts a selected instance of occur 
rence data from the plurality of instances of stored occur 
rence data described in conjunction With FIG. 9. 

DETAILED DESCRIPTION 

[0054] In the folloWing detailed description of exemplary 
embodiments, reference is made to the accompanying draW 
ings, Which form a part hereof. The detailed description and 
the draWings illustrate speci?c exemplary embodiments by 
Which the invention may be practiced. Other embodiments 
may be utiliZed, and other changes may be made, Without 
departing from the spirit or scope of the present invention. 

[0055] Throughout the speci?cation and claims, the fol 
loWing terms take the meanings explicitly associated herein 
unless the context dictates otherWise. The meaning of “a”, 
an’, and “the” include plural references. The meaning of 

“in” includes “in” and “on.” 

[0056] FIG. 1 illustrates a sensor node 20, or “mote,” 
many of Which can be combined to form a sensor netWork. 
The sensor node 20 may be of various siZes, and may be as 
small as a quarter coin, or smaller, as sensor node siZes are 
noW in the millimeter range. The sensor node 20 includes a 
poWer source 22, a logic circuit/microprocessor 24, a storage 
device 25, a transmitter (or transceiver) 26, a communica 
tions coupler 28 coupled to the transmitter 26, and a sensor 
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element 30. Alternatively, the mote may be unpoWered or 
passive, draWing its poWer from a reader or another source. 

[0057] In the illustrated embodiment, the poWer source 22 
provides poWer to the sensor node 20. For example, the 
poWer source 22 may include a battery, a solar-poWered cell, 
and/or a continuous poWer supply furnished by an external 
poWer source, such as by connection to a poWer line. By Way 
of example, the storage device 25 includes any computer 
readable media, such as volatile and/or nonvolatile media, 
removable and/or non-removable media, for storing com 
puter data in permanent or semi-permanent form, and can be 
implemented With any data storage technology. Alterna 
tively, the storage device 25 may store data in a form that can 
be sampled or otherWise converted into a form storable in a 
computer readable media. 

[0058] The transmitter 26 transmits a data signal. In an 
optional embodiment, the transmitter 26 both receives and 
transmits data signals (transceiver). A“data signal” includes, 
for example and Without limitation, a current signal, voltage 
signal, magnetic signal, or optical signal in a format capable 
of being stored, transferred, combined, compared, or other 
Wise manipulated. The transmitter 26 may include Wireless, 
Wired, infrared, optical, and/or other communications tech 
niques, for communication With a central computing device 
or central station, and optionally other sensor nodes, using 
the communications coupler 28. The communications cou 
pler 28 may include an antenna for Wireless communication, 
a connection for Wired connection, and/or an optical port for 
optical communication. 

[0059] The sensor node 20 may include any type of data 
processing capacity, such a hardWare logic circuit, for 
example an application speci?c integrated circuit (ASIC) 
and a programmable logic, or such as a computing device, 
for example, a microcomputer or microcontroller that 
include a programmable microprocessor. The embodiment 
of the sensor node 20 illustrated in FIG. 1 includes data 
processing capacity provided by the microprocessor 24. The 
microprocessor 24 may include memory, processing, inter 
face resources, controllers, and counters. The microproces 
sor 24 also generally includes one or more programs stored 
in memory to operate the sensor node 20. If an embodiment 
uses a hardWare logic circuit, the logic circuit generally 
includes a logical structure that operates the sensor node 20. 

[0060] The sensor node 20 includes one or more sensor 
elements 30 that are capable of detecting a parameter of an 
environment in Which the sensor node is located and out 
putting a data signal. The sensor element 30 may detect at 
least one parameter from a group of optical, acoustic, 
pressure, temperature, thermal, acceleration, magnetic, bio 
logical, chemical, and motion parameters. The optical 
parameter may include at least one from a group consisting 
of infrared, visible, and ultraviolet light parameters. For 
example and Without limitation, the sensor element 30 may 
include a photo sensor to detect a level or change in level of 
light, a temperature sensor to detect temperature, an audio 
sensor to detect sound, and/or a motion sensor to detect 
movement. The sensor element 30 may include a digital 
image capture device, such as for example and Without 
limitation, a CCD or CMOS imager that captures data 
related to infrared, visible, and/or ultraviolet light images. 

[0061] Typically, the sensor node 20 automatically 
acquires data related to a parameter of the sensor node 
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environment, and transmits data to a central computing 
device. For example, the sensor element 30 in a form of an 
acoustic sensor may acquire sound levels and frequencies, 
and transmit the data related to the levels and frequencies 
along With a time track using the transmitter 26 and the 
communication coupler 28. The acquisition may be on any 
basis, such as continuously, intermittently, sporadically, 
occasionally, and upon request. In an alternative embodi 
ment, the time track may be provided elseWhere, such as a 
device that receives the sensor data. 

[0062] By Way of further example and Without limitation, 
the sensor element 30 in a form of an optical digital camera 
may periodically acquire visual images, such as for example, 
once each second, and to transmit the data related to visual 
images along With a time track. In another example, the 
sensor element 30 in the form of a temperature sensor may 
detect temperature changes in tWo-degree temperature inter 
vals, and to transmit each tWo-degree temperature change 
along With the time it occurred. Each of the above examples 
illustrates a sequence, ranging from continuous for acous 
tical detection to a per occurrence basis for tWo-degree 
temperature changes. 

[0063] The sensor element 30 may sense operational 
parameters of the sensor node 20 itself, such as its battery/ 
poWer level, or its radio signal strength. Sensor data, includ 
ing a data related to a sensed parameter, is transmitted from 
the sensor node 20 in any signal form via the transmitter 26 
and the communications coupler 28, to a receiver. The 
receiver may be, for example, another sensor node 20, a 
central computing device, or any other data receiver. The 
sensor data may include a time and/or date that the data 
related to a parameter Was acquired. 

[0064] The sensor node 20 may include a unique identi?er, 
and is operable to communicate the identi?er in an associa 
tion With its sensed parameter. In an alternative embodiment, 
the sensor node 20 may include a con?guration that deter 
mines its location, for example, by a GPS system, by 
triangulation relative to a knoWn point, or by communica 
tion With other sensor nodes. Alternatively, the location of 
the sensor node 20 may be a knoWn parameter established 
previously. Similarly, location identi?cation may be associ 
ated With data originated and/or forWarded by the sensor 
node. 

[0065] FIG. 2 illustrates a graph 50 of a hypothetical 
chronological sequence 52 of a sensed parameter that may 
de?ne an occurrence. The sequence 52 illustrates a chrono 
logical sequence of a parameter that might be outputted by 
a sensor node, and is plotted on the graph 50 With time on 
a x-axis and amplitude on a y-axis. The sinusoidal sequence 
52 includes several representative features. A ?rst represen 
tative feature is that the sequence 52 includes only tWo 
frequencies, A and B. Asecond representative feature is that 
each frequency lasts for three cycles before the sequence 52 
changes to the other frequency. Athird representative feature 
is that the sequence 52 amplitude is generally the same over 
the time T. 

[0066] For example, assume that an individual user is 
seeking data representative of a car accident. The car acci 
dent is the target-occurrence. Further, assume that a char 
acteristic of a car accident is that an emergency vehicle may 
approach and/or be present at the scene With its siren 
activated. Further, assume that it is knoWn that a “do-dah, 
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do-dah, do-dah” type siren used by some emergency 
vehicles, such as ?re, ambulance, or police, generates sound 
or acoustic Waves that include the three features of the 
sequence 52. Also, assume that the sequence 52 represents 
a chronological sequence output parameter by an acoustic 
sensor, such as element 30 of the sensor node 20 of FIG. 1. 
Application of a pattern recognition criteria that recogniZes 
the three above representative features of a sensor data that 
includes the sequence 52 is likely to locate sensor data 
representative of the car accident occurrence that involved a 
presence of siren. The sensor data may be either from a 
single sensor node 20 or a plurality of sensor nodes 20. 

[0067] By Way of further example, if the occurrence of 
interest is passage of an emergency vehicle siren through an 
intersection monitored by an acoustic sensor, a fourth rep 
resentative feature Would be a Doppler shift in the frequen 
ciesA and B on the passage of the vehicle. Expansion of the 
pattern recognition criteria to include recognition of the 
fourth feature is likely to locate sensor data representative of 
the passage of the emergency vehicle. This example may be 
expanded Where each intersection in a portion of a city is 
individually monitored by netWorked, distributed acoustic 
sensor nodes. Application of the expanded pattern recogni 
tion criteria to the chronological sequences of acoustic data 
outputted by the sensor nodes is expected to locate data 
representative of the passage of the emergency vehicle 
through each intersection, including a time of passage. Note 
that in this example, the siren is a selected target-occurrence 
While in the above example, the siren is a characteristic of 
the selected target-occurrence, the car accident. 

[0068] An occurrence includes anything that may be of 
interest, for example, to a user, a computing device, or 
machine. An occurrence may be or include, for example, a 
reference, an incident, an accident, an event, a real World 
event, a change in a data sequence, and a change in a time 
domain. An occurrence may be a high-level matter such as 
a car crash or a riot, or a lesser-level matter, such as a siren 

or gun shot. This detailed description uses certain events 
having a sequence of at least one parameter that may be 
detected by a sensor element to describe embodiments. 
HoWever, the invention is not so limited. 

[0069] FIG. 3 is a table illustrating several classes of 
occurrences, a relationship betWeen an individual occur 
rence and at least one characteristic or attribute of the 

individual occurrences, and representative features of the 
individual characteristics. Table of FIG. 3 illustrates an 
anticipated relationship betWeen occurrences, characteris 
tics, and features. 

[0070] For example, occurrence 1 of FIG. 3 is a car crash. 
A car crash includes a plurality of characteristics or 
attributes, such as (a) breaking glass, (b) impact noise, (c) 
tire screech, and (d) approach and presence of emergency 
vehicles. Each of these characteristics has representative 
features that can be sensed by one or more sensor nodes, 
such as the sensor node 20. Characteristic or attribute (a), 
breaking glass of occurrence 1, a car crash, is expected to 
include a representative feature of sequential, high, and 
broadly-distributed sound frequencies that Would be sensed 
by an acoustic sensor, such as the sensor element 30 of FIG. 
1. Characteristic (d), approach and presence of emergency 
vehicles, is expected to include a representative feature of a 
siren being sounded as an emergency vehicle approaches a 
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car accident scene. A more detailed example of representa 
tive features of a “do-dah, do-dah” siren pattern is described 
in conjunction With FIG. 2 above. Other types of emergency 
sirens are expected to have different representative features. 

[0071] By Way of further example, a siren sound, Which is 
a characteristic of occurrence 1, may also be considered an 
occurrence, and is shoWn as occurrence 2 of FIG. 3. FIG. 
3 also includes examples of ?re, armored convey passage, 
and physical assault as high-level occurrences, and a gun 
shot as a lesser-level occurrence. 

[0072] As described above, each occurrence has certain 
knoWn and/or discoverable features or representative fea 
tures. In FIG. 2, the graph 50 of the hypothetical chrono 
logical sequence 52 of a sensed parameter illustrates three 
representative features that may correspond to an occur 
rence. 

[0073] One or more representative features are selected for 
recognition of sensor data representative of an occurrence of 
interest, Which is also referred to as a target-occurrence. 
Representative features are features that correspond to a 
characteristic of an occurrence and provide a data represen 
tation of the occurrence. A representative feature may be 
individually selected by an input-selector, or automatically 
selected. Any suitable pattern recognition criteria, such as 
Which may be expressed in an algorithm, method and/or 
device, is used to identify one or more of the selected 
representative features of a target-occurrence for identi?ca 
tion, location, retention, and/or retrieval of sensor data 
corresponding to the target-occurrence. In certain embodi 
ments, the pattern recognition criteria are computer imple 
mented. “Pattern recognition criteria” as used in this speci 
?cation may include anything that recogniZes, identi?es, or 
establishes a correspondence With, one or more representa 
tive features of an occurrence. While the ?elds of pattern 
recognition and arti?cial intelligence are sometimes consid 
ered as separate ?elds, or that one is a sub?eld of the other, 
pattern recognition as used herein may include methods 
and/or devices sometimes described as arti?cial intelligence. 
Further, pattern recognition may include data or image 
processing and vision using fuZZy logic, arti?cial neural 
netWorks, genetic algorithms, rough sets, and Wavelets. 
Further, a determination of Which features are representative 
features of a target-occurrence may also be determined using 
pattern recognition. 

[0074] FIG. 4 illustrates a distributed sensor netWork 70 
that includes an array of sensor nodes 80, a central comput 
ing device 90, at least one digital storage device, illustrated 
as a digital storage device 100, and a plurality of commu 
nications links. The sensor nodes of the plurality of sensor 
nodes 80 are similar to the sensor node 20 of FIG. 1. For 
purposes of illustration, the sensor nodes are given reference 
numbers indicative of their communications tier With respect 
to the central computing device 90. The ?rst tier has 
reference numbers 82.1.1-82.1.N, and the second tier has 
reference numbers 82.2.1-82.2.N. Additional tiers are not 
numbered for clarity. Each sensor node in the array of sensor 
nodes 80 may sense a same parameter. Alternatively, a 
plurality sensor nodes of the array of sensor nodes 80 may 
respectively sense different parameters. For example, the 
sensor node 82.1.1 may respectively sense acoustical pres 
sure and sensor node 82.1.2 may respectively sense tem 
perature. The respective parameters sensed by the individual 
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sensor nodes may be mixed and matched in any manner to 
provide a desired parameter description of the area in Which 
the array of sensor nodes 80 are deployed. 

[0075] In an embodiment, the individual sensor nodes of 
the plurality of sensor nodes 80 of the sensor netWork 70 are 
typically distributed, that is they are physically separated 
from each other. HoWever, in certain embodiments, sensor 
nodes that sense different parameters are grouped in prox 
imity to provide a more complete data related to a location. 
Further, in an embodiment, the sensor nodes of the array of 
sensor nodes 80 are distributed over a geographical area. 

Such distributed sensors may include sensing “real World” 
environmental parameters occurring in a locale of each 
sensor, for example and Without limitation, Weather, car 
crashes, and gunshots. In another embodiment, the sensor 
nodes of the array of sensor nodes 80 are distributed in a 
manner to sense a parameter related to a physical entity, such 
as, for example and Without limitation, individual pieces of 
a distributed equipment, such as traf?c lights or cell-phone 
transmission toWers, or a locale, such as seats in a stadium. 

[0076] An exemplary system implementing an embodi 
ment includes a computing device, illustrated in FIG. 4 as 
a central computing device 90. In its most basic con?gura 
tion, the computing device 90 typically includes at least one 
central processing unit, storage, memory, and at least some 
form of computer-readable media. Computer readable media 
can be any available media that can be accessed by the 
computing device 90. By Way of example, and not limita 
tion, computer-readable media might comprise computer 
storage media and communication media. 

[0077] Computer storage media includes volatile and non 
volatile, removable and non-removable media implemented 
in any method or technology for storage of data such as 
computer readable instructions, data structures, program 
modules or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EPROM, ?ash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical storage, magnetic cassettes, mag 
netic tape, magnetic disk storage or other magnetic storage 
devices, or any other medium that can be used to store the 
desired data and that can be accessed by the computing 
system 90. The computer storage media may be contained 
Within a case or housing of the computing device 90, or may 
be external thereto. 

[0078] Communication media typically embodies com 
puter-readable instructions, data structures, program mod 
ules or other data in a modulated data signal such as a carrier 
Wave or other transport mechanism and includes any infor 
mation and/or delivery media. The term “modulated data 
signal” means a signal that has one or more of its charac 
teristics set or changed in such a manner as to encode 
information in the signal. By Way of example, and not 
limitation, communication media includes Wired media such 
as a Wired netWork or direct-Wired connection, and Wireless 
media such as acoustic, radio frequency, infrared, and other 
Wireless media. Combinations of any of the above should 
also be included Within the scope of computer-readable 
media. Computer-readable media may also be referred to as 
computer program product. 

[0079] The digital storage device 100 may be any form of 
a computer data digital storage device that includes a 
computer storage media, including the forms of computer 






























