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(57) ABSTRACT 

A graphical representation of the ?rewall and a network 
coupled to the ?rewall is generated and displayed. A number 
of an inbound port of the network is displayed. An arrow 
adjacent to the port number pointing toward the network is 
displayed to indicate that a communication is permitted to 
the port. The port number and the arrow are located between 
an icon for the network and an icon for the ?rewall. Aport 
number of a destination of a communication originating 
from the network is displayed. Also, another arrow adjacent 
to the destination port number pointing toward the ?rewall 
is displayed to indicate that a communication is permitted to 
the destination port number. The destination port number 
and the other arrow are located between an icon for the 
network and an icon for the ?rewall. A table including 
de?nitions of a plurality of rules is generated and displayed. 
Each of the de?nitions includes entries for a source IP 
address and destination IP address of a permitted but vul 
nerable data ?ow. The source IP address and destination IP 
address entries are color coded to indicate security levels of 
respective source and destination networks. Another table 
includes de?nitions of a miscon?gured data ?ow, and entries 
for a source IP address and destination IP address of the 
miscon?gured data ?ow. The source IP address and desti 
nation IP address are color coded to indicate security levels 
of respective source network and destination network. 
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METHOD AND APPARATUS FOR GRAPHICAL 
PRESENTATION OF FIREWALL SECURITY 

POLICY 

BACKGROUND OF THE INVENTION 

[0001] The invention relates generally to computer net 
works, and deals more particularly with a technique to 
graphically present data ?ows, vulnerabilities and miscon 
?gurations in a ?rewall. 

[0002] To provide security, there are separate networks 
with security controls between each network. This enables 
an enterprise network to house con?dential data separately 
from publicly available data, to separate ?nancial networks 
from service networks, etc. All of these design consider 
ations provide con?dentiality, integrity and availability. 
Because external entities are not under complete control of 
the enterprise and are open to unknown users who may not 
be trusted, these networks are not considered trusted. Typi 
cally, an enterprise intranet is considered known and trusted 
because it houses internal communications within the enter 
prise. While this intranet communicates with an external 
network environment either to transmit or receive data 
communications, the intranet generally will not need to 
receive inbound communications directly from an untrusted 
networks. An extranet comprises known but untrusted net 
work environments, such as “DemilitariZed Zones 
(“DMZ”),”“Service networks” and “Business to Business 
(B2B) interconnections.” These networks are semi-secure 
because the owners and users are generally known but not 
trusted. There are also external unknown and untrusted 
networks such as the Open Internet. These are the riskiest 
types of networks with which to communicate. 

[0003] The security controls between networks is often 
provided by a ?rewall. A ?rewall is a network device that 
can protect a variety of networks by inspecting, ?ltering and 
blocking data which ?ows to and through the network. The 
?rewall can be installed between known and trusted net 
works, known and untrusted networks, and unknown and 
untrusted networks. A ?rewall is comprised of a routing 
engine and ?lters to screen out unwanted data communica 
tions. The ?rewall is responsible for enforcing a security 
policy for incoming and outgoing communications. The 
security policy may de?ne the types of networks the known 
network is permitted to communicate and what protocols are 
permitted for the communications. For example, the ?rewall 
may only permit communications between the intranet and 
the enterprise’s “DMZ”, which is located between a trusted 
internal and untrusted and unknown external network. An 
enterprise’s DMZ is comprised of servers and other related 
devices that are supplied and managed by the enterprise, but 
generally do not contain unencrytped sensitive data. There 
fore, if the servers in the enterprise’s DMZ are corrupted by 
a communication from another, untrusted network, the dam 
age is limited. Because the management of these DMZ 
servers is performed by the enterprise itself, a measure of 
security exists in the enterprise DMZ which does not exist 
in the Open Internet. There are cases when a network does 
not have a ?rewall in which case it connects directly to other 
networks through a router. 

[0004] Not only can a ?rewall deny traffic to and from 
networks, it can more granularly limit traf?c between net 
works by limiting which hosts have access to communicate 
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to or from network entities. These hosts are considered 
sophisticated enough to avoid receipt of damaging mes 
sages. These hosts are listed in a ?rewall ruleset. The 
?rewall checks the ruleset for host identi?ers (ex. IP Address 
or hostname) before permitting the communications. Audits 
of these rulesets are necessary to understand which hosts 
have outbound connectivity and determine if any of the rules 
violate a pre-speci?ed corporate security mandate. 

[0005] A third way a ?rewall can limit traf?c between 
networks is by communication protocols and ports. The 
most common communication protocols are TCP, UDP and 
ICMP. Each of these protocols includes usage criteria such 
as the range of ports used by TCP and UDP for certain types 
of requests. The TCP and UDP ports indicate which appli 
cations in the recipient device should provide the requested 
services. It is desirable in some cases to limit the range of 
ports for certain types of communications. The limitation on 
the range of ports facilitates the handling of the requested 
service. For example, many programs are written to open 
any available TCP or UDP port. This makes the identi?ca 
tion of the application using such a port dif?cult. In some 
such cases it is possible to restrict the range of ports 
available to these applications to assist in identifying which 
application is using the port. It may be preferable for some 
networks to not allow communication using an application 
requiring an unlimited range of TCP or UDP ports. 

[0006] The protocols also may specify the types of ICMP 
which are permitted. Example types are Echo Request 
(which sends a ping), Echo Reply (which responds to a ping) 
and Host Unreachable. Some networks may not wish to 
accept certain types of ICMP messages. For example, some 
destination networks deny Echo Request messages from 
untrusted networks because they are potential denial of 
service attacks. 

[0007] Some protocols are more controllable than others. 
For example, TCP provides “handshaking” for every com 
munication whereas UDP does not. So, TCP is more con 
trollable and trustworthy than UDP. Therefore, some net 
works may not want to accept UDP communications. It was 
known for an administrator to check whether the ?rewall 
permits incoming UDP communications, and if so, report a 
security violation. These checks were performed by review 
ing the ?rewall access control lists or by snif?ng traf?c. 

[0008] The security policy of a ?rewall also may prohibit 
certain message ?ows, such as those involving certain 
versions of Telnet and the Berkely R commands (rshell, 
rlogin) because these protocols have known security holes. 
It was known for a systems administrator to check if the 
?rewall permits such message ?ows, and if so, report a 
security violation. These checks were performed by review 
ing the ?rewall access control lists or by snif?ng traf?c. 

[0009] The vast con?gurability of ?rewall rules equates to 
very complex rulesets with signi?cant potential for mis 
takes. Filter rules should be veri?ed regularly to ensure they 
conform to the enterprise security policy, are con?gured 
properly and function as intended. Traditionally, this is 
completed manually by a systems administrator or a person 
outside of the day-to-day operations of the ?rewall such as 
a security administrator. The systems administrator or secu 
rity administrator reviews each ?rewall rule to con?rm the 
network type of each IP address and ensure that the data 
?ows con?gured in the ?rewall are acceptable according to 
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the enterprise security policy. While this technique is effec 
tive, it requires tedious, human review of the con?guration 
information from each network with which communication 
is desired, and there can be many such networks. Routers 
and ?rewalls of networks are often changed, and this may 
require the systems administrator or security administrator 
to repeat the foregoing investigation. 

[0010] A Solsoft computer program (by Solsoft Inc.) was 
known to display a diagram of networks connected to each 
other, and ?rewalls within the networks. This program 
includes an option to color code each of the networks. This 
option was commercially used (more than one year ago) to 
color code each network based on the security level of the 
network. This known color coding was blue for a most 
secure intranet, green for protected DMZ or Service net 
work, yellow for a DMZ or Service network and red for an 
insecure network such as the Open Internet. 

[0011] EP 1119151A2 to Alain et al. disclose a computer 
program which displays a graphical representation of a 
network; the data ?ows of the network can be determined 
through a series of queries. 

[0012] An object of the present invention is to improve the 
process of reporting data ?ows, data How vulnerabilities, 
data How miscon?gurations and improper ?rewall settings. 

SUMMARY OF THE INVENTION 

[0013] The invention resides in a system, method and 
computer program product for reporting a data ?ow in a 
?rewall. A graphical representation of the ?rewall and a 
network coupled to the ?rewall is generated and displayed. 
Anumber of an inbound port of the network is displayed. An 
arrow adjacent to the port number pointing toward the 
network is displayed to indicate that a communication is 
permitted to the port. 

[0014] According to a feature of the present invention, the 
port number and the arrow are located between an icon for 
the network and an icon for the ?rewall. 

[0015] According to another feature of the present inven 
tion, a port number of a destination of a communication 
originating from the network is displayed. Also, another 
arrow adjacent to the destination port number pointing 
toward the ?rewall is displayed to indicate that a commu 
nication is permitted to the destination port number. The 
destination port number and the other arrow are located 
between an icon for the network and an icon for the ?rewall. 

[0016] The invention also resides in a system, method and 
program product for reporting data How vulnerabilities in a 
?rewall. A table including de?nitions of a plurality of rules 
is generated and displayed. Each of the de?nitions includes 
an entry for a source IP address of a permitted but vulnerable 
data ?ow, an entry for a destination IP address of the 
permitted but vulnerable data ?ow, and an entry for a 
protocol or destination port of the permitted but vulnerable 
data ?ow. The source IP address entry in the table is color 
coded to indicate a security level of a source network 
containing the source IP address. The destination IP address 
entry in the displayed table is color coded to indicate a 
security level of a destination network containing the des 
tination IP address. 

[0017] According to a feature of the present invention, the 
de?nition for each of the rules includes both the entry for the 
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protocol and the entry for the destination port. The entry for 
the protocol and/or the entry for the destination port is color 
coded to indicate a severity of the vulnerability. 

[0018] According to another feature of the present inven 
tion, the table also includes other de?nitions of another 
plurality of rules. Each of the other de?nitions including an 
entry for a source IP address of a vulnerable, denied data 
?ow, an entry for a destination address of the vulnerable, 
denied data ?ow, and an entry for a protocol or destination 
port of the vulnerable, denied data ?ow. The source IP 
address entry in the table is color coded to indicate a security 
level of a source network containing the source IP address 
of the vulnerable, denied data ?ow. The destination IP 
address entry in the table is color coded to indicate a security 
level of a destination network containing the destination IP 
address of the vulnerable, denied data ?ow. 

[0019] The invention also resides in a system, method and 
computer program product for reporting data How miscon 
?gurations in a ?rewall. A table including de?nitions of a 
plurality of rules is generated and displayed. Each of the 
de?nitions includes an entry for a source IP address of a 
permitted but miscon?gured data ?ow, an entry for a des 
tination IP address of the permitted but miscon?gured data 
?ow, and an entry for a protocol or destination port of the 
permitted but miscon?gured data ?ow. The source IP 
address entry in the table is color coded to indicate a security 
level of a source network containing the source IP address. 
The destination IP address entry in the table is color coded 
to indicate a security level of a destination network contain 
ing the destination IP address. 

[0020] According to a feature of the present invention, the 
de?nition for each of the rules includes both the entry for the 
protocol and the entry for said destination port. The entry for 
the protocol or the entry for the port is color coded to 
indicate a severity of the miscon?guration. 

[0021] The invention also resides in a system, method and 
computer program product for reporting improper settings in 
a ?rewall. A table including descriptions and security-risk 
severity ratings of a respective plurality of settings of the 
?rewall is generated and displayed. Some or all of the 
settings are improper. The security-risk ratings or descrip 
tions of the improper settings are color coded to indicate 
respective security-risk severities of the improper settings. 

BRIEF DESCRIPTION OF THE FIGURES 

[0022] FIG. 1 is a block diagram of multiple, intercon 
nected networks in which the present invention can be used, 
and includes a ?rewall security checking server to execute a 
security checking program according to the present inven 
tion. 

[0023] FIG. 2 is a more detailed block diagram of FIG. 1 
illustrating the speci?c program functions within the secu 
rity checking program. 

[0024] FIG. 3 is a How chart illustrating the steps of a 
program function within the security checking program of 
FIG. 1 to gather information about the data How con?gu 
ration of ?rewall. 

[0025] FIG. 4 is a How chart illustrating the steps of a 
program function within the security checking program of 






















