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(57) ABSTRACT 

A multi-protocol, multi-stage, real-time frame classi?er is 
disclosed. A preliminary multi-protocol frame composition 
analyzer is provided for performing preliminary multi-pro 
tocol frame classi?cation for incoming frames. A parsing 
instruction generator is provided for processing at least the 
incoming frame and the preliminary multi-protocol frame 
classi?cation to provide parsing instructions. A multi-stage 
parsing engine provides multi-stage parsing of the incoming 
frame according to the parsing instructions to generate 
search results presenting information about the incoming 
frame. An advanced level of data extraction is provided 
across various frame protocols Without imposing a perfor 
mance penalty. Longest pre?x match searches and/or direct 
lookup searches are supported. Moreover, conditional 
extractions, instruction branching, multi-stage processing 
are all performed in real time. 
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METHOD AND APPARATUS FOR PROVIDING 
MULTI-PROTOCOL, MULTI-STAGE, REAL-TIME 

FRAME CLASSIFICATION 

CROSS-REFERENCE TO OTHER PATENT 
APPLICATIONS 

[0001] The following co-pending patent applications of 
common assignee contains some common disclosure: 

[0002] “System And Method For Providing Transforma 
tion Of Multi-Protocol Packets In A Data Stream,” Attorney 
Docket No. 1305.1-US-01, ?led concurrently hereWith, 
Which is incorporated herein by reference in its entirety; 

[0003] “System And Method For Policing Multiple Data 
FloWs And Multi-Protocol Data FloWs,” Attorney Docket 
No. 1305.6-US-01, ?led concurrently hereWith, Which is 
incorporated herein by reference in its entirety; 

[0004] “System And Method For Hierarchical Policing Of 
FloWs And Sub?oWs Of A Data Stream,” Attorney Docket 
No. 1305.10-US-01, ?led concurrently hereWith, Which is 
incorporated herein by reference in its entirety. 

BACKGROUND OF THE INVENTION 

[0005] 1. Field of the Invention 

[0006] This invention relates in general to a method and 
apparatus for handling packets, and more particularly to a 
method and apparatus for providing multi-protocol, multi 
stage, real-time frame classi?cation. 

[0007] 2. Description of Related Art 

[0008] Standards-based LAN systems Work reasonably 
Well at transfer rates up to about 100 Mbps. At transfer rates 
above 100 Mbps, providing the processing poWer required 
by a packet sWitch interconnecting a group of netWorks 
becomes economically challenging for the performance lev 
els desired. This difficulty in economically “scaling up” 
performance is beginning to cause restrictions in some 
user’s planned netWork expansions. Also, today’s data net 
Works do not provide netWork managers With enough con 
trol over bandWidth allocation and user access. 

[0009] Next generation netWorks are expected to support 
“multimedia” applications With their much greater band 
Width and real-time delivery requirements. The next gen 
eration netWorks should also have the ability to dynamically 
adjust the netWork so that it can guarantee a predetermined 
amount of bandWidth for the requested service level agree 
ment. Additionally, it is desirable to provide access, perfor 
mance, fault tolerance and security betWeen any speci?ed set 
of end systems as directed by the netWork’s manager. 

[0010] One of the biggest opportunities for service pro 
viders today is to provide IP-based internetWorking services 
to meet the exponential groWth in demand from both busi 
ness and residential customers. For example, voice and 
video based multimedia applications are expected to become 
a signi?cant portion of the Internet. HoWever, support for 
multimedia applications in the current Internet is at its initial 
stages. To ful?ll the promise of remote Work styles and B2C 
(Business-to-Consumer) e-commerce, broadband access for 
small of?ces, home of?ces and residences is critical. In 
today’s information-based society, many individuals desire 
remote data connectivity to an of?ce or remote data site. 
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Remote individuals desire remote and transparent connec 
tivity to the corporate office or a remote data site, including 
connectivity to the corporate office local area netWork 

(LAN). 
[0011] Broadband systems are being developed and imple 
mented to provide higher capacities, more ef?cient use of 
bandWidth, and the ability to integrate voice, data, and video 
communications. The number and type of communication 
services has also been rapidly expanding, including the 
above-mentioned “multimedia” services such as video tele 
conferencing, video/movies on demand and the like. 

[0012] While broadband access is becoming more com 
mon, there are many competing technologies for delivering 
broadband access. For example, there are a number of 
standards used in digital telecommunications, including 
TCP/IP, Ethernet, HDLC, ISDN, ATM, X25, Frame Relay, 
Digital Data Service, FDDI (Fiber Distributed Data Inter 
face), Tl, xDSL, Wireless, Cable Modems, and Satellite 
among others. Many of these standards employ different 
packet and/or frame formats. The term “frame” generally 
refers to encapsulated data at OSI layer 2, including a 
destination address, control bits for How control, the data or 
payload, and CRC (cyclic redundancy check) data for error 
checking. The term “packet” generally refers to encapsu 
lated data at OSI layer 3. HoWever, in the present applica 
tion, the term packet and frame and cell Will be used 
interchangeably. 
[0013] In general, a packet format or frame format refers 
to hoW data is encapsulated With various ?elds and headers 
for transmission across a netWork. For example, a data 
packet typically includes an address destination ?eld, a 
length ?eld, an error correcting code (ECC) ?eld or cyclic 
redundancy check (CRC) ?eld, as Well as headers and 
trailers to identify the beginning and end of the packet. The 
terms “packet format” and “frame format”, also referred to 
as “cell format”, are generally synonymous. 

[0014] In order for a router or gateWay to be able to 
interface betWeen communication systems employing dif 
ferent packet or frame formats, the node element, such as the 
router or gateWay, is required to perform a packet conversion 
to convert the data from a ?rst packet format used by the ?rst 
communication system to a second packet format used by 
the second communication system. As the number of pos 
sible packet formats or types increases, the amount of logic 
required to convert betWeen these different packet formats 
also increases. 

[0015] Furthermore, the emergence of high speed net 
Working technologies, e.g., ATM cell-based technology, 
xDSL, cable modem technology and Gigabit Ethernet, 
makes possible the integration of multiple types of traf?c 
like speech, video and data over the same communication 
netWork. The communication circuits Which may be shared 
in such netWork include transmission lines, program con 
trolled processors, nodes or links, and data or packet buffers. 
An access node in such netWork should thus be designed for 
supporting the access of the user existing communication 
equipment With their corresponding protocols as Well as for 
accommodating neW equipment. Accordingly, it is essential 
to knoW the different requirements of each traffic in order to 
optimiZe the different processes. 

[0016] Real-time traf?c has more constraining require 
ments than non-real-time ones, i.e., end-to-end delay and 
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jitter. It is necessary to be able to give priority to the 
real-time packets in order to minimize these delays. Mean 
while, the packet loss must be guaranteed both for real-time 
and non-real-time applications that have reserved bandWidth 
in the network While it is not mandatory for non-reserved 
type of traf?c. 

[0017] Therefore, it is important to provide the netWork 
components (i.e. nodes or links) With mechanisms that 
control the priority of the packets and process them so that 
the desired quality of service (QOS) to their corresponding 
connections is guaranteed. It is also important to offer the 
same service to connections having the same QOS require 
ments by providing them With a fair share of the netWork 
transmission capacities. 

[0018] As can be seen, the technological convergence of 
computer and communication netWorks has led to more 
complex transmission of data, voice, images etc. Depending 
on the netWork, various protocols are hierarchically ordered, 
resulting in a vertical stack of protocols. Each of these 
protocols interact With the adjacent ones to organiZe the 
information exchange and transmission betWeen remote 
systems, such as host computers. If an application program, 
for example, Which runs on a ?rst system requires the use of 
data of a second system, an exchange of information takes 
place. When the second system receives a request to send 
speci?c information, this information has to be transmitted 
from the highest protocol level, e.g., the application layer, 
doWn through all loWer protocol levels prior to being sent 
along the physical link. Each protocol layer adds its oWn 
layer-speci?c connection information to data packets con 
taining the request information that are received from the 
higher layer. 
[0019] Thus, a communication connection betWeen tWo 
systems is de?ned in a packet header, hereinafter referred to 
as protocol header, by the aggregate of ?elds carrying 
connection information of the vertical protocol stack. Nev 
ertheless, When receiving a data stream made up of data 
packets at a receiver site, prior to forWarding, routing, 
multiplexing or compressing the data packets, the protocol 
header has to be scanned to extract information to at least 
identify the connection information. 

[0020] A fundamental function in processing packets in 
netWorking communications is ?ltering. Filtering is the 
process of applying a set of rules to an incoming packet in 
order to determine its forWarding characteristics. Advanced 
frame identi?cation and/or marking may be used to identify 
the entire frame composition layer by layer. The rules that 
are applied to perform the ?ltering can vary. For example, 
plural criteria may be used in a given table lookup. Another 
example uses the results of a one table lookup With certain 
packet protocol criteria to generate subsequent table look 
ups. Current methods used to obtain this type of ?ltering are 
implemented in softWare and thereby do not scale With the 
bandWidth in today’s netWorks. Furthermore, these opera 
tions consume a considerable amount of time in the protocol 
processing, in particular When dealing With many connec 
tions, e.g., in a server, or When processing multimedia data 
streams. The result of this is cumbersome and conventional 
?ltering applied to the high-speed netWorks leads to netWork 
degradation. 

[0021] HardWare implementation of a routing table for the 
translation of packet identi?ers into an appropriate physical 
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output link has been described in “Putting Routing Tables in 
Silicon”, T.-B. Pei and C. ZukoWski, IEEE NetWork Maga 
Zine, January 1992, pp. 42-50. This approach is mainly 
characteriZed in that a Content Addressable Memory (CAM) 
is employed to match connection information in the header 
of a single protocol. In addition, the advantages and disad 
vantages of CAMs versus conventional Random Access 
Memories (RAM), used to store routing information, have 
been evaluated by Pei and ZukoWski. 

[0022] In addition to the above-mentioned problems, 
another problem associated With using a CAM to match 
connection information in the header. To make ?ltering 
decisions, a CAM table is built. The CAM table contains 
search Words. The table may contain ?elds for the IP source, 
the type of service, the TCP source port, etc. HoWever, as 
search Words are built, the amount of memory required 
explodes exponentially. 

[0023] Neither of the tWo systems above, both of them 
relating to the solution of sub-problems, nor the knoWn 
softWare approaches alloW fast processing of multiple pro 
tocols. AWide variety of communication protocols exist, but 
all tend to fall into one of the folloWing groups: LAN 
protocols, WAN protocols, netWork protocols, and routing 
protocols. LAN protocols operate at the netWork and data 
link layers of the OSI model and de?ne communication over 
the various LAN media. WAN protocols operate at the 
loWest three layers of the OSI model and de?ne communi 
cation over the various Wide-area media. Routing protocols 
are netWork-layer protocols that are responsible for path 
determination and traf?c sWitching. Finally, netWork proto 
cols are the various upper-layer protocols that exist in a 
given protocol suite. The processing of protocol headers and 
the recognition of different protocol types in real time is a 
very complicated and dif?cult undertaking. In almost all 
netWork systems, header processing is still a major CPU 
cycle (Central Processor Unit) consuming activity. It can be 
seen that there is a need for a method and apparatus for 
providing multi-protocol, multi-stage, real-time frame clas 
si?cation. 

SUMMARY OF THE INVENTION 

[0024] To overcome the limitations in the prior art 
described above, and to overcome other limitations that Will 
become apparent upon reading and understanding the 
present speci?cation, the present invention discloses a 
method and apparatus for providing multi-protocol, multi 
stage, real-time frame classi?cation. 

[0025] The present invention solves the above-described 
problems by providing an advanced level of data extraction 
across various frame protocols. Longest pre?x match 
searches and/or direct lookup searches are supported. More 
over, conditional extractions, instruction branching, and 
multi-stage processing are all performed in real time. 

[0026] A method in accordance With the principles of the 
present invention includes performing preliminary multi 
protocol frame classi?cation for incoming frames, process 
ing at least the incoming frame and the preliminary multi 
protocol frame classi?cation to provide parsing instructions, 
and providing multi-stage parsing of the incoming frame 
according to the parsing instructions to generate search 
results presenting information about the incoming frame. 
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[0027] Other embodiments of a method in accordance 
With the principles of the invention may include alternative 
or optional additional aspects. One such aspect of the present 
invention is that the performing preliminary multi-protocol 
frame classi?cation further includes resolving a composition 
for the incoming frame. 

[0028] Another aspect of the present invention is that the 
processing further includes storing an incoming frame in a 
frame buffer, generating the parsing instructions for the 
incoming frame based upon the multi-protocol frame clas 
si?cation and aligning the generated parsing instructions 
With a frame selected from the incoming frames stored in the 
frame buffer. 

[0029] Another aspect of the present invention is that the 
providing multi-stage parsing of the incoming frame further 
includes reading at least a portion of the incoming frame 
from a frame buffer, interpreting the parsing instructions and 
executing macros for performing parsing functions on at 
least the portion of the incoming frame using the interpreted 
parsing instructions. 

[0030] Another aspect of the present invention is that the 
providing multi-stage parsing of the incoming frame further 
includes generating extraction instructions in response to the 
at least incoming frame and the preliminary multi-protocol 
frame classi?cation, using the extraction instructions to 
produce search queries, and applying the search queries 
against a memory to produce the search results. 

[0031] Another aspect of the present invention is that the 
using the extraction instructions further comprises condi 
tional extraction. 

[0032] Another aspect of the present invention is that 
conditional extraction comprises determining Whether 
extracted bits of data from the packet meet a predetermined 
criteria. 

[0033] Another aspect of the present invention is that the 
providing multi-stage parsing of the incoming frame further 
includes reprocessing the search results to generate re?ned 
parsing instructions and parsing of the incoming frame 
according to the re?ned parsing instructions to generate 
re?ned search results, the re?ned search results providing 
greater information about the incoming frame. 

[0034] Another aspect of the present invention is that the 
processing at least the incoming frame and the preliminary 
multi-protocol frame classi?cation further includes process 
ing the search results, the incoming frame and the prelimi 
nary multi-protocol frame classi?cation to provide re?ned 
parsing instructions. 

[0035] Another aspect of the present invention is that the 
parsing instructions includes a location identi?er and an 
associated instruction to be applied to the frame at the 
position identi?ed by the location identi?er. 

[0036] Another aspect of the present invention is that the 
frame includes one of a plurality of frame protocols, the 
performing preliminary multi-protocol frame classi?cation 
further including classifying a protocol identity. 

[0037] Another aspect of the present invention is that the 
performing preliminary multi-protocol frame classi?cation 
further includes identifying each layer protocol and Writing 
the frame into memory along With a protocol layer code. 
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[0038] Another aspect of the present invention is that 
providing multi-stage parsing of the incoming frame further 
includes using the protocol layer code as a start vector into 
an instruction memory, the instruction memory containing 
instructions for parsing the frame and pointers to access 
selected Words of the frame in a frame buffer. 

[0039] Another aspect of the present invention is that the 
performing preliminary multi-protocol frame classi?cation 
further includes identifying each layer protocol and Writing 
the frame into memory along With a protocol layer code, the 
method further including processing the instructions from 
the instruction memory, resolving the pointers according to 
the protocol layer table and aligning the frame data With the 
instruction Words. 

[0040] Another aspect of the present invention is that the 
search results are fed back to an instruction controller to be 
used as data that a parsing engine can parse through a data 
pipe. 

[0041] Another aspect of the present invention is that the 
memory includes a content addressable memory and the 
search queries are used to search the content addressable 
memory. 

[0042] Another aspect of the present invention is that the 
memory includes a static random access memory and the 
search queries are indexed directly to a static random access 
memory. 

[0043] Another aspect of the present invention is that the 
method further includes providing a parser instruction set in 
the instruction memory to de?ne microcode used for gen 
erating the parser instructions. 

[0044] Another aspect of the present invention is that the 
method further includes forWarding the frame and the search 
results. 

[0045] Another aspect of the present invention is that the 
search results include the frame classi?cation. 

[0046] Another aspect of the present invention is that the 
search results are fed back to an instruction controller to be 
used as a start vector for subsequent processing stages. 

[0047] Another aspect of the present invention is that 
providing multi-stage parsing of the incoming frame further 
comprises performing conditional branching, the condi 
tional branching alloWing speci?c instructions to be per 
formed based upon satisfaction of a predetermined criteria. 

[0048] In another embodiment of the present invention, a 
multi-protocol, multi-stage, real-time frame classi?er is pro 
vided. The multi-protocol, multi-stage, real-time frame clas 
si?er includes a preliminary multi-protocol frame composi 
tion analyZer for performing preliminary multi-protocol 
frame classi?cation for incoming frames, a parsing instruc 
tion generator for processing at least the incoming frame and 
the preliminary multi-protocol frame classi?cation to pro 
vide parsing instructions and a multi-stage parsing engine 
for providing multi-stage parsing of the incoming frame 
according to the parsing instructions to generate search 
results presenting information about the incoming frame. 

[0049] Another aspect of the present invention is that the 
preliminary multi-protocol frame classi?er resolves a com 
position for the incoming frame. 
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[0050] Another aspect of the present invention is that the 
parsing instructions generator processing further includes a 
frame buffer for storing an incoming frame, an instruction 
generator for creating the parsing instructions for the incom 
ing frame based upon the multi-protocol frame classi?cation 
and a data pipe for aligning the generated parsing instruc 
tions With a frame selected from the incoming frames stored 
in the frame buffer. 

[0051] Another aspect of the present invention is that the 
multi-stage parsing engine reads at least a portion of the 
incoming frame from a frame buffer, interprets the parsing 
instructions and executes macros for performing parsing 
functions on at least the portion of the incoming frame using 
the interpreted parsing instructions. 

[0052] Another aspect of the present invention is that the 
multi-stage parsing engine generating extractions instruc 
tions in response to the at least incoming frame and the 
preliminary multi-protocol frame classi?cation. 

[0053] Another aspect of the present invention is that the 
multi-stage parsing engine performs conditional extractions 
using the extraction instructions. 

[0054] Another aspect of the present invention is that 
conditional extraction comprises determining Whether 
extracted bits of data from the packet meet a predetermined 
criteria. 

[0055] Another aspect of the present invention is that the 
multi-stage parsing engine further includes an extractor for 
using the extraction instructions to produce search queries 
and a memory for applying the search queries against to 
produce the search results. 

[0056] Another aspect of the present invention is that the 
multi-protocol, multi-stage, real-time frame classi?er further 
includes a feedback path for alloWing the search results to be 
reprocessed to generate re?ned parsing instructions that are 
used by the parsing engine to generate re?ned search results, 
the re?ned search results providing greater information 
about the incoming frame. 

[0057] Another aspect of the present invention is that the 
parsing instructions generator processes the search results, 
the incoming frame and the preliminary multi-protocol 
frame classi?cation to provide re?ned parsing instructions. 

[0058] Another aspect of the present invention is that the 
parsing instructions include a location identi?er and an 
associated instruction to be applied to the frame at the 
position identi?ed by the location identi?er. 

[0059] Another aspect of the present invention is that the 
frame includes one of a plurality of frame protocols, the 
preliminary multi-protocol frame classi?er classifying the 
incoming frame to identify a protocol identity. 

[0060] Another aspect of the present invention is that the 
preliminary multi-protocol frame classi?er identi?es each 
layer protocol and Writes the frame into memory along With 
a protocol layer code. 

[0061] Another aspect of the present invention is that the 
multi-stage parsing engine uses the protocol layer code as a 
start vector for an instruction memory, the instruction 
memory containing instructions for parsing the frame and 
pointers to access selected Words of the frame in a frame 
buffer. 
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[0062] Another aspect of the present invention is that the 
parsing instructions generator identi?es each layer protocol 
and Writes the frame into memory along With a protocol 
layer code and Wherein the multi-stage parsing engine 
processes the instructions from the instruction memory, 
resolves the pointers according to the protocol layer table 
and aligns the frame data With the instruction Words. 

[0063] Another aspect of the present invention is that the 
search results are fed back to the parsing instructions gen 
erator to be used as data that a parsing engine can parse 
through a data pipe. 

[0064] Another aspect of the present invention is that the 
memory includes a content addressable memory and the 
search queries are used to search the content addressable 
memory. 

[0065] Another aspect of the present invention is that the 
memory includes a static random access memory and the 
search queries are indexed directly to a static random access 
memory. 

[0066] Another aspect of the present invention is that the 
parsing instructions generator provides a parser instruction 
set in an instruction memory to de?ne microcode used for 
generating the parser instructions. 

[0067] Another aspect of the present invention is that the 
multi-stage parsing engine forWards the frame and the 
search results. 

[0068] Another aspect of the present invention is that the 
search results include the frame classi?cation. 

[0069] Another aspect of the present invention is that the 
parsing instructions generator further includes an instruction 
controller and Wherein the search results are fed back to the 
instruction controller to be used as a start vector for subse 
quent processing stages. 

[0070] Another aspect of the present invention is that the 
multi-stage parsing engine performs conditional branching, 
the conditional branching alloWing speci?c instructions to 
be performed based upon satisfaction of a predetermined 
criteria. 

[0071] In another embodiment of the present invention, an 
article of manufacture comprising a program storage 
medium readable by a computer is provided. The medium 
tangibly embodies one or more programs of instructions 
executable by the computer to perform a method for parsing 
frames in a netWork ?oW, Wherein the method includes 
performing preliminary multi-protocol frame classi?cation 
for incoming frames, processing at least the incoming frame 
and the preliminary multi-protocol frame classi?cation to 
provide parsing instructions and providing multi-stage pars 
ing of the incoming frame according to the parsing instruc 
tions to generate search results presenting information about 
the incoming frame. 

[0072] In another embodiment of the present invention, 
another method for handling packets is provided. The 
method including performing preliminary multi-protocol 
frame classi?cation for incoming frames, processing at least 
the incoming frame and the preliminary multi-protocol 
frame classi?cation to provide parsing instructions and 
providing parsing of the incoming frame according to the 
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parsing instructions to generate search results presenting 
information about the incoming frame. 

[0073] In another embodiment of the present invention, 
another method for handling packets is provided. The 
method includes processing at least the incoming frame to 
provide parsing instructions and providing multi-stage pars 
ing of the incoming frame according to the parsing instruc 
tions to generate search results presenting information about 
the incoming frame. 

[0074] In another embodiment of the present invention, 
another article of manufacture comprising a program storage 
medium readable by a computer is provided. The medium 
tangibly embodies one or more programs of instructions 
executable by the computer to perform a method for parsing 
frames in a netWork ?oW, Wherein the method includes 
performing preliminary multi-protocol frame classi?cation 
for incoming frames, processing at least the incoming frame 
and the preliminary multi-protocol frame classi?cation to 
provide parsing instructions and providing parsing of the 
incoming frame according to the parsing instructions to 
generate search results presenting information about the 
incoming frame. 

[0075] In another embodiment of the present invention, 
another article of manufacture comprising a program storage 
medium readable by a computer is provided. The medium 
tangibly embodies one or more programs of instructions 
executable by the computer to perform a method for parsing 
frames in a netWork floW, Wherein the method includes 
processing at least the incoming frame to provide parsing 
instructions and providing multi-stage parsing of the incom 
ing frame according to the parsing instructions to generate 
search results presenting information about the incoming 
frame. 

[0076] In another embodiment of the present invention, 
another multi-protocol, multi-stage, real-time frame classi 
?er is provided. The multi-protocol, multi-stage, real-time 
frame classi?er including a preliminary multi-protocol 
frame composition analyZer for performing preliminary 
multi-protocol frame classi?cation for incoming frames, a 
parsing instruction generator for processing at least the 
incoming frame and the preliminary multi-protocol frame 
classi?cation to provide parsing instructions and a parsing 
engine for providing multi-stage parsing of the incoming 
frame according to the parsing instructions to generate 
search results presenting information about the incoming 
frame. 

[0077] In another embodiment of the present invention, 
another multi-protocol, multi-stage, real-time frame classi 
?er is provided. The multi-protocol, multi-stage, real-time 
frame classi?er includes a parsing instruction generator for 
processing an incoming frame to provide parsing instruc 
tions and a multi-stage parsing engine for providing multi 
stage parsing of the incoming frame according to the parsing 
instructions to generate search results presenting informa 
tion about the incoming frame. 

[0078] These and various other advantages and features of 
novelty Which characteriZe the invention are pointed out 
With particularity in the claims annexed hereto and form a 
part hereof. HoWever, for a better understanding of the 
invention, its advantages, and the objects obtained by its use, 
reference should be made to the draWings Which form a 
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further part hereof, and to accompanying descriptive matter, 
in Which there are illustrated and described speci?c 
examples of an apparatus in accordance With the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0079] Referring noW to the draWings in Which like ref 
erence numbers represent corresponding parts throughout: 

[0080] FIG. 1 illustrates a block diagram for a netWork 
device that includes a multi-protocol route/?oW classi?er 
With sophisticated policing engines and packet transforma 
tion capability; 

[0081] FIG. 2 is a block diagram of an input frame device 
according to the present invention; 

[0082] FIG. 3 illustrates a block diagram of an apparatus 
for providing multi-protocol, multi-stage, real-time frame 
classi?cation according to the present invention; 

[0083] FIG. 4 illustrates a detailed block diagram of an 
apparatus for providing multi-protocol, multi-stage, real 
time frame classi?cation according to the present invention; 

[0084] FIG. 5 illustrates a How chart representing the 
processes performed by the apparatus for providing multi 
protocol, multi-stage, real-time frame classi?cation; 

[0085] FIG. 6 illustrates the arrangement of the dual port 
frame buffer; and 

[0086] FIG. 7 illustrates a How chart shoWing the pro 
cesses of the detailed block diagram of the apparatus for 
providing multi-protocol, multi-stage, real-time frame clas 
si?cation With reference to FIG. 4 according to the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0087] In the folloWing description of the exemplary 
embodiment, reference is made to the accompanying draW 
ings Which form a part hereof, and in Which is shoWn by Way 
of illustration the speci?c embodiment in Which the inven 
tion may be practiced. It is to be understood that other 
embodiments may be utiliZed as changes may be made 
Without departing from the scope of the present invention. 

[0088] The present invention provides a method and appa 
ratus for providing multi-protocol, multi-stage, real-time 
frame classi?cation. Advanced level of data extraction is 
provided across various frame protocols Without imposing a 
performance penalty. Longest pre?x match searches and/or 
direct lookup searches are supported. Moreover, conditional 
extractions, instruction branching, and multi-stage process 
ing are all performed in real time. 

[0089] FIG. 1 illustrates a block diagram for a netWork 
device 100 that includes a multi-protocol route/?oW classi 
?er With sophisticated policing engines and packet editing 
capability. The netWork device 100 provides advanced ser 
vices at 10 Gbps, at least, by tightly coupling parsing, 
policing, and packet editing. This coupling alloWs the device 
to perform dynamic packet editing for QoS based on the 
current ?oW state and also effectively handles dynamic 
header processing such as required by MPLS routers. A 
physical layer interface 110 provides access to a framer 112 
on the ingress. A input frame device 120 includes a parsing 
engine for handling differentiated services and providing 
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packet analysis, a rate policing engine, and editor function 
ality. Tightly coupled parsing, policing, and packet editing 
alloWs the collective device to perform dynamic packet 
editing for quality of service based on the current ?oW state 
and also effectively handles dynamic header processing such 
as required by MPLS routers. A session or How is de?ned as 
a series of IP datagrams that share a common destination IP 
address and traf?c-engineering characteristics. 

[0090] The input frame device 120 provides differentiated 
services, routing, and policing and provides them to a sWitch 
fabric and interface 130. On the egress side, the egress frame 
device 140 provides differentiated services traf?c manage 
ment. The egress frames are then provided to the framer 112 
and then onto the physical layer interface 110. A processor 
150 controls at least the input 120 and egress 140 frame 
devices. 

[0091] FIG. 2 is a block diagram of an input frame device 
200 according to the present invention. In FIG. 2, the input 
frame device includes a classi?er 210 that receives incoming 
frames 212. The classi?er builds queries (search Words) to 
be search against either a CAM 214 or indexed directly to a 
SRAM 216. A policer 220 is provided to ensure ?oW 
conformance to a maximum alloWed peak rate and a con 
tractually obliged committed rate for ?oWs, e.g., DiffServ IP 
and MPLS. The policer 220 includes an SRAM 222 for 
storing a drop policy for each connection. An editor 230 
performs the last operations to the packet before being 
forWarded as outgoing frames 232. The editor 230 may fetch 
editor instructions and support policing results. An external 
SRAM 234 is provided for storing editor instructions. A 
processor interface alloWs for control of the classi?er 210, 
policer 220 and editor 230 via the processor 242. In addition, 
a memory 244 may be provided to the processor interface 
240 also. 

[0092] FIG. 3 illustrates a block diagram 300 of an 
apparatus for providing multi-protocol, multi-stage, real 
time frame classi?cation according to the present invention. 
In FIG. 3, a preliminary frame composition analyZer 310 is 
provided to produce the preliminary multi-protocol frame 
classi?cation 312 for incoming frames 314. A parsing 
instructions generator 320 is provided for processing at least 
the incoming frame 314 and the preliminary multi-protocol 
frame classi?cation 312 to provide parsing instructions 322. 
A multistage parsing engine 330 receives at least a portion 
of the incoming frame 314 and the parsing instructions 322 
to produce the search results 332. 

[0093] The task of packet parsing involves identi?cation 
of the ?elds in the packet. Field identi?cation does not 
present a problem in the case of Layer 2/Layer 3/Layer 4 
applications Where the ?eld offsets are knoWn either With 
respect to the start of the packet or are dependent on the 
contents of another ?eld. HoWever, content-aWare classi? 
cation rules often require ?elds located Within the data 
packet payload. In this case, the off-sets of ?elds may not be 
knoWn apriori and the rule must encode the parsing and 
classi?cation information. 

[0094] The multistage parsing engine 330 provides multi 
stage parsing of the incoming frame 314 according to the 
parsing instructions 322 to generate search results that 
presents information about the incoming frame 314. The 
search results 332 may be fedback 350 to the parsing 
instructions generator 320 for reprocessing of the search 
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results 332 to generate parsing instructions 322 that are 
re?ned. Then, the multistage parsing engine 330 parses at 
least a portion of the incoming frame according to the 
re?ned parsing instructions 322 to generate search results 
330 that are re?ned. The re?ned search results 330 provided 
greater information about the incoming frame 314. 

[0095] Accordingly, the parsing engine 330 performs layer 
classi?cation and tagging via a search/lookup engine. The 
parser 330 includes bitWise extraction from layer and offset 
and limited operators and masks. The entire frame is avail 
able for parsing and extraction. The parser generates, for 
example, up to four 72-bit search keys that can be concat 
enated for up to 288 bit searches and is capable, for example, 
of 2 stage lookup. For example, the parsing engine 330 may 
perform 512 programmed extractions on the ?rst search and 
512 for second stage extractions. 

[0096] A microcode controlled programmable sequencer 
implementation drives the parsing engine. The parsing 
engine 330 is programmable to build search Words. The 
incoming frame 314 is parsed to ?exibly generate the search 
Words from data anyWhere Within the frame or cell. The 
microcode instruction set contains specialiZed instructions 
de?ned to perform poWerful and ?exible operations such as 
EXTRACT, MASK, NOT, AND, OR, XOR, and Range. The 
instructions and associated data are executed from a dynami 
cally loadable code space. 

[0097] To prevent table explosion, a bit may be set as a key 
to indicate Whether a ?eld in a packet is Within a predeter 
mined range. For example, When a packet is analyZed, if the 
TCP source port is Within a predetermined range, a bit is set 
to represent the TCP source port rather than building a 
search Word having the typical 16 bits for the TCP source 
port. Accordingly, the CAM is used more effectively 
because less memory is needed to build the search Words. 
The results of the CAM search are applied to the SRAM and 
returned to the result buffer. The parser 330 builds a search 
Word by extracting bits of data from the packet and prepend 
ing bits representing the search type. 

[0098] The parsing engine 330 parses the incoming frame 
314 by extracting data into search Words having various 
combinations of bits, e.g., 32, 64, 128, or 256 bits. Multiple 
searches may be performed, e. g., up to four searches may be 
issued to the CAM for Longest Pre?x Matching or Direct 
SRAM Lookup (SRAM). For the Direct SRAM Lookup 
searches, the upper bits are truncated to match the Width of 
the SRAM address space. The tWo Words Within the search 
Word also have a corresponding eight bit search type. Given 
a speci?ed extraction criteria, the appropriate microcode for 
the parser is provided. The protocol layer, extract data start 
offset, bits to be extracted, search Word and location for 
extracted bits, N Bits of search type and SRAM or CAM 
Lookup parameters must be speci?ed before the appropriate 
microcode can be generated. Optional parameters include 
data operations, e.g., greater than, less than, equal, NOT, 
AND, OR, XOR, and Range, that returns a single true/false 
bit that can be inserted into the search Word. The true/false 
bit can also be used as a conditional branch, as Will be 
explained With reference to FIG. 4. Optional parameters 
also includes a bit mask and operand(s) and branch instruc 
tions. Multiple microcode instructions can be concatenated 
into the same search Words. The last instruction of a multiple 
instruction operation must indicate the extraction is com 
plete. 
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[0099] The parsing engine 330 supports at least Longest 
Pre?x Matching (LPM) lookups for forwarding table entries, 
MPLS label-based routing using direct lookup SRAM 
tables, ATM cell Virtual Path Identi?er(VPI)Vertical Con 
nector Identi?er (VCI) mapping using direct lookup SRAM 
tables and Layer 3 lookups of source address (SA), desti 
nation address (DA), and type-of-service (TOS) ?elds. The 
parsing engine 330 may perform accesses to CAM or direct 
lookup SRAM. The parsing engine 330 supports a multi 
stage memory lookup Where the Connection ID resulting 
from one lookup is utiliZed to create the query Word for a 
subsequent lookup. 
[0100] FIG. 4 illustrates a detailed block diagram 400 of 
an apparatus for providing multi-protocol, multi-stage, real 
time frame classi?cation according to the present invention. 
Apreprocessor 410 classi?es the type of frame 412 received. 
The preprocessor 410 may be programmed to identify any 
protocol in any OSI layer. The preprocessor 410 identi?es 
each layer protocol using a multistage algorithm coupled 
With a CAM/SRAM 414 for resolving protocols, etc. 

[0101] FIG. 6a illustrates the arrangement of the dual port 
memory buffer 600. In FIG. 6a, the memory buffer contains 
a ?rst frame 610 and 2-N frames 620. The ?rst frame 610 is 
shoWn having several segments. The ?rst segment is the 
protocol header 632 folloWed by the Layer 2 header 634, the 
Layer 2.5 header 636, the layer 3 header 638 and the layer 
4 header 640. The layer address table 650 in FIG. 6b 
provides the layer base addresses 653 Which provide an 
indication of the address for each layer along With the search 
results 656, the end-of-frame 654, and other programming 
658. 

[0102] Referring again to FIG. 4, the frame is then Written 
into the dual port memory buffer 416 along With the result 
of the preprocessor, the protocol layer code. The protocol 
layer code and layer 653 are stored in the protocol header 
632. The dual port memory buffer 416 includes port A 418 
and port B 420. Each layer boundary is marked as to Where 
it resides, e.g., an N-bit code is stored With the frame. A 
parser instruction start vector 422 is provided from the frame 
memory controller 424 to the instruction memory controller 
460. The instruction memory controller 460 controls the 
instruction memory based upon the frame data from the 
frame memory controller 424. 

[0103] The instruction memory 430 contains both instruc 
tions for the parsing engine 440 and layer offsets to access 
selected Words in the dual port memory buffer 416. Each 
protocol layer Within each frame is identi?ed and its location 
in the memory buffer is stored in a table. The layer offset is 
added to the layer base address resulting in a memory 
pointer 426 Which selects frame data 434 used for parsing. 
As each instruction from the instruction memory 430 is 
processed, the pointers are resolved by linking the layer 
address table 650 and layer offsets. The instruction pipe 432 
and data pipe 434 serve to align the frame data With the 
instruction Words. 

[0104] The parsing engine 440 receives the instruction 436 
and data 438 and performs the functions, e.g., relative 
compare 482, ?xed compare 484, mask 486, register 488, 
and ALU 490, selected by the opcode in the parser instruc 
tion 436. The parser instruction set 436 de?nes the micro 
code used by the parsing engine 440. Branching 474 is 
provided to alloW the instruction memory controller 460 to 
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instruct the instruction memory 430 to generate instructions 
for the parsing engine 440 and layer offsets to access 
selected Words in the dual port memory buffer 416. The 
branching 474 may be conditional branching, Wherein a ?eld 
in a packet is analyZed and instructions are executed based 
upon Whether the ?eld meets a predetermined condition. 

[0105] The results 442 of the functions are passed to the 
extractor 444 Which builds queries (search Words) 446 to be 
search against either the CAM 448 or indexed directly to the 
SRAM 450. These results contain the frame classi?cation or 
can be fed back to the instruction memory controller 460 to 
be used as either the start vector for subsequent processing 
stages or as data the parsing engine 440 can parse through 
the data pipe 434. When processing is complete, the frame 
is read out 470 and forWarded With the CAM/SRAM data, 
i.e., the search results 472. The search results 472 are 
provided as an output, for example, as a start instruction 
pointer for the editor, as a connection ID for policing, or as 
a different type of instruction for the editor such as for 
?ltering. 
[0106] The parsing engine 440 may also provide an update 
480 to the search results 472, for example, to provide a 
pointer and other bits that the editor can interpret, to perform 
custom bit modi?cations, or to provide for a more dynamic 
con?guration. The parsing engine 440 executes a neW 
instruction each clock cycle. Because of the preprocessing 
by the preprocessor 410, the blueprint of the frame is knoWn 
before execution of parsing instructions is initiated. 

[0107] In addition, the detailed block diagram 400 may be 
concatenated to process the incoming frame/packet input 
412 to provide scalability of multi-protocol, multi-stage, 
real-time frame classi?cation. The outputs 470, 472 are 
interleaved and are not all valid at the same time. By 
concatenating the block diagram 400, the bandWidth pro 
vided may be scaled to meet the needs of the netWork. 

[0108] FIG. 5 illustrates a How chart 500 representing the 
processes performed by the apparatus for providing multi 
protocol, multi-stage, real-time frame classi?cation. First a 
frame is received as input 510. The frame is provided to the 
preprocessor for classi?cation 512. The frame is then stored 
in the memory buffer 514 as described above. The protocol 
layer code is used as a start vector into the instruction 
memory 516. Extraction instructions are provided for build 
ing search queries 520. A decision is made Whether there are 
additional searches to perform 522. If yes 524, then addi 
tional extraction instructions are provided for building 
search queries. If not 526, then the processing continues. A 
search latency is provided 530. A decision is made Whether 
multi-stage parsing is to be performed 540. If yes 542, then 
the search results are fed back to the instruction controller to 
be used as the start vector for subsequent processing stages. 
If not 544, the frame and the search results are provided as 
an output 550. 

[0109] FIG. 7 illustrates a How chart 700 shoWing the 
processes of the detailed block diagram of the apparatus for 
providing multi-protocol, multi-stage, real-time frame clas 
si?cation With reference to FIG. 4 according to the present 
invention. First, preliminary multi-protocol frame classi? 
cation for incoming frames is performed by resolving a 
composition for the incoming frame 710. Then, at least the 
incoming frame and the preliminary multi-protocol frame 
classi?cation is processed to provide parsing instructions by 
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storing an incoming frame in a memory buffer, generating 
the parsing instructions for the incoming frame based upon 
the multi-protocol frame classi?cation and aligning the 
generated parsing instructions With a frame selected from 
the incoming frames stored in the memory buffer 712. At 
least a portion of the incoming frame is read from the 
memory buffer 714. The parsing instructions are interpreted 
716. Macros are executed for performing parsing functions 
on at least the portion of the incoming frame using the 
interpreted parsing instructions 718. The parsing instruc 
tions may use conditional branching. Conditional branching 
involves analyZing a ?eld in a packet and executing instruc 
tions based upon Whether the ?eld meets a predetermined 
condition. For example, if a ?eld in the packet meets a 
predetermined criteria, a ?rst instruction is performed. Oth 
erWise, a second instruction is performed. 

[0110] Extractions instructions are generated in response 
to the at least incoming frame and the preliminary multi 
protocol frame classi?cation 722. The extraction instruc 
tions may invoke conditional extractions. The extraction 
instructions are used to produce search queries 724. The 
search queries are applied against a memory to produce the 
search results 726. The search results may be used by the 
instruction memory controller 460 and/or frame memory 
controller 424 to generated further re?ned parsing instruc 
tions 740. The re?ned parsing instructions provide greater 
information about the incoming frame. 

[0111] The process illustrated With reference to FIG. 7 
may be tangibly embodied in a computer-readable medium 
or carrier, eg one or more of the ?xed and/or removable 
data storage devices 260 illustrated in FIG. 2, or other data 
storage or data communications devices. The computer 
program 262 may be loaded into the classi?er 210 or into the 
memory 244 to con?gure the classi?er 210 of FIG. 2, for 
execution. The computer program 262 comprise instructions 
Which, When read and executed by the classi?er 210 of FIG. 
2, causes the classi?er 210 to perform the steps necessary to 
execute the steps or elements of the present invention. 

[0112] The foregoing description of the exemplary 
embodiment of the invention has been presented for the 
purposes of illustration and description. It is not intended to 
be exhaustive or to limit the invention to the precise form 
disclosed. Many modi?cations and variations are possible in 
light of the above teaching. It is intended that the scope of 
the invention be limited not With this detailed description, 
but rather by the claims appended hereto. 

1-75. (canceled) 
76. A system for adaptively parsing received frames that 

include data units having multiple ?eld values formatted 
according to at least one of a set of netWork protocols used 
in a communication netWork, the system comprising: 

a memory storing information suited to resolve the at least 
one of the set of netWork protocols; 

a preprocessor con?gured to interact With the memory to 
provide a type classi?cation for a ?rst frame and 
generate a layer code based upon said type classi?ca 
tion Wherein said layer code delineates selected ?eld 
values in said ?rst frame corresponding to a protocol 
format of a resolved one of the set of netWork proto 

cols; 
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a dual-port memory coupled to said preprocessor and 
operative to concurrently receive said ?rst frame and 
said layer code; 

an instruction memory operatively coupled to said dual 
port memory, said instruction memory storing layer 
offsets associated With said selected ?eld values delin 
eated by said layer code and at least one instruction that 
is selected based upon the type classi?cation of said 
?rst frame; 

a parsing engine communicatively coupled to said instruc 
tion memory and said dual-port memory in a feed 
forWard data How connection and a feed-back data?oW 
connection, the feed-forWard data?oW connection 
operative to provide said parsing engine With the at 
least one instruction and With said layer offsets for 
accessing the selected ?eld values in said ?rst frame, 
said parsing engine being adapted to parse said ?rst 
frame according to said at least one instruction and 
generate an output indicative of a classi?cation of said 
?rst frame, said feed-back data?oW connection affect 
ing communication betWeen said parsing engine and at 
least one of said instruction memory and said dual-port 
memory by forWarding at least a portion of said output 
to said instruction memory for use in re?ning of said at 
least one instruction targeted for execution on and to 
said dual-port memory for re-inputting to said parsing 
engine through said feed-forWard data?oW connection. 

77. The system of claim 76 Wherein said feed-back 
data?oW connection includes an extractor coupled to said 
parsing engine for receiving said output and constructing 
search Words, said search Words suitable for application 
against a contents-addressable memory (CAM) for obtain 
ing search results embodying information about the ?rst 
frame. 

78. The system of claim 76 Wherein said parsing engine 
is coupled to one or more of a mask unit, a compare unit, a 
register ?le and a arithmetic logic unit (ALU), Wherein said 
mask unit is con?gured to mask a ?rst portion of said ?rst 
frame to provide masked frame data, said compare unit is 
adapted to compare the at least one selected ?eld value in 
said masked frame data to a predetermined value to generate 
at least a partial identity of the protocol format of the 
resolved one of the set of netWork protocols, said ALU is 
adapted to process one or more of the at least one selected 
?eld, said partial identity of said protocol format to provide 
updated output indicative of the classi?cation of said ?rst 
frame. 

79. The system of claim 76 Wherein said parsing engine 
is provided With a data pipe and a instruction pipe disposed 
in said feed-forWard data?oW connection in data communi 
cation With said dual-port memory and said instruction 
memory respectively that maintain said ?rst frame and said 
at least one instruction substantially aligned With each other. 

80. The system of claim 79 Wherein said data units 
correspond to tWo or more frames and arrive in an inter 
leaved sequence With said data pipe and said instruction pipe 
is operative to align said data units from the ?rst frame With 
said at least one instruction that is selected responsive to the 
type classi?cation of said ?rst frame. 

81. The system of claim 76 Wherein said at least one 
instruction that is selected based upon the type classi?cation 
of said ?rst frame includes a ?rst sequence of instructions 
having at least one branch instruction that enables said 



US 2006/0039372 A1 

instruction memory to select a second sequence of instruc 
tions targeted for execution by said parsing engine, said 
second sequence of instructions being based on at least a 
partial parsing of the ?rst frame using one or more of said 
?rst sequence of instructions. 

82. The system of claim 76 Wherein said at least one 
instruction comprises instructions draWn from the group 
consisting of EXTRACT, MASK, NOT, AND, OR, XOR, 
and Range. 

83. A method for classifying a frame composed of data 
?elds formatted according to protocol layers used in a 
communication netWork, the method comprising: 

storing predetermined data in a ?rst memory Wherein said 
predetermined data enables at least a partial resolution 
of said protocol layers; 

operating a preprocessor in interactive communication 
With the ?rst memory to correlate at least a portion of 
the predetermined data With one or more data-?elds to 
obtain class information for the frame, said class infor 
mation including indicia pointing to boundaries 
betWeen said protocol layers; 

concurrently transferring said data-?elds and said class 
information to be stored in a second memory; 

selectively loading an instruction memory With a 
sequence of program instructions for subsequent pro 
cessing of said frame responsive to said data-?elds and 
said class information; 

parsing said frame by operating on said data-?elds, 
pointed to by said indicia, using said sequence of 
program instructions to output a ?rst set of search 
Words indicative of an identi?cation of said data-?elds 
at a ?rst resolution; 

iteratively re?ning said sequence of program instructions 
responsive to said ?rst set of search Words and causing 
said re?ned sequence of program instructions to oper 
ate on one or more of said data-?elds and said ?rst set 
of search Words to generate a second set of search 
Words indicative of the identi?cation of said data-?elds 
at a second resolution greater than said ?rst resolution; 
and 

outputting said data-?elds and said second set of search 
Words When said second resolution meets prede?ned 
criteria. 

84. The method of claim 83 further including aligning 
said data-?elds With the sequence of program instructions 
before said program instructions operate on said data-?elds. 

85. The method of claim 84 Wherein said data-?elds 
include tWo or more sets of data-?elds corresponding to tWo 
or more arriving frames With each set of data-?elds embody 
ing differing protocol layers, said step of aligning said 
data-?elds With the sequence of program instructions includ 
ing aligning said a ?rst set of data-?elds With an associated 
?rst sequence of program instructions and a second set of 
data-?elds With an associated second sequence of program 
instructions. 

86. The method of claim 85 Wherein said step of parsing 
said frame includes interleaving operation of both said ?rst 
sequence of program instructions on said ?rst data-?elds and 
said second sequence of program instructions on said second 
data-?elds during a single time span. 
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87. The method of claim 83 Wherein said frame ingresses 
at a ?rst bit-rate and egresses at a second bit-rate that is 
substantially equal to said ?rst bit-rate. 

88. The method of claim 83 Wherein said prede?ned 
criteria corresponds to identi?cation of all protocol layers 
for said frame. 

89. The method of claim 83 Wherein said step of output 
ting said ?rst set of search results further includes: 

using an extractor With an output of said parsing engine to 
build search keys; and 

applying said search keys against a contents-addressable 
memory (CAM) to generate said ?rst set of search 
results that contain a frame classi?cation. 

90. The method of claim 83 Wherein parsing said frame 
includes the steps of: 

receiving predetermined data corresponding to at least 
one protocol layer; 

extracting said frame into a plurality of bit fragments of 
varying length using at least one data mask; 

comparing said predetermined data With at least one bit 
fragment to generate at least one comparison result; 

storing said at least one comparison result in a ?rst 
register; 

concatenating said comparison results from said register 
to obtain a search key; and 

indexing a memory using said search key to generate a 
classi?cation of said frame. 

91. The method of claim 90 further comprising the steps 
of: 

providing a content-addressable memory (CAM); 

storing a plurality of instructions for handling said frame 
in said CAM; 

receiving said search key at said CAM and outputting a 
set of instructions from said stored plurality of instruc 
tions responsive to said search key; and 

reparsing said frame using said outputted set of instruc 
tions. 

92. Amethod of ?ltering data packets in a netWork device, 
said method comprising: 

receiving an incoming packet from a port; extracting 
packet ?elds of the incoming packet; classifying the 
incoming packet and generating action instructions 
based on values contained in the extracted packet 
?elds; and modifying the incoming packet based on the 
action instructions and a predetermined criteria set for 
the netWork device. 

93. Adata ?lter for data packets in a netWork device, said 
data ?lter comprising: 

receiving means for receiving an incoming packet from a 
port; extracting means for extracting packet ?elds of 
the incoming packet; classifying means for classifying 
the incoming packet and generating action instructions 
based on values contained in the extracted packet 
?elds; and modifying means for modifying the incom 
ing packet based on the action instructions and a 
predetermined criteria set for the netWork device. 
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94. A data ?lter as recited in claim 93, Wherein said 
network device comprises one of a sWitch and a router and 
the modifying means comprises processing means for dis 
carding the incoming packet, forWarding the incoming 
packet, modifying the incoming packet or modifying a 
forWarding control message for the incoming packet. 

95. A data ?lter as recited in claim 93, Wherein said 
netWork device comprises a netWork co-processor and the 
classifying means comprises classifying means for classify 
ing the incoming packet based on protocol type and data 
payload of the incoming packet. 

96. A data ?lter as recited in claim 93, Wherein said 
netWork device comprises a netWork interface controller and 
the classifying means comprises classifying means for clas 
sifying the incoming packet based on one of a ?oW identi 
?cation for packets having a particular source and a par 
ticular destination and a ?oW identi?cation parameter. 

97. A fast ?exible ?lter processor for data packets in a 
netWork device, said fast ?exible ?lter processor compris 
ing: an inspection engine, con?gured to receive an incoming 
data packet and extract selected packet ?elds from the 
incoming data packet; a classi?cation engine communicat 
ing With the inspection engine, con?gured to receive the 
extracted selected packet ?elds and generate action instruc 
tions based on the values contained in the extracted packet 
?elds; a packet processing engine communicating With the 
classi?cation engine, con?gured to receive the action 
instructions and the incoming data packet, modify the 
incoming packet and output the modi?ed incoming data 
packet. 

98. A netWork device for netWork communications, said 
netWork device comprising: a data port interface supporting 
at least one data port; a programmable interface, said pro 
grammable interface con?gured to communicate With a CPU 
or a programming source; a memory, said memory commu 
nicating With said data port interface; and a fast ?exible 
?ltering processor con?gured to receive packets coming into 
the data port interface, extract packet ?elds from said 
packets, determine action instructions from values contained 
in the extracted packet ?elds and take selective ?lter action 
based upon the action instructions and a predetermined 
criteria set for the netWork device. 

99. A netWork sWitch as recited in claim 98, Wherein said 
fast ?exible ?ltering processor is con?gured to be program 
mable by inputs from the CPU or the programming source 
through the programmable interface. 

100. AnetWork sWitch as recited in claim 98, Wherein said 
data port interface, said programmable interface, said 
memory, and said fast ?exible ?ltering processor are imple 
mented on a common semiconductor substrate. 

101. A netWork sWitch as recited in claim 98, Wherein the 
fast ?exible ?ltering processor ?lters the packets indepen 
dent of the programmable interface, and therefore Without 
communicating With the CPU or the programming source. 

102. A method for searching netWork messages for pre 
de?ned regular expressions, the method comprising the 
steps of: storing a plurality of pre-de?ned regular expres 
sions in a content-addressable memory (CAM); inputting a 
netWork message or selected portion thereof to the CAM for 
comparison With all of the regular expressions stored 
therein, the comparison With all CAM entries being done at 
the same time; returning an output from the CAM; and 
identifying, in response to the output, an action to be applied 
to the given netWork message or portion thereof that corre 
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sponds to a CAM entry matching the inputted netWork 
message or selected portion thereof. 

103. The method of claim 102, further comprising: storing 
the pre-de?ned regular expressions in a memory storage 
device, and also storing one or more actions that are to be 
applied to netWork messages matching the respective regular 
expressions in the memory storage device; and operating the 
memory storage device in interaction With the CAM. 

104. The method of claim 102, further comprising: using 
as the CAM a ternary content addressable memory (TCAM); 
storing the pre-de?ned regular expressions in a random 
access memory (RAM); and storing one or more actions that 
are to be applied to netWork messages matching the respec 
tive regular expressions in the random access memory 
(RAM). 

105. The method of claim 102, further comprising: con 
?guring a logic circuit to extract one or more selected ?elds 
from netWork messages and to append those selected ?elds 
to the respective netWork messages prior to inputting the 
messages to the CAM. 

106. A pattern matching engine apparatus for use in 
searching netWork messages for pre-de?ned regular expres 
sions, comprising: a content-addressable memory (CAM) 
having a plurality of entries containing the pre-de?ned 
regular expressions; a decoder circuit con?gured to control 
an input to the CAM, the input including a given netWork 
message or selected portion thereof for comparison With the 
regular expressions contained Within the CAM; and an 
output from the CAM, and in response to the output from the 
CAM, identifying an action to be applied to the given 
netWork message or portion thereof, and the CAM con?g 
ured such that each netWork message or portion thereof 
input to the CAM is compared against all CAM entries at the 
same time, alloWing high-speed pattern matching of netWork 
messages. 

107. The apparatus of claim 106, further comprising: a 
memory storage device to store the pre-de?ned regular 
expressions, and also to store one or more actions that are to 

be applied to netWork messages matching the respective 
regular expressions; and operating the memory storage 
device in interaction With the CAM. 

108. A computer readable media, comprising: said com 
puter readable media containing instructions for execution 
on a processor for the practice of a method for searching 
netWork messages for pre-de?ned regular expressions, the 
method having the steps of, storing a plurality of pre-de?ned 
regular expressions in a content-addressable memory 
(CAM); inputting a netWork message or selected portion 
thereof to the CAM for comparison With all of the regular 
expressions stored therein, the comparison With all CAM 
entries being done at the same time; returning an output from 
the CAM; and identifying, in response to the output, an 
action to be applied to the given netWork message or portion 
thereof that corresponds to a CAM entry matching the 
inputted netWork message or selected portion thereof. 

109. Electromagnetic signals propagating on a computer 
netWork, comprising: said electromagnetic signals carrying 
instructions for execution on a processor for the practice of 
a method for searching netWork messages for pre-de?ned 
regular expressions, the method having the steps of, storing 
a plurality of pre-de?ned regular expressions in a content 
addressable memory (CAM); inputting a netWork message 
or selected portion thereof to the CAM for comparison With 
all of the regular expressions stored therein, the comparison 
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With all CAM entries being done at the same time; returning 
an output from the CAM; and identifying, in response to the 
output, an action to be applied to the given netWork message 
or portion thereof that corresponds to a CAM entry matching 
the inputted netWork message or selected portion thereof. 

110. Aprocessor con?gured to process contents of packets 
passing through a connection point on a computer network, 
the processor comprising: (a) a buffer for receiving at least 
some of the contents of each packet passing through the 
connection point; (b) a memory containing one or more 
instructions of an instruction set for the state processor; (c) 
an arithmetic logic unit (ALU) coupled to the buffer; (d) a 
control block coupled to the ALU and to the instruction 
memory for decoding instructions; and (e) a program 
counter coupled to the instruction memory and to the ALU 
for indicating the neXt state processor instruction in the 
memory to process, Wherein the ALU includes a searching 
apparatus comprising one or more comparators for searching 
for a reference string in the contents of a packet. 

111. In a packet sWitching netWork for relaying informa 
tion in frames among nodes, a node comprising a combina 
tion of receiving means for acquiring incoming information 
frames including header portions designating format infor 
mation, frame alteration commands for designating changes 
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to data in a frame, and packets containing information data; 
alteration means responsive to said header portions for 
modifying information contained in said frames; and output 
means for relaying altered frames to another node. 

112. The packet sWitching netWork of claim 111 further 
including offset means for determining locations of data to 
be transformed; pointer means for indicating locations of 
data passing through said node; comparator means for 
indicating locations from the offset means and the pointer 
means are equal; and means responsive to equality signals 
from said comparator means for controlling insertion and 
passage of data to the output means. 

113. The combination of claim 111 further including 
deletion means responsive to the decoder means for inhib 
iting passage of data to said output means. 

114. The combination in claim 111 further including 
storage means for storing predetermined data patterns; selec 
tion means coupled to said storage means for selecting a 
desired predetermined data pattern; and application means 
responsive to the selection means for coupling a selected 
predetermined data pattern to the alteration means. 


