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(57) ABSTRACT 

The present invention is directed to a method and apparatus 
for identifying occurrences of transactions, especially in 
computer networks. A unique identi?er, denoted “request 
identi?er”, is associated With each service request. Accord 
ingly, for a sequence of service requests detected, a corre 
sponding sequence of request identi?ers is generated. The 
request identi?er sequence is compared to regular expres 
sions that correspond to different transactions. If the request 
identi?er sequence matches a regular expression, this 
sequence is deemed to represent an occurrence of that 

transaction. 
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TRANSACTION RECOGNITION AND 
PREDICTION USING REGULAR EXPRESSIONS 

TECHNICAL FIELD OF THE INVENTION 

[0001] The present invention is directed generally to a 
method and apparatus for recognizing and predicting trans 
actions and particularly to a method and apparatus for 
recognizing and predicting transactions using regular 
expressions from formal language theory. 

BACKGROUND OF THE INVENTION 

[0002] In computer networks, “information packets” are 
transmitted betWeen netWork nodes, Wherein an informa 
tional packet refers to, e.g., a service request packet from a 
client node to a server node, a responsive service results 
packet from the server node to the client node, or a service 
completion packet indicating termination of a series of 
related packets. Server nodes perform client-requested 
operations and forWard the results to the requesting client 
nodes as one or more service results packet(s) containing the 
requested information folloWed by a service completion 
packet. A “service request instance,” or merely “service 
request” refers to a collection of such informational packets 
(more particularly, service request packets) that are trans 
mitted betWeen tWo computational components to perform a 
speci?ed activity or service. Additionally, a group of such 
service requests issued sequentially by one or more users 
that collectively result in the performance of a logical unit of 
Work by one or more servers de?nes a “transaction occur 

rence”. In particular, a transaction occurrence may be char 
acteriZed as a collection of service requests Wherein either 
each service request is satis?ed, or none of the service 
requests are satis?ed. Moreover, the term “transaction” is 
herein used to describe a template or schema for a particular 
collection of related transaction occurrences. 

[0003] It Would be desirable to have a computational 
system to recogniZe occurrences of transactions and analyZe 
the performance of the transaction occurrences. Accord 
ingly, it is important that such a system be capable not only 
of recogniZing the occurrences of a variety of transactions, 
but also of associating each such transaction occurrence With 
its corresponding transaction. 
[0004] In practice, there are several common variations in 
the occurrences of a given transaction. These variations are: 
(a) a service request (or group of service requests) may be 
omitted from a transaction occurrence; (b) a service request 
(or group of service requests) may be repeated in a trans 
action occurrence; and (c) a transaction occurrence may 
include a service request (or group of service requests) 
selected from among several possible service requests (or 
groups of service requests). For example, a transaction 
occurrence that queries a netWork server node for retrieving 
all employees hired last year is likely to be very similar to 
a transaction occurrence that retrieves all employees that 
Were hired tWo years ago and participate in the company’s 
retirement plan. These variations are often dif?cult to 
account for because, though the number of distinct transac 
tions is typically small, the number of transaction occur 
rence variations can be virtually unlimited. Accordingly, it is 
often impractical to manually correlate each variation back 
to its corresponding transaction. 

SUMMARY OF THE INVENTION 

[0005] An objective of the present invention is to provide 
a softWare architecture that is able, based on a sequence of 
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service requests, not only to recogniZe the occurrences of 
each of a variety of transactions but also to correlate the 
occurrences of variations of a given transaction With the 
transaction itself. A related objective is to provide an archi 
tecture that is able to identify occurrences of a transaction, 
Wherein for each such occurrence, a service request (or 
group of service requests) that is part of the occurrence may 
have the folloWing variations in a second occurrence of the 
transaction: (a) a service request (or a group of service 
requests) may be omitted from a sequence of service request 
for the second occurrence; (b) a service request (or a group 
of service requests) may be repeated one or more times in 
the sequence of service request for the second occurrence; 
and/or (c) a service request (or a group of service requests) 
for the second occurrence may be selected from among 
several possible service requests (or groups of service 
requests). 
[0006] In one embodiment of the present invention, a 
computational system is provided for recogniZing occur 
rences of a transaction, Wherein each such occurrence is 
de?ned by a sequence of one or more service requests. The 
method performed in this computational system includes the 
steps of: 

[0007] (a) reading a service request that is transmitted 
betWeen computational components; 

[0008] (b) combining a representation of the service 
request With a plurality of other service request representa 
tions to form a string of service requests representations; and 

[0009] (c) comparing the string of service request repre 
sentations With a formal language regular expression char 
acteriZing the transaction to determine if the string corre 
sponds to the transaction. 

[0010] This methodology not only expresses transactions 
in a simple and precise format but also, and more impor 
tantly, predicts additional transaction occurrences that have 
not yet been seen. Accordingly, once a transaction is char 
acteriZed as a regular expression, the characteriZation can be 
used to recogniZe transaction occurrences having various 
service request sequences, Without additional manual inter 
vention. As Will be appreciated, a regular expression is a 
representation of a formal language in Which operators 
describe the occurrence and/or nonoccurrence strings of 
symbols of the language. Common regular expression 
operators, for example, are as folloWs: 

Operator Description 

Event occurs 0 or more times 

Event occurs 1 or more times 

‘.7 Event is optional 
[ ] Only one of the bracketed symbols occur. 

[0011] A formal language corresponding to a regular 
expression can be used to de?ne a transaction as a language 
using service request representations as the symbols of the 
language. That is, service request representations become 
the “alphabet” of such a regular language, and occurrences 
of the transaction become string expressions represented in 
this alphabet. By Way of example, the transaction, T, de?ned 
by the regular expression A* B+ C? D [E F G] speci?es that 
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service request A can be present 0 or more times; service 
request B must be present 1 or more times; service request 
C may be absent or present only once; service request D 
must be present only once; and only one of service requests 
E, F, and G must be present. Only if all of these conditions 
are met, in the speci?ed order, Will an occurrence of trans 
action T be recogniZed. 

[0012] The characterization of a transaction as a regular 
language can be done either manually, or automatically by 
a computer. For example, a suitable computational technique 
can be devised to recogniZe strings of service request 
representations denoting the same transaction by: 

[0013] (a) collecting, over a particular time period, service 
request instance data transmitted to and from an identi?ed 
process or computational session; 

[0014] (b) normaliZing the data for each service request 
instance so that knoWn variations in the service request 
instances (e.g., different database query values for the same 
data record ?eld) not pertinent to identifying transaction 
instances are removed or masked for thereby providing 
“normaliZed request instances” that are similar to templates 
of service request instances. 

[0015] (c) partitioning the service request instance data 
into one or more subsets, Wherein each subset is expected to 
be a representation of an instance of a transaction; 

[0016] (d) determining a regular expression characteriZa 
tion for each partition based on an examination and gener 
aliZation of repeated service request instance data collec 
tions, human understanding of the transactions being 
performed, the source of the service request instances, 
and/or the data ?elds Within the service request instances. 

[0017] Regarding the reading step, mentioned herein 
above, and performed by the computational system of the 
present invention, this step can include a substep of selecting 
a category or “bin” to Which an individual service request (or 
group thereof) can be assigned. In particular, such a catego 
riZation of a service request many be determined based on at 
least one of source and a destination process of the service 
request. For example, in a client-server netWork, service 
requests generated by users at client nodes may be assigned 
to a number of bins, such that each bin includes only those 
service requests generated by a single user. In particular, 
each bin includes service requests identi?ed by a collection 
of related processes, denoted a “thread” in the art, Wherein 
the related processes transmit service requests from, e.g., a 
single user to a particular server. That is, a “thread” may be 
considered as a speci?c identi?able connection or session 
betWeen a client node and a server or service provider node 
of a netWork. Moreover, a thread is preferably identi?ed 
such that it accommodates only one service request on it at 
a given point in time. Typically, each thread may be iden 
ti?ed by a combination of client (source) and server (desti 
nation) nodes. As Will be appreciated, in some applications 
a single netWork node address (of the source and/or desti 
nation) is not an adequate identi?er of a thread because there 
can be multiple sessions or processes executing on a given 
netWork node, thereby generating multiple threads. In such 
cases, connection or session identi?cation information for 
communicating With a server node can be used in identifying 
the thread to Which the service packet corresponds. More 
over, a thread can be either a client (user) thread, Which is 
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a thread that is identi?able using With a speci?c client 
computer or user identi?cation, or a shared thread, Which is 
a thread shared among multiple client computers (users). 

[0018] Still referring to the reading step to determine 
Whether the read service request is part of a string of service 
requests corresponding to an occurrence of a transaction, the 
time interval betWeen: 

[0019] (a) the service request that is nearest in time to the 
read service request (e.g., the last service request in a 
sequence of service requests) and; 

[0020] (b) the read service request 

[0021] is compared against a predetermined time interval. 
If the time interval is less than the predetermined time 
interval, the read service request is considered to be a part 
of a common occurrence of a transaction With the nearest 
service request. If the time interval is more than the prede 
termined time interval, the read service request is not 
considered to be a part of a common transaction occurrence 
With the nearest service request. 

[0022] Because a service request may be represented as an 
extremely long text string and can therefore be inef?cient to 
Work With and clumsy to use in matching to a regular 
expression for a transaction, a unique identi?er can be 
provided for identifying each service request. Note that such 
an identi?er can be a symbol, such as an alphabetical or 

numerical symbol or sequence thereof. 

[0023] Further note that the request identi?er of a service 
request is different from the bin in Which it is included in that 
the service request identi?ers become the symbols or alpha 
bet of the transaction regular expression according to the 
present invention. 

[0024] Another embodiment of the present invention is 
directed to a system for identifying occurrences of transac 
tions from sequences of service requests using regular 
expressions. The system includes the folloWing components. 

[0025] (a) a means for reading a service request that is 
transmitted betWeen computational components (e.g., on a 
communications line betWeen a client and a server node of 

a netWork, or betWeen tWo servers); 

[0026] (b) a means for combining a representation of a 
service request With a plurality of other service request 
representations to form a string of service request represen 
tations Wherein the string may be representative of a trans 
action; and 

[0027] (c) a means for comparing the string of service 
request representations With a regular expression character 
iZing a transaction to determine if the string corresponds to 
an occurrence of the transaction. As Will be appreciated, the 
reading means, combining means, and comparing means are 
typically performed on the same processor, or in a number 
of interlinked processors. 

[0028] Other features and bene?ts of the present invention 
Will become evident from the accompanying detailed 
description and draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0029] FIG. 1 depicts hardWare embodiment of the 
present invention connected to a computer netWork; 
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[0030] FIG. 2 depicts another hardware embodiment of 
the present invention connected to a multi-tiered computer 
netWork; 

[0031] 
[0032] FIG. 4 is a high level block diagram of the data 
processing components of the present invention; 

[0033] FIGS. 5 and 6 depict an embodiment of a method 
according to the present invention. 

FIG. 3 depicts an informational packet; and 

DETAILED DESCRIPTION OF THE 
INVENTION 

The Apparatus Con?guration 

[0034] An apparatus con?guration according to the 
present invention is depicted in FIGS. 1 and 2 for analyZing 
the performance of a computer netWork such as by measur 
ing the response time required for a transaction to be 
performed. FIG. 1 depicts a simple single netWork segment 
Wherein the term “segment” denotes a portion of a netWork 
having at least tWo netWork nodes and the netWork connec 
tions therebetWeen. In the netWork of FIG. 1, a recording 
device or probe 20 is connected to a communication line or 
busline 24 betWeen a client (or user) computer 28, and a 
server computer 32 (i.e., a server). The recording device 20 
selects one or more informational packets in each service 
request that is transmitted along the communication line 24 
and provides the informational packets and the time at Which 
the packets Were received by the recording device 20 to the 
monitoring computer 36 for analysis. In particular, the 
informational packets selected provide the received time of 
the ?rst service request packet (the start time of a service 
request) and the received time of the ?nal service results or 
service completion packet (the stop time of a service 
request). FIG. 2 depicts a more complex multi-tiered archi 
tecture With multiple netWork segments. Recording devices 
20a and 20b are connected via a communications devices 
22, such as modems, to the communication lines 24a and 
24b betWeen the netWork segments 26a and 26b. In particu 
lar, netWork segment 26a includes client computer 28, server 
computers 32a, 32c, and the communication lines 24a and 
24c, While netWork segment 26b includes client computer 
28, server computers 32b, 32c and communication lines 24b 
and 24c. 

[0035] The number and locations of the recording 
device(s) 20 in a multi-tiered computer netWork depend 
upon the application. Typically, a recording device 20 Will 
be connected to a portion of a communication line 24 that is 
betWeen the interfaces of a client or server computer using 
the communication line 24 of the segment being monitored. 
In one embodiment, all of the informational packets com 
municated on such a communications line 24 Will be read by 
a recording device 20 and an accurate determination of the 
response time for an occurrence of a transaction or appli 
cation involving multiple client and/or server computers can 
be made using the present invention. 

[0036] A representation of a typical informational packet 
communicated betWeen computers in a multi-tiered com 
puter netWork is depicted in FIG. 3. As can be seen from 
FIG. 3, an informational packet 38 typically includes a node 
address portion 40, Which identi?es the source and destina 
tion of the informational packet, a port number portion 44 
Which identi?es the source and destination ports, and an 
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additional information portion 48. Depending upon the 
application, the additional information 48 can be, e.g., a 
database request, a ?le system request or an object broker 
request, as one skilled in the art Will understand. 

[0037] FIG. 4 is a block diagram of an embodiment of the 
computational modules for the analysis of service requests 
according to the present invention. In particular, these mod 
ules may be executed on the monitoring computer 36. 
Accordingly, informational packets 38 detected on a com 
munications line 24 by a recording device 20 is provided to 
a service request analyZer 50 for identifying individual 
service requests by determining the informational packets 
corresponding to each such service request. Note that the 
service request analyZer 50 generates, for each service 
request determined, a service request string that identi?es 
the sequence of informational packets therein. Further note 
that the service request string representations can be 
extremely long (e.g. up to approximately 8000 characters). 
[0038] Subsequently, the service request string represen 
tations are passed to a transaction analyZer 54 Which ?rst 
matches each service request to a service request identi?er 
in a service request table 58 that is used to store identi?ca 
tions of all service requests encountered thus far during 
transaction occurrence identi?cations. That is, the service 
request table 58 associates With each representation of a 
service request string a “request identi?er”, such as an 
alphanumeric string of one or more characters, Wherein this 
alphanumeric string is substantially shorter than the service 
request string mentioned hereinabove. In particular, each 
service request is represented by its request identi?er 
obtained from the service request table 58, thereby provid 
ing a more compact and simpler service request represen 
tation. Note that matching a service request to its service 
request identi?er is performed using a hashed lookup, binary 
search, or other Well-known in-memory search algorithm. 

[0039] FolloWing the service request identi?er assign 
ments, the transaction analyZer 54 also decomposes the 
resulting sequence of service request identi?ers into collec 
tions that are expected to be occurrences of transactions. 
Subsequently, the collections of service request identi?ers 
assumed to correspond to transaction occurrences are passed 
to a regular expression matcher 62 for matching With one of 
a plurality of representations of regular expressions (stored 
in the regular expression library 66) that have been previ 
ously determined to uniquely correspond to transactions. 

The Computational Process for Identifying Transactions. 

[0040] The methodology for reading service requests 
using the recording device 20, ?ltering the service requests 
to form a “communications data set”, and subsequently 
identifying the service requests Within the collection of 
service requests in the communications data set are 
described in detail in co-pending US. application Ser. No. 
08/513,435 ?led on Aug. 10, 1995, entitled “METHOD 
AND APPARATUS FOR IDENTIFYING TRANSAC 
TIONS,” Which is fully incorporated herein by this refer 
ence. 

[0041] FIGS. 5 and 6 depict the steps of one embodiment 
of a methodology, according to the present invention, for 
identifying occurrences of transactions from service request 
sequences using regular expressions. 
[0042] Referring to FIG. 5, a main control processing 
program is illustrated, Wherein a service request (denoted the 
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“current service request” ) is read in step 100 from the 
service request analyzer 50 by the transaction analyzer 54. 

[0043] In step 104, the transaction analyzer 54 ?rst 
replaces each normalized service request string With the 
more compact representation provided by determining a 
service request identi?er (also denoted the “current request 
identi?er”) for the current (normalized) service request from 
the service request table 58, Wherein this identi?er is. 
uniquely associated With the service request. Subsequently, 
in step 104 the candidate “bin” for the current service 
request identi?er is determined, Wherein “bin,” in the 
present conteXt, identi?es a group of service request iden 
ti?ers Whose service requests are assumed to belong to the 
same transaction occurrence, by virtue of originating from 
the same client process. As Will be appreciated, the service 
requests for a plurality of users may be intermixed in the 
collection of service requests received from the service 
request analyzer 50. Thus, in step 104, each service request 
(or request identi?er) is sorted by thread identi?cation (e.g., 
an identi?cation of the data transmission session for trans 
mitting the service request betWeen a client netWork node 
and a server netWork node). Thus, each bin corresponds to 
a unique thread, and the service request representations 
therein are ordered by the time their corresponding service 
requests are detected. 

[0044] In step 102, a “normalization” of the current ser 
vice request is performed, Wherein service request instance 
speci?c information is masked or removed from the current 
service request. That is, information is masked or removed 
that Would otherWise hinder further processing for identify 
ing a transaction containing the service request. Accord 
ingly, speci?c values of data ?elds unnecessary for identi 
fying the service request may be removed. Thus, a data base 
query having a date speci?cation such as “DATE=01/01/ 
2000” may be replaced With simply “DAT E=*.” Further 
more, other irrelevant variations in service requests may also 
be transformed into a uniform character string. For eXample, 
a string of irrelevant blank characters may be replaced With 
a single blank character. By performing such a normaliza 
tion, the processing performed by the transaction analyzer 
54 in determining a service request identi?er (step 104) may 
be simpli?ed to, for eXample, substantially a character string 
pattern matcher. 

[0045] In step 108 of FIG. 5, the time interval betWeen: (a) 
the termination of the immediately previous service request 
(in the candidate bin) to the current service request, and (b) 
the start time of the current service request is determined. 
Subsequently, this interval is compared to a predetermined 
time interval length. The methodology for determining this 
predetermined time interval length is set forth in the above 
noted copending US. application Ser. No. 08/513,435 ?led 
on Aug. 10, 1995. HoWever, a brief discussion is provided 
here. That is, each service request is assigned a time based 
on, for eXample, the start time and the stop time of the 
service request as compared to other such times for preced 
ing and/or succeeding service requests. Generally, the moni 
toring computer 36 identi?es a sequence of related service 
requests by comparing the time interval betWeen the stop 
time of a ?rst service request and the start time of a 
succeeding service request against a predetermined length 
for the time interval. If the time interval is less than or equal 
to the predetermined length, the service requests are deemed 
to be part of the same transaction occurrence. Alternatively, 
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if the time interval is more than the predetermined length, 
the service requests are deemed to be part of different 
transaction occurrences. Accordingly, the predetermined 
time interval is selected based on the maXimum projected 
time interval eXpected betWeen adjacent service requests for 
tWo consecutive service requests that are part of the same 
transaction occurrence. 

[0046] The determination of the predetermined time inter 
val length is typically an iterative process in Which a ?rst 
time interval length is increased or decreased by a selected 
time increment and for each modi?ed time interval length, 
the number of identi?able transaction occurrences is deter 
mined. As Will be appreciated, a smaller time interval length 
yields a smaller number of possible transaction patterns than 
a larger time length. The time interval lengths are plotted 
against the number of identi?able transaction occurrences 
for each time interval length and the predetermined time 
interval length, or “sWeet spot”, is selected at the midpoint 
of the region Where the curve de?ned by the plotted points 
?attens out. 

[0047] Thus, referring again to the processing of the 
current service request in step 108 of FIG. 5, if the time 
interval length betWeen the current service request and an 
adjacent service request is less than or equal to the prede 
termined time interval length, the current service request 
identi?er is added to the candidate bin (in step 112) of a 
previously determined service request representation pro 
vided in the candidate bin. Subsequently, the analyzer 54 
returns to step 100. 

[0048] Alternatively, if the time interval is more than the 
predetermined time interval length, then the service request 
representation is not added to the service request represen 
tations in the candidate bin because the collection of such 
representations in the bin is deemed to be complete (i.e., is 
deemed to be representative of a complete transaction occur 
rence). Instead, in step 116, the transaction analyzer 54 sends 
the contents of this bin (e.g., as a time ordered sequence of 
request identi?ers, Which is also denoted herein as a “request 
identi?er sequence”) to the regular expression matcher 62, 
and subsequently (in step 140) removes the requests from 
the candidate bin and adds the current request identi?er to 
the bin. 

[0049] FIG. 6 depicts the operation of the regular expres 
sion matcher 62 invoked in step 116 hereinabove. In step 
120, the service request identi?ers from the bin are concat 
enated together in time of occurrence order, thereby obtain 
ing, e.g., a teXt string. This operation forms a compact, yet 
unique, representation of all of the service requests that 
comprise a transaction occurrence. By Way of eXample, 
assume the bin contains representations of the folloWing 
service requests (in the folloWing time of occurrence order): 

[0050] (1) LOGIN (i.e., login to a particular database at a 
server netWork node) 

[0051] (2) SELECT (i.e., select one or more data items 
from the particular database) 

[0052] (3) INSERT (i.e., insert one or more data items into 
the particular database) 
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[0053] and the service request string table 58 includes: 

Request Identi?er Service Request 

1 INSERT 
2 LOGIN 
3 SELECT. 

Based on the above assumptions, the text string of service 
requests output in step 120 is: 2 3 1. 

[0054] Next, in step 124, the regular expression matcher 
62 ?nds the ?rst regular expression that matches the text 
string output from step 120. This is performed by comparing 
the text string against every regular expression in the regular 
expression library 66. In the library 66, each regular expres 
sion is represented as a text string that includes request 
identi?ers and regular expression operators, as described in 
the - - - summary section hereinabove. Additionally, each 

regular expression is associated With a corresponding trans 
action name, such as “ADD USER” or “CHECKOUT 
BOOK,” that denotes the particular transaction associated 
With the regular expression. In the above example, the text 
string “2 3 1” matches the folloWing regular expression: 2* 
3+ 1?. 

[0055] In step 128, the regular expression matcher 62 
determines Whether the text string of service request iden 
ti?ers matches a regular expression in the regular expression 
library 66. If a regular expression in the library 66 matches 
the text string, then in step 132 a match is reported for the 
transaction name associated With the matched regular 
expression. Alternatively, if no regular expression in the 
library 66 matches the text string, then in step 136 a special 
transaction denoted “UNMATCHED” is reported for the text 
string. Note that unmatched text strings are logged into an 
error ?le to alloW regular expressions to be Written for them 
in the future. 

[0056] While various embodiments of the present inven 
tion have been described in detail, it is apparent that modi 
?cations and adaptations of those embodiments Will occur to 
those skilled in the art. It is to be expressly understood, 
hoWever, that such modi?cations and adaptations are Within 
the scope of the present invention, as set forth in the 
appended claims. 

1. A method for recogniZing an occurrence of a transac 
tion that is de?ned by a sequence of one or more service 
requests, comprising: 

reading a service request that is transmitted betWeen tWo 
computational components, the service request com 
prising at least a portion of a request by a ?rst of the tWo 
computational components for processing by a second 
of the tWo computational components; 

normaliZing the service request into a service request 
representation to remove at least some service request 
speci?c information from the service request; 

combining the representation of the service request With 
a plurality of other service request representations to 
form a string of service request representations; and 
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automatically comparing the string of service request 
representations With a predetermined regular expres 
sion characteriZing the transaction to determine if the 
string of service request representations corresponds to 
an occurrence of the transaction. 

2. The method of claim 1, Wherein the reading step 
comprises: 

selecting a set of service requests from among a plurality 
of sets of service requests; 

categoriZing the selected set of service requests based 
upon at least one of a source and a destination of the 
service requests in the selected set. 

3. The method of claim 1, Wherein the service request 
includes a service request packet. 

4. The method of claim 1, Wherein each of the service 
requests in the string of service request representations is 
ordered by time and further comprising: 

comparing a time interval betWeen a second service 
request and a last service request, for corresponding 
representations in the string of service request repre 
sentations, With a predetermined time interval to deter 
mine if the representation of the second service request 
is a part of the string of service request representations. 

5. The method of claim 1, further comprising: 

assigning to the service request a unique identi?er char 
acteriZing the service request, Wherein said identi?er is 
included in the representation for the service request. 

6. The method of claim 1, Wherein each of the service 
request representations in the string has a unique identi?er. 

7. The method of claim 1, Wherein the regular expression 
includes one or more of the folloWing operators: 

(a) an operator indicating that a service request occurs 
Zero or more times; 

(b) an operator indicating that a service request occurs one 
or more times; 

(c) an operator indicating that a service request is 
optional; and 

(d) an operator indicating that only one of a collection of 
one or more service requests can occur. 

8. Asystem for recogniZing an occurrence of a transaction 
that is de?ned by a sequence of one or more service requests, 
comprising: 

means for reading a service request that is transmitted 
betWeen tWo computational components, the service 
request comprising at least a portion of a request by a 
?rst of the tWo computational components for process 
ing by a second of the tWo computational components; 

means for normaliZing the service request into a service 
request representation to remove at least some service 
request-speci?c information from the service request; 

means for combining the representation of the service 
request With a plurality of other service request repre 
sentations to form a string of service request represen 
tations; and 

means for comparing the string of service request repre 
sentations With a predetermined regular expression 
characteriZing a transaction to determine if the string of 
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service request representations corresponds to an 
occurrence of the transaction. 

9. A method for predicting occurrences of transactions, 
comprising: 

collecting a sequence of service request representations, 
each service request representation comprising a nor 
maliZed service request to remove at least some service 
request-speci?c information from the service request 
and each service request comprising at least a portion 
of a request by a ?rst computational component for 
processing by a second computational component; 

partitioning the service request representations of the 
sequence into subsets, Wherein each subset of service 
request representations is eXpected to be indicative of 
one or more occurrences of a single transaction type; 

constructing a regular eXpression from the one or more 
occurrences, Wherein each of the occurrences satisfy 
the regular expression; and 

predicting Whether an additional set of service requests is 
an instance of the transaction type by determining if the 
additional set of service request representations satisfy 
the regular eXpression. 

10. A method for identifying an occurrence of a transac 
tion, comprising: 

decomposing a set of one or more service request iden 
ti?ers, each service request identi?er associated With a 
service request communicated betWeen tWo netWork 
components and identi?ed using a service request rep 
resentation associated With the service request, each 
service request comprising at least a portion of a 
request by a ?rst of the tWo netWork components for 
processing by a second of the tWo netWork components 
and the service request representation comprising a 
normaliZed service request to remove at least some 
service request-speci?c information from the service 
request; and 

comparing the set With a predetermined regular expres 
sion characteriZing the transaction. 

11. The method of claim 10, further comprising: 

sorting the service request representations based upon at 
least one of the source and destination of a correspond 
ing service request represented by the service request 
representation. 

12. The method of claim 10, Wherein each of the service 
request representations in the set is ordered by time and 
further comprising: 

comparing a time interval betWeen a second service 
request and a previous service request, Wherein both 
have representations in the set, With a predetermined 
time interval to determine if the representation for the 
second service request is a part of the set of service 
request representations. 

13. The method of claim 10, further comprising: 

assigning to a service request a unique identi?er charac 
teriZing the service request, Wherein said identi?er is 
included in a corresponding service request represen 
tation for the service request. 

14. The method of claim 13, Wherein the regular expres 
sion comprises one or more service request identi?ers. 
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15. The method of claim 10, Wherein a plurality of the 
service request representations in the set each have a unique 
identi?er. 

16. A system for identifying an occurrence of a transac 
tion, comprising: 
means for decomposing a set of one or more service 

request identi?ers, each service request identi?er asso 
ciated With a service request communicated betWeen 
tWo netWork components and identi?ed using a service 
request representation associated With the service 
request, each service request comprising at least a 
portion of a request by a ?rst of the tWo netWork 
components for processing by a second of the tWo 
netWork components and the service request represen 
tation comprising a normaliZed service request to 
remove at least some service request-speci?c informa 
tion from the service request; and 

means for comparing the set With a predetermined regular 
eXpression characteriZing the transaction. 

17. A system for recogniZing an occurrence of a transac 
tion, comprising: 

at least one recorder operable to monitor communication 
betWeen tWo netWork components; and 

a monitor coupled to the at least one recorder and operable 
to: 

identify a service request that is transmitted betWeen 
the tWo netWork components, the service request 
comprising at least a portion of a request by a ?rst of 
the tWo netWork components for processing by a 
second of the tWo netWork components; 

normaliZe the service request into a service request 
representation to remove at least some service 
request-speci?c information from the service 
request; 

combine the representation of the service request With 
at least one other service request representation to 
form a string of service request representations; and 

compare the string of service request representations 
With a predetermined regular expression character 
iZing a transaction to determine if the string of 
service request representations corresponds to an 
occurrence of the transaction. 

18. A system for recogniZing an occurrence of a transac 
tion that is de?ned by a sequence of one or more service 
requests, comprising: 

at least one computer readable medium; and 

softWare encoded on the at least one computer readable 
medium and operable When eXecuted by one or more 
processors to: 

read a service request that is transmitted betWeen tWo 
computational components, the service request com 
prising at least a portion of a request by a ?rst of the 
tWo computational components for processing by a 
second of the tWo computational components; 

normaliZe the service request into a service request 
representation to remove at least some service 
request-speci?c information from the service 
request; 
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combine the representation of the service request With 
a plurality of other service request representations to 
form a string of service request representations; and 

compare the string of service request representations 
With a predetermined regular expression character 
iZing the transaction to determine if the string of 
service request representations corresponds to an 
occurrence of the transaction. 

19. A system for recogniZing an occurrence of a transac 
tion, comprising: 

a transaction analyZer operable to generate a set of one or 
more service request identi?ers, each service request 
identi?er associated With a service request communi 
cated betWeen tWo netWork components and identi?ed 
using a service request representation associated With 
the service request, each service request comprising at 
least a portion of a request by a ?rst of the tWo netWork 
components for processing by a second of the tWo 
netWork components and the service request represen 
tation comprising a normaliZed service request to 
remove at least some service request-speci?c informa 
tion from the service request; and 

a regular expression matcher operable to compare the set 
of one or more service request identi?ers to at least one 

predetermined regular expression characteriZing at 
least one identi?ed transaction to determine Whether 
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the transaction representation corresponds to an occur 
rence of one of the identi?ed transactions. 

20. A system for identifying an occurrence of a transac 

tion, comprising: 

at least one computer readable medium; and 

softWare encoded on the at least one computer readable 
medium and operable When executed by one or more 
processors to: 

decompose a set of one or more service request iden 
ti?ers, each service request identi?er associated With 
a service request communicated betWeen tWo net 
Work components and identi?ed using a service 
request representation associated With the service 
request, each service request comprising at least a 
portion of a request by a ?rst of the tWo netWork 
components for processing by a second of the tWo 
netWork components and the service request repre 
sentation comprising a normaliZed service request to 
remove at least some service request-speci?c infor 
mation from the service request; and 

compare the set With a predetermined regular expres 
sion characteriZing the transaction. 


