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(57) ABSTRACT 

A method of providing web browsers with access to a 
foreign network via a network gateway device. The brows 
ers are installed on clients of the gateway device and have 
different proxy settings. Web requests from a browser are 
intercepted during a browser pre-login phase. Based on the 
intercepted web requests, the browser is accommodated in 
con?guring a proxy mode. The method includes intercepting 
and redirecting web requests from the proXy-mode-con?g 
ured browser to provide access to the network. These steps 
are performed for each of a plurality of browsers installed on 
a single client. 
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APPARATUS AND METHODS FOR TRANSPARENT 
HANDLING OF BROWSER PROXY 

CONFIGURATIONS IN A NETWORK GATEWAY 
DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/563,859 ?led on Apr. 20, 2004, 
and US. Provisional Application No. 60/563,889 ?led on 
Apr. 20, 2004, the disclosures of Which are incorporated 
herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to supporting use of 
one or more broWser proxy con?gurations on clients of a 
netWork gateway device. 

BACKGROUND OF THE INVENTION 

[0003] In many environments such as hotel rooms, coffee 
shops, and book stores, access to the Internet may be made 
available through a gateWay device to customers Who bring 
their oWn laptops or other electronic devices. From a user’s 
vieWpoint, local netWork access services controlled by a 
gateWay device can be described as a “foreign network” 
because the netWork con?guration and behavior may be 
unlike that exhibited by the user’s home netWork. 

[0004] Users of a foreign netWork generally do not Want to 
have to con?gure and/or recon?gure their laptops in order to 
gain access to netWork services. Users typically Wish to have 
transparent and seamless access to such services. Some users 
do not have the technical skills required, for example, to 
change a proxy con?guration on their devices. Even those 
Who do have such skills may ?nd that, after changing their 
con?guration in order to access one netWork, they have 
invalidated a con?guration required to access another net 
Work. Such problems can generate confusion and a plurality 
of technical support calls. Additionally, some client softWare 
used on laptops, including but not limited to Web broWsers, 
may be installed and/or con?gured such that their con?gu 
ration cannot be altered. 

SUMMARY OF THE INVENTION 

[0005] The present invention, in one implementation, is 
directed to a method of providing a plurality of Web broWs 
ers With access to a foreign netWork via a netWork gateWay 
device. The broWsers are installed on one or more clients of 

the netWork gateWay device and have a plurality of different 
proxy settings. The method includes intercepting one or 
more Web requests from a given broWser during a broWser 
pre-login phase. Based on the intercepted Web requests, the 
given broWser is accommodated in con?guring a proxy 
mode. The method also includes intercepting Web requests 
from the proxy-mode-con?gured broWser to provide access 
to the netWork. The foregoing steps are performed for each 
of a plurality of broWsers installed on a single client. 

[0006] The features, functions, and advantages can be 
achieved independently in various embodiments of the 
present inventions or may be combined in yet other embodi 
ments. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] The present invention Will become more fully 
understood from the detailed description and the accompa 
nying draWings, Wherein: 

[0008] FIG. 1 is a block diagram of an exemplary com 
puter system according to one implementation of the inven 
tion; 
[0009] FIGS. 2A through 2C illustrate exemplary opera 
tions for redirecting an access request, originating from a 
direct mode Web broWser, to load an original destination 
address according to one implementation of the invention; 

[0010] FIGS. 3A through 3B illustrate exemplary opera 
tions for redirecting an access request, originating from a 
proxy mode Web broWser, to load an original destination 
address according to one implementation of the invention; 

[0011] FIGS. 4A through 4B illustrate exemplary opera 
tions for broWser proxy mode Web request handling accord 
ing to one implementation of the invention; 

[0012] FIG. 5A illustrates exemplary operations included 
in a method of pre-login detection and handling of a proxy 
mode con?guration in accordance With one implementation 
of the invention; 

[0013] FIG. 5B illustrates exemplary operations included 
in one implementation of a method of pre-login detection 
and handling of a direct mode con?guration; 

[0014] FIG. 5C illustrates exemplary operations included 
in a login support method in accordance With one imple 
mentation of the invention; 

[0015] FIG. 6A illustrates exemplary steps after establish 
ing a VPN connection in accordance With one implementa 
tion of, the invention; and 

[0016] FIG. 6B illustrates exemplary steps after closing a 
VPN connection in accordance With one implementation of 
the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0017] The folloWing description of the preferred embodi 
ments is merely exemplary in nature and is in no Way 
intended to limit the invention, its application, or uses. 

[0018] According to one aspect, the invention provides 
systems and methods capable of improving Web broWser 
redirection. As described beloW, enablement and support of 
Web broWser redirection can be improved, for example, in 
situations Wherein a domain name is non-resolvable and/or 
upstream netWork infrastructure is unavailable. Improve 
ments in accordance With principles of the present invention 
make it possible to provide broWser redirection in a more 
user-friendly manner than possible using current redirection 
methods. In various implementations, a fake address may be 
provided to a netWork client in response to a Web access 
request, to enable redirection of the broWser, for example, 
Where the domain name is non-resolvable and/or upstream 
netWork infrastructure is unavailable. 

[0019] In some con?gurations, broWser redirection is 
implemented in connection With transparent handling of Web 
client proxy con?gurations by a netWork gateWay device. A 
plurality of Web broWsers may be provided With access to 
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the network via the network gateway device. The browsers 
can be installed on one or more clients of the network 

gateway device and can have a plurality of different proxy 
settings. Packet redirection and proxy server components 
may be used to enable each unique proxy mode con?gura 
tion to make web requests. 

[0020] Various implementations of the invention are par 
ticularly suitable for mobile networks (e.g., network on a 
mobile platform) in which service to the upstream network 
is sometimes unavailable or intermittently down. An 
example of a mobile network is the CONNEXION BY 
BOEINGSM system where satellite-based or other form of 
wireless connectivity is provided between a terrestrial based 
wide area network (e.g., the Internet) and personal electronic 
devices (PEDs) of users onboard a commercial aircraft. 

[0021] It will be appreciated that the systems and methods 
described herein can be implemented on virtually any form 
of mobile platform such as a ship, train, bus, rotorcraft, or 
any other form of land, sea, or air/space based vehicle that 
needs to provide connectivity with an off-platform network 
or server. Further, it will be appreciated that the systems and 
methods described herein should not be limited to use with 
network gateway devices carried on mobile platforms, as the 
invention can be applied to ?xed or stationary networks and 
gateway devices as well. 

[0022] As used herein, the term “domain name” shall not 
be construed to limit the invention to just the Internet. 
“Domain name” includes and generally refers to a name in 
any name-to-address mapping network service, regardless of 
whether the network comprises the Internet, an intranet, a 
local area network (LAN), a wide area network (WAN), a 
combination thereof, etc. Unless described otherwise, the 
terms “web browser” or “browser” are used to refer to any 
software capable at least of making Internet requests using 
the Internet standard HTTP protocol, including but not 
limited to software which ?ts the traditional de?nition of a 
web browser, such as Microsoft’s InternetExplorer® (“IE”) 
or Netscape®. Examples of other software components that 
can make such requests include: ICQ® (chat software), 
RealAudio® (streaming media software), certain advertising 
components, anti-virus update software, Microsoft Messen 
ger®, to name just a few. 

[0023] Before explaining in detail various preferred 
embodiments of the present invention, an overview will be 
provided that describes a typical gateway device and various 
phases through which a user of an access-controlled network 
including a gateway device may progress, such as pre-login 
login, post-login, in-VPN (Virtual Private Network), and 
logout. This overview is provided as an aid in providing a 
more complete understanding and not for purposes of limi 
tation. 

Gateway Device 

[0024] A gateway device typically serves as an interface 
between two segments of a network. In its simplest form, a 
gateway device may behave like a router, which forwards 
packets from one segment to the other. Some gateways 
provide access controls that limit access from one side of the 
gateway to the other. A gateway typically provides asym 
metrical access controls. One side of a gateway may com 
monly be called the “inside network”, the other side the 
“outside network”. Other descriptive terms include “local 
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network”, which generally corresponds to an “inside net 
work”, and “upstream network”, which generally refers to 
an “outside network”. Yet another descriptive term, “foreign 
network”, may be applied to networks in various environ 
ments (e.g., hotel rooms, coffee shops, book stores, etc.) 
which are made available through a gateway device to 
customers who bring their own laptops or other electronic 
devices. From a user’s viewpoint, local network access 
services controlled by a gateway device may be described as 
a “foreign network” because the network con?guration and 
behavior may be unlike that exhibited by the user’s home 
network. 

[0025] A gateway device may also be deployed in envi 
ronments in which access from the local network to the 
upstream network is controlled. Users may be required to be 
authoriZed ?rst, often after paying a fee, before being able to 
access the upstream network. The gateway device may act as 
a server, hosting a web portal, authoriZation subsystem, 
and/or other software components. Optionally, some of these 
components could be deployed on other computing devices 
either co-located with the gateway device, on the local 
network, or upstream from the gateway device. 

Phases—Pre-Login, Login, Post-Login, in-VPN, Logout 

[0026] While accessing or using an access-controlled net 
work through a gateway device, a user may progress through 
several phases, such as pre-login, login, post-login, in-VPN 
(Virtual Private Network), and logout. During a pre-login 
phase, the user’s client computer usually has restricted 
access. Depending on the service provider and/or con?gu 
ration, some free access may be allowed, and/or there may 
be some web content locally hosted and freely available. To 
gain full access to the upstream network, typically the user 
has to complete an authoriZation process through a login 
web page. 

[0027] During the login phase, several client and server 
operations are typically performed to initiate and complete 
authentication and authoriZation processes. The login phase 
usually involves at least entering a username and password 
and may also involve registration and payment authoriZa 
tion. If the username and password are accepted by an AAA 
(authentication, authoriZation, and accounting) subsystem, 
the login typically is successful. 

[0028] Post-login generally refers to a period in which full 
access has been authoriZed for the user. During a post-login 
phase, a user may choose to establish a virtual private 
network (VPN) session with a corporate or other network 
using a public network such as the Internet. There are many 
different types of VPN software and different methods for 
handling a switch to another network. Any problems that 
VPN users may experience tend to occur at the beginning of 
the in-VPN phase and/or just after exiting the in-VPN phase. 

[0029] In a logout phase, a client and server may perform 
several operations to complete a logout. In some cases, 
however, a user may get logged out automatically by the 
server. To complete a logout, various components on the 
gateway device may be con?gured to disable access to the 
upstream network by the unauthoriZed user’s client com 
puter, while still allowing access by the other authoriZed 
users. 
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Web Browser Redirection—Two Types 

[0030] Web browser redirection generally refers to two 
processes, Hyper-Text Transfer Protocol (HTTP) redirection 
and Internet Protocol (IP) redirection. Accordingly, web 
browser redirection can include HTTP redirection and/or IP 
redirection. A single HTTP request can undergo either or 
both forms of redirection depending on a given application. 
An HTTP redirect involves the use of standard HTTP 
protocol headers and/or directives that cause a client 
browser to load a different URL than the URL originally 
requested by the browser. An IP redirection involves using 
a packet ?lter to manipulate addresses. A common form of 
IP redirection is to change an original destination address to 
another address in such a way that the client is not aware of 
the change. 

[0031] Redirection, however, is not always possible, for 
example, when a browser attempts to load a URL with a 
nonpublic domain name that does not resolve to an IP 
address on the public Internet, or when a browser attempts 
to load an explicit IP address that is not publicly accessible. 
In addition, web browser redirection systems typically save 
a destination URL originally loaded by a browser so that, for 
example, immediately after a login, the browser can be 
redirected to the original URL. A post-login redirect will be 
invalid, however, if the original URL is not publicly reach 
able. Further, the domain name may be public and resolvable 
to an IP address, but upstream network infrastructure may be 
unavailable. In such case, redirection will not function as 
intended where it depends on the upstream network infra 
structure being in an “always-up” condition. Accordingly, 
various implementations,of the present invention advanta 
geously enable and support web browser redirection when 
the domain name is non-resolvable and/or network infra 
structure upstream of the gateway device is unavailable, as 
described below. Such implementations of browser redirec 
tion can be especially useful in relation to detection and 
handling of proxy con?gurations for browsers using a net 
work gateway device to access an upstream network, also as 
described below. 

Overview of System and Method 

[0032] Referring now to FIG. 1, an exemplary computer 
system 10 is depicted in block diagram form in accordance 
with the principles of this invention. As shown, the system 
10 includes a plurality of clients or computers 14 that access 
a computer network in order to gain access to one or more 
networks and online services 18. Client 14 can be any 
computing device capable of making access requests to 
network devices (e.g., servers, etc.), such as Hyper-Text 
Transfer Protocol (HTTP) requests, Domain Name Service 
(DNS) queries, web requests, IP requests, etc. Exemplary 
clients can include various desktop computers, laptop com 
puters, personal digital assistants (PDAs), personal elec 
tronic devices (PEDs), other suitable computing devices, 
from a wide variety of manufacturers each potentially hav 
ing different proxy con?gurations, each running different 
browsers, as well as different versions of similar browsers. 

[0033] Each client 14 may include one or more web 
browsers 22. Abrowser 22 may serve as a user interface to 

the gateway device 30. Each client 14 may also include 
Mapped Network Drives (MND) 26. Generally, the MND 
feature allows a user to map a network directory or ?le 

system to a drive letter (e.g., G:, H:, etc.) and then have that 
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mapping re-established when the computer restarts. MND is 
a feature available on Microsoft’s Windows® operating 
systems, although not every client computer will make use 
of it. MND features may be accessible when a client is 
connected to a corporate network, whether physically, wire 
lessly, or virtually through a virtual private network (VPN) 
connection. 

[0034] By way of background, MND client requests have 
been observed on Windows® platforms when Microsoft’s 
InternetExplorer® browser is in use. A MND con?guration 
on a client, if any, is normally separate from a browser on the 
client and is part of the operating system con?guration. On 
Windows®, MND features may be con?gured using a 
standard ?le browser, e.g., Explorer. As MND features are 
typically not part of a default con?guration, a user normally 
has to decide to con?gure the user’s client with MND. 
Recent versions of Windows® provide users the choice of 
con?guring network-drive-shortcuts and/or mapped net 
work drives. 

[0035] Mapped network drives automount process 
(MNDAP) refers to a sequence of client requests (and/or 
server replies if there is a compatible ?le server or spoo?ng 
software as described below) that occur when a MND client 
is trying to mount network drives. While MNDAP is usually 
a multi-step process, MNDAP primarily involves using 
SMB/TCP (Server Management Block over Transmission 
Control Protocol) requests from client to server. SMB is a 
name of a ?le server protocol that Microsoft® uses for 
network ?le sharing. 

[0036] MNDAP can be triggered by non-web-browser 
activities, as MND may be required to satisfy a ?le or 
directory request by any application. For example, a user 
may have a Windows desktop shortcut to a network ?le or 
drive, and double-clicking on that shortcut will result in the 
MNDAP being started perhaps just for the MND identi?ed 
in that shortcut. 

[0037] MND client requests for con?gured MND may 
begin when a new InternetExplorer® process ?rst makes 
some type of web request (if a browser is already running 
when a network connection is established, the MNDAP does 
not begin again). So if InternetExplorer® is set to start up 
with a blank page, MND client requests are not seen until the 
browser is ?rst asked to load a URL. InternetExplorer® need 
not have any proxy settings enabled. Even with all proxy 
settings in InternetExplorer® disabled, MNDAP has been 
observed. MND client-server exchanges usually occur 
before any browser HTTP redirects occur. 

[0038] With further reference to FIG. 1, the system 10 
also includes a network gateway device 30. The gateway 
device 30 provides an interface between the clients 14 and 
the upstream network. Merely for convenience, the term 
“upstream network” generally refers to and includes the 
network infrastructure upstream from the gateway device 
30. The upstream network could just as easily be a server. 
While the upstream network in FIG. 1 includes various 
components that reach the public Internet, this is not 
required as implementations of the invention are also appli 
cable to any number of (i.e., one or more) suitable online 
services and networks (e.g., a local area network (LAN), a 
wide area network (WAN), an Intranet, the Internet, a 
combination thereof, etc.). Further, any number (i.e., one or 
more) of network destinations and devices may be opera 
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tively associated With or linked to the system 10 via any 
suitable means (e. g., modem, T-l, T-3, digital subscriber line 
(DSL), infrared, satellite, cable, etc.), including through yet 
other devices (e.g., routers, hubs, etc.), through yet other 
netWorks (e.g., LAN, WAN, Intranet, the Internet, etc.), etc. 
[0039] While the gateWay device 30 can be physically 
embodied in many different fashions, the gateWay device 30 
typically includes a controller and a memory device in 
Which softWare is stored that de?nes the operational char 
acteristics of the gateWay device 30. Alternatively, the 
gateWay device 30 can be embedded Within another netWork 
device, such as an access controller or a router. 

[0040] As shoWn in FIG. 1, the gateWay device 30 
includes various resources (e.g., softWare resources, data 
resources, hardWare resources, etc.) that can be accessed by 
the gateWay device 30 to carry out various operations. Such 
operations can include redirecting Web broWser requests 
and/or performing proxy mode handling as described beloW. 
The gateWay device resources can include Packet Filter 34, 
Nameserver238, Web Request Handler (WRH) 42 and WRH 
44, Con?guration Files 46, Cache 50, Access Control List 
54, Mapped Network Drives Handler 58, Authentication, 
AuthoriZation, and Accounting component 60, one 
or more Web Portals 62, Nameserver164, Con?guration 
Files 66, and Cache 68. Web Portal 62 can include local 
content and/or login pages. It should be noted that the 
foregoing named resources are exemplary only. Various 
functions described herein With reference to particular 
resources of the gateWay device 30 could be performed by 
or With other or additional resources. 

[0041] In some implementations, Nameserver238 includes 
custom-designed DNS server softWare residing on the gate 
Way device 30. Packet Filter 34 includes softWare also 
residing on the gateWay device 30 that includes rules such 
that query packets may be retargeted to the softWare com 
ponents of Nameserver238. Web Request Handler 42 
includes one or more softWare components to intercept 
destination address access requests from broWsers and then 
determine hoW to handle and redirect the intercepted access 
requests. Access Control List 54 can include a list of domain 
name matching patterns that can be freely accessed in a 
pre-login phase, as further described beloW, Without being 
redirected. 

[0042] Packet ?ltering rules may be installed in Packet 
Filter 34 that provide for packet-level redirection. Logging 
of packet attributes also may be performed for particular 
request packets that match patterns of interest. In one 
implementation, a Well-knoWn, open source softWare pro 
gram knoWn as “Squid” is incorporated into WRH 42 and 
modi?ed to provide some of the capabilities of WRH 42. 
The modi?ed Squid softWare operates to intercept Web 
requests and has an application program interface (API) that 
incorporates a redirect child process, called “urlredirector”. 
Urlredirector, also a component Within WRH 42, can deter 
mine Whether a request is in direct mode or in proxy mode. 
Urlredirector also participates in performing access control 
by using ACL 54 to determine Whether to alloW a URL to be 
retrieved by a broWser or to redirect the broWser instead. 
Urlredirector recogniZes When a proxy mode request is 
being handled and invokes softWare to support proxy mode 
handling. WRH 42 parses and extracts Packet Filter 34 log 
information to determine What original IP address and port 
number a client request Was using. 
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[0043] While each resource 34 through 68 is shoWn in 
FIG. 1 as residing on the gateWay device 30, this is not 
required. In other con?gurations, one or more of the 
resources may be external to the gateWay device 30. For 
example, one or more of the resources can be embodied in 
computer readable program code stored in computer read 
able storage media external to the gateWay device 30. 

[0044] The computer system 10 can also include one or 
more Web Portals 70 co-located With the gateWay device 30. 
Web Portal(s) 70 can be hosted on one or more servers or 

other netWork devices in communication With the gateWay 
device 30. 

[0045] The computer system 10 also may include one or 
more routers, sWitches, servers, bridges, etc., hierarchically 
con?gured to direct traf?c to and from the various netWorks 
or netWork services 18. In this regard, the gateWay device 30 
typically establishes a link With one or more routers. The 

routers, in turn, can establish links With servers of other 
netWorks or online service providers. It Will be appreciated 
that tWo or more of the netWork devices may be combined. 
For example, a router may be located Within the gateWay 
device 30. 

[0046] Referring noW to FIGS. 2 and 3, a description Will 
noW be provided of various embodiments and implementa 
tions of systems and methods capable of improving Web 
broWser redirection. 

[0047] FIGS. 2A through 2C illustrate various operations 
of an exemplary process 100 for redirecting a HTTP request 
by a direct mode Web broWser to load an original destination 
address, such as a URL or Web address. In some implemen 
tations, and With reference to proxy discovery as further 
described beloW, these operations can occur during a pre 
login phase. A logged-in user may be granted Wide-open 
access to the upstream netWork such that access requests 
from the logged-in user are not redirected. Alternatively, 
hoWever, redirection operations can also occur for post-login 
users. For example, a link-test described beloW could be 
performed before forWarding an access request upstream, 
and a redirect to an error page could be performed if the link 
is doWn. In yet other implementations, redirection can occur 
Whether a user is authoriZed or not and at various other times 
and phases. 

[0048] It is assumed in process 100 that Web broWser 
proxy-related con?guration(s) (Whether automatically, 
manually, or a combination thereof) has already been com 
pleted. By Way of example, Web broWser proxy-related 
con?guration can be accomplished by various systems and 
methods of the present invention described further beloW. 

[0049] It is noted that process 100 can be used for Web 
broWsers that are in direct mode. Access requests by Web 
broWsers in proxy mode can be processed in accordance 
With process 200 described beloW and shoWn in FIGS. 3A 
through 3B. By Way of background, there are tWo Ways in 
Which a Web broWser can make Web requests to access a Web 
server 1) direct mode; and 2) by proxy mode. With direct 
mode access, the Web broWser makes Web requests directly 
to servers. In proxy mode, the Web broWser makes Web 
requests through a proxy server, Which performs the request 
on behalf of the broWser, but only if permitted by access 
control rules implemented by the proxy server. 

[0050] It is understood that While various implementations 
are described herein in conjunction With the public Internet, 
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implementations of the invention are also applicable to other 
networks besides the Internet such as a local area netWork 

(LAN), an Intranet, etc. 

[0051] It is further understood that the various operations 
shoWn in FIGS. 2 and 3 can be implemented With computer 
readable program code on a Wide range of computer systems 
and networks. Such computer readable program code need 
not be combined in a single package but may instead be 
embodied in separate components. In addition, the computer 
readable program code may be a stand-alone application, 
softWare package, or may be a plug-in module for an 
eXisting application and/or operating system. Alternatively, 
the computer readable program code may be integrated into 
an application or operating system. In yet another imple 
mentation, the computer readable program code may reside 
at one or more netWork devices (not shoWn), such as an 
administrator terminal, a server, etc. 

[0052] As shoWn in FIG. 2A, operation 104 includes a 
direct mode Web broWser 22 attempting to make an HTTP 
request to load an original destination address, such as a 
URL or Web address. 

[0053] Operation 108 includes determining Whether the 
domain name in the HTTP request by the client 14 has been 
previously resolved to an IP address by the broWser 22. If so, 
process 100 proceeds to operation 136 (FIG. 2B). Other 
Wise, the HTTP request is handled in tWo separate phases, 
the ?rst beginning at operation 112, and the second begin 
ning at operation 136. 

[0054] With further reference to FIG. 2A, operation 112 
includes the client 14 performing a Domain Name Service 
(DNS) query to determine the IP address of the destination 
server. DNS is a standard IP protocol and service that can be 
used to translate domain names (e.g., WWW.yahoo.com, etc.) 
to IP addresses (e.g. 200.35 53.2, etc.). Because DNS servers 
can be chained or linked together, resolving a single DNS 
query may require the cooperation of one or more different 
DNS servers. The destination server can be any of a Wide 
range of computing devices capable of servicing standard 
access requests from client computers, such as HTTP 
requests, DNS queries, Web requests, IP requests, etc. 

[0055] At operation 116, the gateWay device 30 receives 
the DNS query from the client 14. 

[0056] At operation 120, the gateWay device 30 uses 
Packet Filter 34 to retarget the query packet to 
Nameserver238. 

[0057] Operation 122 includes Nameserver238 trying to 
resolve the DNS query, for example, by accessing Con?gu 
ration Files 46 and/or Cache 50. If the DNS query has 
previously been handled and thus the ansWer stored in Cache 
50, Nameserver238 Will ?nd the ansWer to the DNS query 
Within Cache 50. If the previous cached ansWer has timed 
out, Nameserver238 Will try to resolve the query again. 

[0058] With reference noW to FIGS. 1 and 2A, 
Nameserver238 can also include features that are active 
during a pre-login phase to reduce redirect delays and block 
requests that are knoWn to be invalid. These features, further 
described beloW, can be implemented With con?guration 
rules that prevent certain DNS queries from being ansWered. 
Nameserver238 can support con?guration ?les that include 
pattern matching rules and internal code for situations that 
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cannot be easily described in a simple pattern-matching rule. 
These con?guration ?les can be loaded into the run-time 
memory of Nameserver238 each time Nameserver238 is 
enabled to compare each DNS query against the list of rules. 
This feature can be especially bene?cial Where netWork 
bandWidth is limited and/or very costly, as it prevents the 
upstream netWork from being used for DNS queries knoWn 
to be invalid. If a special rule is in effect, Nameserver238 
may respond to the DNS query at operation 123 in such a 
Way, for example, that a broWser stops processing the DNS 
query, Which also results in the broWser not performing the 
Web request. This can have the bene?cial result of reducing 
frequency and number of broWser redirects that must be 
processed by the Web Request Handler 42, Authentication, 
AuthoriZation, Accounting 60, and/or Web Portal 62. 

[0059] If Nameserver238 cannot resolve the query on its 
oWn at operation 122, Nameserver238 forWards the DNS 
query at operation 124 to the neXt DNS server. The neXt 
DNS server can reside on the same boX as the gateWay 
device 30, such as Nameserver164. And the neXt DNS server 
after that can be upstream of the gateWay device 30. Alter 
natively, other con?gurations are possible for the neXt DNS 
servers. 

[0060] Eventually, a response to the DNS query Will be 
obtained, or a link-doWn condition Will be recogniZed, or a 
timeout Will occur. Timeouts can happen When the link is 
unreliable or relatively very sloW. 

[0061] When the response contains a DNS AnsWer With a 
valid IP address for the destination server, Nameserver238 
forWards that response to the client 14 at operation 126 
(FIG. 2B), and process 100 proceeds to operation 136. A 
valid IP address is a legal IP address that represents the 
address of an actual Web server. A legal IP address is a 
Well-formed IP address that IP capable softWare (such as 
Web broWsers, etc.) Will treat as being acceptable for normal 
IP protocols. When there is no response (e.g., because the 
link is doWn or a timeout occurs, etc.), but there is a 
previously cached timed-out DNS AnsWer, Nameserver238 
Will reuse the cached DNS AnsWer, rather than provide a 
fake IP address as described beloW. 

[0062] When there is no response (e.g., because the link is 
doWn or a timeout occurs, etc.) or the response does not 
contain a valid IP address for the destination server, opera 
tion 128 includes Nameserver238 providing a fake IP 
address. As used herein, the term “fake IP address” refers to 
and includes a legal IP address that does not represent an 
actual Web server. At operation 132, the spoofed DNS 
response including the fake IP address is returned to the 
client 14. 

[0063] Without being provided a fake IP address, broWser 
redirection Would stop because the broWser is not able to 
continue processing the Web request Without a legal IP 
address. Because Nameserver238 can return a fake IP 
address even during link-doWn situations When upstream 
netWork infrastructure is unavailable, implementations of 
the invention advantageously support the ability to perform 
a redirect Without the upstream netWork being in an “up” 
status. In contrast, eXisting Web broWser redirection systems 
require the upstream netWork to be “up” and available 
because in a normal IP netWork the DNS query chain cannot 
be satis?ed if the upstream netWork is not up. For these other 
systems, the customer’s broWser Will “hang” When the DNS 
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query is being performed, and eventually the browser will 
time-out and display an error message indicating a DNS 
failure. 

[0064] This ability to perform a redirect even when the 
network is down has broad applicability. Although a typical 
ground-based or terrestrial network con?guration would 
usually be expected to have the network always up and 
available, the ability to perform a redirect when the upstream 
network is unavailable, instead of allowing the customer’s 
browser to “hang”, means that a user-friendly error page can 
be displayed indicating network problems. This enables 
displaying of locally managed web pages, which could 
support e-commerce, advertising, or other common web 
activities. 

[0065] Furthermore, the ability to function with the net 
work down has signi?cant bene?ts for a mobile network in 
which the network being down is a normal situation. There 
may be regularly scheduled periods in which the upstream 
network may not be accessible. For example, in a mobile 
airborne, satellite-based network, there may be restrictions 
on satellite antenna operations at certain altitudes, or when 
in close proximity to populated areas. Mobile networks can 
also present challenges for installation and check-out activi 
ties. For example, when testing and checking out a system 
in a con?guration in which the upstream network is down, 
having a redirect implementation which will still function is 
yet another important bene?t realiZable with implementa 
tions of this invention. 

[0066] For some browser types and client operating sys 
tems and con?gurations that employ mapped network drives 
(MND) 26 (FIG. 1), providing fake IP addresses might 
cause delays (e.g., 50-75 seconds) when a web browser is 
?rst used to perform web requests. These delays have been 
observed to be independent of whether proxy settings are 
enabled or not. Ideally, a redirect implementation should 
result in little, if any, delay in responding to the browser’s 
web request and performing the redirect. If not accommo 
dated, redirect delays occurring when MND activity is 
present can be long enough that some users may become 
confused about what is happening, perhaps believing it to be 
an indication of a network problem. 

[0067] To eliminate, or at least reduce, these delays, an 
aspect of this invention includes implementation of Mapped 
Network Drives Handler 58. In some implementations, 
Mapped Network Drives Handler 58 includes one or more 
software components designed to transparently spoof the 
network protocols and services used and expected by the 
MND client software. Mapped Network Drives Handler 58 
can signi?cantly reduce browser startup delay (e.g., to 3-5 
second delays) and thus improve the speed at which an 
initial redirect occurs. 

[0068] An exemplary operation of Mapped Network 
Drives Handler 58 will now be provided. After being pro 
vided with a fake IP address for a non-resolvable domain 
name, MND software running on a client can erroneously 
determine that the network ?le servers are available, and 
then attempt to mount network drives. First, a client can send 
two ICMP (Internet Control Message Protocol) echo 
requests to determine whether a ?le server is available. 
Packet Filter 34 is con?gured with a rule that causes ICMP 
reject messages to be returned for ICMP echo requests that 
use fake IP addresses. These reject messages shorten the 
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time the client would otherwise wait for a reply to the ICMP 
requests. Next, whether or not the ICMP requests are replied 
to, the MND client software then attempts to establish a 
SMB (Server Management Block) protocol connection to 
the ?le server at TCP (Transmission Control Protocol) port 
445, and sometimes also at port 139. 

[0069] By using Packet Filter 34 rules, SMB requests are 
intercepted and redirected to Mapped Network Drives Han 
dler 58. Mapped Network Drives Handler 58 spoofs the 
SMB client request by responding as though it were a valid 
SMB server, and returning responses to the client indicating 
that the requested server is not available. The MND client 
software may repeat this sequence several times for each 
mapped network drive before ultimately giving up. 

[0070] For a situation in which a fake IP address is 
supplied for a non-public domain name within an original 
destination address, a user-friendly error page can be dis 
played upon login as described below. But it is common for 
multiple web requests and multiple redirects to occur during 
a pre-login phase before the user logs in. Typically, only the 
original destination address of the last redirect will be used 
when a post-login redirect is performed. But each and every 
different URL that is attempted in the pre-login phase can 
result in a fake IP address being provided. 

[0071] As further described below, when a fake IP address 
is supplied for a public domain name because of network 
timeouts and/or link-down conditions during the pre-login 
phase, Web Request Handler 44 may be employed during 
post-login. Web Request Handler 44 may include Packet 
Filter 34 rules and a web proxy server, both of which may 
be con?gured for use by post-login users. Packet ?lter 34 
rules may cause an HTTP request to a fake IP address to be 
transparently proxied to the post-login web proxy server of 
Web Request Handler 44. Such handling of fake IP 
addresses in a post-login phase may enable web browsers 
using fake IP addresses to reach the web server associated 
with the domain name for which the fake IP address was 
provided. Most web browser implementations are con?g 
ured to cache IP addresses in their run-time program 
memory and do not honor DNS TTL (time-to-live) param 
eters. TTL expiration would ordinarily cause a network 
application to reissue the domain name lookup. If browsers 
were to honor TTL parameters, then the fake IP address 
addresses could use a very short TTL and depend on a 
browser to replace the fake IP address with a valid IP address 
at a later time when the network is up. By ensuring that 
operations occurring during a pre-login phase do not cause 
problems for the browser or its user in the post-login phase, 
aspects of this invention are able to provide even more 
high-quality and robust browser redirect implementations. 

[0072] With further reference to FIG. 2B, now that the 
client 14 has obtained a legal IP address for the destination 
server (whether initially or through operations 112 through 
132), operation 136 includes the client 14 initiating the web 
request to the legal IP address. 

[0073] If the destination IP address of the web request is 
the gateway device 30 or other network device on the local 
network, the web request will not be redirected. Instead, if 
the destination IP is the gateway device 30, Packet Filter 34 
will accept the web request and then forward the web request 
to the gateway device service that was requested. If the 
destination IP is another server on the local network that is 
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co-located with the gateway device 30, the local network 
con?guration will forward the web request to the local 
server, and in at least some cases, without even being seen 
by the gateway device 30. 

[0074] But if the destination IP address of the web request 
is not the gateway device 30 or other local network device, 
operation 140 includes the web request being forwarded to 
and received by the gateway device 30. On the gateway 
device 30, Packet Filter 34 can intercept the request at 
operation 144 and then forward the request to Web Request 
Handler 42 at operation 148. 

[0075] Operation 152 includes Web Request Handler 42 
detecting, determining, and parsing the original URL into its 
subcomponents. For eXample, a URL such as “http://www 
.yahoo.com/indeX.html” includes a protocol name “http” 
(hypertext transfer protocol), a server name “www.yahoo 
.com”, and a path string “indeX.html”. 

[0076] Operation 156 includes saving the original URL in 
an “orig_url” variable. Operation 160 includes saving the 
server name in a “server_name” variable. 

[0077] At operation 164, a determination is made as to 
whether the server name matches an entry in Access Control 
List 54 (FIG. 1). If so, no redirect is performed and 
depending on the type (e.g., port number used, etc.) of the 
web request, the request may be immediately forwarded to 
the upstream network, or the link status may be checked ?rst 
before causing the request to be forwarded to the upstream 
network. 

[0078] At operation 168, Web Request Handler 42 deter 
mines whether the link status is up or down. Link status 
generally refers to the status of the communication link(s) 
from the gateway device 30 to the upstream network or 
network devices upstream of the gateway device 30. In 
eXisting systems, a gateway device expects the link to be 
always up or most always up, such as in a terrestrial network 
environment. But for a gateway device in a mobile network, 
the link may not always be up as there may be times when 
the link is up but drops out for short periods. Link status can 
refer to the satellite or other communication link status and 
the hardware and software components required to establish 
a good link to the upstream network, as all other links in the 
network can generally be assumed to be highly reliable. 

[0079] Link status can be determined by periodically 
performing a DNS query using a well-established domain 
name directly to a known DNS server in the upstream 
network. If this DNS query can be satis?ed, the link is 
considered up. But if the DNS query cannot be satis?ed, the 
link is considered down. In some implementations, Web 
Request Handler 42 is designed so that the link status check 
is not performed every time an access request is made by a 
browser, but instead is performed periodically at con?g 
urable time periods or intervals. 

[0080] If Web Request Handler 42 determines at operation 
168 that the link is up, process 100 proceeds to operation 176 
(FIG. 2C). But if Web Request Handler 42 determines that 
the link is not up, operation 172 includes setting parameters 
dname_ok=unknown to indicate that it is unknown whether 
the domain name is resolvable, and setting server_ok= 
unknown to indicate that it is unknown whether the desti 
nation server is reachable. 
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[0081] At operation 176, Web Request Handler 42 per 
forms a DNS query on the server name, for eXample, by 
accessing Nameserver238 in operation 178. Nameserver238 
accesses Con?guration Files 46 and/or Cache 50. If the DNS 
query has previously been handled and thus the answer 
stored in Cache 50, Nameserver238 ?nds the answer to the 
DNS query within Cache 50 assuming the previously stored 
answer has not timed-out. If the answer has timed-out, 
Nameserver238 forwards the query to the neXt DNS server 
to obtain an up-to-date answer before responding to the 
query from Web Request Handler 42. It should be noted that 
Nameserver238 is designed to behave differently depending 
on the conteXt, and/or on the operating mode of a client 
making the DNS query. Whereas in operation 128 
Nameserver 38 provides a fake IP address to a DNS query 
from a browser for a non-resolvable domain name, in 
operation 178 Nameserver238 does not provide a fake IP 
address for non-resolvable domain names, but instead 
returns a standard DNS reply indicating the domain name is 
not resolvable. 

[0082] If this DNS query results in obtaining a valid IP 
address, operation 180 includes setting dname_ok=true to 
indicate that the domain name is resolvable. Otherwise, 
operation 184 includes setting dname_ok=false to indicate 
that the domain name is not resolvable, and setting serv 
er_ok=false to indicate that the destination server is not 
reachable. 

[0083] In some implementations, the DNS query for the 
server name (operation 176) and the test for link status 
(operation 168) are preferably not performed simulta 
neously. The DNS query for the server name preferably does 
not go directly to the upstream DNS server, but instead is 
?rst processed by the gateway device’s Nameserver238 
DNS software. This allows the gateway device 30 to try and 
to resolve the DNS query for the server name. In addition, 
Web Request Handler 42 and other components may bene?t 
from the caching behavior of Nameserver238 DNS software 
on the gateway device 30. Further, the link test software or 
program code can contact the upstream DNS server directly, 
and the link test is preferably only performed periodically. 

[0084] Operation 188 includes Web Request Handler 42 
performing a server reachability test on the destination IP 
address. If the server is reachable, operation 189 includes 
setting server_ok=true to indicate that the server is reach 
able. But if the server is not reachable, operation 190 
includes setting server_ok=false to indicate that the server is 
not reachable. 

[0085] At operation 192, Web Request Handler 42 per 
forms the redirect to the con?gured redirect URL, and adds 
parameter names and values. For eXample, a redirect of the 
web request for www.yahoo.com can result in a modi?ed 
URL that contains parameters that look like: 

orig_url=http://www.yahoo.com&dname_ok= 
true&server_ok=true 

[0086] Parameters dname_ok and server_ok and their val 
ues can be used in various ways. For eXample, parameters 
dname_ok and server_ok can optionally be communicated at 
operation 194 to Authentication, AuthoriZation, Accounting 
component 60, to Web Portal 62, and/or to a user. The 
server(s) handling the modi?ed redirect URL can optionally 
use parameters dname_ok and server_ok to avoid the normal 
post-login redirect to the original URL when parameter 




















