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(57) ABSTRACT 

Systems, methods and media for database synchronization 
on a network are disclosed. More particularly, hardware 
and/or software for database synchronization on a network 
protected with ?rewalls are disclosed. Embodiments include 
an e-mail listener for receiving e-mails from a plurality of 
computer systems and modifying a central database based 
on the received e-mails. In one embodiment, the computers 
systems and central database are protected by a ?rewall. 
Other embodiments provide for a transaction log that 
includes information about received e-mails. In these 
embodiments, the transaction log may optionally be used to 
synchronize other databases, including local databases 
located at the computer systems. 
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SYSTEMS, METHODS, AND MEDIA FOR 
DATABASE SYNCHRONIZATION ON A 

NETWORK 

FIELD OF INVENTION 

[0001] The present invention is in the ?eld of computer 
systems. More particularly, the present invention relates to 
systems, methods and media for synchronizing a database 
based on input from a plurality of computer systems Where 
the database and/or the computer systems may be located 
behind a ?reWall. 

BACKGROUND 

[0002] Personal computer systems are Well knoWn in the 
art. They have attained Widespread use for providing com 
puter poWer to many segments of today’s modern society. 
Personal computers (PCs) may be de?ned as a desktop, ?oor 
standing, or portable microcomputer that includes a system 
unit having a central processing unit (CPU) and associated 
volatile and non-volatile memory, including random access 
memory (RAM) and basic input/output system read only 
memory (BIOS ROM), a system monitor, a keyboard, one or 
more ?exible diskette drives, a CD-ROM drive, a ?xed disk 
storage drive (also knoWn as a “hard drive”), a pointing 
device such as a mouse, and an optional netWork interface 
adapter. One of the distinguishing characteristics of these 
systems is the use of a motherboard or system planar to 
electrically connect these components together. Examples of 
such personal computer systems are IBM’s PC 300 series, 
Aptiva series, and Intellistation series. 

[0003] The Widespread use of PCs to various segments of 
society has resulted in a reliance on the PCs for Work, e.g., 
telecommuting, neWs, stock market information and trading, 
banking, shopping, shipping, communication in the form of 
hypertext transfer protocol (http) and email, as Well as other 
services. Many of these functions take advantage of the 
Internet. With PCs being increasingly connected into net 
Works to alloW transfers of data among computers to occur, 
more operations such as maintenance, updating of applica 
tions, Workplace collaboration, and data collection are 
occurring over the netWork. 

[0004] While many businesses alloW their employees to 
access the Internet from company computers because of the 
immense bene?ts in communication, productivity, knoWl 
edge, etc. that may be achieved, such value comes at a cost. 
Proper functioning of a company’s computer system and 
protection of the company’s proprietary information require 
that a prudent company provide netWork security to deter 
hackers, minimiZe damage from computer viruses, and to 
keep company information proprietary. NetWork security 
typically includes a hardWare and/or softWare ?reWall to 
protect the company’s computer systems from attackers or 
other unWanted intruders from the outside. A ?reWall can 
also serve to prevent users of the computer system (i.e., 
employees) from accessing particular Websites, from trans 
mitting certain types or siZes of ?les, etc. Most companies do 
opt to limit their employees’ access to outside netWorks, 
such as access to other companies’ netWorks, because of the 
netWork security risks, despite the value that the employees 
could gain from having such access. Most of these compa 
nies do, hoWever, alloW e-mail to and from outside sources 
(and through the ?reWall) as it has great value and the risks 
associated With it are more easily managed. 
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[0005] The proliferation of PCs and other computer sys 
tems in the business World—as Well as the advent of 
netWorks such as Local Area NetWorks (LANs) and corpo 
rate intranets—has resulted in the creation and utiliZation of 
computer softWare-based tools Which facilitate dissemina 
tion of information and collaboration betWeen employees. 
One common use of the computer softWare-based tools is 
facilitating business process improvement. These business 
processes can often be represented as a Work?oW charac 
teriZed by a Well-de?ned succession of states. A relational 
database is often used to represent and store this transac 
tional data in such a system. The current trend in Work?oW 
softWare centers around a relational database engine With 
access provided by a Web broWser-enabled interface on a 
corporate intranet. Such tools do not presently have the 
capability for How and synchroniZation betWeen discrete 
corporate organiZations, at least partially based on netWork 
security concerns. 

[0006] As companies increasingly enter into joint ven 
tures, subcontractor, joint development, standards setting, or 
other collaborative arrangements, the need has arisen to 
facilitate dissemination of information betWeen the employ 
ees of different companies, similar to the company-internal 
dissemination and collaboration that has been occurring for 
years, such as by the intranet-based relational database 
engines. Corporate ?reWalls installed to improve netWork 
security, hoWever, prevent easy sharing of computer systems 
and information When the employees are from multiple 
companies. This problem is exacerbated With relational 
databases, since access to a central database by employees 
of multiple companies is often impossible or undesirable and 
the organiZational bene?ts of a relational database cannot be 
achieved, as the relational database is usually located behind 
one of the corporate ?reWalls. 

[0007] There is, therefore, a need for an effective, safe and 
ef?cient system to facilitate synchroniZation of information 
among the personnel on different computer systems, such as 
those maintained by individual companies. There is an even 
greater need for such a system When the different computer 
systems are protected by ?reWalls or other netWork security. 

SUMMARY OF THE INVENTION 

[0008] The problems identi?ed above are in large part 
addressed by systems, methods and media for synchroniZing 
a database on a netWork. One embodiment provides a system 
that includes a plurality of computer systems in communi 
cation With a netWork. The computer systems may be 
protected With a ?reWall. The system may also provide a 
database and an e-mail listener in communication With the 
netWork. The e-mail listener may receive e-mails transmit 
ted from the computer systems via the netWork, and may 
then update the database based on the received e-mail. 

[0009] Another embodiment provides a method for syn 
chroniZing a database on a netWork. The method generally 
includes modifying a recording in a database, creating a 
transactional e-mail including an indication of the modi?ed 
record, and transmitting the transaction e-mail. The method 
also generally includes receiving the transaction e-mail, 
analyZing the transaction e-mail, and modifying a database 
based on the analysis of the transaction e-mail. 

[0010] Another embodiment provides a method for syn 
chroniZing a database on a netWork. The method generally 
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includes receiving a transaction e-mail via the network, 
Where the transaction e-mail includes information relating to 
an update to the database. The method further may include 
analyzing the transaction e-mail to determine the update to 
the database and modifying the database accordingly. The 
method may also include updating a transaction log based on 
the analysis of the transaction e-mail. In one embodiment, 
the method further includes transmitting the updated trans 
action log. 

[0011] Another embodiment provides a machine-acces 
sible medium containing instructions effective, When 
executing in a data processing system, to cause the system 
to perform a series of operations for synchroniZing a data 
base on a netWork. The series of operations generally 
includes receiving a transaction e-mail via the netWork, 
Where the transaction e-mail includes information relating to 
an update to the database. The series of operations may 
further include analyZing the transaction e-mail to determine 
the update to the database and modifying the database 
accordingly, as Well as updating a transaction log based on 
the analysis of the transaction e-mail. 

[0012] A further embodiment provides an apparatus for 
synchroniZing a database on a netWork. The e-mail listener 
system may include a receiving module adapted to receive 
a transaction e-mail from one of a plurality of computer 
systems via a netWork. The e-mail listener may further 
include an analysis module adapted to analyZe the received 
transaction e-mail to determine an update to the database, as 
Well as an update module to update the database based on the 
results of the analysis of the received transaction e-mail. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Other objects and advantages of the invention Will 
become apparent upon reading the folloWing detailed 
description and upon reference to the accompanying draW 
ings in Which, like references may indicate similar elements: 

[0014] FIG. 1 depicts an environment for a system for 
synchroniZing a database on a netWork according to one 

embodiment; 
[0015] FIG. 2 depicts an eXploded perspective vieW of 
certain elements of a processing device such as a personal 
computer, including a chassis, a cover, and a planar board; 

[0016] FIG. 3 depicts a block diagram of certain compo 
nents of the processing device of FIG. 2; 

[0017] FIG. 4 depicts an environment for a system for 
synchroniZing a database on a netWork according to an 

alternative embodiment; 

[0018] FIG. 5 depicts an eXample of a How chart for 
receiving transaction e-mails and modifying a database 
according to one embodiment; 

[0019] FIG. 6 depicts an eXample of a How chart for a user 
on a computer system to create or modify an item in a 

database according to one embodiment; and 

[0020] FIG. 7 depicts an eXample of a How chart for 
creating a duplicate database according to one embodiment. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0021] The folloWing is a detailed description of eXample 
embodiments of the invention depicted in the accompanying 
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draWings. The eXample embodiments are in such detail as to 
clearly communicate the invention. HoWever, the amount of 
detail offered is not intended to limit the anticipated varia 
tions of embodiments; but, on the contrary, the intention is 
to cover all modi?cations, equivalents, and alternatives 
falling Within the spirit and scope of the present invention as 
de?ned by the appended claims. The detailed descriptions 
beloW are designed to make such embodiments obvious to a 
person of ordinary skill in the art. 

[0022] Generally speaking, systems, methods and media 
for database synchroniZation on a netWork are disclosed. 
More particularly, hardWare and/or softWare components for 
database synchroniZation on a netWork protected With ?re 
Walls are disclosed. Embodiments include an e-mail listener 
for receiving e-mails from a plurality of computer systems 
and modifying a database based on the received e-mails. In 
one embodiment, the computers systems and database are 
protected by a ?reWall. Other embodiments provide for 
updating a transaction log that includes information about 
received e-mails. In these embodiments, the transaction log 
may be used to synchroniZe other databases. 

[0023] In several embodiments, one or more computer 
systems may include a local database that is related to the 
central database. Users may input changes to a local data 
base and a transaction e-mail including information about 
those changes may be transmitted to the e-mail listener. The 
e-mail listener receives transaction e-mails from the various 
computer systems and updates the central database. A trans 
action log may be created based on the updates, and this 
transaction log may be used to create a backup database, 
saved as a form of backup, or it may be transmitted to the 
computer systems. The computer systems may then alloW 
updates of the local database based on the received trans 
action log, alloWing for synchroniZation of the local data 
bases With the central database. Because e-mail is used to 
transmit information betWeen the e-mail listener and the 
computer systems, problems With netWork security are 
advantageously avoided. 

[0024] While speci?c embodiments Will be described 
beloW With reference to particular con?gurations of hard 
Ware and/or softWare, those of skill in the art Will realiZe that 
embodiments of the present invention may advantageously 
be implemented With other substantially equivalent hard 
Ware and/or softWare systems. 

[0025] Turning noW to the draWings, FIG. 1 depicts an 
environment for a system 100 for synchroniZing a database 
on a netWork according to one embodiment. In the depicted 
embodiment, system 100 includes a plurality of computer 
systems 106 in communication With a netWork 102. Each 
computer system 106 may be in communication With one or 
more user computers 108. System 100 also includes an 
e-mail listener 104 in communication With netWork 102 for 
receiving e-mails from computer systems 106 via the net 
Work 102. In one embodiment, at least some of the computer 
systems 106 are remote from the e-mail listener 104. Central 
database 110 may be in communication With e-mail listener 
104 and/or netWork 102. An optional administrator com 
puter 112 may be in communication With e-mail listener 104 
and/or netWork 102. In system 100, the computer systems 
106, user computers 108, administrator computer 112, 
e-mail listener 104, and central database 110 may be located 
at the same location, such as in the same building or 
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computer lab, or could be remote. While the term “remote” 
is used With reference to the distance betWeen the compo 
nents of system 100, the term is used in the sense of 
indicating separation of some sort, rather than in the sense 
of indicating a large physical distance betWeen the systems. 
For example, any of the components of system 100 may be 
physically adjacent or located as part of the same computer 
system in some netWork arrangements. 

[0026] Network 102 may be any type of data communi 
cations channel, such as the Internet, an intranet, a LAN, a 
WAN, an Ethernet netWork, Wireless netWorks, etc. The 
Internet or other public netWork may be particularly useful 
as netWork 102 When the individual computer systems 106 
and/or the e-mail listener 104 belong to different organiZa 
tions, as communications betWeen these Will be facilitated. 
Those skilled in the art Will recogniZe, hoWever, that the 
invention described herein may be implemented utiliZing 
any type of data communications channel. 

[0027] In one embodiment, computer systems 106 may be 
organiZational computer systems, such as a corporate net 
Work. These computer systems 106 are typically protected 
by a ?reWall or other type of netWork security. The ?reWall 
prevents unauthoriZed access from outside parties trying to 
access computer system 106 through netWork 102 and also 
may limit the access of users on user computers 108 to the 
netWork 102 and outside computer systems. The computer 
system 106 provides an internal netWork used by one or 
more user computers 108 (i.e., employee personal comput 
ers) for internal communication and communication outside 
the computer system 106 through the ?reWall (subject to any 
netWork security). In an alternative embodiment, computer 
system 106 may simply be a personal computer With access 
to netWork 102, and With no associated user computers 108. 
In this embodiment, computer system 106 may still have 
netWork security, such as a hardWare and/or softWare ?re 
Wall, or it may have no such (or limited) netWork security. 

[0028] In one embodiment, the user computers 108 and/or 
the computer systems 106 have e-mail capability. In par 
ticular, user computers 108 and/or computer systems 106 
may have the capability of transmitting an e-mail message to 
the e-mail listener 104 using the netWork 102. In this 
embodiment, a user may use e-mail softWare to transmit an 
e-mail or, alternatively, other softWare may automatically 
transmit an e-mail upon the occurrence of a particular event. 
For example, database softWare located on, say, a user 
computer 108, could automatically send an e-mail to a 
speci?ed address (e.g., the e-mail listener 104) When any 
values Within the database are changed by the user. 

[0029] Computer systems 106 may include optional local 
databases 114. Local databases 114 serve as databases to be 
used on a particular computer system 106. In one embodi 
ment, computer systems 106 may have similar local data 
bases 114 such that each accepts user input, such as via user 
computer 108. One example of a local database 114 is 
BugZilla, an open source softWare defect or bug tracking 
system. BugZilla alloWs users utiliZing a Wide variety of 
computer systems 106 to input bugs they have found in a 
particular piece of softWare, in one example. BugZilla also 
may automatically, after a user updates a record, transmit an 
e-mail message detailing the update to an e-mail address to 
be speci?ed. 
[0030] System 100 may also include a central database 
110 for sharing information betWeen multiple users, such as 
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users associated With the plurality of computer systems 106. 
Central database 110 may be a relational database, and may 
use any sort of softWare, such as MySQL. Central database 
110 may be located anyWhere Within system 100, including 
as a standalone database, as part of the e-mail listener 114, 
as coexistent With a local database 114, etc., and may be 
stored on any type of storage device, such as hard drives, 
volatile memory, etc. In one embodiment, central database 
110 is located behind a ?reWall or other netWork security so 
as to protect the information contained Within it. When 
central database 110 is located behind a ?reWall, access may 
be limited to protect the safety and the security of the data 
located Within. In this embodiment, many users on user 
computers 108 and/or computer systems 106 may be pro 
hibited access to reading from or Writing to the database. 
FireWalls associated With computer systems 106 and/or user 
computers 108 may also prevent users of those systems from 
accessing a remote site such as central database 110 because 
of their netWork security con?gurations. Most corporate 
?reWalls, for example, prevent employees from using com 
pany computers from accessing other computer systems 
such as central database 110 or other computer systems 106. 

[0031] E-mail listener 104 may be in communication With 
central database 110 and netWork 102. E-mail listener 104 is 
adapted to receive e-mails from users on user computers 108 
and/or computer systems 106. E-mail listener 104 may be a 
stand-alone computer system With netWork connectivity, 
processing, storage, etc., or e-mail listener 104 may be a 
program or module executing on another computer such as 
one of the computer systems 106, or any other con?guration. 
E-mails received by the e-mail listener 104 may be analyZed 
and, based on the analyZed e-mails, the e-mail listener 104 
may make or request changes to central database 110. In one 
embodiment, users on user computers 108 and/or computer 
systems 106 that do not have access to central database 110 
may transmit e-mails including information about their 
requested change to the central database 110 to the e-mail 
listener 104 using a transaction e-mail. A transaction e-mail 
may be any e-mail that includes an indication of a change to 
a database, such as local database 114, or a requested change 
to central database 110. FireWalls and other netWork security 
typically alloW outgoing e-mails, so even users behind 
?reWalls may usually transmit e-mails to the e-mail listener 
104. The e-mail listener 104 may then analyZe or otherWise 
process the e-mails and make any changes to the central 
database 110. In this Way, users behind ?reWalls may effec 
tively update central database 110 even though their com 
puter systems 106 prohibit their access to the central data 
base 110. 

[0032] E-mail listener 104 may include a receiving mod 
ule 116, an analysis module 118, and an update module 120. 
Receiving module 116 is adapted to receive a transaction 
e-mail, such as from one of the computer systems 106, via 
the netWork 120. Analysis module 118 is adapted to analyZe 
the received transaction e-mail to determine an update to the 
database. Update module 120 is adapted to update the 
central database 110 based on the results of the analysis of 
the received transaction e-mail, and may also be adapted to 
update the transaction log. 

[0033] One example of the use of an e-mail listener 104 is 
illustrated With a BugZilla project. For this project, a group 
of users on user computers 108 and/or computer systems 
106 may use BugZilla as their local database 114 to record 
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bugs in, say, a neW version of software being tested. When 
a user enters or changes a record in their local database 114, 
a transaction e-mail may automatically be created and 
transmitted to an e-mail listener 104. The e-mail listener 104 
may then analyZe the transaction e-mail and modify a central 
database 110 based on the transaction e-mail (and, thus, the 
user’s input). This alloWs for the input of multiple users to 
be collected in one central source. The e-mail listener 104 
may also update a transaction log, Which could be transmit 
ted to the different computer systems 106 so that local 
databases 114 could be updated. This Would alloW local 
databases 114 to be updated to re?ect input from other users 
on other computer systems 106, even though corporate 
?reWalls Would have prevented any traditional collabora 
tion. 

[0034] System 100 may also include an optional admin 
istrator computer 112, Which may be used to con?gure and 
maintain the e-rnail listener 104. In one example, the admin 
istrator computer 112 may be used to add permitted senders 
of transaction e-mails, to set permissions, to update the 
frequency of updating central database 110, to start or stop 
the e-mail listener 104, or to perform any other task. 
Similarly, the administrator computer 112 may be used to 
perform similar tasks on central database 110, such as by 
communicating via the netWork 102 or by a direct connec 
tion. The administrator computer 112 may, in an alternative 
embodiment, be the same computer as one of the computer 
systems 106, user computers 108, e-mail listener 104, etc. In 
one embodiment, one of the user computers 108 may serve 
as the administrator computer 112. This may be particularly 
useful When the central database 110 is part of the same 
computer system 106 as that of the user computer 108 being 
used for administration. 

[0035] FIGS. 2 and 3 depict one embodiment of a per 
sonal computer 212 suitable for use as, for eXample, an 
e-mail listener 104, a computer system 106, a user computer 
108 or an administrator computer 112. Other possibilities for 
the personal computer 212, an e-mail listener 104, a com 
puter system 106, a user computer 108 or an administrator 
computer 112 are possible, including a computer having 
capabilities other than those ascribed herein to a “personal 
computer”, and possibly beyond those capabilities, and they 
may, in other embodiments, be any combination of process 
ing devices such as Workstations, servers, mainframe com 
puters (such as IBM Corporation’s ZSeries mainframe), 
notebook or laptop computers, desktop computers, personal 
digital assistants (PDAs), or the like. 

[0036] FIG. 2 depicts an exploded perspective vieW of 
certain elements of a personal computer 212 according to 
one embodiment, including a chassis 230, a cover 214, and 
a planar board 232. Cover 214 is a decorative outer member 
that cooperates With a chassis 230 in de?ning an enclosed, 
shielded interior volume for receiving electrically poWered 
data processing and storage components to process and store 
digital data. At least certain of these components may be 
mounted on a multi-layer planar 232 or motherboard Which 
may be mounted on the chassis 230 and may provide a 
means for electrically interconnecting the components of the 
personal computer 212, including those identi?ed above and 
such other associated elements as ?oppy disk drives, various 
forms of direct access storage devices, accessory adapter 
cards or boards, and the like. 
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[0037] Personal computer 212 may have a poWer supply 
234 that may be actuated by a poWer sWitch (not shoWn). 
The chassis 230 may have a base indicated at 236, a front 
panel indicated at 238, and a rear panel indicated at 240. The 
front panel 238 may de?ne at least one open bay for 
receiving a data storage device such as a disk drive for 
magnetic or optical disks, a tape backup drive, or the like. 

[0038] In the illustrated form, a pair of upper bays 242, 
244 and a loWer bay 246 are provided. One of the upper bays 
242 may be adapted to receive peripheral drives of a ?rst 
siZe (such as those knoWn as 3.5 inch drives) While the other 
244 may be adapted to receive drives of a different siZe (such 
as a CD-ROM or DVD-ROM drive) While the loWer bay 
may be adapted to receive another drive. One ?oppy disk 
drive indicated at 248 may be a removable medium direct 
access storage device (DASD) capable of receiving a dis 
kette inserted there into and using the diskette to receive, 
store and deliver data as is generally knoWn. One CD-ROM 
drive indicated at 250 is a removable medium DASD 
capable of receiving a compact disc inserted there into and 
using the disc to deliver data as is generally knoWn. One 
hard disk drive is indicated at 252 and is a ?Xed medium 
DASD capable of storing and delivering data as is generally 
knoWn. 

[0039] Referring noW to FIG. 3, there is shoWn a block 
diagram 300 of certain components of the personal computer 
212 of FIG. 2. The components of FIG. 3 comprise com 
ponents mounted on the planar 232 or other hardWare of the 
personal computer 212. Connected to the planar 232 is the 
system CPUs or processor(s) 310, Which may be connected 
directly to a memory controller hub (MCH) 312. As one 
eXample, the system processor(s) 310 could be an Intel 
Pentium processor, CyriX 586-P75 processor or Advanced 
Micro Devices 8486 processor or any other suitable proces 
sor. 

[0040] MCH 312 and input-output (I/O) controller hub 
(ICH) 314 represent part of the personal computer’s 212 
core logic chipset, facilitating access to/from processor(s) 
310 from/to memory devices and I/O devices, respectively. 
More speci?cally, MCH 312 may provide access to system 
memory 322 and level three (L3) cache memory 320. In 
many such embodiments, level one (L1) and level tWo (L2) 
cache are incorporated into each processor of processor(s) 
310. 

[0041] MCH 312 may also include a special bus adapted 
for direct memory access (DMA) by a video controller. In 
some embodiments, the special bus may be an accelerated 
graphics port (AGP). The AGP may be a high-speed port that 
is designed for the display adapter 316, a video card typi 
cally including a video controller and video memory. The 
AGP may provide a direct connection betWeen the card 316 
and system memory 322. AGP may use, e.g., a 32-bit bus to 
provide data transfer rates such as 264 Megabytes per 
second, 528 Megabytes per second, one Gigabyte per sec 
ond, and tWo Gigabytes per second. In other embodiments, 
a peripheral component interconnect (PCI) bus such as a 
PCI-E bus may be implemented for video display 318. 

[0042] System memory 322 may include random access 
memory (RAM) such as double data rate (DDR) synchro 
nous dynamic random access memory (SDRAM). System 
memory 322 may be composed of one or more memory 
modules and MCH 312 may include a memory controller 
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With logic for mapping addresses to and from processor(s) 
310 to particular areas of system memory 322 and a cache 
controller operatively coupled With L3 cache memory 320. 

[0043] Input/Output Controller Hub (ICH) 314 may be 
designed to coordinate communications With various I/O 
devices. In the depicted embodiment, ICH 314 couples With 
local area netWork (LAN) adapter 324, universal serial bus 
(USB) ports 328, redundant array of independent disks 
(RAID) controller 330, integrated drive electronics (IDE) 
bus 332, PCI Express (PCI-E) bus 334, PCI bus 350, and loW 
pin count (LPC) bus 370. LAN adapter 324 may be coupled 
to either the PCI bus 350 or directly to ICH 314 to facilitate 
communication (i.e., transmit/receive data) With a remote 
computer or server over a LAN via a connection or link 326. 

LAN adapter 324 may be a card to be plugged in personal 
computer 212 or a LAN connection embedded on the planar 
232. LAN adapter 324 may also be knoWn as a netWork 
interface card (NIC). 

[0044] LAN adapter 324 may include a Media Access 
Controller (MAC), Which serves as an interface betWeen a 
shared data path (e.g., a media independent interface as 
described beloW) and the ICH 314. The MAC may perform 
a number of functions involved in the transmission and 
reception of data packets. For eXample, during the transmis 
sion of data, the MAC assembles the data to be transmitted 
into a packet With address and error detection ?elds. Con 
versely, during the reception of a packet, the MAC disas 
sembles the packet and performs address checking and error 
detection. In addition, the MAC typically performs encod 
ing/decoding of digital signals transmitted over the shared 
path and performs preamble generation/removal as Well as 
bit transmission/reception. The MAC may be, for eXample, 
an Intel 82557 chip. 

[0045] LAN adapter 324 may further comprise a physical 
layer and a media independent interface (MII), Which is a 
local bus betWeen the MAC and the physical layer. The MII 
is a speci?cation of signals and protocols, Which formaliZes 
the interfacing of a 10/100/1000 Mbps Ethernet MAC, for 
eXample, to the underlying physical layer. The physical layer 
receives parallel data from the MII local bus and converts it 
to serial data for transmission over link 326. The physical 
layer may be, for eXample, an Integrated Circuits Systems 
1890 chip. The physical layer includes auto-negotiation 
logic that, in one embodiment, determines the capabilities of 
a server, advertises its oWn capabilities to the server, and 
establishes a connection With the server using the highest 
performance common connection technology. In the 
depicted embodiment, personal computer 212 also includes 
Wake-on-LAN functionality incorporated into LAN adapter 
324. 

[0046] Personal computer 212 may include one or more 
USB ports 328, Which are hardWare interfaces for periph 
erals such as the keyboard, mouse, joystick, scanner, printer, 
telephony devices, hard drives, compact disk (CD) drives, 
digital video disk (DVD) drives, and the like. USB ports 328 
also typically support MPEG-1 and MPEG-2 digital video. 
A USB 1.1 protocol for USB ports 328 has a maXimum 
bandWidth of 12 Megabits per second (equivalent to 1.5 
Megabytes per second), and up to 127 devices can be 
attached. Fast devices can use the full bandWidth, While 
loWer-speed ones can transfer data using a 1.5 Megabits per 
second subchannel. A USB 2.0 protocol, Widely knoWn as 
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Hi-Speed USB, increases capacity to 480 Megabits per 
second. Further, USB ports 328 support hot sWapping, 
Which alloWs peripherals to be plugged in and unplugged 
Without turning the system off. 

[0047] Personal computer 212 may include a RAID con 
troller 330, Which is a controller for a disk subsystem that is 
used to increase performance or provide fault tolerance. 
More speci?cally, RAID controller 330 couples With a set of 
tWo or more ordinary hard disks and improves performance 
by disk striping, Which interleaves bytes or groups of bytes 
across multiple drives, so more than one disk is reading and 
Writing simultaneously. RAID controller 330 adds fault 
tolerance by mirroring or parity. Mirroring is 100% dupli 
cation of the data on tWo drives (RAID 1), and parity is used 
(RAID 3 and 5) to calculate the data in tWo drives and store 
the results on a third: a bit from drive 1 is XOR’d With a bit 
from drive 2, and the result bit is stored on drive 3. A failed 
drive can be hot sWapped With a neW one, and the RAID 
controller automatically rebuilds the lost data from backups 
maintained on other drives. In addition, RAID systems may 
be built using a spare drive (hot spare) ready and Waiting to 
be the replacement for a drive that fails. 

[0048] IDE bus 332 and PCI-E bus 334 may be incorpo 
rated to facilitate connection of additional I/O devices With 
ICH 314. IDE bus 332 is a type of hardWare interface Widely 
used to connect hard disks, CD-ROMs and tape drives to a 
PC. IDE bus 332 provides for the attachment for hard disk 
drive 344 and CD-ROM drive 346. PCI-E bus 334 is a 
high-speed peripheral interconnect. PCI-E bus is designed to 
match the higher speeds of CPUs and can accommodate 
Gigabit and 10 Gigabit Ethernet and even support chip-to 
chip transfers. Rather than the shared, parallel bus structure 
of PCI, PCI-E bus 334 provides a high-speed, sWitched 
architecture. Each PCI EXpress link is a serial communica 
tions channel made up of tWo differential Wire pairs that 
provide 2.5 Gigabits per second in each direction. Up to 32 
of these “lanes” may be combined in X2, X4, X8, X16 and X32 
con?gurations, creating a parallel interface of independently 
controlled serial links. The bandWidth of the sWitch back 
plane determines the total capacity of PCI-E bus 334. 

[0049] PCI bus 350 may couple a PCI bridge 352: to 
facilitate the connection of additional PCI devices and a PCI 
eXpansion connector 360 to facilitate eXpansion of the PCI 
bus 350 so even more peripheral devices can communicate 
With ICH 314 via PCI bus compatible peripheral cards. 

[0050] Attached to the LPC 370 may be a ?ash memory 
(FM) module or chip 372, a poWer management logic 374, 
and a real-time clock (RTC) 376, and a multi-function or 
super I/O controller 380. Flash memory module 372 con 
tains microcode that personal computer 212 Will eXecute on 
poWer on. The ?ash memory 372 may be a non-volatile 
memory module or chip. 

[0051] PoWer management logic 374 alloWs for changing 
betWeen various poWer states (e.g., off, suspend and normal 
operating states). The circuitry is supplied With auXiliary 
poWer (AUX), or standby poWer, from the poWer supply 234 
(as shoWn in FIG. 2) When the personal computer 212 is in 
the off state so that it can monitor events that cause the 
personal computer 212 to turn on. For eXample, the circuitry 
may also include a timer that is con?gurable by a user to 
eXpire after a predetermined period of time, often referred to 
as a time to poWer on function. When the timer eXpires, the 
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circuitry such as a service processor may cause the personal 
computer 212 to change from the off state to the normal 
operating state. 

[0052] The real-time clock (RTC) 376 may be used for 
time of day calculations. Super I/O controller 380 may 
include functionality such as, for example, a National Semi 
conductor PC87307. The super I/O controller 380 may 
contain a variety of I/O adapters and other components such 
as the diskette adapter 382, serial adapter 384, a parallel 
adapter 386 and keyboard controller 388. The diskette 
adapter 382 provides the interface to the diskette drive 348. 
The serial adapter 384 has an external port connector, serial 
port 390, for attachment of external devices such as modems 
(not shoWn). The parallel adapter 386 has an external port 
connector, parallel port 392, for attachment of external 
devices such as printers (not shoWn). The keyboard control 
ler 388 is the interface for the connectors, keyboard 336 and 
mouse 338. 

[0053] Turning noW to FIG. 4, an environment for a 
system for synchronizing a database on a netWork according 
to an alternative embodiment is depicted. System 400 differs 
from that of system 100 in that the e-mail listener 104, 
central database 110, and the administrator computer 112 are 
located “behind” one of the computer systems, lead com 
puter system 406. In this embodiment, the e-mail listener 
104, central database 110 and the administrator computer 
112 are located behind the ?reWall of lead computer system 
406, making it dif?cult for users associated With other 
computer systems 106 to access central database 110. 
E-mails transmitted from users associated With other com 
puter systems 106 may still be received, hoWever, by the 
e-mail listener 104 via netWork 102 after going through the 
?reWall of lead computer system 406. In the depicted 
embodiment, lead computer system 406 has no local data 
base 114 (unlike the other depicted computer systems 106) 
as the central database 110 serves as its database. In an 

alternative embodiment, lead computer system 406 may 
have a separate local database 114 While the central database 
110 is still located behind its ?reWall. 

[0054] FIG. 5 depicts an example of a How chart 500 for 
receiving transaction e-mails and modifying a database 
according to one embodiment. The method of How chart 500 
may be performed, in one embodiment, by the e-mail 
listener 104. How chart 500 begins With element 502, 
receiving a transaction e-mail. In this element, a transaction 
e-mail is received via netWork 102, such as from a computer 
system 106. An e-mail address may be designated for e-mail 
listener 104 so that any e-mails addressed to that address Will 
be received by e-mail listener 104. 

[0055] In one embodiment, transaction e-mails may be 
identi?ed by a de?ned string of characters (e.g., “bug”) in 
the subject line of the e-mail. In this embodiment, only 
e-mails With this de?ned string are treated as transaction 
e-mails and processed. This helps ensure that only appro 
priate e-mails are processed by the function of ?oWchart 
500, eliminating “spam” or other unWanted e-mail. Alter 
natively, the de?ned string of characters could be Within the 
text of the e-mail, in an attachment, or any other means may 
be used to identify the e-mail as a transaction e-mail. 

[0056] In optional element 504, the transaction e-mail is 
translated. In one example, the text of a transaction e-mail 
may be translated from one human language to another 
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using machine-based translation (e.g., converting from J apa 
nese to English). This option facilitates collaboration 
betWeen personnel Who speak different languages. In 
another example, a computer language or format translation 
may be performed. In this embodiment, the text of a par 
ticular transaction e-mail may be parsed from a machine 
readable language to a language compatible With the e-mail 
listener 104. 

[0057] In optional element 506, the transaction e-mail may 
be decrypted and/or authenticated in element 506. If a 
transaction e-mail is encrypted before transmission for secu 
rity reasons, the e-mail may be decrypted in element 506 so 
that it may be read. In another embodiment, the transaction 
e-mail may be authenticated via a digital signature or other 
authentication methodology. 

[0058] The transaction e-mail may be read and analyZed or 
otherWise processed in element 508 so that later steps may 
be performed. In on embodiment, the transaction e-mail is 
analyZed to determine the changes performed by the user 
Whose actions initiated the e-mail. The changes performed 
by the user may be a neW or modi?ed entry in a local 
database 114. 

[0059] FloWchart 500 continues to decision block 510, 
Where it is determined Whether the transaction e-mail, based 
on the analysis of element 508, adds neW information to the 
database. E-mail listener 104 may have to access central 
database 110 to determine Whether neW information is added 
or the e-mail listener 104 may have suf?cient local records 
(e.g., a history of transactions, a transaction log, etc.) to 
make such a determination. In an alternative embodiment, 
decision block 510 is not necessary and it is simply assumed 
that all transaction e-mails add value or information and the 
appropriate command should be sent to the central database 
110. This embodiment is functionally equivalent to the 
ansWer of decision block 510 alWays being “yes”. 

[0060] If it determined that the transaction identi?ed in the 
transaction e-mail does add information to the database (or 
if decision block 510 is simply not performed), the ?oWchart 
500 continues to element 512, modifying database based on 
the analysis of the transaction e-mail. In one embodiment, 
element 512 may be accomplished by transmitting a com 
mand to central database 110 to modify the information 
Within, Where the command is based on the particulars of the 
transaction. For example, if the transaction e-mail indicated 
that a user identi?ed a failure in a particular piece of code, 
the command to central database 110 Would request modi 
fying the entry for that particular piece of code in the central 
database 110 to re?ect the failure. In optional element 514, 
other databases may similarly be modi?ed. This may be 
useful to help create a backup database to central database 
110 or to create local, updated databases (such as local 
databases 114) for each computer system 106 that mirror the 
updated central database 110. 

[0061] FloWchart 500 continues to element 516, Where an 
indication of the transaction of the transaction e-mail is 
saved to a transaction log. The indication may include a 
summary of the transaction, a complete description of the 
transaction, all or part of the transaction e-mail, a record of 
steps performed by the e-mail listener 104, etc., or any 
combination of these items. The transaction log may serve as 
a backup device, as it may be replayed in order to recreate 
a database as it looked at a certain time. For example, a 
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transaction log for the last tWo days could be used to update 
a version of a database from tWo days ago to the current 
state. 

[0062] After element 516, ?owchart 500 continues to 
optional element 518, transmitting transaction log. The 
transaction log may be transmitted to any place and in any 
form (e.g., via e-mail, as an e-mail attachment, etc.). Des 
tinations for the transaction log include computer systems 
106, backup locations, a duplicate or backup database to 
central database 110, etc. In one example, the transaction log 
may be transmitted to the computer systems 106 so that 
changes to central database 110 can be recreated locally 
(such as on local databases 114) by replaying the transaction 
log. The transaction log may be transmitted via e-mail 
(either as teXt or as an attachment) to the local computer 
systems 106 so that it may easily penetrate the ?reWall. In 
another eXample, the transaction log may be transmitted to 
storage so that if central database 110 is lost it may more 
easily be recreated using and replaying the transaction log. 
After optional element 518, How chart 500 terminates or 
returns to before element 502 and Waits for the neXt trans 
action e-mail. 

[0063] FIG. 6 depicts an eXample of a How chart 600 for 
a user to create or modify an item in a database according to 
one embodiment. The function of How chart 600 may be 
performed on a user computer 108 or computer system 106 
that is being used by a particular user so that a transaction 
e-mail Will ultimately be transmitted. FloW chart 600 begins 
With element 602, creating or modifying an item. In this 
element, a user might manually create an item for a database 
or modify an eXisting item in a database such as local 
database 114. Auser could, for eXample, modify a status ?ag 
for a function (represented by an element in a database) from 
“passed” to “fail” in the event that an error is noticed. In 
another eXample, a user could input information into a local 
database 114. In an alternative embodiment, the item in the 
database may be automatically modi?ed based upon a 
particular event or based on an action of the user. In this 
eXample, a database entry could be modi?ed automatically 
When a particular failure occurred, When a test passed, etc., 
Without human interaction. 

[0064] How chart 600 continues to element 604, creating 
and formatting transaction e-mail relating to the item that 
Was created or modi?ed in the database in element 602. In 
element 604, a transaction e-mail is created based on the 
database entry that Was created or modi?ed. The transac 
tional e-mail may optionally be formatted for the e-mail 
listener 104, such as by adding an identifying character 
string (to mark it as a transactional e-mail) or to make the 
e-mail more suited to be machine-readable. Any format or 
language for the transaction e-maii is possible. In element 
606, the e-mail is optionally encrypted if it is desired to have 
increased security of the transmission. The transaction 
e-mail is transmitted via netWork 102, after Which the How 
chart terminates. 

[0065] FIG. 7 depicts an eXample of a How chart for 
creating a duplicate database according to one embodiment. 
The function of How chart 700 may be performed by the 
e-mail listener 104, administrator computer 112, any of the 
computer systems 106, or any computer or computer system. 
How chart 700 begins With optional element 702, receiving 
a request to update or recreate a database. The request to 
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recreate a database may come from a user on a user 

computer 108 or computer system 106, from an administra 
tor on an administrator computer 112, may be automatically 
generated, etc. The described method of creating a duplicate 
database may be used to create a backup to central database 
110, to restore central database 110, to update one of the 
local databases 114, or any other database. 

[0066] How chart 700 continues With element 704, 
accessing the transaction log. In this element, the transaction 
log is accessed Wherever it is located, such as on a remote 
database, at a remote computer, or on the same computer 
system. The neXt entry of the transaction log is replayed in 
element 706. In one embodiment, the neXt entry starts as 
simply the ?rst entry of the transaction log. In an alternative 
embodiment, the neXt entry may be the ?rst entry after a 
particular time (e.g., the last update). This option Would be 
available if entries in the transaction log include some type 
of time tag. 

[0067] How chart 700 continues to optional decision 
block 708, Where it is determined Whether the transaction 
log entry adds neW information to the database being 
updated. The computer executing ?oW chart 700 may have 
to access the database to be updated in order to determine 
Whether neW information is added. In an alternative embodi 
ment, decision block 708 is not necessary and it is simply 
assumed that all entries in the transaction log add value or 
information and the appropriate command Will be sent to the 
database. This embodiment is functionally equivalent to the 
ansWer of decision block 708 alWays being “yes”. 

[0068] How chart 700 continues to element 710, Where 
the database is modi?ed based on the entry in the transaction 
log. After the database is modi?ed, the transaction log is 
optionally updated in element 712 to re?ect that an update 
to the particular database Was made, after Which the How 
chart terminates. Element 712 alloWs for a history of updates 
to various databases to be retained so that an administrator 
or others can ascertain the current state of different data 
bases. 

[0069] In general, the routines eXecuted to implement the 
embodiments of the invention, may be part of an operating 
system or a speci?c application, component, program, mod 
ule, object, or sequence of instructions. The computer pro 
gram of the present invention typically is comprised of a 
multitude of instructions that Will be translated by the native 
computer into a machine-readable format and hence execut 
able instructions. Also, programs are comprised of variables 
and data structures that either reside locally to the program 
or are found in memory or on storage devices. In addition, 
various programs described hereinafter may be identi?ed 
based upon the application for Which they are implemented 
in a speci?c embodiment of the invention. HoWever, it 
should be appreciated that any particular program nomen 
clature that folloWs is used merely for convenience, and thus 
the invention should not be limited to use solely in any 
speci?c application identi?ed and/or implied by such 
nomenclature. 

[0070] It Will be apparent to those skilled in the art having 
the bene?t of this disclosure that the present invention 
contemplates methods, systems, and media for synchroniZ 
ing a database on a netWork, particularly Where inputs to the 
database derive from computer systems behind a ?reWall. It 
is understood that the form of the invention shoWn and 
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described in the detailed description and the drawings are to 
be taken merely as examples. It is intended that the follow 
ing claims be interpreted broadly to embrace all the varia 
tions of the eXample embodiments disclosed. 

What is claimed is: 
1. A data processing system for synchronizing a database 

on a network, the system comprising: 

a plurality of computer systems in communication with 
the network, the computer systems being capable of 
transmitting an e-mail, the e-mail having information 
relating to the computer system from which the e-mail 
is transmitted; 

a central database in communication with the network; 
and 

an e-mail listener in communication with the network, the 
e-mail listener being capable of receiving an e-mail 
transmitted from one of the plurality of computer 
systems via the network, wherein the e-mail listener is 
adapted to update the central database based on the 
received e-mail. 

2. The system of claim 1, wherein each of the plurality of 
computers systems has a local database, and wherein further 
the information relating to the computer system relates to an 
entry in the local database. 

3. The system of claim 1, wherein the information relating 
to the computer system has information input by a user. 

4. The system of claim 1, wherein at least one of the 
plurality of computer systems is protected by a ?rewall. 

5. The system of claim 1, wherein the central database is 
protected by a ?rewall. 

6. The system of claim 1, wherein the e-mail listener is 
capable of updating a transaction log based on the received 
e-mail. 

7. The system of claim 1, wherein at least one of the 
plurality of computer systems is a personal digital assistant. 

8. The system of claim 1, further comprising an admin 
istrator computer in communication with the e-mail listener, 
the administrator computer being adapted to adjust settings 
of the e-mail listener. 

9. A method for synchroniZing a central database on a 
network, the method comprising: 

by a user on a computer system, modifying a record in a 
local database; 

creating a transaction e-mail, the transaction e-mail hav 
ing an indication of the modi?ed record; 

transmitting the transaction e-mail; 

at an e-mail listener, receiving the transaction e-mail; 

analyZing the transaction e-mail; and 

modifying a central database based on the analysis of the 
transaction e-mail. 

10. The method of claim 9, further comprising updating a 
transaction log based on the analysis of the transaction 
e-mail. 

11. The method of claim 9, further comprising: 

updating a transaction log based on the analysis of the 
transaction e-mail; 

transmitting the transaction log; 
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receiving the transaction log at a computer system; and 

modifying the local database based on the transaction log. 

12. The method of claim 9, further comprising before 
modifying the central database, determining if the transac 
tion e-mail adds information to the central database. 

13. A method for synchroniZing a central database on a 
network, the method comprising: 

receiving a transaction e-mail via the network, the trans 
action e-mail having information relating to an update 
to a local database; 

analyZing the transaction e-mail; 

modifying the central database based on the analysis of 
the transaction e-mail; and 

updating a transaction log based on the analysis of the 
transaction e-mail. 

14. The method of claim 13, further comprising before 
analyZing the transaction e-mail, decrypting the transaction 
e-mail. 

15. The method of claim 13, further comprising before 
analyZing the transaction e-mail, authenticating the transac 
tion e-mail. 

16. The method of claim 13, further comprising transmit 
ting the transaction log. 

17. The method of claim 13, further comprising modify 
ing a second database based on the analysis of the transac 
tion e-mail. 

18. The method of claim 13, wherein the database is 
located behind a ?rewall. 

19. Amachine-accessible medium containing instructions 
effective, when executing in a data processing system, to 
cause said data processing system to perform operations 
comprising: 

receiving a transaction e-mail via a network, the transac 
tion e-mail having information relating to an update to 
a local database; 

analyZing the transaction e-mail; 

modifying the central database based on the analysis of 
the transaction e-mail; and 

updating a transaction log based on the analysis of the 
transaction e-mail. 

20. The machine-accessible medium of claim 19 wherein 
the operations further comprise decrypting the transaction 
e-mail. 

21. The machine-accessible medium of claim 19 wherein 
the operations further comprise authenticating the transac 
tion e-mail. 

22. The machine-accessible medium of claim 19 wherein 
the operations further comprise transmitting the transaction 
log. 

23. The machine-accessible medium of claim 19 wherein 
the operations further comprise modifying a second database 
based on the analysis of the transaction e-mail. 

24. An e-mail listener system for synchroniZing a central 
database on a network, the system comprising: 
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a receiving module adapted to receive a transaction e-mail 
from one of a plurality of computer systems via a 

network; 
an analysis module adapted to analyZe the received trans 

action e-mail to determine an update to the central 
database; and 

an update module adapted to update the central database 
based on the results of the analysis of the received 
transaction e-mail. 
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25. The system of claim 24, Wherein the update module is 
adapted to update a transaction log based on the results of 
the analysis of the received transaction e-mail. 

26. The system of claim 24, Wherein the update module is 
adapted to update a transaction log based on the results of 
the analysis of the received transaction e-mail, and Wherein 
further the update module is adapted to transmit the trans 
action log. 


