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(57) ABSTRACT 

One embodiment of the present invention provides a system 
that facilitates secure electronic commerce. The system 
operates by ?rst providing a consumer With a ?le of security 
data relating to an account maintained by a ?nancial insti 
tution. The consumer then creates a ?nancial transaction 
With a merchant using security data from the ?le to protect 
the ?nancial transaction. This ?nancial transaction is struc 
tured to prevent the merchant from knowing the account 
number for the account. Next, the merchant validates that 
the ?nancial institution identi?ed by the ?nancial transaction 
is acceptable using security data from the ?le. The merchant 
then requests that the ?nancial institution authorize the 
?nancial transaction. Upon receiving authorization to com 
plete the ?nancial transaction, the merchant completes the 
?nancial transaction. Finally, the merchant noti?es the ?nan 
cial institution that the ?nancial transaction is complete. 
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METHOD AND APPARATUS FOR SECURE 
ELECTRONIC COMMERCE 

BACKGROUND 

[0001] 1. Field of the Invention 

[0002] The present invention relates to electronic com 
merce. More speci?cally, the present invention relates to a 
method and an apparatus to facilitate secure electronic 
commerce. 

[0003] 2. Related Art 

[0004] Electronic commerce across the Internet is rapidly 
becoming a mainstay of the business World. A consumer 
Wishing to make a purchase on the Internet can use a Web 
broWser to select the desired merchandise, and then to offer 
payment for the merchandise. 

[0005] While shopping through a Web broWser is conve 
nient, paying for the merchandise presents problems. Pay 
ment can be made using a credit card, a debit card, or an 
electronic check. Typically, When making payment With any 
of these methods, the consumer reveals the account number 
to the merchant so that the merchant can debit the account. 
Since the Internet is not secure and subject to eavesdropping, 
the account number is typically sent in encrypted form using 
a secure socket layer (SSL) system. 

[0006] Even though SSL can protect the account number 
While it is in transit over the Internet, the merchant recovers 
the account number and completes the transaction. In many 
cases, the merchant also stores the account number in a 
database. The database then becomes a target for attack, and 
if the database is not secure, can lead to compromise of the 
account number to an unscrupulous person. Consequently, 
many consumers are uncomfortable With revealing their 
account numbers over the Internet for fear of having their 
account number stolen and used illegally. 

[0007] The same problem exists to some degree at a 
point-of-sale (POS) terminal located at a cash register at the 
point of sale. The account number can be learned by the 
merchant and, if not adequately protected, compromised. 

[0008] The ?nancial institution holding the account typi 
cally accepts the transaction as valid if the account is not 
identi?ed as being invalid. The account is identi?ed as 
invalid if the account is knoWn or suspected to have been 
compromised, perhaps by a report of a lost credit card. The 
?nancial institution rarely checks the signature on receipts 
and checks against the signature on ?le for the account. This 
leaves the ?nancial institution open to fraud. 

[0009] The merchant accepting electronic transactions 
over the Internet has little assurance that the oWner of the 
account originated the transaction. If the consumer later 
denies making the transaction, it can be dif?cult for the 
merchant to prove otherWise. 

[0010] What is needed is a method and an apparatus that 
facilitates secure electronic commerce While eliminating the 
problems identi?ed above. 

SUMMARY 

[0011] One embodiment of the present invention provides 
a system that facilitates secure electronic commerce. The 
system operates by ?rst providing a consumer With a ?le of 
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security data relating to an account maintained by a ?nancial 
institution. The consumer then creates a ?nancial transaction 

With a merchant using security data from the ?le to protect 
the ?nancial transaction. This ?nancial transaction is struc 
tured to prevent the merchant from knoWing the account 
number for the account. Next, the merchant validates that 
the ?nancial institution identi?ed by the ?nancial transaction 
is acceptable using security data from the ?le. The merchant 
then requests that the ?nancial institution authoriZe the 
?nancial transaction. Upon receiving authoriZation to com 
plete the ?nancial transaction, the merchant completes the 
?nancial transaction. Finally, the merchant noti?es the ?nan 
cial institution that the ?nancial transaction is complete. 

[0012] In one embodiment of the present invention, the 
?le of security data includes a consumer identi?er, a private 
key for encryption and authentication of data, a public key 
related to the private key for decryption and authentication 
of data, an identi?er identifying the ?nancial institution, a 
second public key belonging to the ?nancial institution, an 
account number that has been encrypted With a key knoWn 
only to the ?nancial institution, a certi?cate signed by a 
recogniZed certi?cate authority that validates the ?nancial 
institution, a certi?cate signed by the ?nancial institution 
that validates the consumer, and computer algorithms for 
using the ?le of security data. This invention relies on the 
existing credit card payment processing mechanism With 
only minimal changes. The encrypted number is used When 
ever applicable. 

[0013] In one embodiment of the present invention, the 
?le of security data is provided to the consumer on a smart 
card. 

[0014] In one embodiment of the present invention, the 
?nancial transaction is protected by ?rst creating a hash of 
the ?nancial transaction. Next, the hash, the certi?cate 
identifying the consumer, and the encrypted account number 
are encrypted using the ?nancial institution’s public key 
creating a secure envelope of transaction data. The encryp 
tion and hash are created at a secure site available only to the 
consumer, such as Within the smart card. 

[0015] In one embodiment of the present invention, the 
merchant requests that the ?nancial institution authoriZe the 
?nancial transaction by validating the second hash of the 
?nancial transaction. The merchant generates the second 
hash Which is a hash of the ?nancial transaction and the 
same as the one generated by the consumer. The merchant 
sends the secure envelope and the second hash to the 
?nancial institution. The ?nancial institution decrypts the 
secure envelope using the private key of the ?nancial 
institution. Next, the ?nancial institution compares the hash 
recovered from the secure envelope With the second hash. If 
the ?rst hash is identical to the second hash, the ?nancial 
institution decrypts the encrypted account number to recover 
the consumer’s account number. After verifying that the 
?nancial transaction is valid for the account, the ?nancial 
institution authoriZes the ?nancial transaction. The encryp 
tion or decryption algorithms need not be uniform and/or the 
same across all consumers or merchants. 

[0016] In one embodiment of the present invention, the 
?nancial institution veri?es that the ?nancial transaction is 
valid for the account by verifying that the ?nancial institu 
tion signed the consumer’s certi?cate. Next, the ?nancial 
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institution determines that the account is a valid account and 
that a transaction amount is not greater than an authorized 
limit for the account. 

[0017] In one embodiment of the present invention, the 
secure site available only to the consumer is Within the smart 
card. 

[0018] In one embodiment of the present invention, the 
merchant validates that the ?nancial institution identi?ed by 
the ?nancial transaction is acceptable by receiving the 
certi?cate that validates the ?nancial institution, and then 
validating that the recogniZed certi?cate authority signed the 
certi?cate. 

BRIEF DESCRIPTION OF THE FIGURES 

[0019] FIG. 1 illustrates an electronic commerce system 
in accordance With an embodiment of the present invention. 

[0020] FIG. 2 illustrates smart card 114 in accordance 
With an embodiment of the present invention. 

[0021] FIG. 3 is a ?oWchart illustrating the process of 
performing a ?nancial transaction in accordance With an 
embodiment of the present invention. 

[0022] FIG. 4 is a ?oWchart illustrating the process of 
initialiZing a smart card in accordance With an embodiment 
of the present invention. 

DETAILED DESCRIPTION 

[0023] The folloWing description is presented to enable 
any person skilled in the art to make and use the invention, 
and is provided in the conteXt of a particular application and 
its requirements. Various modi?cations to the disclosed 
embodiments Will be readily apparent to those skilled in the 
art, and the general principles de?ned herein may be applied 
to other embodiments and applications Without departing 
from the spirit and scope of the present invention. Thus, the 
present invention is not intended to be limited to the embodi 
ments shoWn, but is to be accorded the Widest scope 
consistent With the principles and features disclosed herein. 

[0024] The data structures and code described in this 
detailed description are typically stored on a computer 
readable storage medium, Which may be any device or 
medium that can store code and/or data for use by a 
computer system. This includes, but is not limited to, 
magnetic and optical storage devices such as disk drives, 
magnetic tape, CDs (compact discs) and DVDs (digital 
versatile discs or digital video discs), and computer instruc 
tion signals embodied in a transmission medium (With or 
Without a carrier Wave upon Which the signals are modu 
lated). For eXample, the transmission medium may include 
a communications netWork, such as the Internet. 

Electronic Commerce System 

[0025] FIG. 1 illustrates an electronic commerce system 
in accordance With an embodiment of the present invention. 
The system includes smart card reader 102, display terminal 
104, merchant 106, ?nancial institution 108, US Treasury 
109, smart card provider 110, consumer 112, and smart card 
114. Smart card reader 102 provides an interface to smart 
card 114 for transferring data to and from smart card 114. 

[0026] Smart card reader 102 is coupled to display termi 
nal 104 to alloW consumer 112 to vieW potential transac 
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tions, select an account to debit, authoriZe transactions, and 
the like. Display terminal 104 can be any device, Which 
alloWs consumer 112 to display and enter data, including a 
personal computer With a Web broWser. 

[0027] Smart card reader 102 is also coupled to merchant 
106. Typically, this coupling is a netWork coupling such as 
the Internet. In operation, merchant 106 communicates With 
smart card 114 through smart card reader 102. Merchant 106 
provides a transaction receipt for a ?nancial transaction to 
smart card 114. In turn, smart card 114 provides a secure 
digital envelope containing data, Which can be used to 
authoriZe the ?nancial transaction by ?nancial institution 
108. Details of the authoriZation process are described beloW 
in conjunction With FIG. 3. 

[0028] Merchant 106 is also coupled to ?nancial institu 
tion 108. Merchant 106 supplies details of a ?nancial 
transaction to ?nancial institution 108 and receives autho 
riZation for the ?nancial transaction from ?nancial institu 
tion 108 as described beloW in conjunction With FIG. 3. 

[0029] Financial institution 108 is coupled to US Treasury 
109. US Treasury 109 provides a certi?cate that is digitally 
signed using a private key belonging to US Treasury 109. 
This root certi?cate can be used to verify that ?nancial 
institution 108 is recogniZed by US Treasury 109 as a valid 
?nancial institution. The creation and use of certi?cates, for 
eXample X509 certi?cates, is Well knoWn in the art and Will 
not be described further herein. 

[0030] Financial institution 108 also acts as a certi?cate 
authority and signs a certi?cate With its private key. This 
certi?cate can be used to verify that consumer 112 is a valid 
customer of ?nancial institution 108. Financial institution 
108 provides data to smart card provider 110 so that smart 
card provider 110 can provide smart card 114 to consumer 
112. Details of the data provided to smart card provider 110 
are discussed beloW in conjunction With FIG. 2. 

[0031] Consumer 112 receives smart card 114 and sepa 
rately receives a one-time personal identi?cation number 
(PIN) for activation of smart card 114. Consumer 112 then 
activates smart card 114 as described beloW in conjunction 
With FIG. 4. After activating smart card 114, consumer 112 
can use smart card 114 to enter into ?nancial transactions 
With merchant 106. 

[0032] A practitioner With ordinary skill in the art can 
readily eXtend the above discussion to include a secure ?le 
for use on a computing device such as a personal computer, 
a personal digital assistant, or the like in place of smart card 
114. The operations using the secure ?le are the same as for 
using smart card 114. The advantage of using smart card 114 
over a computing device With a secure ?le is that smart card 
114 is more portable. 

Smart Card 114 

[0033] FIG. 2 illustrates smart card 114 in accordance 
With an embodiment of the present invention. Financial 
institution 108 provides data for smart card 114 to smart card 
provider 110. This data includes, but is not limited to, 
consumer identi?er 202, ?nancial institution identi?er 204, 
private key 206, related public key 208, ?nancial institution 
public key 210 belonging to ?nancial institution 108, 
encrypted account number 212 Which has been encrypted 
using a key knoWn only to ?nancial institution 108, ?nancial 
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institution certi?cate 214 signed by US Treasury 109, and 
consumer certi?cate 216 signed by ?nancial institution 108. 
Smart card provider 110 stores the data received from 
?nancial institution 108 on smart card 114 along With 
computer algorithms 218. 

[0034] Consumer identi?er 202 is a unique identi?er, 
Which can identify consumer 112 to ?nancial institution 108. 
Financial institution identi?er 204 is a unique identi?er, 
Which can identify ?nancial institution 108. Private key 206 
is a cryptographic key associated With consumer 112. Public 
key 208 is also a cryptographic key. In one implementation 
of the present invention, private key 206 and public key 208 
are a key pair used With the Well-knoWn Rivest-Shamir 
Adleman (RSA) encryption algorithm. 

[0035] Financial institution public key 210 is a crypto 
graphic key that can be used to encrypt data intended for 
?nancial institution 108. In one embodiment of the present 
invention, only ?nancial institution 108 has the related 
private key and, therefore, only ?nancial institution 108 can 
read data encrypted using ?nancial institution public key 
210. Encrypted account number 212 is the account number, 
Which Will be debited for the ?nancial transaction. 
Encrypted account number 212 is encrypted With a key 
knoWn only to ?nancial institution 108 and can be decrypted 
only by ?nancial institution 108, thereby preventing mer 
chant 106 or any other intermediate party from discovering 
the account number. Note that smart card 114 can hold 
multiple encrypted account numbers. If so, consumer 112 
can select the encrypted account number to use for a 
?nancial transaction using display terminal 104. 

[0036] Financial institution certi?cate 214 is signed by US 
Treasury 109 and serves to identify ?nancial institution 108 
as a valid ?nancial institution recogniZed by US Treasury 
109. Consumer certi?cate 216 is signed by a certi?cate 
authority associated With ?nancial institution 108 and serves 
to identify consumer 112 as a holder of an account of 
?nancial institution 108. 

[0037] Computer algorithms 218 are used by computer 
processor 220 to perform operations such as encryption, 
decryption, authentication, and the like. Computer processor 
220 is embedded Within smart card 114, providing a secure 
site to perform operations related to a ?nancial transaction. 

Financial Transactions 

[0038] FIG. 3 is a ?oWchart illustrating the process of 
performing a ?nancial transaction in accordance With an 
embodiment of the present invention. The system starts 
When consumer 112 selects merchandise or services to 
purchase from merchant 106 (step 302). Next, consumer 112 
presents smart card 114 to merchant 106 through smart card 
reader 102 for payment (step 304). 

[0039] Merchant 106 validates that ?nancial institution 
certi?cate 214 Was signed by US Treasury 109 to ensure that 
?nancial institution 108, identi?ed by ?nancial institution 
identi?er 204 is a recogniZed ?nancial institution (step 306). 
Next, merchant 106 provides consumer identi?er 202 and 
consumer certi?cate 216 to ?nancial institution 108 to 
validate that consumer 112 has an account With ?nancial 
institution 108 (step 308). 

[0040] After ?nancial institution 108 validates the exist 
ence of an account, merchant 106 receives account valida 
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tion from ?nancial institution 108 (step 310). Merchant 106 
then sends a receipt for the transaction to consumer 112 (step 
312). This receipt can be displayed to consumer 112 on 
display terminal 104. Consumer 112 then veri?es that the 
receipt is correct (step 314). Next, if there is more than one 
account on smart card 114, consumer 112 selects an account 

from smart card 114 (step 316). 

[0041] Consumer 112 then creates a hash of the data on the 
receipt using computer algorithms 218 on smart card 114 
(step 318). The hash algorithm can be any algorithm suitable 
for creating a non-reversible signature for the receipt such as 
secure hash algorithm-one (SHA-1). Next, consumer 112 
encrypts the receipt, the hash, and encrypted account num 
ber 212 using ?nancial institution public key 210 (step 320). 
This encryption provides a secure digital envelope for 
transferring data to ?nancial institution 108 While preventing 
merchant 106 from learning the contents. Note that other 
data can be included in the secure digital envelope. Con 
sumer 112 then sends the secure digital envelope to mer 
chant 106 (step 322). 

[0042] Merchant 106 creates a hash of the data on the 
receipt using the same algorithm as consumer 112 (step 
324). Merchant 106 then sends this hash and the secure 
digital envelope to ?nancial institution 108 (step 326). 

[0043] Financial institution 108 decrypts the secure digital 
envelope to recover the encrypted data (step 328). Financial 
institution 108 then compares the hash received in the secure 
digital envelope With the hash received from merchant 106 
to establish the ?nancial transaction as valid (step 330). 
Next, ?nancial institution 108 veri?es that the ?nancial 
transaction does not violate any account restrictions and, if 
not, authoriZes the ?nancial transaction (step 332). Financial 
institution 108 then noti?es merchant 106 that the ?nancial 
transaction is valid (step 334). 

[0044] Merchant 106 then delivers the merchandise or 
service to consumer 112 (step 336). Merchant 106 noti?es 
?nancial institution 108 that the ?nancial transaction is 
complete ending the process (step 338). 

InitialiZing a Smart Card 

[0045] FIG. 4 is a ?oWchart illustrating the process of 
initialiZing a smart card in accordance With an embodiment 
of the present invention. The system starts When ?nancial 
institution 108 registers public key 208 belonging to con 
sumer 112 With the certi?cate authority related to ?nancial 
institution 108 (step 402). Next, ?nancial institution 108 
sends smart card 114 to consumer 112 (step 404). Note, 
smart card 114 is partially initialiZed With data as described 
above in conjunction With FIG. 2 except for consumer 
certi?cate 216. Under separate cover, ?nancial institution 
108 sends a one-time personal identi?cation number (PIN) 
to consumer 112 (step 406). 

[0046] Using the PIN, consumer 112 requests activation of 
smart card 114 (step 408). In response to this request, 
?nancial institution 108 requests consumer certi?cate 216 
from the certi?cate authority (step 410). Next, the certi?cate 
authority issues consumer certi?cate 216 (step 412). 

[0047] The certi?cate authority sends consumer certi?cate 
216 to smart card provider 110 (step 414). Finally, smart 
card provider 110 installs consumer certi?cate 216 on smart 
card 114 ending the process (step 416). 
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[0048] The foregoing descriptions of embodiments of the 
present invention have been presented for purposes of 
illustration and description only. They are not intended to be 
exhaustive or to limit the present invention to the forms 
disclosed. Accordingly, many modi?cations and variations 
Will be apparent to practitioners skilled in the art. Addition 
ally, the above disclosure is not intended to limit the present 
invention. The scope of the present invention is de?ned by 
the appended claims. 

Listing of Claims: 
1-24. (canceled) 
25. A method that facilitates an electronic transaction 

betWeen a consumer and a merchant Without alloWing the 
merchant to knoW an account number belonging to the 
consumer, comprising: 

sending a receipt for a transaction in electronic form from 
a merchant to a consumer; 

receiving a secure digital envelope from the consumer, the 
consumer having formed the secure digital envelope by 
encrypting information associated With the receipt and 
the account number using a public key of a ?nancial 
institution; and 

sending the secure digital envelope along With informa 
tion associated With the receipt to the ?nancial institu 
tion, thereby enabling the ?nancial institution to pro 
cess the transaction Without alloWing the merchant to 
knoW an account number. 

26. The method of claim 25, 

Wherein the consumer forms the digital envelope by, 

generating a ?rst hash of the receipt, and 

encrypting the receipt, the ?rst hash, and the account 
number using the public key of the ?nancial insti 
tution; and 

Wherein the merchant sends the secure digital envelope to 
the ?nancial institution by, 

generating a second hash of the receipt; and 

sending the secure digital envelope along With the 
second hash to the ?nancial institution. 

27. The method of claim 26, Wherein the method further 
comprises processing the transaction at the ?nancial insti 
tution by: 

using a private key belonging to the ?nancial institution to 
decrypt the secure digital envelope to obtain the 
receipt, the ?rst hash, and the account number; and 

comparing the ?rst hash With the second hash to validate 
the transaction. 

28. The method of claim 27, Wherein if the second hash 
matches the ?rst hash, the method further comprises: 

authoriZing the transaction; and 

notifying the merchant that the transaction is valid. 
29. The method of claim 25, Wherein the consumer forms 

the secure digital envelope in a smart card. 
30. The method of claim 29, Wherein the smart card 

contains: 

an identi?er for the consumer; 

an identi?er for the ?nancial institution; 
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a private key for the consumer; 

the public key for the ?nancial institution; 

the account number; and 

encryption mechanisms. 
31. The method of claim 25, Wherein prior to sending the 

receipt from the merchant to the consumer, the method 
further comprises validating that the consumer has an 
account With the ?nancial institution by: 

receiving a digital certi?cate belonging to the ?nancial 
institution from the consumer; 

determining if the digital certi?cate of the ?nancial insti 
tution is valid by validating that the digital certi?cate is 
signed by a recogniZed certi?cate authority; 

if so, transmitting the consumer identi?er and the con 
sumer certi?cate to the ?nancial institution to validate 
if the consumer has an account With the ?nancial 

institution; and 

receiving a validation message from the ?nancial institu 
tion if the consumer has an account With the ?nancial 
institution. 

32. A computer-readable storage medium storing instruc 
tions that When eXecuted by a computer cause the computer 
to perform a method that facilitates an electronic transaction 
betWeen a consumer and a merchant Without alloWing the 
merchant to knoW an account number belonging to the 
consumer, the method comprising: 

sending a receipt for a transaction in electronic form from 
a merchant to a consumer; 

receiving a secure digital envelope from the consumer, the 
consumer having formed the secure digital envelope by 
encrypting information associated With the receipt and 
the account number using a public key of a ?nancial 
institution; and 

sending the secure digital envelope along With informa 
tion associated With the receipt to the ?nancial institu 
tion, thereby enabling the ?nancial institution to pro 
cess the transaction Without alloWing the merchant to 
knoW an account number. 

33. The computer-readable storage medium of claim 32, 

Wherein the consumer forms the digital envelope by, 

generating a ?rst hash of the receipt, and 

encrypting the receipt, the ?rst hash, and the account 
number using the public key of the ?nancial insti 
tution; and 

Wherein the merchant sends the secure digital envelope to 
the ?nancial institution by, 

generating a second hash of the receipt; and 

sending the secure digital envelope along With the 
second hash to the ?nancial institution. 

34. The computer-readable storage medium of claim 33, 
Wherein the method further comprises processing the trans 
action at the ?nancial institution by: 

using a private key belonging to the ?nancial institution to 
decrypt the secure digital envelope to obtain the 
receipt, the ?rst hash, and the account number; and 
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comparing the ?rst hash With the second hash to validate 
the transaction. 

35. The computer-readable storage medium of claim 34, 
Wherein if the second hash matches the ?rst hash, the 
method further comprises: 

authorizing the transaction; and 

notifying the merchant that the transaction is valid. 
36. The computer-readable storage medium of claim 32, 

Wherein the consumer forms the secure digital envelope in 
a smart card. 

37. The computer-readable storage medium of claim 36, 
Wherein the smart card contains: 

an identi?er for the consumer; 

an identi?er for the ?nancial institution; 

a private key for the consumer; 

the public key for the ?nancial institution; 

the account number; and 

encryption mechanisms. 
38. The computer-readable storage medium of claim 32, 

Wherein prior to sending the receipt from the merchant to the 
consumer, the method further comprises validating that the 
consumer has an account With the ?nancial institution by: 

receiving a digital certi?cate belonging to the ?nancial 
institution from the consumer; 

determining if the digital certi?cate of the ?nancial insti 
tution is valid by validating that the digital certi?cate is 
signed by a recogniZed certi?cate authority; 

if so, transmitting the consumer identi?er and the con 
sumer certi?cate to the ?nancial institution to validate 
if the consumer has an account With the ?nancial 

institution; and 

receiving a validation message from the ?nancial institu 
tion if the consumer has an account With the ?nancial 
institution. 

39. An apparatus that facilitates an electronic transaction 
betWeen a consumer and a merchant Without alloWing the 
merchant to knoW an account number belonging to the 
consumer, comprising: 

a sending mechanism con?gured to send a receipt for a 
transaction in electronic form from a merchant to a 

consumer; 

a receiving mechanism con?gured to receive a secure 
digital envelope from the consumer, the consumer 
having formed the secure digital envelope by encrypt 
ing information associated With the receipt and the 
account number using a public key of a ?nancial 
institution; and 

Wherein the sending mechanism is additionally con?g 
ured to send the secure digital envelope along With 
information associated With the receipt to the ?nancial 
institution, thereby enabling the ?nancial institution to 
process the transaction Without alloWing the merchant 
to knoW an account number. 
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40. The apparatus of claim 39, 

Wherein the consumer forms the digital envelope by, 

generating a ?rst hash of the receipt, and 

encrypting the receipt, the ?rst hash, and the account 
number using the public key of the ?nancial insti 
tution; and 

Wherein the merchant sends the secure digital envelope to 
the ?nancial institution by, 

generating a second hash of the receipt; and 

sending the secure digital envelope along With the 
second hash to the ?nancial institution. 

41. The apparatus of claim 40, further comprising a 
processing mechanism, Which is con?gured to process the 
transaction at the ?nancial institution by: 

using a private key belonging to the ?nancial institution to 
decrypt the secure digital envelope to obtain the 
receipt, the ?rst hash, and the account number; and 

comparing the ?rst hash With the second hash to validate 
the transaction. 

42. The apparatus of claim 41, further comprising: 

a authoriZing mechanism, Which is con?gured to autho 
riZe the transaction if the second hash matches the ?rst 
hash; and 

a notifying mechanism, Which is con?gured to notify the 
merchant that the transaction is valid if the second hash 
matches the ?rst hash. 

43. The apparatus of claim 39, Wherein the consumer 
forms the secure digital envelope in a smart card. 

44. The apparatus of claim 43, Wherein the smart card 
contains: 

an identi?er for the consumer; 

an identi?er for the ?nancial institution; 

a private key for the consumer; 

the public key for the ?nancial institution; 

the account number; and 

encryption mechanisms. 
45. The apparatus of claim 39, further comprising a 

validating mechanism, Which is con?gured to validate that 
the consumer has an account With the ?nancial institution 
by: 

receiving a digital certi?cate belonging to the ?nancial 
institution from the consumer; 

determining if the digital certi?cate of the ?nancial insti 
tution is valid by validating that the digital certi?cate is 
signed by a recogniZed certi?cate authority; 

if so, transmitting the consumer identi?er and the con 
sumer certi?cate to the ?nancial institution to validate 
if the consumer has an account With the ?nancial 

institution; and 

receiving a validation message from the ?nancial institu 
tion if the consumer has an account With the ?nancial 
institution. 


