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(57) ABSTRACT 

A method of producing a digital multiple-level encoded 
image is presented. The method comprises obtaining a 
digital authentication image, obtaining a ?rst encoding 
parameter set comprising one or more encoding parameters, 

and constructing a ?rst encoded image. The ?rst encoded 
image is constructed using a ?rst encoding methodology, the 
digital authentication image and the ?rst encoding parameter 
set. The method further comprises obtaining a second encod 
ing parameter set comprising one or more encoding param 
eters and constructing a second encoded image using a 
second encoding methodology, the ?rst encoded image and 
the second encoding parameter set. The second encoded 
image may be decoded to reveal the ?rst encoded image 
using a decoder having characteristics corresponding to at 
least a portion of the encoding parameters of the second 
encoding parameter set. The ?rst encoded image may be 
decoded to reveal the authentication image using a decoder 
having characteristics corresponding to at least a portion of 
the encoding parameters of the ?rst encoding parameter set. 
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SYSTEMS AND METHODS FOR 
AUTHENTICATING OBJECTS USING 

MULTIPLE-LEVEL IMAGE ENCODING AND 
DECODING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to US. Provisional 
Application No. 60/600,027, ?led Aug. 9, 2004 and to US. 
application Ser. No. 11/068,350 (’350 application) ?led Feb. 
28, 2005, Which claims priority to US. Provisional Appli 
cation No. 60/565,300, ?led Apr. 26, 2004, both of Which are 
incorporated herein by reference in their entirety. The appli 
cation is also related to US. application Ser. No. 10/847,962 
(’962 application) ?led May 18, 2004 and US. application 
Ser. No. 10/897,943 (’943 application) ?led May 18, 2004, 
each of Which is incorporated herein by reference in its 
entirety. 

BACKGROUND OF THE INVENTION 

[0002] The invention relates generally to the ?eld of object 
security authentication, and more particularly to the use of 
encoded images for authentication of documents and other 
objects. 
[0003] Document falsi?cation and product counterfeiting 
are signi?cant problems that have been addressed in a 
variety of Ways. One of the more successful approaches has 
been the use of latent or hidden images applied to or printed 
on objects to be protected. These images are generally not 
vieWable Without the assistance of specialiZed devices that 
render them visible. 

[0004] One approach to the formation of a latent image is 
to optically encode the image so that, When printed, the 
image can be vieWed only through the use of a correspond 
ing decoding device. Such graphical encoded images may be 
used on virtually any form of printed document including 
legal documents, identi?cation cards and papers, labels, 
currency, stamps, etc. They may also be applied to goods or 
packaging for goods subject to counterfeiting. 

[0005] Objects to Which a graphical encoded image is 
applied may be authenticated by decoding the encoded 
image and comparing the decoded image to an eXpected 
authentication image. The authentication image may include 
information speci?c to the object being authenticated or 
information relating to a group of similar objects (e.g., 
products produced by a particular manufacturer or facility). 
Production and application of encoded images may be 
controlled so that they cannot easily be duplicated. Further, 
the encoded image may be con?gured so that tampering With 
the information on the document or label is readily apparent. 

[0006] The effectiveness of using graphical encoded 
images to prevent counterfeiting or unauthoriZed production 
of documents and other products may depend on the security 
of the softWare and the encoding parameters used to encode 
an authentication image. It can also depend on controlling 
access to the system that applies the ?nal encoded image to 
the objects to be authenticated. UnauthoriZed knoWledge of 
the encoding parameters or the authentication image used to 
produce an encoded image may make it possible to duplicate 
the encoded image and apply it to non-authentic goods or 
documents. 
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[0007] As a consequence, measures must be taken to 
assure the security of the encoding process and to make the 
process dif?cult or impossible to reverse engineer or dupli 
cate. 

SUMMARY OF THE INVENTION 

[0008] An aspect of the present invention provides a 
method of producing a digital multiple-level encoded image. 
The method comprises obtaining a digital authentication 
image, obtaining a ?rst encoding parameter set comprising 
one or more encoding parameters, and constructing a ?rst 
encoded image. The ?rst encoded image is constructed using 
a ?rst encoding methodology, the digital authentication 
image and the ?rst encoding parameter set. The method 
further comprises obtaining a second encoding parameter set 
comprising one or more encoding parameters and construct 
ing a second encoded image using a second encoding 
methodology, the ?rst encoded image and the second encod 
ing parameter set. The second encoded image may be 
decoded to reveal the ?rst encoded image using a decoder 
having characteristics corresponding to at least a portion of 
the encoding parameters of the second encoding parameter 
set. The ?rst encoded image may be decoded to reveal the 
authentication image using a decoder having characteristics 
corresponding to at least a portion of the encoding param 
eters of the ?rst encoding parameter set. 

[0009] Another aspect of the present invention provides a 
method of decoding a digital multiple-level encoded image 
produced by constructing a ?rst digital encoded image using 
a ?rst encoding methodology, an authentication image and a 
?rst encoding parameter set, then constructing a second 
digital encoded image using a second encoding methodol 
ogy, the ?rst encoded image and a second encoding param 
eter set. The method comprises decoding the second digital 
encoded image to reveal the ?rst digital encoded image 
using at least a portion of the second encoding parameter set. 
The method further comprises decoding the ?rst digital 
encoded image to reveal the authentication image using at 
least a portion of the ?rst encoding parameter set. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The invention can be more fully understood by 
reading the folloWing detailed description together With the 
accompanying draWings, in Which like reference indicators 
are used to designate like elements, and in Which: 

[0011] FIG. 1 is a an illustration of the use of an optical 
decoding device to decode a printed graphical encoded 
image; 

[0012] FIG. 2 is an illustration of an exemplary rasteriZed 
encoded image formed from primary and secondary images 
using a raster shifting method; 

[0013] FIG. 3 is an illustration of the use of an optical 
decoder to decode the encoded image of FIG. 2; 

[0014] FIG. 4 is an illustration of a blank control image 
having periodically varying tone density; 

[0015] FIG. 5 is an illustration of the control image of 
FIG. 4 With a secondary image embedded therein; 

[0016] FIG. 6 is an encoded image formed from a primary 
image and the control image of FIG. 5; 
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[0017] FIG. 7 is a ?owchart of a method of constructing 
a digital multiple-level encoded image according to an 
embodiment of the invention; 

[0018] FIG. 8 is a ?oWchart of a method of decoding a 
digital multiple-level encoded image according to an 
embodiment of the invention; 

[0019] FIG. 9 is a schematic representation of a system for 
constructing digital multiple-level encoded images accord 
ing to an embodiment of the invention; and 

[0020] FIG. 10 is a schematic representation of a system 
for authenticating an object. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0021] Embodiments of the present invention relate to 
methods for the protection of documents and other items 
using visually or graphically encoded images. These images 
are typically embedded in a background or source image and 
printed on items that may be subject to alteration, falsi?ca 
tion or counterfeiting. As used herein, the terms “graphical 
encoded image” and “encoded image” refer to an image 
produced by manipulating and/or hiding a ?rst image Within 
a background ?eld or Within a second image using an 
encoding methodology and a set of encoding parameters. 
The encoded image is produced in such a Way that When 
applied or printed, the ?rst image cannot be discerned by the 
human eye Without the use of a decoding device. Some 
encoded images include latent images that are hidden so that 
their presence is dif?cult to discern from a background or 
primary image. Other encoded images include content that 
is easily visible but not readable because it has been sys 
tematically scrambled or otherWise manipulated. 

[0022] The present invention provides for sequentially 
applying one or more encoding methodologies to an authen 
tication image to produce a multiple-level encoded image. 
Each encoding step may be conducted using a different 
encoding methodology and/or different encoding parameters 
so that the resultant encoded image cannot be completely 
decoded to reveal the authentication image by using a single 
decoding element or a single decoding pass through a 
softWare-based decoder. 

[0023] It Will be understood by those of ordinary skill in 
the art that, as used herein, the term “encoded image” may 
apply to a printed or otherWise applied image or to a digital 
image that has been created by a data processor or captured 
from a printed image using a digital camera or other image 
acquisition device. 

[0024] Encoded images of particular signi?cance to the 
present invention are those that are con?gured to be opti 
cally decoded using a lens-based decoding device. Such 
images take advantage of the ability of certain types of 
lenses (e. g., a lenticular lens) to sample image content based 
on the their optical characteristics. For example, a lenticular 
lens can be used to sample and magnify image content based 
on the lenticule frequency of the lens. The images used are 
typically encoded by one of several methods that involve 
establishing a regulariZed periodic pattern having a fre 
quency corresponding to that of the lenticular lens to be used 
as a decoder, then introducing distortions of the pattern that 
correspond to the content of the image being encoded. These 
distortions may be made so small as to render the image 
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dif?cult to discern from the regulariZed pattern by the naked 
eye. Encoded images of this type can be produced in an 
analog fashion using specialiZed photographic equipment as 
disclosed in US. Pat. No. 3,937,565 or digitally as is 
disclosed in US. Pat. No. 5,708,717 (’717 patent), both of 
Which are incorporated herein by reference in their entirety. 

[0025] As discussed in detail in the ’350 application, 
optically encoded images may also be decoded using a 
softWare-based decoding device. Such a device applies one 
or more decoding algorithms to a digital encoded image 
using the encoding parameters With Which the image Was 
encoded. The output is a digital decoding result that can be 
compared to the original authentication image or from Which 
information can be extracted for comparison to knoWn or 
otherWise determined information about a particular object 
to Which the encoded image Was applied. 

[0026] Digitally encoded images can be embedded into a 
background or into other images so that the mere presence 
of the encoded image is dif?cult to discern. With reference 
to FIG. 1, an encoded image 10 may be established using a 
primary or source image 20 and a secondary image 40 Which 
is embedded into the primary image 20 in such a Way that 
the secondary image 40 can only be vieWed With a decoding 
device 30 of a predetermined frequency. The primary image 
may be a blank gray or colored background image as in the 
encoded image 10 of FIG. 1 or may include visible image 
content such as a design or photograph or any other form of 
indicia. The secondary image may also be any form of image 
or indicia and may include indicia related in some Way to the 
primary image. In the eXample encoded image 10, the 
secondary image 40 is a repeating pattern based on the 
Words “Department of Transportation.” The secondary 
image can be separately encoded then merged or embedded 
into the primary image or the process of embedding may be 
accomplished in such a Way that the secondary image is 
encoded as it is embedded. As shoWn in FIG. 1, the 
secondary image may be vieWed by placing the decoding 
device 40 over the encoded image 10 at the correct orien 
tation. In the eXample of FIG. 1, the decoding device has a 
horiZontal aXis 32 and a vertical aXis 34 and the encoded 
image 10 has a horiZontal aXis 22 and a vertical aXis 24. The 
secondary image 40 is revealed When the horiZontal aXis 32 
of the decoding device 30 is oriented at the decoding angle 
0t With respect to the horiZontal aXis 22 of the encoded image 
10. The decoding angle 0t is an encoding parameter that is 
established prior to encoding and embedding the secondary 
image. 

[0027] The methods by Which the secondary image is 
embedded or merged With the primary image can be divided 
into tWo general approaches. In the ?rst approach, a regu 
lariZed periodic behavior is imposed on the primary image 
using a predetermined frequency. This is primarily accom 
plished by rasteriZing the primary image at the predeter 
mined frequency. The secondary image is then mapped to 
the primary image so that the regulariZed behavior of the 
primary image can be altered at locations corresponding to 
those in the secondary image that include image content. 
The alterations are small enough that they are dif?cult for the 
human eye to discern. HoWever, When a lenticular lens 
having a frequency corresponding to the predetermined 
frequency is placed over the primary image, it Will sample 
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and magnify the primary image content in such a Way that 
the alterations are brought out to form the latent secondary 
image. 

[0028] In the second approach, the regularized periodic 
behavior is ?rst imposed on the secondary image rather than 
the primary image, With alterations in that behavior occur 
ring Wherever there is content in the secondary image. The 
secondary image is then mapped to the primary image and 
the content of the primary image altered pixel by pixel based 
on the content of the encoded secondary image. 

[0029] Examples of the above approaches Will noW be 
discussed in more detail. A simple example of the ?rst 
approach is illustrated in FIGS. 2-3. FIG. 2 shoWs an 
enlarged vieW of an optically encoded image 110. The 
encoded image 110 Was constructed from a primary image 
of a human face and a secondary image of the letters “SI.” 
The primary image Was rasteriZed at a particular frequency 
and raster angle 0t. The secondary image Was embedded into 
the primary image by introducing position variations (shift 
ing) in the raster elements at locations corresponding to the 
content of the secondary image. These shifts can be made 
small enough that it is dif?cult if not impossible for the 
naked eye to interpret them as a cohesive image embedded 
in the primary image. The higher the raster frequency, the 
more dif?cult it is to distinguish the shifts and/or discern the 
embedded image. The presence of the shifts can be further 
disguised by making the transition from an unshifted raster 
portion of the image to a shifted portion as gradual and 
smooth as possible. The result, as shoWn in FIG. 2 is an 
encoded image 110 in Which the primary image is readily 
vieWed but the secondary image cannot easily be discerned. 
As shoWn in FIG. 3, When a lenticular decoding lens 120 
having a line frequency corresponding to the raster element 
frequency is placed over the encoded image 110 at the 
correct orientation (i.e., the raster angle ot), the secondary 
image (the letters “SI”) may be vieWed. 

[0030] The presence of the embedded image may be 
further disguised by compensating for changes in the tone 
density of small regions or WindoWs of the primary image. 
This can be accomplished by modifying the individual 
pixels in the shifted image so that the average tone density 
of each WindoW remains the same as the corresponding 
WindoW of the unshifted image. 

[0031] It Will be understood by those of ordinary skill in 
the art that the above method may be used With any form of 
dot, symbol or line rasteriZation methodology. Further, this 
and other methods may be used to embed multiple second 
ary images having different encoding parameters as 
described in the co-pending ’962 and ’943 applications). 

[0032] The method described above can be regarded as a 
special case of a method disclosed in the ’717 patent. In that 
method, the secondary image is encoded ?rst using the 
scrambling methodology described in the ’717 patent and 
the raster lines of the primary image are then reformed to 
folloW the pattern of the encoded secondary image. The 
resulting embedded image can be vieWed using a lenticular 
decoding device having the same frequency at Which the 
primary image Was rasteriZed and With Which the secondary 
image Was encoded. 

[0033] The second general approach for embedding a 
secondary image into a primary image may be used if it is 
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desired for the output image to be a continuous tone image 
(as opposed to the rasteriZed image produced by the ?rst 
approach). In this method, a secondary image is embedded 
into a “blank” control image having no content other than 
regular periodic tonal variations. The control image With the 
embedded secondary image is then mapped to the primary 
image. 

[0034] With reference to FIGS. 4-6, a simple example of 
this method Will noW be discussed. FIG. 4 shoWs a blank 
control image 210 in Which the tonal values of pixels of the 
image change as a periodic function, such as a square Wave, 
sine Wave, triangle Wave etc. The frequency of this function 
matches the frequency of the lenticular decoding lens. The 
angular orientation of the periodic variation establishes the 
angle used to decode the encoded image. As shoWn in FIG. 
5, a secondary image 220 is embedded into the control 
image 210 by shifting the phase of the periodic function at 
any location corresponding to a content location in the 
secondary image. In this Way, the deviations in the regular 
iZed tone variations in the modi?ed control image 210 
correspond to the content of the secondary image. 

[0035] The modi?ed control image 210 is then mapped 
pixel by pixel to a primary image 230. Pixels of the primary 
image 230 are lightened or darkened to match the pattern of 
tonal variations of the corresponding pixels in the control 
image 210. The ?nal encoded image is shoWn in FIG. 6. The 
actual amount of lightening or darkening of the primary 
image pixels may be determined using transformation func 
tions, usually de?ned as lookup tables. These functions may 
differ depending on the image application. For example, the 
transformation functions may be designed speci?cally for 
use With a speci?c printing process (eg ink jet, dye subli 
mation, laser printing). 

[0036] It Will be understood by those of ordinary skill in 
the art that the above method may be used to embed multiple 
secondary images using different encoding parameter sets as 
described in the co-pending ’962 and ’943 applications. 
Each of the secondary images can then be independently 
decoded by a decoder corresponding to the associated 
encoding parameter set using. This approach should not be 
confused With the multiple-level encoded images of the 
present invention Which require sequential decoding of each 
level of encoded image. It Will be understood, hoWever, that 
any given level of encoded image produced according to the 
methods of the present invention can incorporate multiple 
secondary images. 

[0037] The output of any of the above methods may be a 
printed encoded image (i.e., a combined primary and latent 
secondary image printed on a document or other item) or 
may be a digital encoded image that may be transmitted, 
embedded in a digital document or stored for later use. 

[0038] Another method of embedding an image is com 
monly used in banknotes and checks. In this method, a latent 
image is created by changing the direction of raster elements 
in the visible images at positions corresponding to the 
content in the hidden image. For example, vertical raster 
lines in the primary image may be changed to horiZontal 
lines at the locations corresponding to the latent image. The 
latent image can typically be seen by tilting the banknote 
slightly. HoWever, the deviations in the primary image can 
also be decoded using an optical decoder. This is because the 
raster lines of the primary image Will run along the length of 
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the lenticular line of the decoder at the positions Where there 
is no hidden content, but Will have only a cross section at the 
positions Where there is a hidden content. This difference 
makes the hidden image appear much brighter than the 
visible When vieWed through the decoder. 

[0039] The common thread of all of the above graphical 
encoding methods and their resulting encoded images is that 
they involve deviations from regular periodic behavior (e.g., 
spatial location, tone density, raster angle). The regular 
periodic behavior and the deviations therefrom may be 
established based on the encoding methodology used and a 
predetermined set of encoding parameters. The deviations 
are made apparent through the use of a decoder having 
characteristics that correspond to one or more of the encod 
ing parameters. For example, one of the encoding param 
eters may be the frequency of the regular periodic behavior. 
The decoder (Whether hardWare or softWare-based) must be 
con?gured according to that frequency. For example, in the 
case of a lenticular lens, the lens frequency is established so 
that the frequency of the regular periodic behavior is equal 
to the lens frequency or an even multiple of the lens 
frequency. The lenticular lens may then act as a content 
sampler/magni?er that emphasiZes the deviations from the 
regulariZed behavior and assembles them into the secondary 
image. 

[0040] In addition to the optical encoding methodologies 
discussed above, other methods that may be used in con 
junction With the present invention may include symbologi 
cal encoding and digital encoding methods such as digital 
Watermarking. It Will be understood that the nature of the 
encoding parameters associated With a particular encoding 
methodology Will depend, at least in part, on the nature of 
the encoding methodology. Examples of encoding param 
eters for a rasteriZation method may include resolution or 
frequency of the image and the orientation at Which a 
decoding lens Would need to be positioned to reveal the 
authentication image (decoding angle). Another example 
Would be an indicator that Would determine a particular type 
of rasteriZation. Such a rasteriZation type parameter may be 
used to determine, for example, Whether an image is to be 
rasteriZed using dots, lines, diamonds, elliptical dots, or 
some other geometric form. Further, each rasteriZation type 
may involve speci?c characteristics that could also be used 
as encoding parameters. These could include, for example, 
the degree of elongation of diamonds and elliptical dots, etc. 
Encoding parameters may also include values relating to the 
geometry, position and orientation of the authentication 
image When vieWed through the decoder. Encoding param 
eters could also include such variables as print resolution or 
a repetition factor or frequency used to generate a Wallpaper 
pattern from the authentication indicia. 

[0041] As discussed in the ’943 application, a single 
encoded image may be constructed from an encoding 
parameter set having one or more encoding parameters 
generated or selected by the user and one or more additional 
encoding parameters that are generated or selected by a 
non-user or selected automatically Without user input. As 
noted above, a single encoded image may also be con 
structed from multiple authentication images, each having 
its oWn associated encoding parameter set. In these embodi 
ments, some or all of the encoding parameter set for a ?rst 
authentication image may be selected or generated by the 
user, While some or all of the encoding parameters for a 
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second authentication image may be selected or generated 
by a non-user or selected automatically Without user input. 

[0042] The characteristics of an encoded image may be 
tied to a particular object or group of objects. For example, 
the encoding parameters used to encode the image may be 
uniquely or semi-uniquely determined based on object iden 
ti?cation or characteristics or, in the case of a document, 
informational or graphical content. Encoded image charac 
teristics may also be established based on circumstance 
surrounding the production of the object or the construction/ 
application of the encoded image. 

[0043] The methods of the present invention provide an 
enhancement to the previously knoWn encoding methodolo 
gies including those described above. In the method of the 
present invention, a ?rst digital encoded image is produced 
using at least one authentication image and a ?rst encoding 
parameter set using a ?rst encoding methodology. The ?rst 
encoded image may also include a ?rst background or 
source image into Which the authentication image is encoded 
and embedded using the encoding parameters of the ?rst 
encoding parameter set. The ?rst digital encoded image is 
then used With a second encoding parameter set and a second 
encoding methodology to produce a second digital encoded 
image. The second digital encoded image may include a 
second background or source image into Which the ?rst 
digital encoded image is embedded. The second digital 
encoded image may be stored, applied to on object or 
transmitted. The second digital encoded image may also be 
used With yet another (i.e., third) encoding parameter set and 
a third encoding methodology to produce a third encoded 
image. It Will be understood that at each level of encoding, 
the encoded image of the previous level is effectively an 
“authentication image” for use in producing the current 
encoded image. Thus, these intermediate encoded images 
may be used to authenticate a particular level of the overall 
encoded image. 

[0044] FIG. 7 is a How chart of a method M100 for 
producing a multiple level encoded image according to an 
embodiment of the invention. The method begins at S100. At 
S110, a digital authentication image is obtained. The authen 
tication image is an image that Will be produced When the 
?nal multiple level encoded image is decoded. The digital 
authentication image may be received from a separate 
provider or retrieved from storage. Alternatively, the digital 
authentication image may be created from scratch or pro 
duced by scanning a desired graphical image. 

[0045] The authentication image may include authentica 
tion indicia Which may be any visual representation includ 
ing but not limited to digitiZed images, computer-generated 
graphics and text strings from document processing pro 
grams. Authentication indicia may be selected so as to 
provide information about the source of an object or about 
the user. For example, authentication indicia may include an 
image of a corporate logo or textual identi?cation of a 
government agency. Alternatively, or in addition, authenti 
cation indicia may include information relating to the spe 
ci?c object to be authenticated. Authentication indicia for a 
speci?c document could, for example, include text from the 
document itself, or text relating to the circumstances of the 
generation of the document. Authentication indicia may also 
include a textual representation of the circumstances relating 
to the current authentication process. If, for example, the 
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authentication method is carried out at the time of printing 
of a particular document, the authentication indicia could 
include a textual representation of a time and date to be 
associated With the document. Alternatively, or in addition, 
the authentication indicia may include information relating 
to a processor or station at Which the document is generated, 
processed or printed. 

[0046] From the above, it Will be understood by those of 
ordinary skill in the art, that the authentication image may be 
made unique to a particular object or group of objects or may 
be generic to a particular user. In yet another alternative, the 
authentication image may be established by a licensor or 
provider of authentication softWare With or Without input 
from the user. 

[0047] A ?rst encoding parameter set is obtained at S115. 
As previously discussed, encoding parameters may be used 
to determine the characteristics of the encoded image and/or 
the appearance of the authentication image When the 
encoded image is decoded. Like the authentication image, 
the encoding parameter set may be received from a separate 
provider or retrieved from storage. The encoding parameter 
set may also be assembled from encoding parameters pro 
vided by multiple sources as described in the ’943 applica 
tion. For eXample, individual encoding parameters may be 
user-provided or non-user-provided. User-provided encod 
ing parameters may be supplied by the user interactively or 
may be supplied and stored for later use by the softWare. 
Non-user-provided encoding parameters may be pre-pro 
grammed into encoding softWare or retrieved from data 
storage. Non-user-supplied encoding parameters may also 
be calculated or determined by the softWare as a function of 
a processing circumstance or based on a random selection. 
A processing circumstance could include, for eXample, the 
time at Which the encoded image is generated or character 
istics of the operating environment (e.g., characteristics or 
identi?cation of the processor generating the document). 

[0048] Including an encoding parameter that is not con 
trollable by the user provides protection against misuse by a 
particular user. Non-user-supplied encoding parameter(s) 
may be set by a softWare licensing or control entity or may 
be set by an administrator of the user’s organiZation. As 
discussed above, the non-user-supplied encoding param 
eter(s) may also be constructed by the softWare Without 
input from the user. 

[0049] Depending on the encoding methodology being 
used, a source or primary image may be obtained at S120. 
The source image is a visible background or image into 
Which the encoded authentication image is embedded. The 
primary image may be a blank background image as in the 
encoded image 10 of FIG. 1 or may include visible image 
content such as a design or photograph as in the encoded 
image 110 of FIG. 2. As With the authentication image, the 
primary image may be received from a separate provider, 
retrieved from storage or digitally created. 

[0050] At S125, a ?rst digital encoded image is con 
structed using the digital authentication image and the ?rst 
encoding parameter set. As noted above, any method for 
creating an encoded image from the authentication image 
may be used. Depending on the method, the encoded authen 
tication image may be embedded into the ?rst primary image 
to produce the ?rst digital encoded image. If the ?rst digital 
encoded image is printed, the ?rst primary image Would be 
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visible With the naked eye. The authentication image, hoW 
ever Would not be vieWable unless decoded With a decoder 
having characteristics associated With the ?rst encoding 
parameter set. 

[0051] The ?rst digital encoded image represents the ?rst 
level of a multiple-level encoded image. A second level may 
be constructed using a second encoding parameter set 
obtained at S130 and, if desired and depending on the 
encoding methodology to be used, a second primary image 
at S135. In this second level encoding process, the authen 
tication image is replaced by the ?rst encoded image, Which 
is re-encoded using the second parameter set at S140. The 
re-encoded ?rst encoded image may be embedded into the 
second primary image to produce the second encoded 
image. Signi?cantly, the encoding methodology used in the 
second level encoding process need not be the same meth 
odology as that used in the ?rst level encoding process. 

[0052] If the second digital encoded image is printed, only 
the second primary image Would be visible With the naked 
eye. If a decoder having the appropriate characteristics 
associated With the second encoding parameter set is applied 
to the second digital encoded image, the ?rst primary image 
could be vieWed. The authentication image, hoWever, Would 
remain unvieWable unless decoded using a decoder having 
the appropriate characteristics associated With the ?rst 
encoding parameter set. 

[0053] It can thus be seen that, if the second encoded 
image is to be decoded using hardWare-based optical decod 
ing, tWo lens elements Would be required. One lens element 
having optical characteristics corresponding to the ?rst 
encoding parameter set and a second lens element having 
optical characteristics corresponding to the second encoding 
parameter set. The authentication image could be vieWed 
only by superimposing the tWo lenses one on top of the 
other. This could be accomplished using tWo entirely sepa 
rate lenses or using a composite lens such as those described 
in US. patent application Ser. No. 10/165,162, ?led Jun. 6, 
2002, Which is incorporated herein by reference in its 
entirety. 

[0054] A printed version of the second decoded image 
could also be decoded by capturing (e.g., by scanning) a 
digital version of the printed encoded image and decoding 
the captured image using a digital (i.e., softWare-based) 
decoder. The digital decoder Would be con?gured to ?rst 
decode the second level encoding using the second encoding 
parameter set and a decoding methodology appropriate for 
the encoding methodology used in the second encoding 
process. The output of this ?rst decoding pass Would then be 
used as the input to a second decoding pass in Which the ?rst 
encoding parameter set Would be used With a decoding 
methodology appropriate for the encoding methodology 
used in the second encoding process. The output of the 
second decoding pass Would include the authentication 
image. 

[0055] A digital decoder could also be used to decode a 
second digital encoded image that had never been printed at 
all. The second digital encoded image Would simply used in 
place of the captured version of the printed image. 

[0056] As shoWn in FIG. 7, the method M100 may 
include a third encoding level in Which a third encoding 
parameter set is obtained at S145, an optional third digital 
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primary image is obtained at S150 and a third encoded 
image is constructed at S155. It Will be readily understood 
that When the third digital image is printed, only the third 
primary image Would be visible With the naked eye. If a 
decoder having the appropriate characteristics associated 
With the third encoding parameter set is applied to the 
printed encoded image, the second primary image could be 
vieWed. Using a second decoder (or a second decoding pass 
in a digital decoder) and the second encoding parameter set 
alloWs the ?rst primary image to be vieWed and using a third 
decoder (or a third pass in a digital decoder) and the ?rst 
encoding parameter set alloWs the authentication image to 
be vieWed. 

[0057] The method M100 ends at S190. It Will be under 
stood, hoWever, additional steps may be included in the 
method M100. In particular, any number of encoding levels 
may be used to produce a ?nal multiple-level encoded 
image. In order to achieve high quality results, hoWever, it 
may be necessary to tailor the encoding parameters to the 
encoding level. For eXample, the raster frequency of the 
encoding process may be increased With each level of 
encoding. In a particular application of the invention, the 
frequency may be doubled With each encoding level to 
assure that enough details from the previous level are 
captured to preserve the encoded information. 

[0058] Once a digital multiple-level encoded image has 
been constructed, it may be stored, transmitted to a requestor 
or applied to an object. Alternatively, the digital multiple 
level encoded image may be inserted directly into a digital 
document. The document containing the encoded image 
may then be further processed, transmitted or printed. It Will 
be understood that the encoded image is graphically embed 
ded Within the document so that it is printed simultaneously 
With the document. When the document is printed, the 
printed multiple-level encoded image Will be produced in its 
encoded form so that it cannot be vieWed eXcept With the 
corresponding decoding devices. 

[0059] It may not alWays be practical to use multiple 
hardWare decoder elements to decode an encoded image 
With three more encoding levels. A softWare decoder, hoW 
ever, can be adapted to decode a multiple-level encoded 
image as easily as a single-level encoded image. An illus 
trative decoding method M200 that may be used in con 
junction With a digital decoder is shoWn in FIG. 8. As 
illustrated, the method M200 is set up for a three level digital 
encoded image. It Will be understood, hoWever, that the 
method M200 may be adapted for digital images having any 
number of encoding levels. 

[0060] The method M200 begins at S200. At S210, the 
multiple-level encoded image is received. The multiple 
level encoded image may be received from a separate 
provider or retrieved from storage. The multiple-level 
encoded image may be an original, unprinted digital image 
or may be a captured digital version of a printed encoded 
image. At S215, the third encoding parameter set (i.e., the 
encoding parameter set used in the third level encoding 
process) is obtained, either by receipt from a separate 
provider or by retrieval from storage. 

[0061] As is discussed in the ’350 application, some 
digital decoding methods may require knoWledge of the 
primary image into Which a secondary image has been 
embedded. If the decoding methodology to be used to 
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decode the third level of the multiple-level encoded image 
has such a requirement, the primary image may be obtained 
at S220. The third level of the of the multiple-level encoded 
image is decoded at S225 using the third encoding parameter 
set and, if necessary, the third digital primary image to 
produce a ?rst decoding result. 

[0062] The ?rst decoding result is then used as the input to 
the second level decoding process. The second encoding 
parameter set is obtained at S230 and, if necessary, the 
second digital primary image is obtained at S235. The 
second level of the of the multiple-level encoded image is 
decoded at S240 using the second encoding parameter set 
and, if necessary, the second digital primary image to 
produce a second decoding result. As Was noted above, the 
encoding methodology used at the various encoding levels 
may differ. Similarly, the decoding methodology used at 
various decoding levels may vary and, in particular, may be 
adapted to the encoding method used at each level. Thus, the 
digital decoding methodology used to decode the second 
level encoded image need not be the same as the decoding 
methodology used to decode the third level encoded image. 

[0063] The second decoding result may be used as the 
input to the ?rst level decoding process. The ?rst encoding 
parameter set is obtained at S245 and, if necessary, the ?rst 
digital primary image is obtained at S250. The ?rst level of 
the of the multiple-level encoded image is then decoded at 
S240 using the ?rst encoding parameter set and, if necessary, 
the ?rst digital primary image to produce a third decoding 
result, Which comprises a decoded version of the authenti 
cation image. The method ends at S290. 

[0064] An aspect of the above-described decoding meth 
ods is that an encoded image having multiple encoding 
levels may be decoded using a combination of hardWare and 
softWare decoders. For eXample, a printed encoded image 
having ?rst and second encoding levels produced using an 
optical encoding methodology may be decoded by a com 
bination of a lens decoder keyed to the encoding parameters 
of the second encoding level and a digital decoder provided 
With the encoding parameters of the ?rst encoding level. 
This may be accomplished by orienting a lens element over 
the encoded image so as to render the ?rst encoded image 
vieWable. A digital image of the ?rst encoded image as 
vieWed through the lens element is captured using an image 
acquisition device such as a scanner or digital camera. The 
digital image is then decoded using a digital decoder to 
Which the encoding parameters for the ?rst encoded image 
has been provided. The decoding result provides the authen 
tication image used to encode the ?rst encoded image. 

[0065] The actions of the encoding and decoding methods 
of the invention may be distributed among multiple actors, 
thereby making them particularly suitable for hierarchical 
authentication and security arrangements. For example, by 
restricting the access of a potential decoding entity to the 
encoding parameters for one encoding level, that entity is 
prevented from fully decoding the multiple-level encoded 
image. In a hierarchical system, the loWest level inspectors 
may be given access to the decoding parameters for only the 
highest encoding level, Which may be suf?cient for ?rst tier 
authentication of an object. 

[0066] In some embodiments of the invention, layers of 
security may be added by different entities through Which 
the encoded image is passed. Each such entity could re 
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encode the encoded image With its oWn encoding parameter 
set and/or primary image. In this Way, the path of an object 
such as a document can be retraced through a series of 
generation or transmission steps, each such step having an 
associate re-encoding of the encoded image. 

[0067] The encoding methods of the invention may be 
carried out using any automated data processing system. 
With reference to FIG. 9, a data processing system 300 for 
constructing multiple-level encoded images may include a 
data processor 310 connected to a user interface 320 and a 

printer (not shoWn) or other device for applying an image to 
an object. The data processor 310 may be programmed With 
softWare adapted for carrying out the methods of the inven 
tion. In an illustrative embodiment, the data processor 310 
may include an authentication image module 312 that 
receives or generates authentication indicia and, if necessary 
renders the indicia to form one or more digital authentication 
images. The authentication indicia and/or encoding param 
eters may be received from the user via the user interface 
320, retrieved from an internal data storage module 318 or 
received from a separate processor or data storage server 
over a netWork to Which the data processor 310 is selectively 
connected. 

[0068] The data processor 310 may also include an encod 
ing parameter module 314 that receives and/or assembles 
encoding parameter sets for use in encoding and re-encoding 
the digital authentication image(s). An encoding module 316 
may be programmed to use any of one or more encoding 
methods, the encoding parameters of a ?rst encoding param 
eter set and a digital authentication image to construct a ?rst 
encoded image. The encoding module 316 may be further 
programmed to incorporate a primary image into the ?rst 
encoded image. The encoding module 316 may be further 
programmed to re-encode the ?rst encoded image to con 
struct a digital multiple-level encoded image using addi 
tional encoding parameter sets and primary images as pre 
viously described. The encoding parameter sets and primary 
images used may be stored in the data storage module 318 
in a database record associated With the object or group of 
objects to Which the multiple-level encoded image is to be 
applied. This association assures that the necessary encoding 
parameters and images can be retrieved for use in decoding 
the multiple-level encoded image. The digital multiple level 
encoded image may also be stored in the data storage 
module 318, transmitted to a requester via a netWork con 
nection or printed or applied to an object using a printer or 
other device. 

[0069] The automated system 300 may also include a 
control device 340 that may be used to control the use of the 
data processor 310 or the encoding softWare installed on the 
data processor 310. The control device 340 may be a 
separate processor, module or data storage device from 
Which the encoding softWare may obtain authentication 
indicia, encoding parameters or data relating to a processing 
circumstance. 

[0070] It Will be understood that the data processing 
system 300 may comprise a single processor or, alterna 
tively, may comprise a plurality of processors and/or servers 
interconnected by a netWork or netWorks. The functions of 
the individual modules of the processing system 300 may 
also be distributed among a plurality of processors. 

[0071] With reference to FIG. 10, a system 400 for 
authenticating an object includes an encoding processor 410 
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con?gured to generate digital multiple level encoded images 
and a decoding processor 430 con?gured to decode digital 
multiple level encoded images. The encoding processor 410 
may include an authentication image module 412, an encod 
ing parameter module 414 and an encoding module 416, all 
of Which any or all of Which may be in communication With 
an encoding information database 440. The encoding mod 
ule 416 is adapted or programmed for producing a multiple 
level encoded image using an authentication image provided 
by the authentication image module 412 and encoding 
parameter sets provided by the encoding parameter module 
414. The encoding module 416 may also use primary images 
for embedding the encoded images at various encoding 
levels. The authentication image or indicia included therein, 
any primary images and/or some or all of the encoding 
parameters may be received from an encoded image 
requester 450 adapted to provide an interface betWeen a user 
and the encoding processor 410. The authentication image or 
indicia included therein, any primary images and/or some or 
all of the encoding parameters may also be retrieved from 
the encoding information database 440 or other data storage 
module. 

[0072] The encoding module 416 may store the authenti 
cation image and the encoding parameter sets for each 
encoding level in the encoding information database 440 for 
later use in decoding a digital image in Which the multiple 
level encoded image is expected to be found. The encoding 
module 416 may also store the multiple level encoded image 
in the database 440, cause the multiple level encoded image 
to be applied to an object and/or return the encoded image 
to the encoded image requester 450. In some embodiments, 
the multiple level encoded image may be embedded into a 
digital document Which can then be stored or returned to the 
encoded image requester 450. 

[0073] The decoding processor 430 may include a decod 
ing request interface 432, an encoding information module 
434 and a decoding module 436. The decoding request 
interface 432 is adapted for receiving requests for decoding 
and/or authenticating a digital image eXpected to include a 
multiple level encoded image. The decoding request inter 
face 432 may be con?gured for receiving this request from 
an authentication requester 460. The request may include the 
digital multiple level encoded image and any or all of the 
encoding parameters for one or more of the encoding levels 
used to produce the encoded image. It Will be understood 
that the digital multiple level encoded image may be a 
digitally produced image that has not been printed or may be 
a captured digital image obtained by using a scanner, digital 
camera or other digital image acquisition device 462. 

[0074] The decoding processor 430 may further include an 
encoding information module 434 con?gured for obtaining 
the encoding parameters and, if necessary, the primary 
images used to produce the multiple level encoded image 
expected to be found in the digital image associated With the 
request. Some or all of the encoding parameters and/or 
primary images may be retrieved from the encoding infor 
mation database 440 or derived from information received 
With the decoding request. The encoding information mod 
ule 434 assembles the information required for decoding 
each encoding level and passes it to a decoding module 436. 
The decoding module 436 may be adapted for carrying out 
the multiple decoding methodology described above to 
sequentially decode any or all of the decoding levels of the 
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multiple level encoded image. After each decoding stage, the 
decoding result may be stored, returned to the authentication 
requester 460 or provided to another authoriZed requester. 

[0075] The decoding module 436 may also forWard the 
decoding result from a particular decoding stage to an 
authentication processor 470 for comparison to an eXpected 
decoding result. The authentication processor 470 may 
include a decoder interface module 472 adapted for receiv 
ing decoding results from the decoding processor 430. The 
interface module 472 may also be adapted for receiving 
encoding information from the decoding processor or for 
retrieving such information from the encoding information 
database. The encoding information may include the authen 
tication image and/or any primary images used to encode the 
eXpected multiple level encoded image. These images may 
be used by an authentication module 474 adapted for com 
paring the encoding results received from the decoding 
processor 430 to eXpected decoding results. In particular, the 
authentication module may be adapted for comparing the 
authentication image to a ?nal decoding result for purposes 
of authenticating the digital image that has been decoded. 

[0076] The authentication module 474 may also be 
adapted to eXtract content from the decoding result, such 
content being then comparable to authoriZation criteria or to 
content extracted directly from a digital document to Which 
the multiple-level encoded image Was applied. The authen 
tication module 474 may include OCR softWare or bar-code 
interpretation softWare, Which can be used to eXtract infor 
mation from the decoding result and/or the digital document. 

[0077] It Will be understood that the encoding processor 
410, the decoding processor 430 and the authentication 
processor 470 may actually be a single data processor or 
server or may be distributed among a plurality of data 
processors in selective communication via a netWork 420. It 
Will further be understood that the encoding processor 410 
and the decoding processor 430 may comprise multiple 
processors and that the encoding and decoding of various 
levels may be carried out on the same or different processors. 
In a particular embodiment, each stage of encoding is carried 
out by a different processor. This alloWs the encoding 
information used at each level to be held by a different 
encoding entity. 
[0078] General aspects of possible implementation of the 
inventive technology Will noW be described. Various method 
and operating system embodiments of the inventive tech 
nology are described above. It Will be appreciated that the 
systems of the invention or portions of the systems of the 
invention may be in the form of a “processing machine,” 
such as a general purpose computer, for eXample. As used 
herein, the term “processing machine” is to be understood to 
include at least one processor that uses at least one memory. 
The at least one memory stores a set of instructions. The 
instructions may be either permanently or temporarily stored 
in the memory or memories of the processing machine. The 
processor eXecutes the instructions that are stored in the 
memory or memories in order to process data. The set of 
instructions may include various instructions that perform a 
particular task or tasks, such as those tasks described above 
in the ?oWcharts. Such a set of instructions for performing 
a particular task may be characteriZed as a program, soft 
Ware program, or simply softWare. 

[0079] As noted above, the processing machine eXecutes 
the instructions that are stored in the memory or memories 
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to process data. This processing of data may be in response 
to commands by a user or users of the processing machine, 
in response to previous processing, in response to a request 
by another processing machine and/or any other input, for 
eXample. 

[0080] As previously discussed, the processing machine 
used to implement the invention may be a general purpose 
computer. HoWever, the processing machine described 
above may also utiliZe any of a Wide variety of other 
technologies including a special purpose computer, a com 
puter system including a microcomputer, mini-computer or 
mainframe for example, a programmed microprocessor, a 
micro-controller, a peripheral integrated circuit element, a 
CSIC (Customer Speci?c Integrated Circuit) or ASIC 
(Application Speci?c Integrated Circuit) or other integrated 
circuit, a logic circuit, a digital signal processor, a program 
mable logic device such as a FPGA, PLD, PLA or PAL, or 
any other device or arrangement of devices that is capable of 
implementing the steps of the process of the invention. 

[0081] It Will be understood that in order to practice the 
method of the invention as described above, it is not 
necessary that the processors and/or the memories of the 
processing machine be physically located in the same geo 
graphical place. That is, each of the processors and the 
memories used in the invention may be located in geo 
graphically distinct locations and connected so as to com 
municate in any suitable manner. Additionally, It Will be 
understood that each of the processor and/or the memory 
may be composed of different physical pieces of equipment. 
Accordingly, it is not necessary that a processor be one 
single piece of equipment in one location and that the 
memory be another single piece of equipment in another 
location. That is, it is contemplated that the processor may 
be tWo pieces of equipment in tWo different physical loca 
tions. The tWo distinct pieces of equipment may be con 
nected in any suitable manner. Additionally, the memory 
may include tWo or more portions of memory in tWo or more 
physical locations. 

[0082] To eXplain further, processing as described above is 
performed by various components and various memories. 
HoWever, It Will be understood that the processing per 
formed by tWo distinct components as described above may, 
in accordance With a further embodiment of the invention, 
be performed by a single component. Further, the processing 
performed by one distinct component as described above 
may be performed by tWo distinct components. In a similar 
manner, the memory storage performed by tWo distinct 
memory portions as described above may, in accordance 
With a further embodiment of the invention, be performed by 
a single memory portion. Further, the memory storage 
performed by one distinct memory portion as described 
above may be performed by tWo memory portions. 

[0083] Further, various technologies may be used to pro 
vide communication betWeen the various processors and/or 
memories, as Well as to alloW the processors and/or the 
memories of the invention to communicate With any other 
entity; i.e., so as to obtain further instructions or to access 
and use remote memory stores, for eXample. Such technolo 
gies used to provide such communication might include a 
netWork, the Internet, Intranet, EXtranet, LAN, an Ethernet, 
a telecommunications netWork (e.g., a cellular or Wireless 
netWork) or any client server system that provides commu 
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nication, for example. Such communications technologies 
may use any suitable protocol such as TCP/IP, UDP, or 051, 
for example. 

[0084] As described above, a set of instructions is used in 
the processing of the invention. The set of instructions may 
be in the form of a program or softWare. The softWare may 
be in the form of system softWare or application softWare, 
for example. The softWare might also be in the form of a 
collection of separate programs, a program module Within a 
larger program, or a portion of a program module, for 
example. The softWare used might also include modular 
programming in the form of object oriented programming. 
The softWare tells the processing machine What to do With 
the data being processed. 

[0085] It Will be understood that the instructions or set of 
instructions used in the implementation and operation of the 
invention may be in a suitable form such that the processing 
machine may read the instructions. For example, the instruc 
tions that form a program may be in the form of a suitable 
programming language, Which is converted to machine 
language or obj ect code to alloW the processor or processors 
to read the instructions. That is, Written lines of program 
ming code or source code, in a particular programming 
language, are converted to machine language using a com 
piler, assembler or interpreter. The machine language is 
binary coded machine instructions that are speci?c to a 
particular type of processing machine, i.e., to a particular 
type of computer, for example. The computer understands 
the machine language. 

[0086] Any suitable programming language may be used 
in accordance With the various embodiments of the inven 
tion. Illustratively, the programming language used may 
include assembly language, Ada, APL, Basic, C, C++, C#, 
COBOL, dBase, Forth, Fortran, Java, Modula-2, Pascal, 
Prolog, REXX, Visual Basic, and/or J avaScript, for 
example. Further, it is not necessary that a single type of 
instructions or single programming language be utiliZed in 
conjunction With the operation of the system and method of 
the invention. Rather, any number of different programming 
languages may be utiliZed as is necessary or desirable. 

[0087] Also, the instructions and/or data used in the prac 
tice of the invention may utiliZe any compression or encryp 
tion technique or algorithm, as may be desired. An encryp 
tion module might be used to encrypt data. Further, ?les or 
other data may be decrypted using a suitable decryption 
module, for example. 

[0088] As described above, the invention may illustra 
tively be embodied in the form of a processing machine, 
including a computer or computer system, for example, that 
includes at least one memory. It is to be appreciated that the 
set of instructions, i.e., the softWare for example, that 
enables the computer operating system to perform the opera 
tions described above may be contained on any of a Wide 
variety of media or medium, as desired. Further, the data that 
is processed by the set of instructions might also be con 
tained on any of a Wide variety of media or medium. That is, 
the particular medium, i.e., the memory in the processing 
machine, utiliZed to hold the set of instructions and/or the 
data used in the invention may take on any of a variety of 
physical forms or transmissions, for example. Illustratively, 
the medium may be in the form of paper, paper transparen 
cies, a compact disk, a magnetic stripe, a laser card, a smart 
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card, a processor chip, a memory chip, a DVD, an integrated 
circuit, a hard disk, a ?oppy disk, an optical disk, a ?ash 
memory card, a magnetic tape, a RAM, a ROM, a PROM, 
a EPROM, a Wire, a cable, a ?ber, communications channel, 
a satellite transmissions or other remote transmission, as 
Well as any other medium or source of data that may be read 
by the processors of the invention. 

[0089] Further, the memory or memories used in the 
processing machine that implements the invention may be in 
any of a Wide variety of forms to alloW the memory to hold 
instructions, data, or other information, as is desired. Thus, 
the memory might be in the form of a database to hold data. 
The database might use any desired arrangement of ?les 
such as a ?at ?le arrangement or a relational database 

arrangement, for example. 

[0090] In the system and method of the invention, a 
variety of “user interfaces” may be utiliZed to alloW a user 
to interface With the processing machine or machines that 
are used to implement the invention. As used herein, a user 
interface includes any hardWare, softWare, or combination of 
hardWare and softWare used by the processing machine that 
alloWs a user to interact With the processing machine. Auser 
interface may be in the form of a dialogue screen for 
example. Auser interface may also include any of a mouse, 
touch screen, keyboard, telephone (landline, cellular or 
Wireless), voice reader, voice recogniZer, dialogue screen, 
menu box, list, checkbox, toggle sWitch, a pushbutton or any 
other device that alloWs a user to receive information 
regarding the operation of the processing machine as it 
processes a set of instructions and/or provide the processing 
machine With information. Accordingly, the user interface is 
any device that provides communication betWeen a user and 
a processing machine. The information provided by the user 
to the processing machine through the user interface may be 
in the form of a command, a selection of data, or some other 
input, for example. 

[0091] As discussed above, a user interface is utiliZed by 
the processing machine that performs a set of instructions 
such that the processing machine processes data for a user. 
The user interface is typically used by the processing 
machine for interacting With a user either to convey infor 
mation or receive information from the user. HoWever, it 
should be appreciated that in accordance With some embodi 
ments of the system and method of the invention, it is not 
necessary that a human user actually interact With a user 
interface used by the processing machine of the invention. 
Rather, it is contemplated that the user interface of the 
invention might interact, i.e., convey and receive informa 
tion, With another processing machine, rather than a human 
user. Accordingly, the other processing machine might be 
characteriZed as a user. Further, it is contemplated that a user 
interface utiliZed in the system and method of the invention 
may interact partially With another processing machine or 
processing machines, While also interacting partially With a 
human user. 

[0092] It Will be readily understood by those persons 
skilled in the art that the present invention is susceptible to 
broad utility and application. Many embodiments and adap 
tations of the present invention other than those herein 
described, as Well as many variations, modi?cations and 
equivalent arrangements, Will be apparent from or reason 
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ably suggested by the present invention and foregoing 
description thereof, Without departing from the substance or 
scope of the invention. 

[0093] While the foregoing illustrates and describes eXem 
plary embodiments of this invention, it is to be understood 
that the invention is not limited to the construction disclosed 
herein. The invention can be embodied in other speci?c 
forms Without departing from the spirit or essential 
attributes. 

What is claimed is: 
1. Amethod of producing a digital multiple-level encoded 

image, the method comprising: 

obtaining a digital authentication image; 

obtaining a ?rst encoding parameter set comprising one or 
more encoding parameters; 

constructing a ?rst encoded image using a ?rst encoding 
methodology, the digital authentication image and the 
?rst encoding parameter set; 

obtaining a second encoding parameter set comprising 
one or more encoding parameters; and 

constructing a second encoded image using a second 
encoding methodology, the ?rst encoded image and the 
second encoding parameter set, 

Wherein the second encoded image may be decoded to 
reveal the ?rst encoded image using a decoder having 
characteristics corresponding to at least a portion of the 
encoding parameters of the second encoding parameter 
set and the ?rst encoded image may be decoded to 
reveal the authentication image using a decoder having 
characteristics corresponding to at least a portion of the 
encoding parameters of the ?rst encoding parameter 
set. 

2. An automated method according to claim 1 Wherein the 
action of constructing a ?rst encoded image includes encod 
ing and embedding the authentication image into a ?rst 
primary image. 

3. An automated method according to claim 1 Wherein the 
action of constructing a second encoded image includes 
embedding the ?rst encoded image into a second primary 
image. 

4. A method according to claim 1 Wherein the ?rst 
encoding methodology is the same as the second encoding 
methodology. 

5. An automated method according to claim 1 further 
comprising: 

obtaining a third encoding parameter set comprising one 
or more encoding parameters; and 

constructing a third digital encoded image using a third 
encoding methodology, the second encoded image and 
the third encoding parameter set, 

Wherein the third digital encoded image may be decoded 
to reveal the second encoded image using a decoder 
having characteristics corresponding to at least a por 
tion of the encoding parameters of the third encoding 
parameter set. 

6. A method of decoding a digital multiple-level encoded 
image produced by constructing a ?rst digital encoded 
image using a ?rst encoding methodology, an authentication 
image and a ?rst encoding parameter set, then constructing 
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a second digital encoded image using a second encoding 
methodology, the ?rst encoded image and a second encoding 
parameter set, the method comprising: 

decoding the second digital encoded image to reveal the 
?rst digital encoded image using at least a portion of the 
second encoding parameter set; and 

decoding the ?rst digital encoded image to reveal the 
authentication image using at least a portion of the ?rst 
encoding parameter set. 

7. A method according to claim 6 Wherein the digital 
multiple-level encoded image has been applied to an object 
and Wherein the action of decoding the second digital 
encoded image includes: 

placing a ?rst lens element over the applied multiple-level 
encoded image so that the applied multiple-level 
encoded image is vieWable therethrough, the ?rst lens 
element having optical characteristics corresponding to 
the at least a portion of the second encoding parameter 
set. 

8. A method according to claim 7 Wherein the ?rst lens 
element is a lenticular lens element comprising a plurality of 
lenticules uniformly spaced to establish a lens frequency, 
and Wherein the ?rst encoding parameter set includes an 
encoding frequency, the encoding frequency being a mul 
tiple of the lens frequency. 

9. A method according to claim 7 Wherein the action of 
decoding the ?rst digital encoded image includes: 

placing a second lens element over the applied multiple 
level encoded image in registry With the ?rst lens 
element so that the applied multiple-level encoded 
image is vieWable therethrough, the second lens ele 
ment having optical characteristics corresponding to 
the at least a portion of the ?rst encoding parameter set. 

10. A method according to claim 9 Wherein the second 
lens element is a lenticular lens element comprising a 
plurality of lenticules uniformly spaced to establish a lens 
frequency, and Wherein the second encoding parameter set 
includes an encoding frequency as an encoding parameter, 
the encoding frequency being a multiple of the lens fre 
quency. 

11. A method according to claim 6 Wherein the digital 
multiple-level encoded image has been applied to an object 
and the actions of decoding the ?rst and second digital 
encoded images are carried out by placing a multi-section 
decoder lens over the applied multiple-level encoded image, 
the multi-section decoder comprising a ?rst lens element 
having optical characteristics corresponding to the at least a 
portion of the second encoding parameter set and a second 
lens element having optical characteristics corresponding to 
the at least a portion of the ?rst encoding parameter set. 

12. A method according to claim 11 Wherein the ?rst lens 
element is a lenticular lens element comprising a plurality of 
lenticules uniformly spaced to establish a ?rst lens fre 
quency and the second lens element is a lenticular lens 
element comprising a plurality of lenticules uniformly 
spaced to establish a second lens frequency, and Wherein the 
at least a portion of the ?rst encoding parameter set includes 
a ?rst encoding frequency that is a multiple of the second 
lens frequency and the at least a portion of the second 
encoding parameter set includes a second encoding fre 
quency that is a multiple of the ?rst lens frequency. 
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13. A method according to claim 6 wherein the action of 
decoding the second digital encoded image is carried out 
using a digital decoder and includes: 

receiving the digital multiple-level encoded image; 

obtaining the at least a portion of the second encoding 
parameter set; and 

applying at least one digital decoding methodology to the 
digital multiple-level encoded image using the at least 
a portion of the second encoding parameter set to 
produce a ?rst decoding result. 

14. A method according to claim 13 Wherein the action of 
decoding the ?rst digital encoded image is carried out using 
the digital decoder and includes: 

obtaining the at least a portion of the ?rst encoding 
parameter set; and 

applying at least one digital decoding methodology to the 
?rst decoding result using the at least a portion of the 
?rst encoding parameter set to produce a second decod 
ing result. 

15. A method according to claim 6 Wherein 

the digital multiple-level encoded image has been applied 
to an object, 

the action of decoding the second digital encoded image 
includes placing a ?rst lens element over the applied 
multiple-level encoded image so that the applied mul 
tiple-level encoded image is vieWable therethrough, the 
?rst lens element having optical characteristics corre 
sponding to the at least a portion of the second encod 
ing parameter set, and 

the action of decoding the ?rst digital encoded image is 
carried out using the digital decoder and includes: 

capturing a digital image of the ?rst digital encoded 
image as decoded by the ?rst lens element, 

obtaining the at least a portion of the ?rst encoding 
parameter set, and 

applying at least one digital decoding methodology to the 
captured digital image using the at least a portion of the 
?rst encoding parameter set to produce a decoding 
result. 

16. A system for constructing a digital multiple-level 
encoded image, the system comprising: 

an authentication image module adapted for obtaining a 
digital authentication image; 

an encoding parameter module adapted for assembling a 
plurality of encoding parameter sets, each encoding 
parameter set including at least one encoding parameter 
for use in encoding a digital image; and 

an encoding module in communication With the authen 
tication image module and the encoding parameter 
module, the encoding module being adapted for apply 
ing a ?rst encoding methodology to the authentication 
image using a ?rst encoding parameter set to provide an 
encoded image and for re-encoding the encoded image 
a predetermined number of times to produce the digital 
multiple-level encoded image, each re-encoding of the 
encoded image being accomplished using a encoding 
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methodology that may be the same as the ?rst encoding 
methodology and a different encoding parameter set. 

17. Asystem according to claim 16 Wherein the encoding 
module is further adapted so that the encoded image 
includes a primary image into Which an encoded version of 
the authentication image is embedded. 

18. A system according to claim 16 Wherein the authen 
tication module, encoding parameter module and encoding 
module are in communication With a data storage module 
con?gured for storage of the authentication image and the 
plurality of encoding parameter sets. 

19. A system according to claim 18 Wherein the data 
storage module is further con?gured for storage of the 
digital multiple-level encoded image. 

20. A system according to claim 16 further comprising: 

means for applying the digital encoded image to an object. 
21. A system according to claim 16 Wherein the authen 

tication image module is adapted to construct the digital 
authentication image from a set of authentication indicia. 

22. Asystem according to claim 16 Wherein the encoding 
parameter module is adapted to receive the at least one 
encoding parameter from an encoded image requester. 

23. Asystem according to claim 16 Wherein the encoding 
parameter module is adapted to derive the at least one 
encoding parameter from information associated With the 
object. 

24. A system according to claim 16 Wherein the object is 
a document and the information associated With the object is 
a document processing circumstance. 

25. A system for decoding a digital multiple-level 
encoded image formed by encoding a digital authentication 
image using a ?rst encoding parameter set to produce an 
encoded image and re-encoding the encoded image a pre 
determined number of times in sequence, each re-encoding 
level being accomplished using a different additional encod 
ing parameter set a ?nal re-encoding level providing the 
digital multiple-level encoded image, the system compris 
mg: 

an encoding information module adapted for obtaining the 
?rst encoding parameter set and all additional encoding 
parameter sets used to produce the digital multiple 
level encoded image; and 

a decoding module in communication With the encoding 
information module, the decoding module being 
adapted for applying at least one digital decoding 
methodology to the digital multiple-level encoded 
image, the at least one digital decoding methodology 
being repeatable to decode each re-encoding level in 
reverse sequence beginning With the ?nal re-encoding 
level using the appropriate encoding parameter for each 
re-encoding level. 

26. A system according to claim 25 further comprising: 

a decoding request module adapted for receiving the 
digital multiple-level encoded image from a decoding 
requester along With a request to decode the digital 
multiple-level encoded image. 

27. A system according to claim 25 further comprising: 

a digital image acquisition device adapted for capturing 
the digital multiple-level encoded image from a version 
of the multiple-level encoded image applied to an 
object. 
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28. Asystem for authenticating an object expected to have 
applied thereto a multiple-level encoded image formed by 
encoding a digital authentication image using a ?rst encod 
ing parameter set to produce an encoded image and re 
encoding the encoded image a predetermined number of 
times in sequence, each re-encoding level being accom 
plished using a different additional encoding parameter set a 
?nal re-encoding level providing the digital multiple-level 
encoded image, the system comprising: 

an encoding information database con?gured for storage 
of the digital authentication image, the ?rst encoding 
parameter set and all additional encoding parameter 
sets used to produce the digital multiple-level encoded 
image; and 

a decoding processor in selective communication With the 
encoding information database over a ?rst netWork, the 
decoding processor being adapted for receiving from a 
decoding requester over a second netWork a request to 
decode a digital test image, receiving the digital test 
image, retrieving from the encoding information data 
base the encoding parameter sets used to produce the 
digital multiple-level encoded image, and applying to 
the digital test image at least one decoding methodol 
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ogy, the at least one decoding methodology being 
repeated a number of times equal to one plus the 
number of times the encoded image Was re-encoded, 
thereby producing a decoding result. 

29. A system according to claim 28 further comprising: 

an authentication processor in selective communication 
With the decoding processor and the encoding infor 
mation database over the ?rst netWork, the authentica 
tion processor being adapted for retrieving the digital 
authentication image from the encoding information 
database, receiving the decoding result from the decod 
ing processor and comparing the decoding result to 
authentication indicia appearing in the digital authen 
tication image to determine an authentication result. 

30. A system according to claim 29 Wherein the authen 
tication processor is further adapted to transmit the authen 
tication result to an authentication result requester over a 
third netWork. 

31. A system according to claim 30 Where any one of the 
?rst, second and third netWorks may be the same netWork as 
one or both of the remaining netWorks. 


