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(57) ABSTRACT 
A forward error correction (FEC) encoding system and 
method optimized for protecting real-time audio-video 
streams for transmission over packet-switched networks 
With minimal latency. Embodiments of this invention pro 
vide bandwidth-efficient and loW-latency FEC for both 
variable and constant bit-rate MPEG-encoded audio and 
video streams. To maximize bandwidth-efficiency and play 
able frame rate for recovered media streams, embodiments 
of the invention may sort packets by content type and 
aggregate them into FEC blocks Weighted by sensitivity in 
the recovered stream to packet loss of a particular content 
type. Embodiments of this invention may use temporal 
constraints to limit FEC block siZe and thereby facilitate 
their use in the transport of VBR streams. 

[3 3a '1 
Receiver V.d 

:----------"": —-"—I' | e0 

Receiver / 
€------------"; —II- Video 
5 FEC i ' 

—* Audlo 



Patent Application Publication Feb. 9, 2006 Sheet 1 0f 5 US 2006/0029065 A1 

203‘ ll 82>!‘ 
umE \....§m.& 5“ ML 

0534 1-111 0005.111 
. ow“. \......Lw._,.._.m.3m 5% “a 

$50K {0502 “23.2w .3 122 n: u 

I 23¢ I 82> 
\LUHH-EUCNLIF 





Patent Application Publication Feb. 9, 2006 Sheet 3 0f 5 US 2006/0029065 A1 

FIGURE 3a. 

First 8 bytes of RTP header (RFC 3550) 

FIGURE 3b. 

First 16 bytes of FEC header 

FIGURE 3c. 

E‘EC Packet Structure 
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FIGURE 5a. 
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SYSTEM AND METHOD FOR LOW-LATENCY 
CONTENT-SENSITIVE FORWARD ERROR 

CORRECTION 

[0001] This application takes priority from United States 
application to Fellman entitled “LOW-LATENCY CON 
TENT-SENSITIVE FORWARD ERROR CORRECTION” 
?led Aug. 9, 2004, Ser. No. 60/522,063 is hereby incorpo 
rated herein by reference. United States application to Fell 
man entitled “METHOD AND SYSTEM FOR PROVID 
ING SITE INDEPENDENT REAL-TIME VIDEO 
TRANSPORT OVER PACKET-SWITCHED NET 
WORK ” ?led Jul. 7, 2004, Ser. No. 60/521,821 is hereby 
incorporated herein by reference. United States application 
to Fellman entitled “METHOD AND SYSTEM FOR PRO 
VIDING SITE INDEPENDENT REAL-TIME MULTIME 
DIA TRANSPORT OVER PACKET-SWITCHED NET 
WORK ” ?led Jul. 7, 2005, Ser. No. is hereby 
incorporated herein by reference. United States Provisional 
Patent Application to Fellman entitled “METHOD FOR 
CLOCK SYNCHRONIZATION OVER PACKET 
SWITCHED NETWORK ” ?led Jul. 19, 2004, Ser. No. 
60/521,904 is hereby incorporated herein by reference. 
United States Provisional Patent Application to Fellman 
entitled “SYSTEM AND METHOD FOR CLOCK SYN 
CHRONIZATION OVER PACKET-SWITCHED NET 
WORK ” ?led Jul. 19, 2005, Ser. No. is hereby 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] Embodiments of this invention relate generally to 
the implementation of a packet recovery mechanism for the 
robust transport of live or real-time media streams over 
packet-switched netWorks. Such media streams may consist 
of an audio and a video component or any combination of 
audio and video or other time-sensitive signals. The packet 
sWitched netWork may include Internet connections and IP 
netWorks in general. More speci?cally, such embodiments 
relate to forWard error correction (FEC) mechanisms opti 
miZed for robust, loW-latency, and bandWidth-ef?cient trans 
port of audio and video streams over packet-switched net 
Works. 

[0004] 2. Description of the Related Art 

[0005] Random congestion through packet-switched net 
Works, such as the Internet, adds an unpredictable amount of 
jitter and packet loss to the transport of video and audio 
packet streams. Furthermore the most ef?cient video com 
pression, variable bit-rate (VBR) coding, produces large 
bursts of data that further add to netWork congestion, com 
pounding potential router over?oW and the resulting packet 
loss. Thus, the number of packets that a netWork might drop 
and the instantaneous packet rate may ?uctuate greatly from 
one moment to the neXt. 

[0006] In addition to contending With packet delivery 
problems, maintaining loW latency is a critical constraint for 
video conferencing and other applications having interaction 
betWeen the vieWer and subject. Some examples of appli 
cations Where loW-latency is critical are: security, Where an 
operator may desire to control the pan/tilt/Zoom of a remote 
camera to folloW suspicious activity; and telemedicine, to 
enable a doctor to remotely diagnose a patient. 
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[0007] ForWard Error Correction (FEC) potentially pro 
vides a loW-latency method for correcting packet loss. FEC 
adds a ?Xed percentage of additional packets, called check 
sum packets, to a block of data packets such that the loss of 
one or more data packets in the block, Within some prede 
termined bound, can be recovered by combining the check 
sum packets With those data packets that had been success 
fully received in order to reconstruct the missing data 
packets. 

[0008] Various forms of FEC have long been applied to 
digital audio-video streams, most notably for satellite trans 
mission and most recently for Internet streaming, to help 
minimiZe the adverse impact of channel impairments on the 
audio-video signal. Advantages of FEC over other error 
correction mechanisms include scalability to large systems 
because of its inherent multicast compatibility, and the fact 
that latency and distance betWeen source and destination 
does not have any intrinsic effect since FEC does not require 
feedback. 

ForWard Error Correction 

[0009] Variable packet loss rates and variable video bit 
rates, coupled With the need to minimiZe latency, present 
challenges to the implementation of FEC techniques for 
protecting packetiZed media streams. FEC augments a 
media stream With redundant data, called checksum packets, 
to help restore stream integrity based upon anticipated levels 
of packet loss. FEC groups data packets into an FEC block. 
The checksum packets generated from a given block are said 
to cover that block since missing data packets can be 
restored by combining the remaining checksum and data 
packets in that block. FEC coverage, the number of missing 
data packets that FEC can recover Within the same block, is 
limited to the number of checksum packets Within that 
block. 

[0010] One of the strengths of FEC is that it has the 
potential to immediately reconstruct lost data upon receipt of 
the appropriate checksum packets, Without the need to Wait 
for retransmissions from the source. Thus for netWorks With 
long round-trip travel times, FEC may signi?cantly reduce 
latency as compared With feedback-based error correction, 
such as Automatic Repeat reQuest 

[0011] HoWever Without knoWledge of the actual packet 
loss at the receiver, a transmitter implementing FEC may not 
provide a suf?cient number of checksum packets for packet 
recovery. Since FEC implementations generally transmit a 
?Xed number of checksum packets, often calculated as a 
constant percentage of the number of data packets regardless 
of packet content, such FEC implementations Would not be 
able to ef?ciently handle large instantaneous variations in 
packet loss rates. In such cases, either FEC bandWidth 
overhead Would be excessive and inefficient, or else the FEC 
coverage Would be inadequate for complete packet recovery. 

[0012] Furthermore Without knoWledge of the instanta 
neous bit rate, FEC processing at a receiver may Wait an 
indeterminate amount of time for of all checksum packets 
pertaining to a data block to arrive before recovering lost 
data from that data block. For eXample, if every 10 data 
packets generate one checksum packet to form an FEC 
block, and a netWork drops one data packet in delivering this 
block, then the receiver Would have to Wait for the arrival of 
the 10th oth packet, the checksum packet, before it could 
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recover the missing data packet. However under VBR 
coding of the stream, the time required to receive these 10 
packets can vary considerably. Waiting for the checksum 
packet to arrive delays the stream at the receiver and creates 
a burst of packets as the receiver accumulates each FEC 
block for FEC processing. Thus, the burstiness of FEC 
receiver processing adds jitter, and ultimately latency, to a 
recovered signal. 

[0013] FEC also generates burstiness and jitter at a trans 
mitter. As mentioned, standard FEC implementations gen 
erate checksum packets as a ?xed percentage of the number 
of outgoing data packets. These implementations Wait for all 
packets in a data block to have been generated before 
creating and sending the associated checksum packets for 
the block. As for VBR streams at the receiver, a ?xed 
percentage FEC checksum generator at the transmitter 
Would also have to Wait an indeterminate amount of time for 
enough data packets to accumulate and ?ll the FEC block 
before the checksum packet generator could complete 
checksum generation for that block. 

[0014] This variation in FEC processing delay produces 
jitter in the recovered data stream that must be smoothed out 
by adding input packet buffering at the receiver. HoWever, 
such input buffering to recover from VBR FEC-induced 
jitter adds to the overall stream latency. Thus as a further 
limitation of ?xed-percentage FEC, large variations in 
stream packet rate as a result of VBR encoding result in long 
system latency. 

[0015] Even When the bit rate is constant, as With Constant 
Bit Rate (CBR) coding, conventional FEC can introduce 
large amounts of jitter and latency to a real-time audio or 
video stream. A common FEC technique for protecting 
against large contiguous burst drops is interleaving. An 
example of interleaving is found in the Pro-MPEG Forum’s 
Code of Practice #3 standard for FEC for video over IP 
netWorks (Ref. #1). One implementation of interleaving 
Writes packets sequentially along roWs of a tWo-dimensional 
matrix. When a data packet ?lls the last data roW of the 
matrix, the FEC engine computes a ?nal checksum roW, 
generating one parity packet for each column to ?ll the 
checksum roW, and then sends the entire checksum roW as 
a burst of parity packets. (Parity packets are computed by 
calculating the Exclusive-OR across corresponding bits of 
all packets of a block.) 

[0016] At a transmitter, interleaving delays the generation 
of checksum packets until the interleaving matrix has been 
?lled, Where it then creates a burst of checksum packets. The 
receiver inputs an incoming stream as blocks of data packets 
folloWed by this burst of checksum packets. At the receiver, 
interleaving introduces a processing delay equal to the time 
required to ?ll the entire receiver’s matrix. The receiver 
Waits for the last data and parity packet Within a block to 
arrive before it applies the received parity packets to the 
received block of data packets to recover any missing 
packets. (If the last packet in a block Was lost, then either a 
timeout, the appearance of a packet from a folloWing block, 
or a combination of both may force FEC immediate pro 
cessing for the current FEC block.) Thus, interleaving intro 
duces processing jitter both at the transmitter and at the 
receiver as a result of the periodic processing time in Waiting 
to ?ll the interleave matrix. 
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Video and Audio Stream Compression 

[0017] The Motion Picture Experts Group (MPEG), a 
Working group of the International OrganiZation for Stan 
dardiZation (ISO), has de?ned a set of compression speci 
?cations for the efficient coding of audio and video digital 
streams. The generations of this video compression and 
encoding standard are knoWn as MPEG-1, MPEG-2, and 
MPEG-4, With MPEG-4 being the latest member of this 
family of standards. 

[0018] MPEG video compression encodes video as a 
sequence of tWo main types of frames: key interval snap 
shots, called I-Frames, and motion difference increments 
encoded in one of tWo Ways, called B- or P-Frames, depend 
ing upon Whether they encode motion differences using 
future and past frames (Bi-directional) or only past frames 
(Predictive). For ef?cient compression I-Frames typically 
occur infrequently, ranging from once every 500 millisec 
onds for professional broadcast applications to several sec 
onds for Internet video conferencing applications, While a 
?xed pattern of B- and P-Frames (called Group of Pictures, 
or GOP) Would ?ll the gap betWeen I-Frames. This succes 
sion of I, B, and P video frames occurs at the video frame 
rate, typically having a constant 33.3 millisecond interval 
betWeen frames. I-Frames are generally much larger than B 
or P-Frames, often by orders of magnitude, as they have to 
encode all the detail of the basic compressed snapshot 
picture that the motion B- and P-Frames use as a base. For 
example, an I-Frame may typically consist of a doZen or 
more 1,500 byte Internet Protocol (IP) packets, While a 
typical B or P Frame often resides in a single packet or just 
a feW packets. 

[0019] The loss of a single packet of an I-Frame may 
invalidate an entire I-Frame, or at minimum result in severe 
macro blocking unless some form of error concealment is 
implemented. The invalidation of an entire I-Frame Would 
be equivalent to the loss of all the packets comprising that 
I-Frame. Assuming that all packets have the same probabil 
ity of being lost or corrupted during transport over a con 
gested packet-sWitched medium, such as the Internet, the 
larger siZe of an I-Frame relative to B and P Frames makes 
I-Frames relatively more susceptible to loss or corruption. 
Conversely, since B- and P-Frames generally ?t Within a 
relatively feW number of packets, the probability of losing a 
B- or P-Frame is substantially less. Even if the I-Frame Were 
not completely invalidated, macro blocking may appear that 
could persist until the next I-Frame. 

[0020] Furthermore, loss of a single I-Frame may disrupt 
a video stream for several seconds, until receipt of the next 
I-Frame. This occurs because the B- and P-Frames that 
folloW an I-Frame must build upon that last I-Frame. In 
contrast, the loss of a single B-Frame may result in a 
disruption as loW as a single frame period, about 33 milli 
seconds, since it may depend only on the P-Frames on either 
side of it. P-Frames only rely on the preceding 1- or P-Frame. 
These facts further emphasiZe the importance of protecting 
I-Frames, relative to recovering lost B or P Frames. 

[0021] Recent research in video forWard error correction 
has validated the conclusion that I-Frames deserve the most 
FEC protection. A paper titled, “A Model for MPEG With 
ForWard Error Correction and TCP Friendly BandWidth,” 
published by the ACM in the NOSSDAV ’03 Conference 
(Ref. #2), analyZed the effectiveness of varying the Group of 
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Pictures (GOP) MPEG coding parameter and varying the 
number of FEC packets for each type of frame (I, P, & B) on 
the playable frame rate for the recovered video stream. They 
adopted an underlying constraint of an upper limit on 
throughput to make such video streams friendly to other 
netWork usage. Thus in their tests, increasing FEC overhead 
cut directly into bandWidth allotted for video, and therefore 
reduced the playable frame rate, just as lost packets Would 
reduce the number of delivered frames and also loWer 
playable frame rate at the receiver. Thus, they Were able to 
compute an optimal level of FEC that maximiZed the 
playable received video frame rate under various packet loss 
levels. 

[0022] After an exhaustive analysis of all reasonable com 
binations of GOP parameters and FEC overhead for the 3 
frame types, they found that varying GOP had little effect on 
the playable frame rate. Not surprisingly, they also deter 
mined that FEC Was most effective When I-Frames had the 
most FEC coverage, folloWed by the P-Frames. In their 
calculations of optimal FEC coverage for maximiZing play 
able video frame rate, they provided no FEC coverage to 
B-Frames in simulations Where the netWork packet loss rate 
Was 5% and less, and only provided one FEC checksum 
packet for B-Frames at all higher netWork loss probabilities. 
In general, their FEC optimiZations provided about half the 
FEC protection for P-Frames as provided for I-Frames. 

[0023] Their analysis Was not meant to provide, nor did it 
teach, an FEC implementation for general video streams, but 
rather to shoW that FEC can indeed improve the received 
playable video frame rate under the assumption of limited 
bandWidth. They only optimiZed FEC for a single high bit 
rate of video stream and allocated a ?xed pattern of FEC 
coverage to that stream, based upon the ratio of I, P, and 
B-Frames of their high-bit-rate model stream. In fact, for 
video conferencing applications and other applications 
Where a single packet may hold B or P Frames, their 
allocations Would result in Wasteful FEC allocations. For 
example, allocating one FEC packet for each B-Frame 
Would result in 100% FEC overhead for B-Frames, even 
though, in their oWn analysis, the loss of B-Frames least 
affects the playable video rate. 

[0024] Furthermore, their predetermination of FEC over 
head Would be extremely inef?cient When using variable bit 
rate (VBR) video compression. As We previously men 
tioned, VBR produces the most ef?cient video compression, 
and is therefore the type of compression that all commercial 
DVDs use today. In VBR, the siZe of the various video 
frames changes signi?cantly throughout the stream. Thus 
any pre-allocation of FEC for various compression frame 
types results in very inef?cient and Widely variable FEC 
coverage. 

[0025] Neither this paper, nor any other Work With Which 
We are familiar discusses FEC techniques that limit the 
latency under VBR streams, Where the receiver Would have 
to Wait for a variable number of packets before it can apply 
FEC checksum packets to restore a stream. This Work also 
does not address the addition of audio packets to the stream. 

[0026] Audio uses a completely different encoding mecha 
nism from video. For both video conferencing and video 
streaming applications, audio is often encoded With a high 
degree of compression. For speech, compressed bit rates 
typically range from 8,000 or 11,025 bits per second. Fur 
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thermore, audio packetiZed for IP netWorks often contain 
1,000 to 1,500 bytes of compressed audio signal. At a 
real-time streaming bit rate of 8,000 bps, the loss of a single 
audio packet represents a second or more of sound loss. MP3 
compression of high-?delity audio often produces audio 
streams as loW as 56 Kbps. The loss of a single 1,500 byte 
MP3 audio packet Would cause a playout gap of over 200 
milliseconds. Thus, at these high compression rates and 
because of the relatively large amount of sound contained in 
each packet, even a single dropped audio packet can result 
in very pronounced audio disruptions at a receiver. Thus in 
addition to I-Frames, the loss of even a single audio packet 
could be noticeable, and therefore audio packets also require 
a high degree of protection. 

BRIEF SUMMARY OF THE INVENTION 

[0027] Embodiments of the invention apply forWard error 
correction methods to audio, video, and other real-time 
signal streams to enable their robust, loW-latency transport 
over packet-switched netWorks. To minimiZe and bound 
latency and jitter added by FEC, embodiments of the inven 
tion may bound the siZe of an FEC data block to a ?xed 
number of audio and video frames. Because frame rates for 
audio and video streams are constant, limiting the number of 
frames places a temporal constraint on FEC-induced jitter 
and latency. This alloWs embodiments of the invention to 
transport both constant bit rate streams (CBR) as Well as 
variable bit rate (VBR) streams. 

[0028] In some embodiments, the allocation of FEC 
checksum packets may vary With content to best insure the 
full playable audio and video frame rates despite netWork 
packet loss. Embodiments of the invention may therefore 
separate packets by content type and place each set of 
packets of a given content type into its oWn FEC block for 
independent FEC coverage. 

[0029] Embodiments of the invention may use a Galois 
Field FEC to generate checksum packets. Using a Galois 
Field FEC alloWs any subset of K packets from a total FEC 
block of N packets having N-K checksum packets to recover 
all the data packets Within that FEC block. Because Galois 
Field FEC protects any N-K data packets, it can also handle 
a consecutive burst of data packet loss, and may thereby 
eliminate the need for interleaving data packets Within a 
block. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIG. 1. System diagram shoWing a transmitting 
node multicasting FEC-encoded audio and video via the 
Internet to tWo independent receiving nodes. 

[0031] FIG. 2. Block diagram of one embodiment of a 
content-sensitive FEC checksum packet generator at a trans 
mitting node that uses a local clock to limit the time duration 
of FEC blocks. 

[0032] FIG. 3. Packet header diagrams for one embodi 
ment of the invention Where media packets are encapsulated 
in UDP/IP packets. FIG. 3a shoWs ?rst 8 bytes an RTP 
packet header for an RTP media packet encapsulated Within 
the UDP packet payload. FIG. 3b shoWs ?rst 16 bytes of an 
FEC header embedded Within the RTP packet payload. FIG. 
3c shoWs a general packet structure having an RTP header 
folloWed by an FEC header and the FEC payload. 



US 2006/0029065 A1 

[0033] FIG. 4. Block diagram of one embodiment the 
invention showing a content-sensitive FEC decoder at a 
receiving node using a recovered local clock to control and 
minimiZe latency. In this embodiment a packet ?lter sorts 
incoming packets into one of 4 queues, 1 each for audio and 
video packets and 2 for checksum packets. An FEC packet 
processor and recovery engine reads FEC blocks from these 
queues and inserts recovered packets into the appropriate 
audio or video queue. A recovered local clock removes jitter 
in the output audio and video streams by gating the audio 
and video output queues. 

[0034] FIG. 5. TWo diagrams shoWing an example of the 
resulting packet order from one embodiment of the inven 
tion. FIG. 5a provides an example packet content of the 
audio and video queues, shoWing I, P, and B Frames in a 
video queue and audio frames in an audio queue. FIG. 5b 
provides an example of packet ordering for the ?rst 233.3 
milliseconds of an audio-video packet stream. FIG. 5b 
shoWs the packetiZed contents or the audio and video queues 
of FIG. 5a along With the appropriate interspersed check 
sum packets. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0035] FIGS. 1 through 5 shoW hoW one embodiment of 
the invention applies forWard error correction methods to 
components of audio, video, and other real-time signal 
streams to enable robust, loW-latency transport over packet 
sWitched netWorks. To minimiZe and bound latency and 
jitter added by FEC processing, embodiments of the inven 
tion may group together packets carrying like content into 
the same FEC block and limit the siZe of an FEC data block 
to a ?xed number of audio and video frames. Because the 
frame rates for audio and video streams are constant, lim 
iting the number of frames in an FEC block places a 
temporal constraint on FEC-induced jitter and latency. Since 
FEC block siZe is noW variable and determined by a time 
metric and not just a packet count, this constraint alloWs 
embodiments of the invention to transport both variable bit 
rate streams as Well as constant bit rate streams With a limit 

on the maximum latency. 

[0036] In one embodiment of the invention as shoWn in 
FIG. 2, the allocation of FEC checksum packets may vary 
With content to best insure the full playable audio and video 
frame rates despite netWork packet loss. PacketiZer 10 in this 
embodiment breaks apart video and audio frames into pack 
ets and adds an RTP and FEC header as shoWn in FIGS. 3a 
through 3c, marking the packet With the frame type, 
sequence number and other information for later identi?ca 
tion and recovery. 

[0037] FIG. 3a shoWs the ?rst 8 bytes of an RTP packet 
header as speci?ed by RFC 3550 (Ref. #3), and includes a 
packet type ?eld along With sequence number and times 
tamp ?elds. In one embodiment of the invention, checksum 
packets are given a particular packet type, separate from 
audio or video packet types, and these checksum packets 
Would be given a particular form of FEC header. One 
possible format for such an FEC header is presented in FIG. 
3b. As shoWn in FIG. 3c, these checksum packets Would 
contain an RTP header that Would contain the FEC header 
along With the FEC checksum payload. 

[0038] In FIG. 2, a packet multiplexer and timestamp 
block 12 combines the audio and video packets from pack 
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etiZer 10 With their associated checksum packets from 
checksum generator 11 into a media stream for netWork 
transport, and then time-stamps these media stream packets 
With the current time from local clock 13. Just prior to time 
stamping and after packet multiplexing, some embodiments 
may also include a packet pacer Within block 12 to even out 
inter-packet release times of media packets into the netWork 
to eliminate transmission packet jitter. 

[0039] Apacket storage block 14 sorts packets by type and 
places each set of packets of a given content type into its 
oWn queue. In one embodiment as shoWn in FIG. 2, queue 
101 holds video packets and queue 102 holds packets 
belonging to the audio frames. Each queue accumulates 
packets for an FEC block for processing by FEC checksum 
generator 11. Local source clock 13 helps checksum gen 
erator 11 ?ush processing for each FEC block and forces 
checksum generation for that block When a latency con 
straint expires, in order to limit the time spanned by any 
particular FEC block. An alternative embodiment could 
simply count frames and omit the need for a local clock to 
gate FEC block accumulation, provided that the frames 
represent a constant time interval. 

[0040] Embodiments of the invention may use Galois 
Field FEC to generate checksum packets as part of check 
sum packet generator 11. Using Galois Field FEC alloWs any 
subset of siZe K packets from a total FEC block of N packets 
having N-K checksum packets to recover all the data packets 
Within that FEC block. Because Galois Field FEC protects 
any N-K data packets, it can also handle a consecutive burst 
of packet loss, and may thereby eliminate the need for 
interleaving data packets Within a block. A paper titled, 
“Effective Erasure Codes for Reliable Computer Commu 
nications Protocols,” by Luigi RiZZo (Ref #4), provides 
computer code examples and explains in detail hoW to 
implement Galois Field forWard error correction. For the 
details on implementation of Galois Field FEC for embodi 
ments of the invention, We refer the reader to this Work. 
HoWever, We also note that another embodiment of the 
invention may instead use simple parity FEC—taking the 
parity across all corresponding bits of all packets Within a 
block. 

[0041] Packet grouping may vary among embodiments. 
Some content types may be combined in applications Where 
separate and concentrated coverage of a particular content 
type is not a requirement. The determination of hoW to group 
packets of the same frames or content type Would depend 
upon reliability versus ef?ciency tradeoffs. In one embodi 
ment of the invention as shoWn in FIG. 2, checksum 
generator 11 groups each I-Frame into a single FEC block 
and generates checksum packets covering that single 
I-Frame. LikeWise, this embodiment may group together P 
and B-Frames into an FEC block or alternatively, process 
each P-Frame and each B-Frame into separate FEC blocks. 
In this embodiment and as shoWn in the example of FIG. 5 
(as explained later), queue 102 collects three audio frames to 
form a single FEC block in order to limit FEC processing 
latency to 100 milliseconds (or any other programmable 
time interval). Alternative implementations may use addi 
tional queues for grouping together each packet type or 
group together a different number of frames as part of the 
same FEC block, depending upon latency and robustness 
considerations. 
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[0042] In general, since degradation in received audio 
video signal quality is most affected by losses in audio and 
I-Frame packets, many embodiments Would more heavily 
Weigh FEC protection on these packet types over other 
packet types. Also, because frame timing for audio is usually 
separate from video frame timing, embodiments of the 
invention as shoWn in FIG. 2 may keep audio and I-Frames 
in separate queues and not combine such packet types Within 
an FEC block. Also, because a single I-Frame generally 
contains many packets, yet represent a single 33.3 millisec 
ond time segment, packets belonging to the same I-Frame 
may comprise the a single FEC block. This is the case in an 
embodiment of the invention that is shoWn by the example 
of FIG. 5. 

[0043] An upper bound on the number of frames each FEC 
block may hold limits the jitter and latency of FEC process 
ing. A constraint on the number of checksum packets as a 
percentage of each packet type constrains the FEC overhead, 
yet different limits for different packet types alloWs a 
Weighting on the FEC coverage based upon packet type and 
alloWs more sensitive content and packet types to be given 
more robust FEC coverage. 

[0044] At a receiver, the embodiment of FEC processing 
and recovery block 3a of FIG. 4 provides corresponding 
audio and video queues to the content ?ltering and packet 
segregation in FEC generator 1a. FEC processing and recov 
ery 3a contains video packet queue 301 and video checksum 
packet queue 302 to aggregate packets belonging to a 
particular FEC video block as generated by video packet 
queue 101 of packet storage 14 and checksum generator 11 
in FEC generator 1a of transmitter 1. Likewise, audio 
checksum packet queue 303 and audio frame queue 304 in 
FEC processing and recovery block 3a of receiver 3 corre 
spond to audio frame queue 102 of packet storage 14. Packet 
?lter 300 in receiver 3 performs essentially the same func 
tion as content ?ltering of packet storage block 14 in FEC 
generator 1a in identifying and aggregating packets into 
queues 101 and 102 by content type. 

[0045] The actual FEC processing of FEC packet proces 
sor and recovery engine 305 performs separate FEC pro 
cessing and recovery on each of the blocks of packets in 
queues 301 and 302, and queues 303 and 304. FEC pro 
cessing of 305 should be compatible With the checksum 
packet generator 11 in transmitter 1. Thus if checksum 
generator 11 uses Galois Field FEC checksum packets, so 
should FEC processor 305. The output of FEC processing 
and recovery block 3a is the recovered audio and video 
packet streams, With missing packets restored to the extent 
of the ability of the FEC processing 305, and FEC process 
ing jitter removed by output gating from clock 33 on queue 
301 and 304. 

[0046] In the embodiment shoWn in FIG. 4, Receiver 3a 
includes clock 33 synchroniZed to a remote clock 13 by 
means of clock recovery mechanism 32. Here, the purpose 
of clock 33 and clock recovery 32 is to provide a timeout 
measurement for FEC packet processor and recovery engine 
305 When aggregating FEC packet blocks and their con 
stituent frames, and also for jitter removal on the output 
audio and video streams as described above. HoWever clock 
33 of a receiver 3 need not be precisely synchroniZed to 
clock 13 of transmitter 1. Embodiments of the invention may 
omit clock recovery mechanism 32, particularly When the 
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free-running frequency of clock 33 is substantially close to 
the frequency of clock 13 in transmitter 1. Thus even Without 
clock recovery 32, clock 33 may be adequate to measure 
frame times for the purpose of determining FEC blocks and 
as a timeout When packets are late or lost. It may also be 
adequate for gating output queues 301 and 304 to reduce 
FEC block jitter, particularly if coupled With a mechanism to 
alleviate situations Where queues 301 and 304 become full 
due to clock mismatch. 

[0047] FIGS. 5a and 5b provide an example of the media 
stream packet ordering, packet timing, and FEC block 
grouping of the invention under one embodiment of the 
invention. In this example, We assume an implementation 
that: 1) maintains the original packet ordering; 2) constrains 
I-Frames to have their oWn FEC block; 3) attempts to keep 
the coverage duration of an FEC block at 100 milliseconds 
or three frames periods; 4) keeps audio packets separate 
from video packets in FEC blocks; and 5) maintains a 
minimum overall FEC overhead of 25%. We further assume 
that each video frame larger than 1,500 bytes Will be split 
into IP packets With a payload siZe of 1,000 bytes or less. 

[0048] The second constraint that keeps I-Frames in the 
same block takes precedence over the 100-millisecond 
(third) constraint on latency, so I-Frame FEC blocks only 
cover a single video frame period. This provides maximum 
protection for I-Frames. FEC blocks that come after an 
I-Frame FEC block may contain a mixture of B and P frames 
up to the 100-millisecond limit. The 100-millisecond rule 
takes precedence over the overhead rule to alloW larger 
blocks and therefore more robust FEC recovery. To honor 
the ?rst tWo constraints on maintaining packet ordering and 
keeping I-Frames together in an FEC block may sometimes 
force the ?ushing of an FEC block and generation of that 
block’s checksum packets before the latency or overhead 
constraints are met. Thus, the actual FEC checksum over 
head may be slightly higher than the number speci?ed as a 
constraint. 

[0049] As shoWn in video queue 101 of FIG. 5a, the siZe 
of a ?rst I-Frame, I1, is 8,000 bytes. For this example, video 
packetiZer 10 of FIG. 2 Would packetiZe frame I1 into 8 IP 
packets, each holding 1,000 payload bytes. These I-Frame 
packets are represented as I11 through I18 in FIG. 5b. 
Similarly, FIG. 5 shoWs 2,000-byte B-Frame B1 as tWo 
packets, B11 and B12, and 4,000-byte P-Frame P1 as four 
packets, P11 through P14. In this example, each audio packet 
is 0.1 Kbytes in siZe and holds one audio frame. 

[0050] In FIG. 5b, during the ?rst frame from the start of 
the stream through the ?rst 33.3 milliseconds, the stream 
contains a single FEC block containing the ?rst I-Frame, 
packets I11 through 118 plus checksum packets Cv1 and Cv2 
for this frame, along With an audio packet, A1, for the ?rst 
audio frame. TWo checksum packets are generated for this 
I-Frame because the I-Frame is 8 packets and FEC overhead 
is 25%. 

[0051] During the next frame time, from 33.3 milliseconds 
into the stream to time 66.7 milliseconds, the stream con 
tains the tWo packets for the ?rst B-Frame, B1 (second video 
frame), and the second audio frame, A1. Because We Wish to 
limit the time span of an FEC block to 100 milliseconds or 
three frames of data per FEC block, and aggregate audio 
packets into their oWn FEC block, separate from FEC blocks 
containing video packets, We must Wait until the third audio 
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frame is sent, after 66.7 milliseconds, before sending out the 
?rst audio checksum packet, CA1, as part of the audio FEC 
block comprising audio packets A1 through A3. Thus at time 
66.7 milliseconds through 100 milliseconds, the stream 
contains the second B-Frame (third video frame), the third 
audio frame packet, A3, and the ?rst audio checksum packet, 
signaling the end of the ?rst audio FEC block. Since less 
than 100 milliseconds have accumulated since transmission 
of the previous FEC block, the FEC block that includes the 
B1 and B2 frames is not yet ready, but Waits for the next 
frame before generating checksum packets. 

[0052] The ?rst P-Frame (fourth video frame) occurs after 
100 milliseconds and contains 4 packets, P11 through P14. 
At this point in time, video packet queue 101 in FEC 
generator 14 has accumulated 8 video packets. These three 
video frames, B1, B2, and P1, represent 100 milliseconds of 
video data, the time constraint dictates the closing of the 
current FEC block and the generation of 2 checksum pack 
ets, Cv3 and Cv4, for this block of 8 packets With FEC 
overhead of 25%. 

[0053] Because audio packets comprise separate FEC 
blocks from video packet in this embodiment, the next audio 
FEC block and its corresponding checksum packet CA2 
occur after transmission of the sixth audio packet, A6, after 
166.7 milliseconds. By the time 200 milliseconds elapses, 
tWo neW video frames, B3 and B4, comprising 4 packets, 
have been transmitted—an insufficient number of frames to 
complete another video FEC block. 

[0054] After 200 milliseconds the second I-Frame (sev 
enth video frame), 12 comprising 8 packets, enters video 
queue 101 in FEC generator 1a. HoWever, since this 
embodiment of the invention keeps I-Frames together as a 
single FEC block, the checksum generator 11 ?ushes the 
video FEC block comprising B3 and B4 to produce check 
sum packet Cv5 since to Wait any longer Would violate the 
constraints on maintaining packet order and keeping a 
maximum of 100-milliseconds of latency. Immediately after 
transmission of the eight packets of I2, checksum generator 
11 creates the 2 FEC checksum packets, Cv6 and CV7, for the 
I2 FEC block. 

[0055] The above packet processing helps to preserve the 
quality of the received media stream, despite the possible 
introduction of signi?cant netWork impairments, such as that 
Which is likely to occur over an unconditioned best-effort 
packet netWork, such as the Internet. The application of FEC 
adds to the media stream’s throughput requirement. HoW 
ever, because the latency constraint overrides the overhead 
constraint, the actual additional throughput overhead for 
FEC varies and may sometimes exceed the speci?ed FEC 
overhead. 

[0056] It should be understood that the programs, pro 
cesses, methods, systems and apparatus described herein are 
not related or limited to any particular type of computer 
apparatus (hardWare or softWare), unless indicated other 
Wise. Various types of general purpose or specialiZed com 
puter apparatus may be used With or perform operations in 
accordance With the teachings described herein. 

[0057] In vieW of the Wide variety of embodiments to 
Which the principles of the invention can be applied, it 
should be understood that the illustrated embodiments are 
exemplary only, and should not be taken as limiting the 
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scope of embodiments of the invention. For example, the 
packet ordering and grouping of the media packet stream 
?oW diagrams of FIG. 5 may be taken in sequences other 
than those described, and more or feWer elements or com 
ponents may be used in the block diagrams. In addition, the 
present invention can be practiced With softWare, hardWare, 
or a combination thereof. 

[0058] The claims should not be read as limited to the 
described order or elements unless stated to that effect. 
Therefore, all embodiments that come Within the scope and 
spirit of the folloWing claims and equivalents thereto are 
claimed as the invention. 
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1. A system for loW-latency content-sensitive forWard 
error correction comprising: 

a netWork; 

a ?rst node selected from a group of nodes Wherein said 
?rst node is coupled With said netWork and Wherein 
said ?rst node comprises: 

at least one packetiZer; 

a checksum generator; 

a forWard error correction module coupled With said 
checksum generator; 

a time clock to time stamp a ?rst packet and a second 
packet Wherein said time clock is coupled With said 
checksum generator; 

a packet multiplexer timestamper module coupled With 
said at least one packetiZer and further coupled With 
said time clock and further coupled With said check 
sum generator and further coupled With said forWard 
error correction module; 

said packet multiplexer timestamper module con?g 
ured to ?lter packets based on a ?rst packet type for 
processing by said forWard error correction module 
and Wherein said packet multiplexer timestamper is 
con?gured to transmit checksum packets based on a 
time obtained from said time clock; 
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a plurality of second nodes selected from said group of 
nodes Wherein said plurality of second nodes are 
coupled With said network and Wherein said plurality of 
second nodes comprises: 

a receiver timestamper; 

a receiver time clock coupled With said receiver times 
tamper; 

a forWard error correction processing and recovery 
module coupled With said timestamper comprising a 
packet ?lter coupled With at least one packet queue 
and at least one checksum queue Wherein said for 
Ward error correction processing and recovery mod 
ule further comprises a forWard error correction 
engine coupled With said at least one packet queue 
and said at least one checksum queue; 

said forWard error correction engine con?gured to 
output received packets in correct order With mini 
mal latency; and, 

said ?rst node con?gured to transmit to said plurality of 
said second nodes. 

2. The system of claim 1 further comprising an audio 
packetiZer selected from said at least one packetiZer and a 
video packetiZer selected from said at least one packetiZer. 

3. The system of claim 1 Wherein said ?rst packet 
comprises video data and said second packet comprises 
audio data. 

4. The system of claim 1 Wherein said checksum genera 
tor comprises a Galois Field forWard error corrector. 

5. The system of claim 1 Wherein said checksum genera 
tor comprises a parity forWard error corrector. 

6. The system of claim 1 Wherein said checksum genera 
tor is con?gured to produce a percentage of checksum 
packets based on a packet type associated With said ?rst 
packet. 

7. The system of claim 1 Wherein said ?rst node comprises 
a netWork enabled computing device. 

8. The system of claim 7 Wherein said netWork enabled 
computing device comprises a video conference server. 

9. The system of claim 7 Wherein said netWork enabled 
computing device comprises a real-time video streaming 
server. 

10. The system of claim 7 Wherein said netWork enabled 
computing device comprises a live video streaming server. 

11. The system of claim 7 Wherein said netWork enabled 
computing device comprises a laptop, a personal computer, 
a personal digital assistant or a cell phone. 

12. A method for loW-latency content-sensitive forWard 
error correction comprising: 

packetiZing data into a ?rst packet in a ?rst node selected 
from a group of nodes Wherein said ?rst node is 
coupled With a netWork; 

packetiZing data into a second packet in said ?rst node; 

time stamping said ?rst packet in said ?rst node; 

time stamping said second packet in said ?rst node; 

generating a checksum packet based on said ?rst packet 
and said second packet based on a packet type of said 
?rst packet and said second packet; 

transmitting said ?rst packet and said second packet and 
said checksum packet over said netWork; 
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providing softWare to a plurality of second nodes selected 
from said group of nodes Wherein said plurality of 
second nodes are coupled With said netWork and 
Wherein said plurality of second nodes are con?gured 
to forWard error correct data sent from said ?rst node 
Wherein said softWare comprises the steps of: 

?ltering a ?rst received packet and a second received 
packet into a packet queue and a checksum queue 
based on a packet type associated With said ?rst 
received packet and a second packet type associated 
With said second received packet; 

reconstructing a missing packet and placing said miss 
ing packet in correct time order in said packet queue; 
and, 

outputting said ?rst received packet, said second 
received packet and said missing packet in a cor 
rected order With minimal latency. 

13. The method of claim 12 Wherein said packetiZing data 
into said ?rst packet comprises packetiZing video data. 

14. The method of claim 12 Wherein said packetiZing data 
into said second packet comprises packetiZing audio data. 

15. The method of claim 12 Wherein said packetiZing data 
into said ?rst packet and packetiZing data into said second 
packet comprises packetiZing data into a single queue com 
prising audio and video data. 

16. The method of claim 12 further comprising holding 
said ?rst packet, said second packet and said checksum 
packet for predetermined output packet release times. 

17. The method of claim 12 Wherein said generating said 
checksum packet occurs as a percentage of transmitted 
packets based on a packet type associated With said ?rst 
packet. 

18. The method of claim 12 Wherein said generating said 
checksum packet occurs based on a time threshold to 
minimiZe latency. 

19. A system for loW-latency content-sensitive forWard 
error correction comprising: 

means for packetiZing data into a ?rst packet in a ?rst 
node selected from a group of nodes Wherein 

said ?rst node is coupled With a netWork; 

means for packetiZing data into a second packet in said 
?rst node; 

means for time stamping said ?rst packet in said ?rst 
node; 

means for time stamping said second packet in said ?rst 
node; 

means for generating a checksum packet based on said 
?rst packet and said second packet; 

means for transmitting said ?rst packet and said second 
packet and said checksum packet over said netWork; 

means for providing softWare to a plurality of second 
nodes selected from said group of nodes Wherein said 
plurality of second nodes are coupled With said netWork 
and Wherein said plurality of second nodes are con?g 
ured to forWard error correct data sent from said ?rst 
node Wherein said softWare comprises the steps of: 
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means for ?ltering a ?rst received packet and a second means for outputting said ?rst received packet, said 
received packet into a packet queue and a checksum second received packet and said missing packet in a 
queue based on a packet type associated With said corrected order With minimal latency. 
?rst received packet and a second packet type asso- 20. The system of claim 19 Wherein said means for 
ciated With said second received packet; generating said checksum packet utiliZes a time clock for 

. . . . limiting the number of packets utiliZed in constructing a 
means for reconstructing a missing packet and placing . . . 

. . . . . . . checksum packet to minimize latency. 
sa1d missing packet in correct time order in said 
packet queue; and, * * * * * 


