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(57) ABSTRACT 

A distributed processing system is described that employs 
“role-based” computing. In particular, the distributed pro 
cessing system is constructed as a collection of computing 
nodes in Which each computing node performs a particular 
processing role Within the operation of the overall distrib 
uted processing system. Each of the computing nodes 
includes a conventional operating system, such as the Linux 
operating system, and includes a plug-in softWare module to 
provide a distributed memory operating system that employs 
the role-based computing techniques. The plug-in module 
accesses the I/O nodes having ?le systems and presents the 

Int, Cl, ?les systems to the operating system as an aggregate parallel 
G06F 17/30 (2006.01) ?le system. 
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DISTRIBUTED PARALLEL FILE SYSTEM FOR A 
DISTRIBUTED PROCESSING SYSTEM 

TECHNICAL FIELD 

[0001] The invention relates to distributed processing sys 
tems and, more speci?cally, to multi-node computing sys 
tems. 

BACKGROUND 

[0002] Distributed computing systems are increasingly 
being utiliZed to support high performance computing appli 
cations. Typically, distributed computing systems are con 
structed from a collection of computing nodes that combine 
to provide a set of processing services to implement the high 
performance computing applications. Each of the computing 
nodes in the distributed computing system is typically a 
separate, independent computing system interconnected 
With each of the other computing nodes via a communica 
tions medium, e.g., a netWork. 

[0003] Conventional distributed computing systems often 
encounter dif?culties in scaling computing performance as 
the number of computing nodes increases. Scaling difficul 
ties are often related to inter-device communication mecha 
nisms, such as input/output (I/O) and operating system (OS) 
mechanism, used by the computing nodes as they perform 
various computational functions required Within distributed 
computing systems. Scaling dif?culties may also be related 
to the complexity of developing and deploying application 
programs Within distributed computing systems. 

[0004] Existing distributed computing systems containing 
interconnected computing nodes often require custom devel 
opment of operating system services and related processing 
functions. Custom development of operating system ser 
vices and functions increases the cost and complexity of 
developing distributed systems. In addition, custom devel 
opment of operating system services and functions increases 
the cost and complexity of development of application 
programs used Within distributed systems. 

[0005] Moreover, conventional distributed computing sys 
tems often utiliZe a centraliZed mechanism for managing 
system state information. For example, a centraliZed man 
agement node may handle allocation of process and ?le 
system name space. This centraliZed management scheme 
often further limits the ability of the system to achieve 
signi?cant scaling in terms of computing performance. 

SUMMARY 

[0006] In general, the invention relates to a distributed 
processing system that employs “role-based” computing. In 
particular, the distributed processing system is constructed 
as a collection of computing nodes in Which each computing 
node performs one or more processing roles Within the 
operation of the overall distributed processing system. 

[0007] The various computing roles are de?ned by a set of 
operating system services and related processes running on 
a particular computing node used to implement the particu 
lar computing role. As described herein, a computing node 
may be con?gured to automatically assume one or more 
designated computing roles at boot time at Which the nec 
essary services and processes are launched. 
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[0008] As described herein, a plug-in softWare module 
(referred to herein as a “uni?ed system services layer”) may 
be used Within a conventional operating system, such as the 
Linux operating system, to provide a general purpose, 
distributed memory operating system that employs role 
based computing techniques. The plug-in module provides a 
seamless inter-process communication mechanism Within 
the operating system services provided by each of the 
computing nodes, thereby alloWing the computing nodes to 
cooperate and implement processing services of the overall 
system. 

[0009] In addition, the uni?ed system services layer 
(“USSL”) softWare module provides for a common process 
identi?er (PID) space distribution that permits any process 
running on any computing node to determine the identity of 
a particular computing node that launched any other process 
running in the distributed system. More speci?cally, the 
USSL module assigns a unique subset of all possible PIDs 
to each computing node in the distributed processing system 
for use When the computing node launches a process. When 
a neW process is generated, the operating system executing 
on the node selects a PID from the PID space assigned to the 
computing node launching the process regardless of the 
computing node on Which the process is actually executed. 
Hence, a remote launch of a process by a ?rst computing 
node onto a different computing node results in the assign 
ment of a PID from the ?rst computing node to the executing 
process. This technique maintains global uniqueness of 
process identi?ers Without requiring centralized allocation. 
Moreover, the techniques alloW the launching node for any 
process running Within the entire system to easily be iden 
ti?ed. In addition, inter-process communications With a 
particular process may be maintained through the computing 
node that launches a process, even if the launched process is 
located on a different computing node, Without need to 
discover Where the remote process Was actually running. 

[0010] The USSL module may be utiliZed With the gen 
eral-purpose operating system to provide a distributed par 
allel ?le system for use Within the distributed processing 
system. As described herein, ?le systems associated With the 
individual computing nodes of the distributed processing 
system are “projected” across the system to be available to 
any other computing node. More speci?cally, the distributed 
parallel ?le system presented by the USSL module alloWs 
?les and a related ?le system of one computing node to be 
available for access by processes and operating system 
services on any computing node in the distributed process 
ing system. In accordance With these techniques, a process 
executing on a remote computing node inherits open ?les 
from the process on the computing node that launched the 
remote process as if the remote processes Were launched 
locally. 

[0011] In one embodiment, the USSL module stripes the 
?le system of designated input/output (I/O) nodes Within the 
distributed processing system across multiple computing 
nodes to permit more ef?cient I/O operations. Data records 
that are read and Written by a computing node to a ?le 
system stored on a plurality of I/O nodes are processed as a 
set of concurrent and asynchronous I/O operations betWeen 
the computing node and the I/O nodes. The USSL modules 
executing on the I/O nodes separate data records into 
component parts that are separately stored on different I/O 
nodes as part of a Write operation. Similarly, a read operation 
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retrieves the plurality of parts of the data record from 
separate I/O nodes for recombination into a single data 
record that is returned to a process requesting the data record 
be retrieved. All of these functions of the distributed ?le 
system are performed Within the USSL plug-in module 
added to the operating system of the computing nodes. In 
this manner, a softWare process executing on one of the 
computing nodes does not recogniZe that the I/O operation 
involves remote data retrieval involving a plurality of addi 
tional computing nodes. 

[0012] The details of one or more embodiments of the 
invention are set forth in the accompanying draWings and 
the description beloW. Other features, objects, and advan 
tages of the invention Will be apparent from the description 
and draWings, and from the claims. 

BRIEF DESCRIPTION OF DRAWINGS 

[0013] FIG. 1 is a block diagram illustrating a distributed 
processing system constructed as a cluster of computing 
nodes in Which each computing node performs a particular 
processing role Within the distributed system. 

[0014] FIG. 2 is a block diagram illustrating an example 
computing node Within a cluster of computing nodes accord 
ing to the present invention. 

[0015] FIG. 3 is a block diagram illustrating an example 
uni?ed system services module that is part of an operating 
system Within a computing node of a distributed processing 
system according to the present invention. 

[0016] FIG. 4 is a block diagram illustrating a remote 
application launch operation Within a distributed processing 
system according to the present invention. 

[0017] FIG. 5 is a How chart illustrating an operating 
system kernel hook utiliZed Within computing nodes Within 
a distributed processing system according to the present 
invention. 

[0018] FIG. 6 is a block diagram illustrating an example 
remote exec operation providing an inherited open ?le 
reference Within a distributed processing system according 
to the present invention. 

[0019] FIG. 7 is a block diagram illustrating an inter 
process signaling operation Within a distributed processing 
system according to the present invention. 

[0020] FIG. 8 is a block diagram illustrating a distributed 
?le I/O operation Within a distributed processing system 
according to the present invention. 

[0021] FIG. 9 is a block diagram illustrating a computing 
node for use in a plurality of processing roles Within a 
distributed processing system according to the present 
invention. 

[0022] FIG. 10 is a block diagram illustrating a distributed 
processing system having a plurality of concurrently oper 
ating computing nodes of different processing roles accord 
ing to the present invention. 

[0023] FIG. 11 is a block diagram of a con?guration data 
store having con?guration data associated With various 
processing roles used Within a distributed processing system 
according to the present invention. 
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[0024] FIG. 12 is a diagram that illustrates an example 
computer display for a system utility to con?gure computing 
nodes into various computing node roles according to the 
present invention. 

DETAILED DESCRIPTION 

[0025] FIG. 1 is a block diagram illustrating a distributed 
computing system 100 constructed from a collection of 
computing nodes in Which each computing node performs a 
particular processing role Within the distributed system 
according to the present invention. According to one 
embodiment, distributed computing system 100 uses role 
based node specialiZation, Which dedicates subsets of nodes 
to specialiZed roles and alloWs the distributed system to be 
organiZed into a scalable hierarchy of application and sys 
tem nodes. In this manner, distributed computing system 100 
may be vieWed as a collection of computing nodes operating 
in cooperation With each other to provide high performance 
processing. 
[0026] The collection of computing nodes, in one embodi 
ment, includes a plurality of application nodes 111A-111H 
(each labeled “APP NODE” on FIG. 1) interconnected to a 
plurality of system nodes 104. Further, system nodes 104 
include a plurality of input/output nodes 112A-112F (each 
labeled “I/O NODE”) and a plurality of mass storage 
devices 114A-114F coupled to I/O nodes 112. In one 
embodiment, system nodes 104 may further include a com 
mand node 101 (labeled “CMD NODE”), an administration 
node 102 (labeled “ADMIN NODE”), and a resource man 
ager node 103 (labeled “RES MGR NODE”). Additional 
system nodes 104 may also be included Within other 
embodiments of distributed processing system 100. As illus 
trated, the computing nodes are connected together using a 
communications netWork 105 to permit internode commu 
nications as the nodes perform interrelated operations and 
functions. 

[0027] Distributed processing system 100 operates by 
having the various computing nodes perform specialiZed 
functions Within the entire system. For example, node spe 
cialiZation alloWs the application nodes 111A-111H (collec 
tively, “application nodes 111”) to be committed exclusively 
to running user applications, incurring minimal operating 
system overhead, thus delivering more cycles of useful 
Work. In contrast, the small, adjustable set of system nodes 
104 provides support for system tasks, such as user logins, 
job submission and monitoring, I/O, and administrative 
functions, Which dramatically improve throughput and sys 
tem usage. 

[0028] In one embodiment, all nodes run a common gen 
eral-purpose operating system. One examples of a general 
purpose operating system is the WindoWsTM operating sys 
tem provided by Microsoft Corporation. In some 
embodiment, the general-purpose operating system may be 
a lightWeight kernel, such as the Linux kernel, Which is 
con?gured to optimiZe the respective specialiZed node func 
tionality and that provides the ability to run binary serial 
code from a compatible Linux system. As further discussed 
beloW, a plug-in softWare module (referred to herein as a 
“uni?ed system services layer”) is used in conjunction With 
the lightWeight kernel to provide the communication facili 
ties for distributed applications, system services and I/O. 

[0029] Within distributed computing system 100, a com 
puting node, or node, refers to the physical hardWare on 
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Which the distributed computing system 100 runs. Each 
node includes one or more programmable processors for 
executing instructions stored on one or more computer 
readable media. Arole refers to the system functionality that 
can be assigned to a particular computing node. As illus 
trated in FIG. 1, nodes are divided into application nodes 
111 and system nodes 104. In general, application nodes 111 
are responsible for running user applications launched from 
system nodes 104. System nodes 104 provide the system 
support functions for launching and managing the execution 
of applications Within distributed system 100. On larger 
system con?gurations, system nodes 104 are further spe 
cialiZed into administration nodes and service nodes based 
on the roles that they run. 

[0030] Application nodes 111 may be con?gured to run 
user applications launched from system nodes 104 as either 
batch or interactive jobs. In general, application nodes 111 
make up the majority of the nodes on distributed computing 
system 100, and provide limited system daemons support, 
forWarding I/O and networking requests to the relevant 
system nodes When required. In particular, application nodes 
111 have access to I/O nodes 112 that present mass storage 
devices 114 as shared disks. Application nodes 111 may also 
support local disks that are not shared With other nodes. 

[0031] The number of application nodes 111 is dependent 
on the processing requirements. For example, distributed 
processing system 100 may include 8 to 512 application 
nodes or more. In general, an application node 111 typically 
does not have any other role assigned to it. 

[0032] System nodes 104 provide the administrative and 
operating system services for both users and system man 
agement. System nodes 104 typically have more substantial 
I/O capabilities than application nodes 111. System nodes 
104 can be con?gured With more processors, memory, and 
ports to a high-speed system interconnect. 

[0033] To differentiate a generic node into an application 
node 111 or system node 104, a “node role” is assigned to 
it, thereby dedicating the node to provide the speci?ed 
system related functionality. A role may execute on a dedi 
cated node, may share a node With other roles, or may be 
replicated on multiple nodes. In one embodiment, a com 
puting node may be con?gured in accordance With a variety 
of node roles, and may function as an administration node 
102, application nodes 111, command node 101, I/O nodes 
112, a leader node 106, a netWork director node 107, a 
resources manager node 103, and/or a Unix System Services 
(USS) USS node 109. Distributed processing system 100 
illustrates multiple instances of several of the roles, indicat 
ing that those roles may be con?gured to alloW system 100 
to scale so that it can adequately handle the system and user 
Workloads. These system roles are described in further detail 
beloW, and typically are con?gured so that they are not 
visible to the user community, thus preventing unintentional 
interference With or corruption of these system functions. 

[0034] The administration functionality is shared across 
tWo types of administration roles: administration role and 
leader role. The combination of administration and leader 
roles is used to alloW the administrative control of large 
systems to easily scale. Typically, only one administration 
role is con?gured on a system, While the number of leader 
roles is dependent on the number of groups of application 
nodes in the system. The administration role along With the 
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multiple leader roles provides the environment Where the 
system administration tasks are executed. 

[0035] If a system node 104 is assigned an administration 
role, it is responsible for booting, dumping, hardWare/health 
monitoring, and other loW-level administrative tasks. Con 
sequently, administration node 102 provides a single point of 
administrative access for system booting, and system control 
and monitoring. With the exception of the command role, 
this administration role may be combined With other system 
roles on a particular computing node. 

[0036] Each system node 104 With the leader role (e.g., 
leader node 106) monitors and manages a subset of one or 
more nodes, Which are referred to as a group. The leader role 
is responsible for the folloWing: discovering hardWare of the 
group, distributing the system softWare to the group, acting 
as the gateWay betWeen the system node With the adminis 
tration role and the group, and monitoring the health of the 
group e.g., in terms of available resources, operational status 
and the like. 

[0037] A leader node facilitates scaling of the shared root 
?le system, and of?oads netWork traf?c from the service 
node With the administration role. Each group requires a 
leader node Which monitors and manages the group. This 
role can be combined With other system roles on a node. In 
some cases, it may be advisable to con?gure systems With 
more than 16 application nodes into multiple groups. 

[0038] The system node 104 With the administration role 
contains a master copy of the system softWare. Each system 
node 104 With a leader role redistributes this softWare via an 
NFS-mounted ?le transfer, and is responsible for booting the 
application nodes 111 for Which it is responsible. 

[0039] The resource management, netWork director, I/O, 
and command roles directly or indirectly support users and 
the applications that are run by the users. Typically, only one 
instance of the netWork director and resource manager roles 
are con?gured on a system. The number of command roles 
can be con?gured such that user login and the application 
launch Workload are scaled on system 100. The need for 
additional system nodes With an I/O role is optional, depend 
ing on the I/O requirements of the speci?c site. Multiple 
instances of the I/O roles can be con?gured to alloW system 
100 to scale to ef?ciently manage a very broad range of 
system and user Workloads. 

[0040] Command node 101 provides for user logins, and 
application builds, submission, and monitoring. The number 
of command roles assigned to system 100 is dependent on 
the processing requirements. At least one command role is 
usually alWays con?gured Within system 100. With the 
exception of the administration role, this role can be com 
bined With other system roles on a node. 

[0041] In general, I/O nodes 112 provide for support and 
management of ?le systems and disks, respectively. The use 
of the I/O roles is optional, and the number of I/O roles 
assigned to a system is dependent on the I/O requirements of 
the customer’s site. An I/O role can be combined With other 
system roles on a node. HoWever, a node is typically not 
assigned both the ?le system I/O and netWork I/O roles. In 
some environments, failover requirements may prohibit the 
combination of I/O roles With other system roles. 

[0042] NetWork director node 107 de?nes the primary 
gateWay node on distributed processing system 100, and 
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handles inbound traffic for all nodes and outbound traffic for 
those nodes With no external connections. Typically, one 
network director role is con?gured Within distributed pro 
cessing system 100. This role can be combined With other 
system roles on a node. 

[0043] Resources manager node 103 de?nes the location 
of the system resource manager, Which allocates processors 
to user applications. Typically one resource manager role is 
con?gured Within distributed processing system 100. This 
role can be combined With other system roles on a node. A 
backup resource manager node (not shoWn) may be included 
Within system 100. The backup resource manager node may 
take over resource management responsibility in the event a 
primary resource manager node fails. 

[0044] An optional USS node 109 provides the Unix 
System Services (USS) service on a node When no other role 
includes this service. USS services are a Well-knoW set of 
services and may be required by one or more other Unix 
operating system services running on a computing node. 
Inclusion of a USS computing role on a particular comput 
ing node provides these USS services When needed to 
support other Unix services. The use of the USS role is 
optional and is intended for use on non-standard con?gu 
rations only. The number of USS roles assigned to distrib 
uted processing system 100 is dependent on the require 
ments of the customer’s site. This role can be combined With 
other system roles on a node, but is redundant for all but the 
admin, leader, and netWork director roles. 

[0045] While many of the system nodes 104 discussed 
above are shoWn using only a single computing node to 
support its functions, multiple nodes present Within system 
100 may support these roles, either in a primary or backup 
capacity. For example, command node 101 may be repli 
cated any number of times to support additional users or 
applications. Administration node 102 and resource manager 
node 103 may be replicated to provide primary and backup 
nodes, thereby gracefully handling a failover in the event the 
primary node fails. Leader node 106 may also be replicated 
any number of times as each leader node 106 typically 
supports a separate set of application nodes 111. 

[0046] FIG. 2 is a block diagram illustrating an example 
embodiment of one of the computing nodes of distributed 
processing system 100 (FIG. 1), such as one of application 
nodes 111 or system nodes 104. In the illustrated example of 
FIG. 2, computing node 200 provides an operating envi 
ronment for executing user softWare applications as Well as 
operating system processes and services. User applications 
and user processes are executed Within a user space 201 of 
the execution environment. Operating system processes 
associated With an operating system kernel 221 are executed 
Within kernel space 202. All node types present Within 
distributed computing system 100 provide both user space 
201 and kernel space 202, although the type of processes 
executing Within may differ depending upon role the node 
type. 

[0047] User application 211 represents an example appli 
cation executing Within user space 201. User application 
interacts With a messaging passage interface (MPI) 212 to 
communicate With remote processes through hardWare inter 
face modules 215-217. Each of these interface modules 
215-217 provide interconnection using a different commer 
cially available interconnect protocol. For example, TCP 
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module 215 provides communications using a standard TCP 
transport layer. Similarly, GM module 216 permits commu 
nications using a Myrinet transport layer, from Myricom, 
Inc. of Arcadia, Calif., and Q module 217 permits commu 
nications using a QsNet systems transport layer, from Quad 
rics Supercomputers World, Ltd. of Bristol, United King 
dom. HardWare interface modules 215-217 are exemplary 
and other types of interconnects may be supported Within 
distributed processing system 100. 

[0048] User application 211 also interacts With operating 
system services Within kernel space 202 using system calls 
231 to kernel 221. Kernel 221 provides an application 
programming interface (API) for receiving system calls for 
subsequent processing by the operating system. System calls 
that are serviced locally Within computing node 200 are 
processed Within kernel 221 to provide user application 211 
requested services. 

[0049] For remote services, kernel 221 forWards system 
calls 232 to USSL module 222 for processing. USSL module 
222 communicates With a corresponding USSL module 
Within a different computing node Within distributed pro 
cessing system 100 to service the remote system calls 232. 
USSL module 222 communicates With remote USSL mod 
ules over one of a plurality of supported transport layer 
modules 225-227. These transport layer modules 225-227 
include a TCP module 225, a GM module 226 and a Q 
module 227 that each support a particular communications 
protocol. Any other commercially available communica 
tions protocol may be used With its corresponding commu 
nications transport layer module Without departing from the 
present invention. 

[0050] In one example embodiment, kernel 221 is the 
Linux operating system, and USSL module 222 is a plug-in 
module that provides additional operating system services. 
For example, USSL module 222 implements a distributed 
process space, a distributed I/O space and a distributed 
process ID (PID) space as part of distributed processing 
system 100. In addition, USSL module 222 provides mecha 
nisms to extend OS services to permit a process Within 
computing node 200 to obtain information regarding pro 
cesses, I/O operations and CPU usage on other computing 
nodes Within distributed processing system 100. In this 
manner, USSL module 222 supports coordination of pro 
cessing services Within computing nodes Within larger dis 
tributed computing systems. 

[0051] FIG. 3 is a block diagram illustrating an example 
embodiment of USSL module 222 (FIG. 2) in further detail. 
In the exemplary embodiment, USSL module 222 includes 
a processor virtualiZation module 301, process virtualiZation 
module 302, distributed I/O virtualiZation module 303, 
transport API module 228, a kernel common API module 
304, and I/O control (IOCTL) API module 305. 

[0052] Processor virtualiZation module 301 provides com 
munications and status retrieval services betWeen computing 
node 200 (FIG. 2) and other computing nodes Within 
distributed processing system 100 associated With CPU 
units With these computing nodes. Processor virtualiZation 
module 301 provides these communication services to make 
the processors of the computing nodes Within distributed 
computing system 100 appear to any process executing 
Within system 100 as a single group of available processors. 
As a result, all of the processors are available for use by 
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applications deployed Within system 100. User applications 
may, for example, request use of any of these processors 
through system commands, such as an application launch 
command or a process spaWn command. 

[0053] Process virtualiZation module 302 provides com 
munications and status retrieval services of process infor 
mation for softWare processes executing Within other com 
puting nodes Within distributed processing system 100. This 
process information uses PIDs for each process executing 
Within distributed processing system 100. Distributed pro 
cessing system 100 uses a distributed PID space used to 
identify processes created and controlled by each of the 
computing nodes. In particular, in one embodiment, each 
computing node Within distributed processing system 100 is 
assigned a set of PIDs. Each computing node uses the 
assigned set When generating processes Within distributed 
processing system 100. Computing node 200, for example, 
Will create a process having a PID Within the set of PIDs 
assigned to computing node 200 regardless of Whether the 
created process executes on computing node 200 or Whether 
the created process executes remotely on a different com 
puting node Within distributed processing system 100. 

[0054] Because of this particular distribution of PID 
space, any process executing Within distributed processing 
system 100 can determine the identity of a computing node 
that created any particular process based on the PID 
assigned to the process. For example, a process executing on 
one of application nodes 111 may determine the identity of 
another one of the application nodes 111 that created a 
process executing Within any computing node in distributed 
processing system 100. When a process desires to send and 
receive messages from a given process in distributed pro 
cessing system 100, a message may be sent to the particular 
USSL module 222 corresponding to the PID space contain 
ing the PID for the desired process. USSL module 222 in this 
particular computing node may forWard the message to the 
process because USSL module 222 knoWs Where its process 
is located. Using this mechanism, the control of PID infor 
mation is distributed across system 100 rather than located 
Within a single node in distributed processing system 100. 

[0055] Distributed I/O virtualiZation module 303 provides 
USSL module 222 communications services associated with 
U0 operations performed on remote computing nodes Within 
distributed processing system 100. Particularly, distributed 
I/O virtualiZation module 303 permits application nodes 111 
(FIG. 1) to utiliZe storage devices 114A-114F (collectively, 
mass storage devices 114) coupled to I/O nodes 112 (FIG. 
1) as if the mass storage devices 114 provided a ?le system 
local to application nodes 111. 

[0056] For example, I/O nodes 112 assigned the “?le 
system I/O” role support one or more mounted ?le systems. 
I/O nodes 112 may be replicated to support as many ?le 
systems as required, and use local disk and/or disks on the 
nodes for ?le storage. I/O nodes 112 With the ?le system I/O 
role may have larger processor counts, extra memory, and 
more external connections to disk and the hardWare inter 
connect to enhance performance. Multiple I/O nodes 112 
With the ?le system I/O role can be mounted as a single ?le 
system on application nodes to alloW for striping/parallel 
iZation of an I/O request via a USSL module 222. 

[0057] U0 nodes 112 assigned the “netWork I/O” role 
provide access to global NFS-mounted ?le systems, and can 
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attach to various netWorks With different interfaces. A single 
hostname is possible With multiple external nodes, but an 
external router or single primary external node is required. 
The U0 path can be classi?ed by Whether it is disk or 
external, and Who (or What) initiates the I/O (e.g., the user 
or the system). 

[0058] Distributed processing system 100 supports a vari 
ety of paths for system and user disk I/O. Although direct 
access to local volumes on a node is supported, the majority 
of use is through remote ?le systems, so this discussion 
focuses on ?le system-related I/O. For exemplary purposes, 
the use of NFS is described herein because of the path it uses 
through the netWork. All local disk devices can be used for 
sWap on their respective local nodes. This usage is a system 
type and is independent of other uses. 

[0059] System nodes 104 and application nodes 111 may 
use local disk for temporary storage. The purpose of this 
local temporary storage is to provide higher performance for 
private I/O than can be provided across the distributed 
processing system. Because the local disk holds only tem 
porary ?les, the amount of local disk space does not need to 
be large. 

[0060] Distributed processing system 100 may assume 
that most ?le systems are shared and exported through the 
USSL module 222 or NFS to other nodes. This means that 
all ?les can be equally accessed from any node and the 
storage is not considered volatile. Shared ?le systems are 
mounted on system nodes 104. 

[0061] In general, each disk I/O path starts at a channel 
connected to one of I/O nodes 112 and is managed by disk 
drivers and logical volume layers. The data is passed 
through to the ?le system, usually to buffer cache. The buffer 
cache on a Linux system, for example, is page cache, 
although the buffer cache terminology is used herein 
because of the relationship to I/O and not memory manage 
ment. On another embodiment of distributed processing 
system 100, applications may manage their oWn user buffers 
and not depend on buffer cache. 

[0062] Within application nodes 111, the mount point 
determines the ?le system chosen by USSL module 222 for 
the I/O request. For example, the ?le system’s mount point 
speci?es Whether it is local or global. A local request is 
alloWed to continue through the local ?le system. A request 
for I/O from a ?le system that is mounted globally is 
communicated directly to one of I/O node 112 Where the ?le 
system is mounted. All processing of the request takes place 
on this system node, and the results are passed back upon 
completion to the requesting node and to the requesting 
process. 

[0063] Application I/O functions are usually initiated by a 
request through USSL module 222 to a distributed ?le 
system for a number of bytes from/to a particular ?le in a 
remote ?le system. Requests for local ?le systems are 
processed local to the requesting application node 111. 
Requests for global I/O are processed on the one of the I/O 
nodes Where the ?le system is mounted. 

[0064] Other embodiments of system 100 provide an 
ability to manage an application’s I/O buffering on a job 
basis. SoftWare applications that read or Write sequentially 
can bene?t from pre-fetch and Write-behind, While I/O 
caching can help programs that Write and read data. HoW 
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ever, in both these cases, sharing system buffer space With 
other programs usually results in interference betWeen the 
programs in managing the buffer space. Allowing the appli 
cation exclusive use of a buffer area in user space is more 

likely to result in a performance gain. 

[0065] Another alternate embodiment of system 100 sup 
ports asynchronous U0. The use of asynchronous I/O alloWs 
an application executing on one of application nodes 111 to 
continue processing While U0 is being processed. This 
feature is often used With direct non-buffered I/ O and is quite 
useful When a request can be processed remotely Without 
interfering With the progress of the application. 

[0066] Distributed processing system 100 uses netWork 
I/O at several levels. System 100 must have at least one 
external connection to a network, Which should be IP-based. 
The external netWork provides global ?le and user access. 
This access is propagated through the distributed layers and 
shared ?le systems so that a single external connection 
appears to be connected to all nodes. The system intercon 
nect can provide IP traf?c transport for user ?le systems 
mounted using NFS. 

[0067] A distributed ?le system provided by distributed 
I/O virtualiZation module 303 provides signi?cantly 
enhanced I/O performance. The distributed ?le system is a 
scalable, global, parallel ?le system, and not a cluster ?le 
system, thus avoiding the complexity, potential performance 
limitations, and inherent scalability challenges of cluster ?le 
system designs. 

[0068] The read/Write operations betWeen application 
nodes 111 and the distributed ?le system are designed to 
proceed at the maximum practical bandWidth alloWed by the 
combination of system interconnect, the local storage band 
Width, and the ?le/record structure. The ?le system supports 
a single ?le name space, including read/Write coherence, the 
striping of any or all ?le systems, and Works With any local 
?le system as its target. 

[0069] The distributed ?le system is also a scalable, glo 
bal, parallel ?le system that provides signi?cantly enhanced 
I/O performance on the USSL system. The ?le system can 
be used to project ?le systems on local disks, project ?le 
systems mounted on a storage area netWork (SAN) disk 
system, and re-export a NFS-mounted ?le system. 

[0070] Transport API 228 and supported transport layer 
modules 225-227 provide a mechanism for sending and 
receiving communications 230 betWeen USSL module 222 
and corresponding USSL modules 222 in other computing 
nodes in distributed processing system 100. Each of the 
transport layer modules 225-227 provide an interface 
betWeen a common transport API 228 used by processor 
virtualiZation module 301, process virtualiZation module 
302, distributed I/O virtualiZation module 303 and the 
various communication protocols supported Within comput 
ing node 200. 

[0071] API 304 provides a tWo-Way application program 
ming interface for communications 235 to How betWeen 
kernel 221 and processor virtualiZation module 301, process 
virtualiZation module 302, distributed I/O virtualiZation 
module 303 Within USSL module 222. API module 304 
provides mechanisms for the kernel 221 to request opera 
tions be performed Within USSL module 222. Similarly, API 
module 304 provides mechanisms for kernel 221 to provide 
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services to the USSL module 222. IOCTL API module 305 
provides a similar application programming interface for 
communications 240 to How betWeen the kernel 221 and 
USSL module 222 for I/O operations. 

[0072] FIG. 4 is a block diagram illustrating example 
execution of a remote application launch operation Within 
distributed processing system 100 according to the present 
invention. In general, a remote application launch command 
represents a user command submitted to distributed process 
ing system 100 to launch an application Within distributed 
processing system 100. 

[0073] Initially, a user or softWare agent interacts With 
distributed processing system 100 through command node 
101 that provides services to initiate actions for the user 
Within distributed processing system 100. For an application 
launch operation, command node 101 uses an application 
launch module 410 that receives the request to launch a 
particular application and processes the request to cause the 
application to be launched Within distributed processing 
system 100. Application launch module 410 initiates the 
application launch operation using a system call 411 to 
kernel 221 to perform the application launch. Because 
command node 101 Will not launch the application locally as 
user applications are only executed on application nodes 
111, kernel 221 passes the system call 412 to USSL module 
222 for further processing. 

[0074] USSL module 222 performs a series of operations 
that result in the launching of the user requested application 
on one or more of the application nodes 111 Within distrib 
uted processing system 100. First, processor virtualiZation 
module 301 (FIG. 3) Within USSL module 222 determines 
the identity of the one or more application nodes 111 on 
Which the application is to be launched. In particular, 
processor virtualiZation module 301 sends a CPU allocation 
request 431 through a hardWare interface, shoWn for exem 
plary purposes as TCP module 225, to resource manager 
node 103. 

[0075] Resource manager node 103 maintains allocation 
state information regarding the utiliZation of all CPUs Within 
all of the various computing nodes of distributed processing 
system 100. Resource manager node 103 may obtain this 
allocation state information by querying the computing 
nodes Within distributed processing system 100 When it 
becomes active in a resource manager role. Each computing 
node in distributed processing system 100 locally maintains 
its internal allocation state information. This allocation state 
information includes, for example, the identity of every 
process executing Within a CPU in the node and the utili 
Zation of computing resources consumed by each process. 
This information is transmitted from each computing node 
to resource manager node 103 in response to its query. 
Resource manager node 103 maintains this information as 
processes are created and terminated, thereby maintaining a 
current state for resource allocation Within distributed pro 
cessing system 100. 

[0076] Resource manager node 103 uses the allocation 
state information to determine on Which one or more of 

application nodes 111 the application requested by command 
node 101 is to be launched. Resource manager node 103 
selects one or more of application nodes 111 based on 
criteria, such as a performance heuristic that may predict 
optimal use of application nodes 111. For example, resource 
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manager node 103 may select application nodes 111 that are 
not currently executing applications. If all application nodes 
111 are executing applications, resource manager node 103 
may use an application priority system to provide maximum 
resources to higher priority applications and share resources 
for loWer priority applications. Any number of possible 
prioritiZation mechanisms may be used. 

[0077] Once resource manager node 103 determines the 
identity of one or more application nodes 111 to be used by 
command node 101, a list of the identi?ed application nodes 
111 may be transmitted as a message 432 back to USSL 
module 222 Within command node 101. Processor virtual 
iZation module 301 Within USSL module 222 of command 
node 101 uses the list of application nodes 111 to generate 
one or more remote execute requests 441 necessary to 

launch the application on the application nodes 111 identi 
?ed by resource manager node 103. In general, a remote 
execute request is a standard request operation that speci?es 
that an application is to be launched. The identity of the 
application may be provided using a ?le name, including a 
path name, to an executable ?le stored on one of the I/O 
nodes 112. 

[0078] Processor virtualiZation module 301 transmits the 
remote execute requests 441 to each of the one or more 
application nodes 111 identi?ed by resource manager node 
103 to complete the remote application launch operation. 
Each remote execute request 441 include a PID for use When 
the application is launched. Each of the application nodes 
111 uses the PID provided in the remote execute request 441 
in order to properly identify the launching node, command 
node 101 in this example, as the node creating the process 
associated With the launch of the application. In other Words, 
the PID provided Within remote execute request 441 Will be 
selected by command node 101 from Within the PID space 
allocated to the command node. 

[0079] Upon creation of one or more softWare processes 
corresponding to the launch of the application, each targeted 
application node 111 returns a response message 442 to 
process virtualiZation module 302 to indicate the success or 
failure of the request. When a process is successfully cre 
ated, process virtualiZation module 302 updates a local 
process information store that contains state information 
relating to launched application. This information store 
maintains an identity of the processes created using their 
PIDs, and related process group IDs and session IDs, as Well 
as an identity of the one of application nodes 111 upon Which 
the process is running. Asimilar message may be transmitted 
to resource manager node 103 to indicate that the process is 
no longer utiliZing processing resources Within a particular 
one of the application nodes 111. Resource manager node 
103 may use this message to update its allocation state data 
used When allocating app nodes to process creation requests. 

[0080] FIG. 5 is a block diagram illustrating the process 
ing of an operating system call 512 from a calling process 
510 executing on node 500, Which may be any node Within 
distributed processing system 100. In particular, FIG. 5 
illustrates the processing of a system call 512 issued by 
calling process 510 to create (e.g., execute or spaWn) a user 
application process on one or more of application nodes 111. 

[0081] In general, Within all computing nodes Within 
distributed processing system 100, applications executing in 
user space 201 interact With operating system kernel 221 
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operating in kernel space 202 through the use of a system 
call 511. This system call 511 is a procedure call to a de?ned 
interface for a particular O/S service. In distributed process 
ing system 100, a subset of these system calls are forWarded 
as calls 512 by kernel 221 to USSL module 222 to provide 
a set of services and related operations associated With a 
collection of computing nodes operating as a distributed 
computing system. In this manner, USSL module 222 may 
be used Within a conventional operating system, such as the 
Linux operating system, to provide a general purpose, 
distributed memory operating system that employs role 
based computing techniques. 
[0082] In the example of FIG. 5, kernel 221 receives 
system call 511 and determines Whether the system call is 
supported by the kernel or Whether the system call needs to 
be forWarded to the USSL module 222. In contrast, in the 
application launch example of FIG. 4, kernel 221 forWarded 
system call 411 to USSL module 222 as all application 
launch operations are typically performed as remotely 
executed commands. 

[0083] In processing other commands, kernel 221 may 
desire to perform the command locally in some circum 
stances and remotely in other circumstances. For example, 
an execute command causes creation of a softWare process 
to perform a desired operation. This process may be 
executed locally Within command node 101 or may be 
executed Within one of application nodes 111 of distributed 
processing system 100. Similarly, other system calls 511 
may be performed locally by kernel 221 or forWarded to 
USSL 222 for remote processing. 

[0084] In order to determine Where the process is to be 
created, a kernel hook 521 is included Within of kernel 221 
to make this determination. In general, kernel hook 521 is a 
dedicated interface that processes all system calls 511 that 
may be executed in multiple locations. For example, kernel 
hook 521 processes exec calls and determines Whether the 
process to be created should be created locally or remotely 
on one of application nodes 111. 

[0085] To make this determination, kernel hook 521 main 
tains a list of programs that are to be remotely executed 
depending upon the identity of calling process 510 that 
generated system call 511. If the program that is to be 
executed as part of system call 511 is found on the list of 
programs maintained by kernel hook 521, the kernel hook 
issues system call 512 to USSL module 222 for processing. 
If the program requested in system call 511 is not on the list 
of programs, kernel hook 521 passes the system call to 
kernel 221 for processing. Because the list of programs used 
by kernel hook 521 is different for each calling process 510, 
control of Which system calls are passed to USSL module 
222 may be dynamically controlled depending upon the 
identity of the process making the call. 

[0086] FIG. 6 is a block diagram illustrating an inter 
process signaling operation performed by an application 
node 111A according to the present invention. In distributed 
processing system 100, transmission of the messages used to 
perform inter-process signaling is handled by USSL module 
222 present Within each computing node. When a particular 
application module 610 executing Within application node 
111A Wishes to send a signal message to a different process 
610‘ executing on another application node 111B, applica 
tion module 610 initiates the signal by making a signaling 
system call 611 to kernel hook 613. 
















