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(57) ABSTRACT 

A proactive network analysis system is a single unit for 
diagnosing network problems, measuring network perfor 
mance, and monitoring network status in a comprehensive 
manner. The system is a compilation of individual tools 
including a distributed network packet capture data stream 
collector; a traf?c analyzer; a performance graphing unit; a 
syslog recorder analyzer and archiving unit; a system avail 
ability monitor; a device con?guration archiving unit; and a 
throughput measurement tool. The system can further pro 
vide an access list generator, an access list analyZer, a router 
DNS name generator and a service level agreement mea 
surement device. 

112 

114 



Patent Application Publication Feb. 2, 2006 Sheet 1 0f 3 US 2006/0023638 A1 

10 112 

1 50 m 7 
Packet L‘oggmg 
Capture mstatus, Q 
Traf?c 'Con? .@ Analysis a rchhg/es g 
Performance R’g?gh 
Graphing put 

Network 

Measure 
@ T001 80 

Access List 
Analyser 90 GAL §§ 
DNS Name Service 
Generator\ Level gs 

M 114 
Figure 1 



Patent Application Publication Feb. 2, 2006 Sheet 2 0f 3 US 2006/0023638 A1 

Remote Site Local 
Area Network 

Remote Site Local 
Area Network 

104' 104 

Remote mote Site WAN 
WAN Router . Router 

Corporate WAT 
Router 

Corporate Local 102 
\ Area Network \ 

*k 

112 
134 J 

g1O 

Figure 2 



Patent Application Publication Feb. 2, 2006 Sheet 3 0f 3 US 2006/0023638 A1 

112gi 

2O 
— PACKET LOGGING 5_Q 

NETWORK CONFIG. ARCHIVES 

ANALYSIS PING, TRACEROUE 
.32 110 

TTCP, NMAP 120 

HTT(li>:|_lTlE\(1:'ENCY1 30 K _ 

(FUTURE) SYSLOG ALERTING 
- 140 

50 

wrng ICDU) 
27C) 

SNMP TRAP 
HANDLER 1 

SNMP ALERT|NG__ 

UTILIZATION 
GRAPHING Q 

TOOLS FOR CISCOTM 
ENVIRONMENT 

(FUTURE) 
ETHERNET1 ETHERNETO 

114x 
10_0 

NETWORK 

Figure 3 



US 2006/0023638 A1 

PROACTIVE NETWORK ANALYSIS SYSTEM 

RELATED APPLICATIONS 

[0001] This application claims the bene?t of provisional 
application Ser. No. 60/592,285 Entitled “Proactive Net 
Work Analysis System” ?led Jul. 29, 2004. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to netWork adminis 
tration and optimiZation, more particularly the present 
invention relates to a netWork analyses tool for minimizing 
netWork doWntime and maximizing netWork operation and 
ef?ciencies. 

[0004] 2. Background Information 

[0005] A LAN, or “local area network”, is a computer 
netWork generally spanning a relatively small area, such as 
in an of?ce or a home and are capable of transmitting data 
at very fast rates. Most LANs are con?ned to a single 
building or group of buildings. HoWever, one LAN can be 
connected to other LANs over distances via telephone lines 
and radio Waves, forming a Wide area netWork or WAN. 
Most LANs connect end user devices such as Workstations 
and personal computers, knoWn as nodes of a netWork. Each 
node (e.g. individual end user device) in a LAN has its oWn 
CPU With Which it executes programs, but it also is able to 
access data and devices anyWhere on the LAN. This means 
that many users can share devices, such as printers, as Well 
as data. Users can also use the LAN to communicate With 
each other, by sending e-mail, or chat sessions or the like. 
Access to the netWork is of critical importance to the users. 

[0006] There are many different types of LANS. LANS 
can be differentiated by topology, Which is the geometric 
arrangement of devices on the netWork, such as a ring 
arrangement or in a straight line arrangement; protocols 
Which are the rules and encoding speci?cations for sending 
data; and connection media such as tWisted pair Wire, 
coaxial cables, ?ber optic or Wireless. The Wireless LANs 
are also referred to as WLANs With Wi-Fi being the domi 
nant WLAN standard. 

[0007] The integrity and performance of a computer net 
Work, a LAN or WLAN or other netWork, is critical. There 
are demands for essentially 100% “uptime” of a netWork for 
the users to provide services to customers, partners, vendors, 
and employees. The term “uptime” references the period in 
Which access to a netWork, and the components thereof, are 
available. The term “doWntime”, also called a netWork 
outage, reference the time When a netWork is inaccessible to 
users. Although the elimination of all netWork outages is 
never a guarantee, managing the netWork infrastructure can 
assist in minimiZing such outages and maximiZing uptime. 

[0008] Various netWorks are knoWn to have numerous 
infrastructure inef?ciencies, such as in large campus envi 
ronments, data centers, and remote site location netWorks. A 
variety of tools have been created for analyZing and man 
aging netWork infrastructures. For example, log ?les from 
hosts, application logs, intrusion detection systems (IDSs), 
and netWork devices are sources of information on netWork 
traf?c patterns. HoWever, logging mechanisms need to be 
enabled and properly con?gured. Log ?les can be destroyed 
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or altered if a system becomes compromised, and uncer 
tainty about the integrity of system log ?les rises When 
out-of-band logging is not performed. In summary, the 
existing analysis and management tools provide adequate 
revieW and analysis to speci?c areas addressed by the 
speci?c tool. HoWever it is left to the netWork administrator 
to select the combination of speci?c tools needed and to 
combine the results of such tools to properly manage the 
netWork. There is a need in the industry to provide netWork 
administrators With a single analysis unit for providing 
comprehensive diagnoses of netWork problems, measure 
ment of netWork performance, and monitoring netWork 
status. 

SUMMARY OF THE INVENTION 

[0009] The proactive netWork analysis system according 
to the present invention is a single system, or unit, for 
diagnosing netWork problems, measuring netWork perfor 
mance, managing and monitoring netWork status in a com 
prehensive and synergistic manner. The system according to 
the present invention is a compilation of individual tools 
assembled in an easy-to-use, cost effective system, or tool 
kit, for analyZing, isolating, and solving complex netWork 
issues Wherein the independent tools provide a synergistic 
effect for the netWork administrator. The system according 
to the present invention includes a distributed netWork 
packet capture data stream collector; a traf?c analyZer; a 
performance graphing unit; a syslog recorder analyZer and 
archiving unit; a system availability monitor; a device 
con?guration archiving unit; and a throughput measurement 
tool. The system can further provide an access list generator, 
an access list analyZer, a router DNS name generator and a 
service level agreement measurement device. 

[0010] These and other advantages of the present inven 
tion Will be clari?ed in the description of the preferred 
embodiments taken together With the attached draWings in 
Which like reference numerals represent like elements 
throughout. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a schematic vieW of a proactive netWork 
analysis system according to the present invention; 

[0012] FIG. 2 is a schematic vieW of a netWork implan 
tation of the proactive netWork analysis system of FIG. 1 
according to the present invention; 

[0013] FIG. 3 is a schematic vieW of a proactive netWork 
analysis system according to a modi?ed aspect of the 
present. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0014] Many tools and techniques are available to audit 
and monitor a netWork environment. The proactive netWork 
analysis system 10 according to the present invention is an 
integrated compilation of mainly existing netWork tools 
providing a comprehensive integrated system for diagnosing 
netWork problems, measuring netWork performance, and 
monitoring netWork status. The system 10 is, in effect, an 
easy-to-use, cost effective tool kit for analyZing, isolating, 
and solving complex netWork issues. The system 10 includes 
a distributed netWork packet capture data stream collector 
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20; a traf?c analyzer 30; a performance graphing unit 40; a 
“syslog” recorder analyzer and archiving unit 50; a system 
availability monitor 60; a device con?guration archiving 
unit 70; and a throughput measurement tool 80 seamlessly 
combined into a single system 10. 

[0015] In overvieW, the distributed netWork packet capture 
data stream collector 20 provides a highly scalable solution 
to meet netWork groWth at an affordable cost. The collector 

20 delivers access to data and information, as needed, to the 
netWork administrator for root-cause analysis. 

[0016] The traf?c analyZer 30 provides decoding capabili 
ties for Layer 2 and Layer 3 data transport protocols and 
delivers extensive collection capabilities locally and 
remotely across major netWork topologies. The OSI, or 
Open System Interconnection, model de?nes a netWorking 
framework for implementing protocols in seven layers. 
Control is passed from one layer to the neXt, starting at the 
application layer in one station, and proceeding to the 
bottom layer, over the channel to the neXt station and back 
up the hierarchy. The seven layers include the application 
layer (7), the presentation layer (6), the session layer (5), the 
transport layer (4), the netWork layer (3), the data link layer 
(2) and the physical layer The netWork layer (3) provides 
sWitching and routing-technologies, creating logical paths, 
knoWn as virtual circuits, for transmitting data from node to 
node. Routing and forWarding are functions of this layer, as 
Well as addressing, inter-netWorking, error handling, con 
gestion control and packet sequencing. At the data link layer 
(2), data packets are encoded and decoded into bits. It 
furnishes transmission protocol knoWledge and management 
and handles errors in the physical layer, ?oW control and 
frame synchroniZation. The data link layer is divided into 
tWo sub-layers: The media access control (MAC) layer and 
the Logical Link Control (LLC) layer. The MAC sub-layer 
controls hoW a computer on the netWork gains access to the 
data and permission to transmit it. The LLC layer controls 
frame synchroniZation, ?oW control and error checking. 

[0017] The performance graphing unit 40 provides mean 
ingful representation of analyZer traffic and statistics. The 
performance Graphing unit 40 illustrates statistics and real 
time data captures Within a broWser user interface and 
further provides printable hardcopy options. The “syslog” 
unit 50 saves and analyZes “syslog” messages. “Syslog” is 
the de facto standard for logging netWork events. The unit 50 
summariZes thousands of lines of Syslog into a meaningful, 
easy-to-read report. 

[0018] The system availability monitor 60 checks and logs 
the status of devices and services. The monitor 60 is 
topology aWare, Whereby individual device outages on the 
netWork do not generate false ‘all netWork’ outages. 

[0019] The device con?guration archiving unit 70 gathers 
device (router, sWitch, etc.) con?gurations. The con?gura 
tions are archived by the unit 70, and a ‘difference’ report is 
generated highlighting changes to the netWork device con 
?gurations. 

[0020] The throughput measurement tool 80 is a band 
Width analyZer that determines the transfer rate betWeen tWo 
points. The netWork administrators can utiliZe the tool 80 to 
validate WAN connection bandWidth and QoS settings pro 
vided by Services Providers. 
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The Distributed NetWork Packet Capture Data 
Stream Collector 20 

[0021] Regarding the data stream collector 10, a packet 
capture is a recording of netWork traf?c, also called a packet 
capture. Packet captures are useful to the netWork adminis 
trator When trying to decipher problems With netWork 
capable softWare. For eXample, in addressing certain net 
Work problems problem it may be helpful to have a packet 
capture of the errant traf?c and a packet capture of an 
analogous operation. In order to obtain a packet capture of 
netWork traf?c it is necessary to run special softWare on a 
machine that is capable of receiving the traf?c of interest. 
There are many eXisting tools that can do this. For eXample, 
Tcpdump is a command line utility for UNIX (there’s also 
a Windump for WindoWs). Tcpdump is often distributed With 
LinuX distributions. Additionally, ethereal is a CU’ based 
application that Will capture packets as Well as display the 
individual ?elds Within packets. Ethereal is also distributed 
With LinuX distributions. It can also be obtained at http:// 
WWW.ethcreal.corn. It runs on UNIX as Well and even 

WindoWs With an additional packet capture driver. Further, 
netmon is a WindoWs application that Will capture packets as 
Well as display some information Within packets (not as 
much as Ethereal). NetMon is usually bundled With other 
netWorking oriented packages such as SMS. 

[0022] The Ethereal packet capture program also has a 
very nice user interface for examining the contents of 
packets and Will understand NetMon and tcpdump packet 
captures. The Ethereal packet capture program is also 
referred to as a protocol analyZer and it Will illustrate three 
vieWs of a packet. It shoWs a summary line, brie?y describ 
ing What the packet is, A protocol tree is shoWn, alloWing 
you to drill doWn to eXact protocol or ?eld that you inter 
ested in. Finally, a heX dump shoWs you eXactly What the 
packet looks like When it goes over the Wire. 

[0023] The present system 10 utiliZes the Tethereal packet 
capture program for the data stream collector 20. Other data 
stream collector systems could also be utiliZed, such as the 
netWork packet capture facility in Java, Libpcap, and tcp 
dump. 

Traf?c AnalyZer 30 

[0024] A conventional traf?c analyZer is used to assess the 
actual end-to-end conditions in real-time. It samples speci 
?ed end-to-end paths from the same point of vieW as an 
application. The sampling can be either netWork layer (IP) or 
OS layer (TCP) or even application layer (i.e. HTTP, SMThS 
FTP.). The traf?c analysis can generate detailed, hop-by-hop 
vieWs of end-to-end paths that offer real-time measures of 
the capacities of the links, the traffic in the path, and problem 
analysis, identi?cation and isolation. The traffic analysis 
offers end-to-end vieWs; real-time, actual performance; loca 
tion of critical points of performance degradation (i.e. Where 
the netWork is under- or over-provisioned); easy adaptation 
to changes in netWork con?guration. Traf?c analysis alone 
does not provide a historical perspective. The traf?c analysis 
can provide rapid isolation of performance bottlenecks and 
offers poWerful diagnostic capabilities. 

[0025] NetWork traf?c analysis can identify for the net 
Work administrator What has happened or is happening by 
revealing unauthoriZed activity from utiliZation, traf?c pat 



US 2006/0023638 A1 

terns, and network address space. Network sniffers, sensors, 
and packet re-assemblers can capture and reconstruct net 
work sessions. 

[0026] There are numerous traf?c analyzers available. 
Windows 95/98/NT traf?c monitors include ANALYZER 
that uses WINDUMP; LANMON; LANsleuth; LANde 
coder32, Lanwatch; NetAnt; NetXRay; Netspy; and Net 
mon. The Cisco Network Analysis Module (14AM) is an 
integrated traffic monitoring solution for the high-perfor 
mance Cisco Catalyst® 6500 Series, Cisco 7600 Series 
routers, and Cisco 2600/3660/3700 Series multi-service 
access routers. Iris is described as a network traf?c analyZer 
designed to proactively monitor a network. The traf?c 
analyZer 30 of the system 10 is preferably ntop, although 
c?owd and traffic-vis are alternatives. 

Performance Graphing Unit 40 

[0027] The network management tools described herein 
will collect a tremendous amount of data during audit and 
monitoring exercises. Data volumes can range from mega 
bytes to terabytes depending on the environment (number of 
users, applications, business, and so on). The system 10 
needs an effective way to display the data in a meaningful 
way to allow for the network administrator to analyZe this 
data. Graphic visualiZation of the data with the graphing unit 
40 is critical for meaningful analysis by the network admin 
istrator. The results can simply be graphed, but the addition 
of automated analysis and noti?cation can considerably 
increase the bene?t to the network administrator Predictive 
capabilities may be delivered via trend analysis techniques. 

[0028] “EtherApe is a graphical network monitor for Unix 
modeled after etherman. Featuring link layer, ip and TCP 
modes, it displays network activity graphically. Hosts and 
links change in siZe with traffic. Color coded protocols 
display. It supports Ethernet, FDDI, Token Ring, ISDN, PPP 
and SLIP devices. It can ?lter traf?c to be shown, and can 
read traf?c from a ?le as well as live from the network.” (For 
Linux only). Existing graphing units include VIZNET which 
is a Java application to visualiZe network bandwidth per 
formance over time; the Multi Router Traf?c Grapher 
(MRTG) tool (from http://www.mrtE.org) queries routers 
and then graphs the results in a simple and yet very effective 
fashion; and the ntop program shows network statistics such 
as source and destination distribution via an embedded web 
server. The system 10 preferably utiliZes Cacti and its 
rrdtools backend database, although mrtg, mrtgfe, and Ops 
control panel are alternatives. 

Syslog Recorder AnalyZer and Archiving Unit 50 

[0029] Log consolidators collect and summariZe log 
events from hosts, network devices and multi-vendor secu 
rity applications, bringing them into a centraliZed system. 
Audit and monitoring heighten network administrators’ 
awareness of network usage practices. The feedback from 
these techniques can be used to enhance current intrusion 
detection system signatures or ?rewall rule sets. It also can 
provide a basis for security awareness tips and focused user 
training, which will enhance overall protection. Other ben 
e?ts include reduced time and resources spent responding to 
an incident, reduced network misuse, and stronger policy 
enforcement. Audit and monitoring is most often used to 
detect and analyZe anomalous behavior. 
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[0030] As noted above, syslog is a de-facto standard for 
logging system events. The program syslog analyZer is 
Windows and UNIX System Event Log Analysis and 
Reporting program. The program provides an easy-to-use, 
Web-based analysis and reporting solutions that can analyZe 
event logs generated by Windows and UNIX networks and 
provide valuable information about the health and security 
of such networks. The system 10 utiliZes a syslog analyZer 
program. The speci?c analyZer program used is log analysis, 
and syslogd and logrotate features of Linux may be accept 
able. 

System Availability Monitor 60 

[0031] The system availability monitor continuously 
monitors the components of the network testing speci?c 
component availability. In the event of a failure or unavail 
ability of a component, the unavailability of the component 
is recorded and the network administrator advised, as 
needed. Further the monitor 60 may automatically redirect 
users to the backup component to minimiZe network down 
time. The current network status is displayed to the network 
administrator in near-real time. When problems are detected, 
the network administrator can be noti?ed by e-mail, pager, 
or text messaging, or the like. The continuous monitoring, 
with alerts, provides a proactive feedback mechanism for the 
network administrator. The monitor 60, and the history 
thereof, can be used to predict problems before they occur. 
Further the monitor 60 provides historical and trending 
information for automated analysis or for ?xture network 
planning. The speci?c monitor program utiliZed is Autosta 
tus, and WhatupGold, and sysmon are acceptable alterna 
tives. 

Device Con?guration Archiving Unit 70 

[0032] The documentation of network resources and the 
network con?gurations is usually the ?rst step before re 
designing a network. In many instances, an initial network 
audit can uncover network mis-con?gurations, the resolu 
tion of which can eliminate or postpone the need for a 
network upgrade. 

[0033] The device con?guration archiving unit 70 will 
document and automate network device con?guration man 
agement allowing the network administrator to gather a 
baseline of current con?gurations, audit changes in con?gu 
rations, rollback to previous known good con?gurations in 
the event of a disaster, and perform a risk assessment or 
impact analysis of planned changes and implement changes 
more ef?ciently. The con?guration archiving unit 70 pro 
vides visibility and reporting into network device details 
including hardware, software and con?guration information. 
With real-time change detection and correlation, the unit 70 
provides detailed inventory, compliance and change report 
ing, as well as fast troubleshooting. The unit 70 utiliZed 
existing program known as pancho, and yale-tftpd, tftpd 
built-in with Linux and jtftp may also be considered. 

Throughput Measurement Tool 80 

[0034] Capacity is the maximum throughput that a net 
work path can provide to a given application. Bandwidth, on 
the other hand, is the portion of a path’s capacity that is not 
utiliZed in competing cross traf?c. Internet resources are 
often used inef?ciently due to the inability to cooperatively 
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share and access existing bandwidth. High bandwidth appli 
cations such as grid interfaces, high-speed ?le transfers, and 
streaming media are particularly hindered by the inability to 
accurately ascertain bandWidth parameters in real-time. 
BandWidth estimation tools are especially important to high 
throughput data-intensive distributed applications. There are 
a number of bandWidth estimation tools. 

[0035] The program Iperf is a TCP and UDP bandWidth 
testing tool, similar in function to the traditional ttcp tool. 

[0036] The program ?ing is a point-to-point bandWidth 
measurement tool, based on ping. Fling determines the real 
(raW, as opposed to available or average) throughput on a 
link by measuring ICMP echo requests roundtrip times for 
different packet siZes for each end of the link. 

[0037] The program bprobe/cprobe is a tool that estimates 
the maximum possible bandWidth along a given path. cprobe 
estimates the current congestion along a path. Currently 
these tools rely on tWo features of the IRIX operating system 
for SGI hardWare. 

[0038] The program Netperf is a benchmark that can be 
used to measure the performance of many different types of 
netWorking. It provides tests for both unidirectional through 
put, and end-to-end latency. The environments that can be 
measured by netperf include TCP and UDP via BSD Sock 
ets; DLPI; Unix Domain Sockets; Fore ATM API; and HP 
HiPPI Link Level Access. 

[0039] The program nettimer is useful for measuring end 
to-end netWork performance. It can simulate or passively 
collect netWork traf?c, and can also actively probe the 
netWork using a packet-pair ‘tailgating’ technique. There is 
no requirement for any special information from the netWork 
and no limitation to a particular transport protocol. Currently 
implemented metrics include bottleneck bandWidth and link 
bandWidth. Collected data is output using ‘ns’ database 
format, 
[0040] The program pathchar estimates performance char 
acteristics of each node along a path from a source to 
destination. Pathchar uses knoWledge about earlier hops and 
the round trip time distribution to this hop to assess incre 
mental bandWidth, latency, loss, and queue characteristics 
across this link. The program pchar, similar to pathchar, 
attempts to characteriZe the bandWidth, latency, and loss of 
links along an end-to-end path through the Internet. pchar 
Works on both IPv4 and IPv6 netWorks. 

[0041] The program TReno is a TCP internet throughput 
measurement too based on a user-level implementation of a 
TCP-like protocol. This alloWs it to measure throughput 
independently of the TCP implementation of end hosts and 
to serve as a useful platform for prototyping TCP changes. 
TReno is associated With the IPPM formal metrics effort (see 
http://WWW.psc.edu/~mathis/ippm/). 
[0042] Uvault Host AnalyZer is a bandWidth monitor tool 
for managing traffic of applications hosted by the Flash 
Communication Server. Uvault can analyZe bandWidth 
usage and traf?c patterns of users accessing applications on 
Macromedia’s Flash Communication Server. 

[0043] The program RTTometer is a measurement tool to 
estimate path minimum RTT along With a measure of path 
condition. Similar to traditional ping, it sends a set of probes 
and reports the RTT experienced by each probe. Moreover, 
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RTTometer makes use of all information gathered about the 
path revealed in all probes to estimate path condition. It 
associates a con?dence measure With the captured minimum 
RTT. 

[0044] The program mtr combines the functionality of the 
‘traceroute’ and ‘ping’ programs in a single netWork diag 
nostic tool. As mtr starts, it investigates the netWork con 
nection betWeen the host mtr runs on and a user-speci?ed 
destination host. After it determines the address of each 
netWork hop betWeen the machines, it sends a sequence 
ICMP ECHO requests to each one to determine the quality 
of the link to each machine. As it does this, it prints running 
statistics about each machine. 

[0045] Initial Gap Increasing, or IGI, is an available 
bandWidth measurement tool using active probing, Which 
can be used to measure the available bandWidth betWeen tWo 
end points on Internet. 

[0046] The system 10 uses ttcp and/or mtr as the through 
put measurement tool, although Iperf is an acceptable alter 
native. 

Access List Generating Tool 85 

[0047] This is an easy-to-use tool 85, also called GAL for 
Generating Access List, providing a logical Way for a 
netWork manager to de?ne and maintain access and traf?c 
policies for their routers and ?reWalls, and is a tool oriented 
toWard CiscoTM routers and Cisco PIX ?reWall, It then 
generates the correct Access List entries to implement the 
policies and provides reports that can be presented to the 
Security Audit staff for their revieW and approval of those 
policies. 

Access List AnalyZing Tool 90 

[0048] This is a tool 90 that is also oriented toWard 
CiscoTM routers and Cisco PIX ?reWall. In a router, Access 
Lists are a Way to control or identify traf?c. They have a 
tendency to become very large, very quickly. Frequently, 
and over time, they are maintained by different people. In 
this environment, it is easy for logic errors to be made, such 
that the desired Access List does not performed as required, 
but the support staff does not knoW this. The Access List 
AnalyZer tool 90 takes, as input, a router or PIX con?gu 
ration ?le. The output of the tool 90 is a report that indicates 
Which Access List entries are inconsistent, and the com 
mands necessary to remove the inconsistent entries, if 
desired, providing an ef?cient tool for netWork managers. 

DNS Name Generating Tool 95 

[0049] This is a tool 95 that is also oriented toWard 
CiscoTM routers. DNS, the Domain Name System, is used to 
assign human-meaningful names to IP addresses. Thus, a 
hard-to-remember address such as 1034.897 might be 
named Webserver7. In the case of a router, there may be may 
be many doZens of IP addresses associated With the device. 
Good netWorking practice dictates that each address should 
have a name assigned, but the administrative burden of 
putting together the name+address is high. Many times, the 
DNS name assignment is not done, The DNS name genera 
tor tool 95 is a tool that takes, as input, a router con?guration 
?le. The output of the tool is a meaningful name for each of 
the IP addresses in the con?guration ?le. 
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Service Level Agreement Measurement Device 98 

[0050] The service level agreement tool 98 is a device for 
assuring that the level of service provided by a network 
provider is Within the promises of the service level agree 
ment. Through making the service level agreement tool 98 
as a separate tool in the system 10, the system administrator 
Will have an easy manner of revieWing this material. There 
are many providers that promise a certain level of service 
and assert a certain level of past performance, but there has 
never been an efficient tracking tool for administrators to 
verity these claims. The service level agreement tool 98 
addresses this need and may be particularly helpful in 
negotiating With ?xture netWork providers for continuation 
of existing service or neW services. 

[0051] The system 10 is an easy-to-use, cost effective, 
integrated tool kit for analyZing, isolating, and solving 
complex netWork issues. As discussed above there are 
numerous tools for netWork administration. The system 10 
according to the present invention provides a unique com 
bination of existing tools in a single integrated unit Which 
includes a distributed netWork packet capture data stream 
collector 20; a traf?c analyZer 30; a performance graphing 
unit 40; a syslog recorder analyZer and archiving unit 50; a 
system availability monitor 60; a device con?guration 
archiving unit 70; a throughput measurement tool 80 seam 
lessly combined into a single system 10; an access list 
generator 85; an access list analyZer 90; a router DNS name 
generator 95; and a service level agreement measurement 
device 98. The distributed netWork packet capture data 
stream collector 20 and the traffic analyZer 30 may be 
considered diagnostic tools, the access list generator 85, 
access list analyZer 90, router DNS name generator 95 and 
the service level agreement measurement device 98 may be 
grouped as proprietary additions to an integrated netWork 
tool, While the remainders are considered to be existing 
netWork management devices. 

[0052] The system 10 can be implemented in a netWork, 
such as a corporate WAN 100 shoWn in FIG. 2. The Wan 
100 may have a primary or corporate WAN router 102 and 
at least one remote site WAN router 104, the corporate LAN 
Will typically have the corporate (i.e. local) DSN, Web, Mail, 
File and Database servers 106 and the remote LAN Will also 
have local DSN, Web, Mail, File and Database servers 108. 
The speci?c netWork con?gurations are varied and Well 
knoWn to those of ordinary skill in the art. The system 10 
Will include a general or management interface 112 With the 
LAN as Well as a packet capture interface 114, as schemati 
cally illustrated. At the remote sites the system 10 provides 
Web based packet capture, real time traf?c analysis, syslog 
processing, netWork device con?guration back up/retrieval, 
and netWork and system device status. The system 10 can 
further provide graphing of historical netWork and system 
utiliZation and performance. At the corporate or central site, 
the system 10 Will provide Web based packet capture, real 
time traf?c analysis, netWork device con?guration back 
up/retrieval, netWork and system device status, and graphing 
of historical netWork and system utiliZation and perfor 
mance. 

[0053] The system 10 includes more than the collection of 
existing components in an integrated interface, the system 
10 can further provide the access list generator 85, an access 
list analyZer 90, a router DNS name generator 95 and a 
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service level agreement measurement device 98 as discussed 
above that are not found in other netWork management 
devices. 

[0054] The system 10 can incorporate other features in 
addition to those described above, such as currently found in 
the NetterrogatorTM product sold by the assignee 
Solutions4NetWorks, and generally illustrated in FIG. 3. In 
the system 10 shoWn in FIG. 3, access to the system 10 can 
be via a Web broWser. This does not preclude the use of 
telnet or SSH, but they are no longer required to use any of 
the features of the system 10. The system 10 supports 
multiple userids. Each id can be given access to select 
functions of the system 10. The system 10 supports a patch 
mechanism, Which by itself is not neW to netWork manage 
ment products. What is neW regarding the patch mechanism 
in the system 10, is that the system 10 uses the patch 
mechanism to alloW users to backup their settings, or 
migrate their setting to other netWork management systems 
10. The user can prepare a ‘migration’ patch (With just one 
click) that includes all their de?nition ?les. They can then 
apply the patch to a different system 10 and instantly make 
it look like the original, Which is very convenient for 
management of several systems 10. 

[0055] The system 10 of FIG. 3 includes several neW 
diagnostic tools for the netWork manager. The ?rst is an 
Enhanced Ping 110 that builds on the basic ‘ping’ tool that 
is supplied With many IP stacks. The system 10 issues 
multiple pings of different siZes. Also, the system 10 issues 
the pings With the ‘Don’t Fragment’ ?ag set. The combina 
tion of the tWo approaches identi?es problems related to 
VPN tunnel connections. In addition or in conjunction With 
the enhanced ping 110 is an enhanced traceroute tool (also 
shoWn at 110) to combine the functionality of the ‘tracer 
oute’ and ‘ping’ programs in a single netWork diagnostic 
tool. As the enhanced traceroute program starts, it investi 
gates the netWork connection betWeen the host that it runs on 
and a user-speci?ed destination host. After it determines the 
address of each netWork hop betWeen the machines, it sends 
a sequence ICMP ECHO requests to each one to determine 
the quality of the link to each machine. As it does this, it 
prints running statistics about each machine. The enhanced 
traceroute tool may be formed from an open source tool 
knoWn as “Matt’s Traceroute” or mtr discussed above, 
although other installations are possible. The “front end” of 
such programs Would be integrated into the system 10 for 
ease of use. 

[0056] The system 10 of FIG. 3 further includes a netWork 
mapper 120 as a diagnostic tool, such as NMAP (an open 
source utility) With a modi?ed GUI front end to integrate 
into the system 10. The mapper 120 is for netWork explo 
ration or security auditing. It Was designed to rapidly scan 
large netWorks, although it Works ?ne against single hosts. 
Nmap uses raW IP packets to determine What hosts are 
available on the netWork, What services (application name 
and version) those hosts are offering, What operating systems 
(and OS versions) they are running, What type of packet 
?lters/?reWalls are in use, and other netWork characteristics. 

[0057] The system 10 of FIG. 3 includes a HTTP Latency 
Check tool 130 as a diagnostic tool that alloWs users to 
specify a URL, and get an exact measurement of the time it 
takes for the Web page to load. The intent is to use this in 
situations Where the system 10 is installed at a remote site, 
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and the site personnel are complaining about poor Web 
performance. This is a Way to quantify the actual response 
time for the speci?ed Web pages. 

[0058] The system 10 further includes some additional 
management tools, for example, the system 10 can noW 
issue alert messages based on the text of syslog messages 
With the syslog alert tool 140 and Will accept SNMP traps 
With a SNMP processing tool 150. The alerts can be sent to 
multiple users, either containing the original message text, 
or user-speci?ed text. The SNMP processing tool 150 alloWs 
the system 10 to accept and log SNMP traps. Using the 
aforementioned SYSLOG Alert tool 140, the traps can then 
generate alerts. 

[0059] AneW proposed functional area of the sytem 10 not 
described above is the inclusion of an Intelligent Content 
Filter (ICF). This tool is a Web (http) proxy server. The intent 
is to ?lter and disalloW bad, i.e. pornographic, Websites. 
Instead of simply generating lists of approved or disap 
proved sites, the ICF uses the approach Whereby ‘bad’ 
Webpages are identi?ed by their content instead of subscrip 
tions lists. The ICF uses a ‘bayesian’ analysis technique that 
determines ‘goodness’ or ‘badness’ based upon the fre 
quency of good and bad content. It effectively ?lters out bad 
pages With a high degree of accuracy Without the need of 
long ‘White’ or ‘black’ lists. 

[0060] The system 10 is further proposed to include a 
management tool that is a Layer 3 (the IP layer) Topology 
mapping tool. This tool Will discover, or map out, the layer 
3 topology of a given netWork. While there are other tools 
that do this, traditional approaches have all tried to draW a 
‘map’ or diagram of the netWork. In practice, this is inef 
fective on large, corporate netWorks. The proposed approach 
of the Layer 3 mapping tool for the system 10 is to display 
the data in tabular form, organiZed on a ‘WAN Island’ 
approach. Most netWorks are made up of many remote site 
high-speed LANs interconnected by a sloWer-speed WAN. 
The various sites Will be determined based on the connection 
speed the site has to the rest of the netWork. For example, a 
site may consist of several routers and Ethernets (high-speed 
LANs), and a couple of T1 connections. 

[0061] The system 10 is further proposed to include a 
remote access server identi?cation tool to identify RAS 

servers (Remote Access Servers) on a netWork. The tool 
intends to use the folloWing process: 

[0062] 1. Check each knoW Layer 3 sWitch (i.e. the 
Router). 

[0063] 2. On the router, get the ARP cache. 

[0064] 3. Find any MAC address that has multiple IP 
addresses associated With it. 

[0065] 4. Ignore knoWn MAC addresses or vendor IDs. 
For example, you may Want to ignore VMWare servers. 

[0066] 5. Ping the IP addresses, an check the TTL on the 
resultant response. The primary server Will have an 
TTL that is greater than the remotely attached devices. 
Based on the differing values of the TTL ?eld, you can 
identify candidates as highly probably being a RAS 
server. 

[0067] The system 10 Will preferably be able to issue time 
of day command executions. Based on time-of-day and 
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day-of-Week, the system 10 Will be able to issue application 
and Operating System commands to various systems. The 
system 10 Will be able to determine the health of a system 
on more than just a ping response of a TCP port being 
available. It Will be able to check for actual application 
availability. For example, it Will pull back an actual Web 
page to determine a Web server and related application is 
functional. The system 10 Will preferably alloW for easy 
incorporation of future enhancements of tools, as shoWn in 
FIG. 3. 

[0068] It Will be apparent to those of ordinary skill in the 
art that various modi?cations may be made to the present 
invention Without departing from the spirit and scope thereof 
The scope of the present invention is de?ned by the 
appended claims and equivalents thereto. 

What is claimed is: 
1. A proactive netWork analysis system providing an 

integrated compilation of netWork tools for diagnosing net 
Work problems, measuring netWork performance, and moni 
toring netWork status, the system comprising: 

a distributed netWork packet capture data stream collector 
providing selective recordings of netWork traf?c; 

a traf?c analyZer providing selected samples of speci?ed 
end-to-end paths, Wherein the sampling is at one of the 
netWork layer, the IP layer, OS layer, or application 
layer; and 

a syslog recorder analyZer and archiving unit to collect 
and summariZe log events from the netWork. 

2. The integrated proactive netWork analysis system of 
claim 1 further comprising an access list generating tool 
Which generates the correct Access List entries to implement 
the desired policies. 

3. The integrated proactive netWork analysis system of 
claim 1 further comprising an Access List AnalyZer tool 
Which can revieW an Access List and indicate Which Access 
List entries are inconsistent. 

4. The integrated proactive netWork analysis system of 
claim 1 further comprising a Layer 3 Topology mapping tool 
to map out the layer 3 topology of a given netWork, and to 
display the data in tabular form, organiZed on a ‘WAN 
Island’ approach. 

5. The integrated proactive netWork analysis system of 
claim 1 further comprising a remote access server identi? 
cation tool to identify Remote Access Servers on the net 
Work, Wherein the tool uses the folloWing process: 

a. Check each knoWn Layer 3 sWitch, 

b. On the router, get the ARP cache, 

c. Find any MAC address that has multiple IP addresses 
associated With it, 

d. Ignore knoWn MAC addresses or vendor IDs, 

e. Ping the IP addresses, an check the TTL on the resultant 
response, Wherein the primary server Will have an TTL 
that is greater than the remotely attached devices and 
based on the differing values of the TTL ?eld, a RAS 
server can be identi?ed With high probability. 

6. The integrated proactive netWork analysis system of 
claim 1 further comprising an Intelligent Content Filter to 
?lter and disalloW bad Webpages, Wherein bad Webpages are 
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identi?ed by their content using a ‘bayesian’ analysis that 
determines bad Webpages based upon the frequency of bad 
content. 

7. The integrated proactive netWork analysis system of 
claim 1 Wherein the system is con?gured to issue alert 
messages based on the teXt of syslog messages and con?g 
ured to accept SNMP traps. 

8. The integrated proactive netWork analysis system of 
claim 1 further including a HTTP Latency Check tool that 
alloWs users to specify a URL, and get an eXact measure 
ment of the time it takes for the Web page to load. 

9. The integrated proactive netWork analysis system of 
claim 1 further including a netWork mapper for netWork 
exploration and security auditing, Wherein the netWork 
mapper uses raW IP packets to determine at least What hosts 
are available on the netWork, What services by application 
name and version those hosts are offering, What operating 
systems and OS versions they are running, and What type of 
packet ?lters and ?reWalls are in use. 

10. The integrated proactive netWork analysis system of 
claim 1 Wherein the system supports a patch mechanism, 
Wherein the patch mechanism alloWs users to backup their 
settings, migrate their setting to other similar netWork man 
agement systems and import their settings from other similar 
netWork management systems. 

11. The integrated proactive netWork analysis system of 
claim 1 further including a service level agreement tool that 
tracks the level of service provided by a netWork provider 
and compares the result to the promises of the service level 
agreement. 

12. The integrated proactive netWork analysis system of 
claim 1 further including a DNS name generator tool that 
takes, as input, a router con?guration ?le and outputs a 
meaningful name for each of the IP addresses in the con 
?guration ?le. 

13. The integrated proactive netWork analysis system of 
claim 1 further including a Generating Access List tool that 
generates the correct Access List entries to implement the 
desired policies and provides reports that can be presented to 
the Security Audit staff for their revieW and approval of 
those policies. 

14. The integrated proactive netWork analysis system of 
claim 1 further including a BandWidth estimation tool. 

15. The integrated proactive netWork analysis system of 
claim 1 further including a device con?guration archiving 
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unit con?gured to document and automate netWork device 
con?guration management alloWing the netWork adminis 
trator to gather a baseline of current con?gurations, audit 
changes in con?gurations, rollback to previous knoWn good 
con?gurations in the event of a disaster, and perform a risk 
assessment or impact analysis of planned changes. 

16. The integrated proactive netWork analysis system of 
claim 1 further including a system availability monitor 
Which continuously monitors the components of the netWork 
testing speci?c component availability, Wherein in the event 
of a failure or unavailability of a component, the unavail 
ability of the component is recorded and the netWork admin 
istrator advised. 

17. The integrated proactive netWork analysis system of 
claim 1 further including a performance graphing unit that 
displays netWork activity graphically. 

18. An integrated proactive netWork analysis system With 
diagnostic and management tools combined into a single 
system, the integrated system comprising: 

a distributed netWork packet capture data stream collec 
tor; 

a traf?c analyZer; 

a performance graphing unit; 

a syslog recorder analyZer and archiving unit; 

a system availability monitor; 

a device con?guration archiving unit; and 

a throughput measurement tool. 
19. The integrated proactive netWork analysis system of 

claim 18 further comprising an access list generator and an 
access list analyZer. 

20. An integrated proactive netWork analysis system With 
diagnostic and management tools combined into a single 
system, the integrated system comprising: 

a distributed netWork packet capture data stream collec 
tor; 

a traf?c analyZer; 

a system availability monitor; and 

a throughput measurement tool. 

* * * * * 


