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The invention pertains to a method, on-line service, and 
system, for creating partnerships based on trust relationships 
over a public network, authenticating trade partners, infra 
structure providers, and collaborators to each other, and 
providing users With an environment suitable for conducting 
transactions requiring a high level of trust. Aservice accord 
ing to the invention is a persistent authentication and media 
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METHOD, SYSTEM AND SERVICE FOR 
CONDUCTING AUTHENTICATED BUSINESS 

TRANSACTIONS 

[0001] This application is a continuation of application 
Ser. No. 09/875,088, Which in turn claimed the bene?t of 
Provisional Patent Application No. 60/229,368 ?led Aug. 
30, 2000, and speci?cally references PTO Disclosure Docu 
ment No. SV01257 Which Was ?led on Jun. 11, 2000 and 
PTO Disclosure Document No. SV01343 Which Was ?led on 
Jan. 17, 2001. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The invention relates to a system and method for 
conducting authenticated business transactions over an open 
multi-platform public netWork. 

[0004] 2. Description of the Prior Art 

[0005] The formation of the World Trade Organization and 
the general reduction in barriers to trade often referred to as 
globaliZation, Which has taken place in the past decade, has 
resulted in a great expansion of international global trade. 
Global trade requires a special infrastructure to support 
transactions. Differences in customs, legal systems, lan 
guage and currencies increase the complexity and risk of 
conducting business internationally. Global trading partners 
often mitigate the risks by engaging banks to intermediate 
transactions. Trading partners are Willing to pay a signi?cant 
fee of approximately 1% of the goods’ value to banks in 
eXchange for reducing trading risk by substituting the cred 
itWorthiness of the bank for the buyer. Another Way to 
mitigate global risks and avoid large bank fees is through 
leveraging strong relationships betWeen trading partners. In 
this method, the buyer and seller have established a trusted 
relationship prior to the transaction, Which gives the seller 
enough con?dence to ship the goods subject to later collec 
tion, usually upon invoice. The ability to leverage trusted 
long term relationships is certainly advantageous, but is 
becoming increasing dif?cult, especially over the Internet. 
Global traders looking to quickly establish neW trading 
relationships to increase sales or to reduce costs must either 
go through a time consuming process to develop the rela 
tionship over time, or incur a risk since verifying the identity 
of the trading partner in another country is difficult. In any 
event, the ability to quickly form trusted business relation 
ships is becoming mission critical and central to this capa 
bility is the ability to globally ensure the identity of each 
trading partner. 

[0006] The development of the public Internet and a 
multiplicity of e-businesses and electronic marketplaces 
(e-markets) are providing potential counterparts With the 
theoretical possibility to meet each other and conduct effi 
cient real time trade on a global basis. Electronic commerce 
has already demonstrated its ability to add efficiency to 
markets by real time brokering of goods and services in the 
consumer arena. In the current consumer applications, 

authentication, payment and credit are generally handled by 
a simple user-id/passWord approach for identi?cation and 
credit card or off-line arrangement for payment. Most busi 
ness applications also use user-id/passWord for authentica 
tion. This level of authentication, alone, is not suf?cient to 
satisfy the needs for large WorldWide e-commerce markets. 
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[0007] An alternative and more certain approach to 
authentication than user-id/passWord is the use of public key 
infrastructure PKI involves distributing a public key 
and a private key to users. A message encrypted With the 
private key can be decrypted With the public key. Acommon 
Way of using PKI for authentication is to distribute the 
public key along With a message encrypted by the users 
private key. The validity of the public key is assured by 
distributing it in the form of a certi?cate Which has been 
signed With the private key of a trusted certifying agent. The 
certi?cate can be veri?ed using the Well knoWn public key 
of the certifying agent, and the user’s public key can be used 
to decrypt the original message to authenticate the user by 
verifying that the message Was encrypted using the user’s 
private key. 
[0008] The security of PKI is totally dependent on the 
security of the private key, Which is often protected by a 
hardWare key such as a smart card to assure its security. Such 
systems are quite effective for authentication Within a lim 
ited enterprise, but are impractical for authentication among 
a great many users as in global trade, because of the cost and 
compleXity of managing the hardWare keys on a large scale. 
Another draWback of such a system is that there is no 
effective Way to deal With a major breach of security Without 
notifying users of the system, since certi?cates are self 
authenticating. 

[0009] Another technique knoWn as softWare camou?ag 
ing has been developed by Arcot Systems Inc. and has been 
described the paper “SoftWare Smart Cards via Crypto 
graphic Camou?age” by D. Hoover and N. Kausik (1999 
IEEE Symposium on Security and Privacy”) Which, similar 
to the hardWare PKI described above, solves some of the 
objections to PKI. The Arcot technique protects the private 
key by means of a cryptographic camou?age, Which pro 
vides similar security bene?ts to hardWare based PKI for 
closed public-key infrastructure, Where messages are only 
veri?ed by pre-de?ned trusted entities. This restriction 
occurs since the method requires that the user’s public key 
be distributed on a certi?cate in an encrypted form Which 
can only be decrypted by a secret key. The softWare cam 
ou?aging technique is more readily scaled to large numbers 
of users and curing breach of security is less of an issue since 
authentication is only handled by a limited number of 
servers. No means is provided, hoWever, for non-trusted 
entities to accomplish validation. For this reason the tech 
nique could be called pseudo PKI. 

[0010] The current generation of e-commerce applications 
is directed toWards establishing authentication of clients to 
a particular Internet based services, i.e., connecting a user to 
a particular Internet based business With Which the user is 
aWare and Where the user establishes an identi?cation rela 
tionship of some type prior to transacting business. Authen 
tication is carried out by each business, by some suitable 
means Whereby he can recogniZe a person Who has previ 
ously established a relationship. Several models have 
become popular. In one simple model, the user knoWs the 
URL address of an e-business and contacts the business. The 
user and business establish a relationship according to a 
protocol established by the business and thereafter the user 
authenticates himself according to the protocol, often enter 
ing a user name and passWord Which are compared to values 
stored in a database on the business’ server. In another 
common model the user is directed to a choice of businesses 
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by a portal, whereupon the experience is similar to previous 
model. Still another class of e-businesses folloW the struc 
ture of an exchange, Where the exchange business estab 
lishes relationships With potential buyers and sellers Who 
offer to buy or sell goods or services, such offers being 
matched in some Way—by the exchange. In the exchange 
model, the actual transaction is usually consummated (pay 
ment, shipping, other infra-structure) outside of the 
exchange directly betWeen the buyer and seller. In all of 
these models authentication is handled ad hoc according to 
the protocol set up by the Internet business oWner, and in the 
case of the exchange possibly multiple times by the princi 
pals themselves. 

[0011] One advanced model that has been proposed for 
providing World Wide Web service provider sites to consum 
ers is that proposed in US. Pat. No. 5,815,665. In that patent 
an online brokering service is proposed Which provides user 
authentication and billing services to alloW consumer users 
to anonymously and securely purchase online services from 
service provider sites (e.g., World Wide Web sites) over a 
distributed public netWork. The user is authenticated by 
returning a response to a challenge generated by the bro 
kering service Which is encrypted With the user’s passWord. 
The brokering service authenticates the user by decrypting 
the response using the broker’s copy of the passWord Which 
it has on ?le. The user’s anonymity and billing security are 
protected because they are held only by the broker rather 
than being distributed among a variety of service providers. 
The broker keeps each user’s access rights to each service 
provider on record and provides these to the service provider 
at each session. Service providers generate a billing event 
message for each service utiliZed by the user and indepen 
dently send each billing event message to the brokering 
service. The brokering service bills the consumer for ser 
vices used. While providing an important improvement to 
the art, US. Pat. No. 5,815,665 has a number of de?ciencies 
Which limit its use for promoting global trade transactions. 
First, the degree of authentication is limited to the security 
of a passWord, and the passWord is stored along With the 
identity of the consumer on the brokering service’s database. 
Second, the service is asymmetric. It is fundamentally based 
on interaction betWeen tWo unequal parties, a service pro 
vider and a user interacting in a particular Way Which is 
de?ned by the nature of the service provider’s Web site 
application. There are no extensions to alloW for the tWo 
parties to interact and forge a unique deal. Of particular 
importance in this regard, is that brokering service does not 
independently mediate the interaction betWeen the user and 
the service provider but must rely on the report of the user’s 
activities provided by the service provider through the 
billing event messages, thus alloWing for disagreements or 
repudiation betWeen the user and service provider. Also, 
there is no provision for the users of the multiple service 
providers to interact. 

[0012] Another model of authentication involves provid 
ing infrastructure for existing business partners to securely 
share their information and computational resources among 
partners and allocate access among different users. These 
systems may provide limited access to users over a public 
netWork such as the Internet, but often involve the use of 
special netWork hardWare for full access or a VPN. These 
systems are only available for users With a preexisting 
relationship and do not provide a method for forming a 

Jan. 26, 2006 

secure trust relationship over a public netWork. They do not 
provide a method to simultaneously connect arbitrary com 
binations of users. 

[0013] The established models do not make optimal use of 
the Internet to promote global trade. First they leave the 
users to establish a multiplicity of relationships With differ 
ent trade partners. The user has to knoW of the existence of 
the business and establish a relationship of trust and a basis 
for future authentication on an ad hoc basis. Also the type of 
transaction Which can take place directly over the Internet is 
limited to simple transactions Which are carried out in the 
predetermined format determined by the business oWner, 
since the only relationship Which has been established is 
betWeen the user and the business and betWeen the business 
and certain pre-determined infrastructure providers Which 
have been chosen. This limitation precludes e-commerce 
transactions Which are much more complicated than the 
standard models Which Were previously described. For 
instance, there is no Way to make a deal for purchase of a 
commodity on the sellers Internet business site, and then 
“shop around” for infrastructure such as ?nancing, shipping, 
and insurance speci?c to the unique deal betWeen the buyer 
and seller. An even more desirable capability Which cannot 
be currently implemented Would be for a buyer along With 
a key partner on another computer to simultaneously shop 
around to purchase—infrastructure from a variety of vendor 
infrastructure provider combinations to optimiZe a particular 
procurement. It Will be readily apparent that the Internet 
Would be ideal for such optimiZed purchases if there Was a 
Way for appropriate trade partners and infrastructure pro 
viders to meet and reliably authenticate their identities. 

[0014] There is a need for an improved authentication 
system, service and method With the security advantages of 
hardWare smart card PKI Which can be practically applied 
on a very large scale, even on a global basis, over the public 
Internet so that potential trade partners can reliably locate 
each other, authenticate each others’ identity With great 
con?dence, and establish trusted relationships over the Inter 
net. 

[0015] There is a need for an improved authentication 
system, service and method Which provides an authenticated 
environment for collaboration betWeen trade partners of 
different types on an equal basis to formulate complex 
business transactions. 

[0016] There is a need for an improved authentication 
system, service and methods Which provides for collabora 
tion betWeen business partners in an authenticated environ 
ment mediated by a third party so as to prevent repudiation 
of the collaboration. 

SUMMARY OF THE INVENTION 

[0017] The instant invention pertains to a method, an 
online service, and a system, for creating trade partnerships 
based on trust relationships over a public netWork, reliably 
authenticating trade partners, infrastructure providers and 
collaborators to each other over a distributed netWork such 
as the public Internet and providing authenticated users With 
an environment suitable for conducting business transac 
tions requiring a high level of trust, particularly in World 
Wide trade. The invention addresses the problems of estab 
lishing trusted relationships among Widely separated and 
disparate parties Which do not necessarily have a preexisting 
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relationship, and providing an environment suitable for 
forming relationships and carrying out business transactions 
in a non-repudiation environment. The service acts as a trust 
broker by providing a unique mechanism for creating, 
monitoring, and enforcing trust relationships in business 
transactions involving a netWork accessed by micro proces 
sor equipped devices. 

[0018] The invention pertains to a persistent authentica 
tion and mediation service (PAMS) Which is provided as an 
on-line service on a public distributed netWork such as the 
Internet. As used herein, a PAMS is an online service 
provided over the netWork Which is capable of authenticat 
ing groups of tWo or more users to each other by authenti 
cating each user to the PAMS and connecting the authenti 
cated users to each other under persistent mediation of the 
PAMS. Authentication refers to the processes of a ?rst entity 
proving its identity to one or more other entities over the 
netWork. Mediation refers to the fact that communications 
betWeen authenticated users pass through the PAMS giving 
the PAMS the capability to monitor the interaction and 
compile an audit trail. Persistent refers to the fact that 
interaction remains mediated during the entire interaction 
under the PAMS, and messages persist until delivered. 
Persistent messaging is based on asynchronous communi 
cation. The audit trail is compiled by monitoring mediated 
messages and saving pre-selected or user selectable mes 
sages for permanent storage and retrieval. The content of 
messages may be stored and retrieved. 

[0019] Authentication of a user to PAMS according to the 
invention is accomplished by a “closed” authentication 
system, that is one Where a prior relationship is required 
betWeen the user and the authenticating party. The preferable 
closed authentication system is a closed PKI system, one 
Where the PKI Certi?cation Authority (CA) performs the 
authentication. The overall operation of the PAMS, hoWever, 
serves as an “open” authentication system, that is one Where 
the users do not need to have a direct prior relationship, but 
have trust in each other’s authenticity based on the authen 
tication of the other to the PAMS and their connection to 
each other under persistent mediation of PAMS. 

[0020] One embodiment of the invention is a process for 
conducting authenticated transactions among users employ 
ing microprocessor equipped devices over a distributed 
public netWork such as the Internet. The method involves 
providing a persistent authentication and mediation service 
(PAMS) on the netWork Which carries out the folloWing acts: 

[0021] 1. enrolling users—this step includes distributing 
softWare to each user Which enables the user to authen 
ticate to the persistent authentication and mediation ser 
vice, generating and distributing a private key and digital 
certi?cate including a public key to the user in the form 
of a softWare smart card, obtaining credentials particular 
to the user, verifying the validity of the credentials, and 
storing the credentials in a customer database. Examples 
of users include the type Which accesses the Internet 
through an Internet Service Provider using a broWser. A 
second type of user uses the persistent authentication and 
mediation service to control access to a Web site or other 
application, that is accessible to the netWork Without a 
broWser interface. A third type of user could be a netWork 
accessible automated softWare application. 

[0022] 2. authenticating enrolled users to the PAMS using 
a Public Key Infrastructure (PKI) system Which is con 
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sistent With storage of the private key and digital certi? 
cate in the form of a softWare protected smart card—this 
step includes the persistent authentication and mediation 
service generating a challenge message and sending it to 
the user seeking to be authenticated, receiving a response 
generated by the softWare Which Was provided to the user 
Which includes an encrypted message and a digital cer 
ti?cate containing the user’s public key, decrypting the 
response using the user’s public key, verifying Whether 
the response is authentic and rejecting the user if the 
response is not authentic. A preferred PKI system is a 
pseudo-PKI system Where the private key is protected by 
cryptographic softWare camou?age and the public key is 
encrypted on a digital certi?cate by a key Which is 
controlled by the persistent authentication and mediation 
service. 

[0023] 3. receiving requests from authenticated users to be 
connected to particular other users. 

[0024] 4. connecting groups of authenticated users under 
persistent mediation of the persistent authentication and 
mediation service—groups may include tWo or more 
users, and may include users of the same or different 
types. 

[0025] 5. mediating the interaction among connected 
users, including supplying authenticated information 
about each user to the interaction, and optionally remov 
ing the identifying information Which is normally pro 
vided by the distributed netWork, directly compiling an 
audit trail of the interaction, and making application level 
information from the audit trail available to the connected 
users. 

[0026] 6. providing collaboration functionality to each 
group of interacting users to facilitate interaction betWeen 
the users—the collaboration functionality includes a por 
tal for broWser users including a message board for 
posting messages among the authenticated collaborating 
users, and providing the users With access to the audit 
trail. Equivalent functionality is provided to transfer the 
authenticated exchange Without a user interface for users 
not using a broWser. The collaboration functionality pref 
erably includes tools needed to eXchange digitally signed 
documents attesting to their agreement. 

[0027] The method embodied by the persistent authenti 
cation and mediation service provides the major elements of 
trust required for conducting trade over a netWork such as 
the Internet, Wherein trust in the service is substituted for 
trust in the other party, including: 

[0028] 1. establishing a user’s identity and having a 
trusted party (the PAMS) verify the identity, 

[0029] 2. providing the ability of authenticating the user to 
others and having others authenticate themselves to the 
user on line With a high level of con?dence and trust based 
on their trust in the PAMS and persistent mediation of the 
PAMS during the interaction, 

[0030] 3. providing the ability for users to discover appro 
priate trade partners based on both their permanent veri 
?ed credentials and dynamically variable and searchable 
information, such as a “shopping list” or a current inven 

tory list, 
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[0031] 4. providing the ability for anonymous but authen 
ticated introductions among users With only the desired 
veri?ed information coming With the introduction and 
Without the identifying information Which normally 
accompanies a transaction over a network, 

[0032] 5. providing the ability for tWo or more users to 
conduct an interaction Which is mediated by the service so 
that a non-repudiation environment is established, 

[0033] 6. providing a level of abstraction to users Which is 
not tied to a particular URL or address—the PAMS alloWs 
authenticated users to locate other enrolled users by 
criteria and to establish connection With symmetric 
authentication and providing ability for dynamic changes 
in membership, and 

[0034] 7. providing a “persistent environment” Which 
alloWs users to shut doWn and restart their netWork 
presence in the same or different location Without losing 
their relationships. 

[0035] Authentication provided by the PAMS differs from 
prior art methods Which provide for a population of other 
Wise unrelated members to authenticate to each other. 
Authentication by the PAMS is a tWo step process involving 
?rst authenticating the users to the PAMS and then connect 
ing authenticated users to each other under persistent media 
tion of the PAMS. Authentication of a large and disparate 
group of users to a single authenticating entity to Whom they 
are knoWn, can be done With a much higher level of 
con?dence and trust than direct authentication of the many 
users to each other. A PAMS according to the invention, 
provides a Way to provide the security possible in the 
many-to-one authentication While achieving the end results 
of many-to-many authentication. In the tWo step authenti 
cation process, users maintain the high level of con?dence 
that they have in authentication to the PAMS When they are 
connected to each other under mediation of the PAMS, based 
on their trust in the PAMS. Thus the PAMS provides the high 
level of con?dence Which is associated With authentication 
to a single authenticating entity, to the situation Where many 
users need to authenticate to each other. The PAMS provides 
symmetric authentication of users to each other, as opposed 
to one Way authentication of a user to a service or server. The 

PAMS provides for authentication of multiple parties to each 
other. Since all interactions betWeen users is mediated by the 
PAMS, interactions may be anonymous While still being 
authenticated. Anonymous transactions are conducted by 
referencing the identity rather than revealing it. Veri?ed 
information about authenticated users can be eXchanged 
Without revealing the actual identity of the users to each 
other. The combination of authentication With mediation 
alloWs for user management of privacy and negotiation 
betWeen parties on What Will be revealed. This latter feature 
is important for the early stages of establishing a trusted 
relationship. 
[0036] A mediated interaction has an audit trail Which is 
maintained under the control of the PAMS, but is available 
to the users. An important feature of an interaction under the 
PAMS is that users, including users of different types, 
interact under circumstances Where after their identity is 
authenticated by the PAMS and they are connected to other 
users under mediation of the PAMS, the interaction contin 
ues to be mediated by the PAMS during the interaction, so 
that an audit trail is accumulated. The audit trail is available 
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to the users during the interaction. Another key feature is 
that groups of three or more users may interact. The medi 
ated environment is a key part of establishing trust in the 
identity of the parties during the authentication process and 
is the basis for monitoring and enforcing trust during and 
after the transaction. 

[0037] Since all transactions utiliZing the PAMS are medi 
ated and monitored at an application level, it is possible to 
accumulate an independent rating of users based on perfor 
mance as monitored by the service. For instance, number of 
relationships a user or business has, number of deals con 
ducted, dollar value of deals, reliability in responding to 
requests, response time to responding to requests, etc. This 
information could be used by a business to monitor perfor 
mance of employees or by an authentication insurance 
provider to rate the risk associated With insuring transactions 
of a particular business or user or by a member in deciding 
Whether to form a trusted relationship With another member. 

[0038] A preferred implementation of the invention uti 
liZes tWo neW classes of netWork softWare Which are par 
ticularly and synergistically suited for providing the PAMS. 
Apreferred implementation comprises a host site connected 
to the netWork, the host site including at least one computer 
server operated by an open softWare platform providing 
intelligent interactions, a persistent authentication and 
mediation service comprising a strong softWare pseudo-PKI 
authentication agent operating on the open softWare plat 
form, an audit agent operating on the open softWare platform 
for compiling an audit trail of mediated interactions, and 
application softWare operating on the open softWare plat 
form With functionality for enrolling users, authenticating 
enrolled users, alloWing authenticated users to dynamically 
?nd suitable partners according to criteria Which they 
specify, alloWing authenticated partners to interact under the 
mediation of the persistent authentication and mediation 
service through the open softWare platform, and alloWing 
members access to the audit trail at the application level, 
including access to the content of the interaction. The 
authentication system further comprises a customer database 
server comprising a database of information about the 
registered businesses, the database being accessible to the 
persistent authentication and mediation service. 

[0039] In the conteXt of this application, an open softWare 
platform refers to a platform Where users and enabled 
services operating under the platform can interact regardless 
of their hardWare or operating systems, system management 
strategies, development environments or device capabilities. 
Intelligent interaction refers to the ability of enabled services 
to discover, negotiate, mediate, and compose themselves 
into more complicated services. A preferred open softWare 
platform is HeWlett Packard’s e-speak, currently available as 
version 3.01. The e-speak platform is implemented by an 
e-speak core program Which operates on a user’s computer 
or server. In e-speak, enabled services are referred to as 
e-Services. The ability to discover refers to the fact that 
When an e-service registers With a host system accessible to 
the Internet and creates a description of the service it 
provides, users of the system can automatically discover 
services Which have desired attributes, and contact them 
Without needing to have knoWn about the service in advance 
or knoWing its URL. To negotiate refers to the fact that 
e-speak negotiates betWeen the requester and provider to 
eliminate services Which are outside of the requested crite 




















































