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(57) ABSTRACT 
A method and system for remotely controlling access to a 
value unit. The system includes a central control means 
Which includes control data relating to the control of access 
to one or more value units by associated access controllers. 
The system includes remote communication means betWeen 
the central control means and operator control units, and 
betWeen those units and access controllers. The control data 
includes an identity structure for the access controller that 
de?nes its permissible behaviour, and access control data 
de?ning operator control over the access controller. The 
access controller remains inaccessible until its identity struc 
ture is loaded and implemented. The identity structure may 
be encrypted so that only the central control means and the 
access controller can decipher it, thus creating a virtual 
con?guration link betWeen the central control means and the 
access controller via the operator control unit. The operator 
control unit only has access to the access control data. 
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REMOTE ACCESS AND SECURITY SYSTEM 

TECHNICAL FIELD 

[0001] This invention relates to a remotely operable access 
and security system. 

BACKGROUND 

[0002] There are many circumstances in Which it may be 
desirable for an oWner, operator or manager of items of 
value to have control over access to that or those items 
Wherever they may be and by Whom. 

[0003] There are many security systems available. In 
general such security systems may control Who has access to 
the item of value, for example access to buildings or other 
sites to selected people, such as employees; access to safes, 
vaults and other such security containers; access to vehicles; 
access to information and data on a personal computer or a 
database. These are just a feW examples. 

[0004] In some circumstances existing security systems 
alloW for remote operation of access to a ?xed site. In other 
systems, such as electronically controlled alarms and locks 
on motor vehicles, the item of value is moveable, but access 
to it is only controllable at a local level and only by the 
pre-selected operator. 

[0005] HoWever, many circumstances exist Where security 
is required in relation to an item or items Which do not have 
a ?xed location, and/or for Which access is required by a 
range of different people, perhaps in different circumstances, 
and for Which the oWner/operator/manager Will Wish to 
retain control over Who has access, Where and When. To 
provide such ?exibility, the lock may need to have different 
characteristics at different times or locations. 

[0006] One system presently knoWn Which may be used to 
alloW controlled access to a moveable item’s location is to 
provide a programmable key Which can communicate With 
the lock via a local area communications system. Such a 
system is described in United States patent speci?cation No. 
US. Pat. No. 4,766,746. The key is programmed by an 
authorising person or system via a Wide area communica 
tions netWork to enable it to open one or more locks, each 
of Which may be identi?ed by a unique identi?cation num 
ber. A pin or access number may be required to verify that 
an authorised person has the key. The key then communi 
cates With the lock, instructing it to open. 

[0007] The key may also be programmed With information 
to recon?gure the characteristics of the lock, for example 
any time periods during Which the lock Will not open. This 
function provides increased functional ?exibility to the lock 
and helps to avoid having to reprogram the lock at a central 
servicing location. 

[0008] HoWever, at present, security systems of this type 
require the operator to speci?cally program the lock. This 
requires someone to travel to the location of the local area 
communications system of the lock to enable communica 
tion With the lock to recon?gure it. This recon?guring may 
be performed the next time someone Wishes to enter the 
lock, but this person may not knoW hoW to recon?gure the 
lock. Alternatively, the person may forget to recon?gure the 
lock or may not be trusted to recon?gure the lock before 
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accessing the items of value. Therefore, the recon?guration 
may not occur, resulting in a risk of a security breach. 

[0009] Another disadvantage of this method is that control 
intelligence relating to the lock is readable by the key and 
therefore may be susceptible to theft. This may compromise 
the security of the lock by, for example, alloWing others to 
identify the times When the lock may be opened. 

[0010] Furthermore, this type of system does not alloW for 
simultaneous central control of access by a plurality of 
operators to a single value unit or site, or of access by one 
or more operators to multiple value units. 

[0011] Other knoWn methods of providing remote security 
locking include providing a direct communication link 
betWeen the lock and the authorising person or system, as is 
described in US. Pat. No. 5,815,557. The direct link has the 
advantage of ensuring that the lock can be recon?gured at 
any time. One method involves the person requiring to open 
the lock communicating their intention to the authorising 
person or system and adequately identifying themselves. 
The authorising person or system then sends a signal to open 
the lock. Recon?guration data may be sent directly to the 
lock via the communication link. This method has the 
disadvantage of requiring the authorising person or system 
to be available When access is required to send the command 
to open the lock. 

[0012] Another knoWn solution to the problem of provid 
ing remote security locking, again described in the US. 
patent speci?cation No. 4,766,746, also involves having a 
direct communication link betWeen the lock and the autho 
rising person or system to provide con?guring information 
and a second communication link betWeen a key and the 
authorising person or system. The key receives a commu 
nication enabling it to open one or more locks and may 
require a PIN to ensure an authorised person is using the key. 
This method has the disadvantage of requiring the lock to be 
connected to a Wide area communications netWork, increas 
ing its cost and complexity and possibly limiting its port 
ability. 
[0013] Thus, it is an object of the present invention to 
provide a method and apparatus for enabling security for 
and/or access to items of value remotely that overcomes or 
alleviates problems in such methods and apparatus at present 
or at least to provide the public With a useful choice. 

[0014] Other objects of the present invention may become 
apparent from the folloWing description Which is given by 
Way of example only and With reference to the accompany 
ing draWings. 

SUMMARY OF THE INVENTION 

[0015] According to one aspect of the present invention 
there is provided a remote access control system adapted to 
enable the remote control of access to one or more value 

units by one or more operators, the system including: 

[0016] a central control means including control data 
including an identity structure relating to the permis 
sible behaviour of an access controller and access 
control data de?ning operator control over the access 
controller; 

[0017] one or more access controller, each adapted to 
selectively prevent or enable access to a value unit; 
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[0018] one or more operator control unit, including 
actuating means, adapted to enable interaction of an 
operator With the control system; 

[0019] ?rst communication means adapted to provide 
remote communication betWeen the central control 
means and one or more operator control unit; 

[0020] second communication means adapted to pro 
vide remote communication betWeen an operator con 
trol unit and one or more access controller; 

[0021] and Wherein When communication of identity 
structure to an access controller unit is required, a 
virtual con?guration link is created betWeen the central 
control means and the access controller for that value 
unit, via an operator control unit, for the transfer of the 
identity structure from the central control means to the 
access controller to initialise the access controller and 
so alloW the access control data to gain access to the 
access controller. 

[0022] Preferably, the identity structure may include an 
application template and con?guration data for the access 
controller. 

[0023] Preferably, the access data may include operator 
control unit identi?cation data, operator identi?cation data 
and access controller identi?cation data. 

[0024] Preferably, the identity data, and optionally all the 
control data, may be encrypted, and at least the identity data 
may only be deciphered by selected access controllers and 
the central control means. 

[0025] According to a further aspect of the invention there 
is provided a method of remotely controlling access to a 
value unit through a control system by an operator includ 
ing: 

[0026] providing, at a central control means, access 
control data relating to the control of access to a value 
unit by an associated access controller; 

[0027] providing, at the central control means, an iden 
tity structure relating to the permissible behaviour of 
the access controller; 

[0028] operating an operator control unit via actuating 
means to interact With the control system; 

[0029] forming a virtual con?guration link betWeen the 
central control means and the access controller, via the 
operator control unit, for transfer of the identity struc 
ture from the central control means to the access 
controller via ?rst communication means providing 
remote communication betWeen the central control 
means and the operator control unit and second com 
munication means providing remote communication 
betWeen the operator control unit and the access con 
troller, the identity structure initialising the access 
controller to alloW the access control data to gain 
access to the access controller and therefore enable 
access to the value unit. 

[0030] Other aspects of the present invention may become 
apparent from the folloWing description Which is given by 
Way of eXample only and With reference to the accompany 
ing ?gures. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0031] 
[0032] ShoWs a diagrammatic representation of the opera 
tion of the system of the present invention. 

[0033] FIG. 2; 

[0034] ShoWs an eXample of use of the system of the 
present invention in controlling access to shipping contain 
ers 

FIG. 1: 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0035] In this speci?cation reference is made to centra 
lised management nodes (CMNs) or central control means, 
personal access nodes (PANs) or operator control units and 
remote value nodes (RVNs) or access controllers. The term 
CMN is used to describe a database, management and 
communication system that supplies RVN identity structure, 
template and con?guration data and access and control 
information to one or more PAN. 

[0036] The term PAN is used to describe a personal access 
device Which an authorised person can use to access one or 

more allocated RVN. Thus, a PAN Will have some form of 
actuation means such as a portable keypad device, With 
communication means enabling it to communicate to the 
CMN and one or more RVN. 

[0037] The term RVN is used to describe an electronic 
control device Which is associated With any form of valuable 
item Which requires controllable access. Examples of valu 
able items (hereafter referred to as “value units”) Would 
include shipping containers, retail security cabinets, vending 
machines, buildings, courier bags, and the like. These 
eXamples include locking mechanisms Which may be 
remotely operated. It Will be appreciated that there are many 
other types of value unit Which may include locking mecha 
nisms Which could be controlled through the system of the 
present invention, such as personnel security access. In 
addition, the invention may be equally applicable to the 
control of access to different types of value unit, such as data 
and information, via security systems other than physical 
locks. This may include, for eXample, internet access, smart 
card cash transfer, and access to electronic databases of any 
type. 

[0038] A PAN provides an intermediate communication 
link betWeen the CMN and one or more RVN. Communi 
cation betWeen the CMN and the or each PAN is via, for 
eXample, direct serial link using local PC connections, one 
or tWo-Way pager netWorks, a tWo-Way cellphone netWork or 
other means of Wide area data communication. 

[0039] Communication betWeen a PAN and one or more 
RVN is via local area communication means, such as an 
infrared link, a local area RF link or a direct connection. 

[0040] A RVN may include a controller unit and an 
associated locking mechanism. For security reasons a RVN 
may be located Within its associated value unit. For eXample, 
if the item is a shipping container or vending machine, then 
the RVN Would be inside that container or machine, Would 
preferably be communicated to by the PAN by remote 
means, and Would therefore be inaccessible eXcept via 
access to the value unit by an operator of the PAN. 
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[0041] Any given RVN controller has a programming 
means suitable to store and implement an identity structure. 
The nature of this identity structure Will depend on the 
nature of the value unit controlled by the RVN. It could 
include, as a minimum, an access combination. It may also 
include: time and location criteria, if the item is one Which 
may only be accessed at speci?c times or dates, or at speci?c 
locations (for eXample controlled by a GPS unit); control 
criteria, such as hoW often the unit may be accessed, hoW 
long-the unit is accessible after access is provided; user/ 
operator group access criteria; and encryption and decryp 
tion criteria. 

[0042] An RVN controller may have a plurality of identity 
structures so that it may be adapted to operate in a number 
of different Ways. 

[0043] The identity structure is speci?c to each RVN 
application. Each application has an identity structure 
including a template that can be loaded With con?guration 
data to suit a particular application; different applications 
being appropriate for different value units and in different 
circumstances. 

[0044] The system of the present invention enables the 
controlled access to one or more RVN from the CMN by 
employing a virtual con?guration link (VCL) betWeen the 
CMN and the one or more RVN, via one or more PAN. The 
VCL alloWs the transfer of communication data betWeen the 
CMN and RVN automatically When the PAN interfaces With 
the RVN. 

[0045] Operation of the system of the present invention is 
noW described in broad terms With reference to FIG. 1. 

[0046] Information is communicated Within the system 
Within three communication protocol layers, the access 
layer, identity layer and VCL layer. The system creates a 
secure virtual link as information communicated to the PAN 
from the CMN and from the PAN to the RVN remains 
inaccessible to the PAN access layer. The secure virtual link 
cannot be attacked in the PAN as the access layer does not 
have access to the encryption. 

[0047] The access layer communicates security access and 
control data, Which may include user interface, PAN iden 
ti?cation, user identi?cation, RVN identi?cation and RVN 
access and control data. The access layer includes control of 
the remote value node to ultimately alloW or prevent access 
to the value unit. 

[0048] The identity layer controls and communicates 
information relating to the identity structures of the RVN. 
The CMN constructs the RVN identity structure Which 
determines the behaviour of that RVN. As stated above, the 
RVN structure includes an application template and con 
?guration data, and also includes initialisation instructions. 
Without the identity structure an RVN includes no informa 
tion that Would alloW it to be vulnerable to “attack” or 
interference. If, for eXample, the RVN is an electronic lock 
on a container, the lock is a “virtual” lock until it is given an 
identity. 

[0049] A secure VCL is created by encryption of the 
information in the identity structure layer. The information 
is only decipherable by the CMN and RVN and is transmit 
ted as VCL data packets in the VCL by the CMN to the RVN. 
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[0050] The operation of the system of the present inven 
tion Will noW be described in broad terms. 

[0051] Each PAN has a unique identi?cation number. A 
PAN is “activated” by communication of its correct identi 
?cation number to or from the CMN. Any given user or 
operator of a PAN has an access or PIN number. The CMN 
-loads one or more user authorisations to the PAN in the 
form of the access or PIN number. The CMN then also loads 
to the PAN one or more identi?cation numbers for one or 

more RVN Which is to be accessed by the PAN at some time. 
Hence, a single PAN may be authorised to enable access to 
multiple RVN to a schedule. The identi?cation numbers and 
access or PIN number are communicated as part of the 
access layer protocol. Communication betWeen the CMN 
and PAN is accomplished via communication means #1 (see 
FIG. 1). 

[0052] An application template for the or each RVN is 
then created by the CMN as part of the identity layer 
protocol. Con?guration data is then loaded based on the 
information specifying, for eXample, the PAN identi?cation 
number, operator identi?cation, RVN identi?cation and 
operator entry combinations. The combined information 
communicated by the template and con?guration data Will 
vary depending on the application of the RVN. 

[0053] The combined information is encrypted such that it 
can only be deciphered by the RVN. This creates a secure 
VCL betWeen the CMN and the remote RVN as the PAN 
cannot decipher the encrypted information. The encrypted 
information is then doWnloaded to the PAN as a VCL data 
packet 
[0054] Once all necessary data has been communicated 
from the CMN to the PAN, and a selected operator has 
correctly identi?ed themselves to the PAN using their access 
or PIN number, the PAN communicates via communications 
means #2 (see FIG. 1), Which may comprise a local area 
communications link to the or each RVN. The PAN Will 
doWnload the VCL data packet to a correctly identi?ed 
RVN. The controller of the RVN deciphers this data, and 
makes it available to the identity layer in the RVN. 

[0055] At the identity layer, the RVN reconstructs the 
application template and loads in the con?guration data, 
then processes this data to initialise the access layer. The 
con?guration data in the application template de?nes a set of 
parameters Which dictate the operation of the RVN. It Will be 
appreciated that a template may remain programmed into a 
RVN While the con?guration data may be updated through 
the VCL. Alternatively, a neW template and con?guration 
data may be programmed into a RVN, through the VCL each 
time the RVN is accessed by the PAN. 

[0056] It is an important feature of the present invention 
that the existence of a VCL betWeen the CMN and RVN 
avoids the necessity of an operator to purposefully recon 
?gure the RVN. When recon?guration is required, the 
required data de?ning the identity structure is simply com 
municated to one or more PAN; the neW identity structure 
being programmed automatically into the RVN the neXt time 
a PAN communicates With the RVN. 

[0057] The PAN also communicates to the RVN via the 
access layer, data Which could include operator access and 
control codes. Also at the access layer, the RVN validates the 
information and permits access to the value unit. 
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[0058] It Will be appreciated that each PAN may have one 
or more assigned operators and can be programmed to 
access one or more RVN. Each RVN may also allow access 

by more than one PAN, for eXample to alloW multiple 
authorised people through a door to a building. 

[0059] Access and control data is “knoWn” to the PAN and 
may, for example, contain user identi?cation/PIN numbers, 
the PAN identi?cation number and access combination 
details. 

[0060] A PAN establishes the VCL betWeen the CMN and 
a RVN by creating a virtual security tunnel. The CMN 
encrypts the identity structure and creates VCL data packets. 
The PAN does not have access to the encrypted con?gura 
tion information contained in the VCL data packets because 
it does not have the required deciphering codes. When the 
PAN communicates With a remote RVN the VCL data packet 
information is doWnloaded to the RVN Which then deciphers 
the information and updates the RVN template and con?gu 
ration on the identity layer. The RVN can then process the 
user level access and control data, also communicated from 
the PAN. 

[0061] The RVN may also store relevant information 
relating to its environment and conditions and communicate 
this information back to the CMN via a VCL established by 
a PAN. The information may include, for eXample, record 
ings of the air temperature around or Within the RVN at 
various times, information relating to the time spent in any 
speci?c location or any other useful information Which 
provides the oWner/operator With a history of the circum 
stances of the unit. This information may be doWnloaded to 
the CMN via a PAN at the time of access. 

[0062] An eXample of the system of the present invention 
in operation is noW presented With speci?c reference to the 
control of access to a shipping container. It Will be appre 
ciated that shipping containers are a good eXample of a value 
unit Which does not have a ?Xed location and Which may 
need to be accessed at different times, in different places by 
a variety of different operators. It Will also be appreciated 
that the present invention has application in numerous 
alternative circumstances as referred to previously. 

[0063] A RVN controller may be located inside a shipping 
container for controlling the locking mechanism. There 
Would be no physical connection betWeen the RVN and the 
outside of the container, eXcept for a communication means 
enabling communication betWeen the controller and a PAN. 

[0064] Reference is noW made to FIG. 2. A remote 
shipping agent I requiring access to a container 2 at the port 
of destination Would communicate their need to access the 
container to the local shipping agent or security manager 3. 
Alternatively, this communication may be unnecessary if the 
RVN in that container has been pre-programmed to enable 
access at speci?c locations and times. 

[0065] The local shipping agent or security manager 
authorises the remote agent to access a designated container 
by sending authorisation data to the PAN 4 via the CMN 5. 
This communication is shoWn as being via a locally linked 
PC connection 6 and a Wide area communications netWork 
7. 

[0066] An activated PAN transfers con?guration, access 
and control information to the relevant RVN and thus alloWs 
access to the container 2. 
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[0067] Thus, using a system of the present invention an 
oWner/manager of value units Which have no ?Xed location 
can provide security access to that or those items at any 
given time or place and only by authorised users/operators. 
The VCL provides a means for the CMN to communicate 
With a RVN to update its identity structure, ensuring that the 
identity structure is updated When required and avoiding the 
eXpense of a separate communication system. The unit itself 
has no ?Xed external keypad or means of direct communi 
cation With the PAN. Furthermore, control intelligence relat 
ing to a particular RVN is held in the CMN and not in the 
RVN itself. The identity structure need only be loaded to the 
RVN immediately before access is required and removed, if 
necessary, after access, so that there is no useful information 
in the RVN Which could be vulnerable to attack. Additional 
security is provided by encryption of data to provide a secure 
VCL betWeen the CMN and RVN. 

[0068] Where in the foregoing description reference has 
been made to speci?c components or integers of the inven 
tion having knoWn equivalents then such equivalents are 
herein incorporated as if individually set forth. 

[0069] Although this invention has been described by Way 
of eXample and With reference to possible embodiments 
thereof it is to be understood that modi?cations or improve 
ments may be made thereto Without departing from the 
scope or spirit of the invention. 

1-24. (canceled) 
25. A system for remotely enabling security to items of 

value across a communication netWork, the system com 
prising: 

(a) a remote value node (RVN) for storing an identity 
structure and controlling access to a valuable unit; 

(b) a personal access node (PAN) for providing access to 
the RVN, the PAN communicating With the RVN via an 
access layer and a virtual con?guration link (VCL) 
layer, the access layer being for communicating secu 
rity access and control data; and 

(c) a centralised management node (CMN) for storing a 
plurality of identity structures, templates, con?guration 
data and access/control data and controlling access to 
the RVN, the CMN communicating With the PAN via 
the access layer and the VCL layer, Wherein the RVN 
and PAN do not contain information until an operator 
attempts access to the RVN, an identity layer is 
betWeen the access layer and VCL layer and the VCL 
layer is created by encryption of data passing in the 
identity layer such that the access layer in the PAN 
cannot access data communicated in the VCL layer, and 
When a RVN is accessed a request for access passes 
from the PAN to the CMN via the access layer, the 
CMN generates and encrypts an application template 
and con?guration data to be passed to the RVN via the 
PAN through the VCL layer, the RVN deciphers the 
encrypted application template and con?guration data 
to make the decrypted application template and con 
?guration data available to the access layer for pro 
cessing to alloW access. 

26. A system as recited in claim 25, Wherein the con?gu 
ration data is a PAN identi?cation number, an operator 
identi?cation, a RVN identi?cation and operator entry com 
binations. 
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27. A system as recited in claim 25, Wherein the PAN 
includes a portable keypad device With a communication 
device for communicating With the CMN. 

28. Asystem as recited in claim 25, Wherein the value unit 
is selected from the group consisting of a shipping container, 
a retail security cabinet, a vending machine, a building, a 
courier bag, a courier boX, internet access, a smart card cash 
transfer, and an electronic database. 

29. A system as recited in claim 25, Wherein the identity 
structure is con?guration data and an application template. 

30. A system as recited in claim 29, Wherein the identity 
structure is selected from the group consisting of a mini 
mum, an access combination, a time, a location criteria, a 
date, a location, control criteria, an access WindoW, an 
operator group access criteria, encryption criteria, decryp 
tion criteria and combination thereof. 

31. A method for remotely enabling security to items of 
value across a communication netWork having a remote 
value node (RVN) for storing an identity structure and 
controlling access to a valuable unit, a personal access node 
(PAN) for providing access to the RVN, the PAN commu 
nicating With the RVN via an access layer and a virtual 
con?guration link (VCL) layer, the access layer being for 
communicating security access and control data and a cen 
tralised management node (CMN) for storing a plurality of 
identity structures, templates, con?guration data and access/ 
control data and controlling access to the RVN, the CMN 
communicating With the PAN via the access layer and the 
VCL layer, Wherein an identity layer is betWeen the access 
layer and VCL layer and the VCL layer is created by 
encryption of data passing in the identity layer such that the 
access layer in the PAN cannot access data communicated in 
the VCL layer and therefore the identity layer is not avail 
able to the PAN, the method comprising the steps of: 

a) activating the PAN; 

b) creating and encrypting an application template at the 
CMN in response to activation of the PAN; 

c) passing the encrypted application template to the PAN 
and verifying identi?cation of a user; 

d) upon identi?cation of the user, passing the encrypted 
application template to the RVN; 

e) deciphering the encrypted application template by the 
RVN; 

f) reconstructing the application template; and 

g) processing the application template to alloW access. 
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32. A remote access control system adapted to enable 
access to at least one value unit by at least one operator, the 
remote access control system comprising: 

an access controller operable to selectively prevent and 
enable access to a value unit; 

a central controller operable to generate control data 
including an identity structure relating to permissible 
behavior of the access controller and access operator 
data relating to operator control over the access con 

troller; 

an operator control unit operable to enable communica 
tion betWeen an operator and the central controller and 
the access controller, and receive and store access 
control data from the central controller; and 

a transmitter system to provide communication betWeen 
the central controller and the operator control unit, and 
the operator unit and the access controller, Wherein the 
access controller prevents or enables access to the value 

unit based on the access control data and the identity 
structure, and When updating of an identity structure for 
the access controller is required, a virtual con?guration 
link is created betWeen the central controller and the 
access controller for the value unit, via the operator 
control unit, for the transfer of the identity structure 
from the central controller to the access controller, 
Wherein communication and update of the identity 
structure occurs Without operator intervention so that 
the operator cannot communicate access control data 
from the operator control unit to the access controller 
Without updating the identity structure. 

33. A remote access control system as recited in claim 32, 
Wherein data transmitted over the virtual con?guration link 
is encrypted. 

34. A remote access control system as recited in claim 32, 
Wherein the access controller and the operator control unit 
are operable to communicate data from the access controller 
to the central controller through the virtual con?guration 
link. 

35. A remote access control system as recited in claim 32, 
Wherein the operator control unit serves as part of the virtual 
con?guration link betWeen the central controller and the 
access controller. 


