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OBTAINING AND NOTIFYING MIDDLE BOX 
INFORMATION 

REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority of US. Provisional 
Patent Application Ser. No. 60/588,348 ?led on Jul. 16, 
2004, the contents of Which are hereby incorporated by 
reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to data communica 
tion networks, and in particular to the use of middle boxes 
in a netWork for optimizing the performance of data com 
munications. 

BACKGROUND OF THE INVENTION 

[0003] Different types of middle boxes are being devel 
oped and Will be deployed in communication netWorks. For 
example, Performance Enhancement Proxies (PEPs) have 
been developed to optimiZe the performance of data com 
munications over different netWork accesses such as Wire 
less links Which are error prone and are bandWidth limited. 
PEPs may be used to perform real-time conversions of 
content from e-mail, Web page, and enterprise application 
sources into forms that can be directly absorbed by a Wide 
variety of mobile devices. Moreover, PEPs can signi?cantly 
increase an end user’s experience by using different methods 
including content modi?cation, protocol optimiZations, etc. 
The PEP features eg include compression, ‘banners strip 
ping’, TCP modi?cations, etc. 

[0004] There are different types of PEPs: some, server 
only, are transparent to the clients. Others, also called 
client-server, require the client to be aWare of the PEP server. 

[0005] When deploying these netWork entities in cellular 
netWorks such as 3GPP (Third Generation Partnership 
Project) netWorks, eg to improve the performance of the 
data communications over the radio link Which is not only 
very bandWidth limited but also error prone, the interaction 
With ?reWalls/NATs (NetWork Address Translators) may 
hoWever present issues that can either prevent the optimi 
Zations from happening or even prevent the packets from 
being exchanged betWeen communicating nodes. The pack 
ets may even be dropped at the ?reWall/NAT. 

[0006] Furthermore, When considering deployment of 
PEPs over different types of netWorks, a roaming UE (User 
Equipment) needs to knoW if a visited netWork is offering 
any PEP features, What features the visited netWork sup 
ports, and ?nally some negotiation may be needed (depend 
ing on the type of PEP feature). 

[0007] In case PEPs are deployed by corporate netWorks, 
clients can be con?gured With the PEP information of the 
corporate netWork, but When considering deployment of 
PEP in other types of netWorks such as 3GPP netWorks, 
several issues arise: 

[0008] Selection betWeen security and optimiZation: The 
UE may not knoW Whether the visited netWork is offering 
PEP support or not. The UE may therefore decide to apply 
security (Internet Protocol security, Transport Layer Secu 
rity) but the PEP cannot in such case be used to optimiZe the 
data communications. As an example, a PEP feature inte 
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grated in a GGSN (GPRS (General Packet Radio Service) 
GateWay Support Node) may implement ‘banners stripping’ 
to reduce the data to be sent over the air interface and thus 
optimiZe the performance of the data communication. HoW 
ever, if the UE applies IPsec or TL security, such feature Will 
not be applicable since both encryption and integrity pro 
tection Will prevent modi?cation to the payload. Thus, even 
for server-only PEP features (UE transparent mode), the UE 
needs to knoW Whether the visited netWork is offering PEP 
services or not in order to make an informed decision to 
choose betWeen security and optimiZation for data that can 
be transmitted either With or Without security. 

[0009] Inability to take advantages of the PEP features: 
The UE not knoWing that the netWork is supporting PEP 
features may not be able to take advantage of them. As an 
example, neW protocols have been de?ned to optimiZe the 
delivery of packets over Wireless netWorks. 

[0010] Current transport protocols provide poor perfor 
mance over Wireless netWorks, and thus the Wireless pro 
?led TCP (Transport Control Protocol) and Wireless Data 
gram Protocol to be used instead of TCP and UDP (User 
Datagram Protocol) over Wireless links have been de?ned. 

[0011] Wireless Pro?led TCP is a modi?ed version of 
standard TCP, Which includes a number of modi?cations to 
TCP. Four major modi?cations (WindoW siZe control algo 
rithm, TCP sloW start function, data resend function in the 
event of a transmission error; data siZe) have been consid 
ered and other extensions have been de?ned. Wireless 
Datagram Protocol (WDP)/Wireless Session Protocol 
(WSP)/Wireless Transaction Protocol is a set of 
protocols to optimiZe connection-less packets transmission 
over Wireless netWorks. 

[0012] These protocols have been de?ned for WAP (Wire 
less Application Protocol), but could be used for any appli 
cation (IP Multimedia, etc.) to optimiZe the delivery of 
packets over the air interface. 

[0013] Current UE terminals are con?gured With WAP 
gateWay con?guration information and When they need to 
use WAP application, they connect to the WAP GateWay 
(activating the WAP Access Point Name). 
[0014] As for other PEP features that need the client to be 
aWare of, the client is typically precon?gured With the PEP 
information. This is eg the case for corporate deployment 
of PEPs. 

[0015] HoWever, in the scenario of the GGSN having 
additional processing capabilities and features, the UE may 
be roaming to visited netWorks that offer PEP features and 
to some other netWorks that do not. Currently, the UE is not 
aWare of offered PEP features in a visited netWork and, thus, 
Will not utiliZe the PEP functionality at the visited netWork. 
That is obviously a loss of performance in cases Where there 
is no PEP functionality in the home netWork of the UE. Even 
if there is PEP functionality in the home netWork of the UE, 
it may still be impossible or at least less efficient for the UE 
to utiliZe PEP back at the home netWork instead of PEP at 
the visited netWork. For example, optimiZation techniques 
targeting a radio link should in general, and sometimes must, 
be applied in a location closer to the radio link. 

SUMMARY OF THE INVENTION 

[0016] It is therefore an object of the present invention to 
enable an ef?cient usage of middle boxes for enhancing 
communications performance in netWorks. 
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[0017] This object is achieved by a method and apparatus 
for providing signaling between a terminal equipment and a 
session server. The signaling carries information on an 
expected media stream to or from the terminal equipment 
via a middle box for optimiZing the performance of data 
communications betWeen the terminal equipment and a 
correspondent node. On the basis of this information the 
session server is enabled to create appropriate entries in a 
security entity provided for the terminal equipment so that 
the media stream can successfully traverse the middle box 
and the security entity. Alternatively, the security entity may 
create the entries itself using the signaling information. 

[0018] The invention may also be implemented as com 
puter program product. 

[0019] According to the invention, middle boxes such as 
PEPs can be appropriately con?gured and a media stream 
can successfully traverse all of them. 

[0020] Moreover, the invention provides a frameWork in 
Which a UE can—access independently—discover the exist 
ence of a PEP and its capabilities. That alloWs an easy 
deployment of PEP features in a netWork and a better 
utiliZation of those features to optimiZe data communica 
tions. 

[0021] Furthermore, a ?exible and dynamic con?guration 
of the PEPs is enabled. 

[0022] For example, if the UE terminal supports WDP/ 
WSP/WTP, and a GGSN also does so, these protocols could 
be used instead of TCP/UDP. The GGSN is enabled to 
advertise its support for W-TCP and WDP. If the UE 
terminal also supports these protocols, it can inform the 
netWork accordingly, and then the communication can be 
carried over these transport protocols for a better perfor 
mance of the data communication. 

[0023] As yet another example, some performance opti 
miZation features (eg data compression) require softWare 
implementation in both the netWork (i.e. PEP) and the UE. 
In this case, the UE and PEP are enabled to discover that the 
other side supports the same feature so that it can be utiliZed. 

[0024] Besides PEP discovery, more control of PEP con 
?guration by UEs is provided. Con?gurations in the folloW 
ing three aspects are supported and alloWed: 

[0025] Per UE con?guration, not just per UE type. 

[0026] Dynamic con?guration, not just one time. 
[0027] Finer granularity and parameter con?guration/ 

adjustment. 
[0028] This invention therefore de?nes mechanisms to 
perform PEP discovery, PEP features advertisement and PEP 
negotiation. The proposed mechanisms are ?exible enough 
to support different possible PEP deployment scenarios. The 
invention is applicable to PEPs Which are transparent to the 
UEs and to PEPs Which the UE has to be aWare of. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0029] FIG. 1 shoWs a schematic block diagram illustrat 
ing a terminal and a serving entity according to an embodi 
ment of the invention. 

[0030] FIGS. 2 to 5 shoW schematic block diagrams 
illustrating a netWork structure in Which signaling according 
to implementation examples of the invention is deployed. 
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[0031] FIG. 6 shoWs a payload header for advertising PEP 
capabilities according to an embodiment of the invention. 

[0032] FIG. 7 shoWs a schematic block diagram illustrat 
ing a netWork structure in Which signaling according to the 
prior art is deployed. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0033] At ?rst, a problem of interaction With ?reWalls/ 
NATs arising When middle boxes are placed in a netWork 
system using signaling according to the prior art Will be 
described With reference to FIG. 7. 

[0034] In order to illustrate and explain the problem, a UE 
accessing IP Multimedia Subsystem (IMS) is assumed. The 
problem described in the folloWing is hoWever not restricted 
to this implementation and use case but is also applicable in 
many other environments/scenarios Where middle boxes 
such as PEPs and security entities such as ?reWall/NATs 
have to co-exist. 

[0035] FIG. 7 shoWs a UE (IP1) 11 establishing a com 
munication via SIP (Session Initiation Protocol) With a CN 
(Correspondent Node) (IP3) 30. The UE is protected by a 
?reWall 50, and a client-server PEP (IP2) 20 is used in order 
to optimiZe the performance of the data communication. 

[0036] The UE 11 initiates a call by sending a SIP Invite 
request to the CN 30 via the IMS, i.e. via a SIP-proxy such 
as a P-CSCF (Proxy-Call Session Control Function) or 
S-CSCF (Serving-CSCF)) 41. In order to make sure that 
packets sent from the CN 30 are routed through the PEP 20, 
the UE 11 speci?es the IP address of the PEP 20 (i.e. IP2) 
in the SDP ?eld as shoWn in communications 1 in FIG. 7. 

[0037] Assuming the CN 30 accepts the call, the CN 30 
replies With a 200 OK message in communication 2, speci 
fying the IP address and the port number (i.e. IP3 and 
Port#3) Where it expects a media stream. 

[0038] Upon receiving the 200 SIP OK message from the 
CN 30, the SIP-proxy 41 knoWs that the CN 30 accepted the 
call and therefore opens the appropriate pinholes in the 
?reWall 50 (communications 3 in FIG. 7). The pinholes are 
created based on the SDP ?elds of the SIP signaling. The 
entries are therefore for a media stream betWeen IP2, Port#2 
and IP3, Port#3. 

[0039] For doWnlink traf?c (from CN to UE), the packets 
are sent from the CN 30 to the PEP 20. After performing the 
required operations, the PEP 20 modi?es at least the desti 
nation IP address of the packet so that it can be routed to the 
UE 11. The PEP 20 may also modify the port numbers, eg 
for protocol optimiZation, more particularly if Wireless TCP 
is used betWeen the UE 11 and the PEP 20 to improve the 
performance of the data communications over the cellular 
link. The doWnlink packets arriving at the ?reWall 50 do not 
therefore match any existing entry of the ?reWall, and are 
dropped. 

[0040] For uplink traf?c (from UE to CN), the packets are 
?rst sent to the PEP 20 so that optimiZation such as protocol 
optimiZations (e.g. W-TCP) to improve the performance of 
the data communication over the cellular link can be per 
formed. The packets are thus sent from the IP address IP1 of 
the UE 11 to the IP address IP2 of the PEP 20, Whereas the 
pinhole created in the ?reWall 50 for this media stream 
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indicates ‘from IP2 to IP3’. Thus, the uplink packets do not 
match the existing ?rewall entries and are dropped. Layer 4 
information (i.e. port information) may also differ due to the 
PEP 20. 

[0041] Therefore, neither uplink nor doWnlink packets 
may be able to be delivered to their destination. The problem 
results from the folloWing reasons: 

[0042] The pinholes in the ?reWall 50 are created based 
on the information from the SDP ?elds of the SIP 
signaling exchanged betWeen the tWo communicating 
nodes at the call set-up. 

[0043] For doWnlink packets, the SIP signaling must 
indicate the IP address of the PEP 20 so that the CN 30 
sends the media stream packets to that IP address and 
the PEP 20 is thus put on the traf?c path and can 
perform the required optimiZation operations. 

[0044] The PEP 20 may hoWever modify L3 and L4 
information (i.e. the IP address and port information) 
for routing and optimiZation purposes and as a result 
the packets arriving at the ?reWall 50 do not match the 
pinholes. 

[0045] For uplink packets, the pinhole in the ?reWall 50 
is created based on the SDP ?eld sent by the CN 30: it 
typically indicates Where the CN expects to receive the 
media stream. HoWever, in order to take advantage of 
the PEP features, the UE 11 must send the packets to 
the PEP 20 ?rst. As a result, uplink packets arriving at 
the ?reWall 50 do not match the pinholes and are 
therefore dropped. 

[0046] When analyZing the problem, there may by tWo 
straightforWard solutions: 

[0047] First, as a problem results from the fact that the 
FireWall 50 is disposed betWeen the UE 11 and the PEP 20, 
a ?rst solution could be to avoid such situation. HoWever, 
this is not alWays possible. As an example, in the 3GPP IMS, 
the GGSN implements ?reWall functionality and it Would be 
dif?cult to place the PEP betWeen the UE and the GGSN 
(due to, for instance, GT (GPRS Tunneling protocol) and 
mobility issues). On the contrary, most probably, the GGSN 
Will be located betWeen the UE and the PEP, and therefore 
the issues identi?ed above apply. 

[0048] Second, as a problem arises from the fact that the 
PEP 20 may modify the L3 and L4 information, another 
possible solution Would be to have the PEP on the path and 
not modifying the source/destination IP addresses. This may 
result in a loss of the ?exibility of placing the PEP anyWhere 
in the netWork, but Would avoid having the PEP changing 
the IP addresses information. This Would more particularly 
solve the IP addresses mismatch of the media stream packets 
With the ?reWall states. HoWever, current PEP products may 
not alloW that feature, and PEP may also have to modify the 
L4 information (protocol numbers) eg When W-TCP or 
other more ef?cient transport protocols are adopted betWeen 
the UE and the PEP. 

[0049] For overcoming the above problem arising from 
middle box-?reWall interaction, extensions to a signaling 
protocol are de?ned to carry information on an expected 
media stream so that a netWork can appropriately set up a 
path for user data. 
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[0050] FIG. 1 shoWs a terminal 100 such as a user 
equipment or mobile node, and a serving entity 200 such as 
a SIP-proxy, P/S-CSCF of an IMS in a netWork system for 
communicating data. The terminal 100 comprises a deter 
mining block 110, an adding block 111 and a sending block 
112. In case the determining block 110 determines that in a 
session to be set up a media stream is to be transmitted 
betWeen the terminal and a second node (not shoWn) such as 
a correspondent node via a third node (not shoWn) such as 
a middle box or PEP for enhancing communication betWeen 
the terminal and the second node, the adding block 111 adds, 
to a message for initiating a session With the second node, 
data indicating an address of the third node and third node 
information indicating that the media stream is transmitted 
to or from the terminal via the third node. The adding block 
111 may add an address of the ?rst node as third node 
information. In addition, the adding block 111 may further 
add an address of the third node or an address of the second 
node as third node information. The third node information 
added by the adding block 111 may be dependent on the 
direction of the media stream, i.e. from the second node 
toWards the ?rst node or from the ?rst node toWards the 
second node. The sending block 112 then sends the message 
toWards the second node. The sending block 112 may send 
the message via the serving entity 200 serving the message 
for initiating the session. 

[0051] The serving entity 200 comprises a receiving block 
210, a detecting block 211, and a creating block 212. In case 
the receiving block 210 receives from the terminal 100 the 
message for initiating the session With the second node, and 
the detecting block 211 detects the data indicating the 
address of the third node and the third node information, the 
creating block 212 creates entries in a security entity (not 
shoWn) such as a ?reWall provided for the ?rst node on the 
basis of the third node information. 

[0052] The serving entity 200 may further comprise a 
forWarding block 213 Which forWards the message for 
initiating the session to the second node. The forWarding 
block 213 may remove the third node information from the 
message before forWarding the message to the second node. 

[0053] Alternatively, the security entity may receive the 
message for initiating the session With the second node and 
may detect the data indicating the address of the third node 
and the third node information and create the entries itself. 
For this purpose, the security entity may comprise receiving, 
detecting and creating blocks similar to the blocks 210 to 
212 of the serving entity 200. 

[0054] The entries in the security entity may be created 
using the third node information alone or in combination 
With information provided in a response message to the 
message for initiating the session, Which response message 
is sent from the second node. 

[0055] It is to be noted that the message for initiating a 
session as described above comprises either a ?rst message 
(e.g. SIP INVITE) or a reply message (eg 200 OK) to the 
?rst message. 

[0056] According to implementation examples to be 
described in the folloWing, extensions to a knoWn Session 
Description Protocol are de?ned so that middle boxes can be 
appropriately con?gured and the media stream can success 
fully traverse all of them. 
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[0057] It is to be noted that the invention can be imple 
mented in several Ways and is not restricted to the following 
implementation example. 
[0058] As described With respect to FIG. 7, currently 
same SDP ?elds are used to both inform a correspondent 
node (CN) of an IP address (at L3) and transport (i.e. L4) 
protocol Where a receiver expects a media stream, and (ii) 
create a pinhole in a ?reWall. 

[0059] As described above, the problem results from the 
fact that the CN must be informed of PEP information (since 
packets must ?rst be sent to the PEP) Whereas the pinholes 
in the ?reWall must be created for packets exchanged 
betWeen a UE and the PEP. 

[0060] In order to solve this problem, an eXtra ?eld, “f”, is 
introduced in the Session Description Protocol (SDP). As a 
result, the UE speci?es connection data (i.e. an IP address) 
in a “c” ?eld, transport information in an “m” ?eld, and 
middle boXes information in the “f” ?eld or “f” ?elds. The 
“f” ?elds indicate the rules to be installed in the ?reWall for 
the media stream. Pinholes in the ?reWall Will then be 
created based on the “f” ?elds. The “f” ?elds may have the 
folloWing format: 

[0061] ‘f’=<direction><source IP address><destination IP 
address><transport protocol><source port 
number><destination port number><action> 

<direction> is optional. It indicates the direction of the 
media ?oW, i.e. uplink or doWnlink. <action> indicates 
Whether packets matching the rule should “pass” or be 
“dropped”. 

[0062] This alloWs handling different scenarios: 

[0063] case 1: PEP changes source IP address, SIP 
initiated call; 

[0064] case 2: PEP changes source IP address, SIP 
terminated call; 

[0065] case 3: PEP does not change source IP address, 
SIP initiated call; 

[0066] case 4: PEP does not change source IP address, 
SIP terminated call. 

[0067] Referring to FIGS. 2 to 5 it Will be described hoW 
the “f” ?elds are used to create the appropriate pinholes in 
the ?reWall according to the above-described different sce 
narios. 

[0068] A P/S-CSCF in an IMS or SIP aWare ?reWall then 
uses the information, not in the “c” ?eld as in the prior art, 
but the one indicated in the “f” ?eld(s) to open the pinholes 
in the ?reWall. 

[0069] The P/S-CSCF may remove the “f” ?eld before 
forWarding a SIP message to the CN so that the CN does not 
have any information about the netWork topology. 

[0070] The format of the proposed “f” ?eld depends on 
standardiZation, but it should contain the L3 address(es) and 
optionally the L4 information. 

[0071] With the introduction of the “f” ?eld in SDP, only 
the UE or MN and the SIP servers (and SIP aWare ?reWalls) 
are affected. Other netWork entities (e.g. SIP unaWare ?re 
Wall, GGSN, etc.) do not need to be changed. 
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[0072] FIG. 2 illustrates an implementation eXample in 
case the PEP changes the source IP address and in case of a 
SIP initiated call. In FIG. 2 a UE (IP1) 10 establishes a 
communication via SIP With the CN (IP3) 30. The UE is 
protected by the (SIP unaWare) ?reWall 50, and the client 
server PEP (IP2) 20 is used in order to optimiZe the 
performance of the data communication. 

[0073] The UE 10 initiates a call by sending a SIP Invite 
request to the CN 30 via IMS (i.e. via a SIP-proxy, P-CSCF 
or S-CSCF) 40. In order to make sure that packets sent from 
the CN 30 are routed through the PEP 20, the UE 10 
speci?es the IP address of the PEP 20 (i.e. IP2) in the SDP 
“c” ?eld, the transport information (i.e. Port#6) in the SDP 
“m” ?eld, and the PEP 20 information in the SDP “f” ?elds 
as shoWn in communication 1 from the UE 10 to the 
SIP-proxy 40. The SIP-proxy 40 may remove the SDP “f” 
?elds before forWarding the SIP Invite request to the CN 30 
in a communication from the SIP-proxy 40 to the CN 30 (not 

shoWn). 
[0074] As shoWn in communication 1 in FIG. 2, the “c” 
?eld indicates IP2 so that the CN (IP3) 30 sends packets to 
the PEP ?rst as shoWn in FIG. 2. The PEP 20 changes the 
source and destination IP address and the source and desti 
nation ports to IP2, IP1, #3, #4 as shoWn in FIG. 2. It is to 
be noted that ports #3 and #4 may or may not be the same 
as ports #5 and #6, respectively. 

[0075] The SDP “f” ?elds in the SIP Invite message 
indicate the rules to be installed in the ?reWall 50 for the 
media stream. The SIP-proxy creates the pinholes in the 
?reWall 50 based on the “f” ?elds. 

[0076] The “f” ?eld for the doWnlink direction (d) 
includes the IP address of the PEP 20 as source IP address, 
the IP address of the UE 10 as destination IP address, a port 
#3 as source port number and a port #4 as destination port 
number. 

[0077] The “f” ?eld for the uplink direction (u) includes 
the IP address of the UE 10 as source IP address, the IP 
address of the PEP 20 as destination IP address, a port #1 as 
source port number and a port #2 as destination port number. 
In practice, the ports #1 and #4, and the ports #2 and #3 most 
of the time—but not alWays—are the same. 

[0078] The UE 10 may alternatively specify: 

[0079] “f”=<u><IP1><IP2><UDP><*><#2><PASS> 

[0080] “f”=<d><IP2><IP1><UDP><*><#4><PASS> 

[0081] That means the source port number Will not be 
checked for ?ltering packets. This alloWs the sender to 
choose the source port from Which it Wants to send the media 
stream. 

[0082] According to the scenario shoWn in FIG. 2, the 
entries in the ?reWall 50 are for a media stream in the 
doWnlink direction betWeen IP2, Port#3 and IP1, Port#4, 
and for a media stream in the uplink direction betWeen IP1, 
Port#1 and IP2, Port#2. 

[0083] FIG. 3 illustrates an implementation eXample in 
case the PEP changes the source IP address and in case of a 
SIP terminated call. In FIG. 3 the CN (IP3) 30 establishes 
a communication via SIP With the UE (IP1) 10. The UE is 
protected by the (SIP unaWare) ?reWall 50, and the client 
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server PEP (IP2) 20 is used in order to optimize the 
performance of the data communication. 

[0084] The CN 30 initiates a call by sending a SIP Invite 
request to the UE 10 via the SIP-proxy 40. In order to make 
sure that packets sent from the UE 10 are routed to the CN 
30, the CN 30 speci?es its IP address in the SDP “c” ?eld 
and its transport information (i.e. Port#7) in the SDP “m” 
?eld, as shoWn in communication 1 in FIG. 3. 

[0085] Upon receiving the SIP Invite request, the UE 10 
responds With a message as shoWn in communication 2 in 
FIG. 3. In order to make sure that packets sent from the CN 
30 are routed through the PEP 20, the SDP “c”, “m” and “f” 
?elds are speci?ed by the UE 10 in the same Way as shoWn 
in communication 1 in FIG. 2. 

[0086] The UE 10 may alternatively specify: 

[0087] “f”=<u><IP1><IP2><UDP><*><#2><PASS> 

[0088] “f”=<d><IP2><IP1><UDP><*><#4><PASS> 

[0089] That means the source port number Will not be 
checked for ?ltering packets. This alloWs the sender to 
choose the source port from Which it Wants to send the media 
stream. 

[0090] According to the scenario shoWn in FIG. 3, the 
entries in the ?reWall 50 are for a media stream in the 
doWnlink direction betWeen IP2, Port#3 and IP1, Port#4, 
and for a media stream in the uplink direction betWeen IP1, 
Port#1 and IP2, Port#2. 

[0091] FIG. 4 illustrates an implementation eXample in 
case the PEP does not change the source IP address and in 
case of a SIP initiated call. In FIG. 4 the UE (IP1) 10 
establishes a communication via SIP With the CN (IP3) 30. 
The UE is protected by the (SIP unaWare) ?reWall 50, and 
the client-server PEP (IP2) 20 is used in order to optimiZe 
the performance of the data communication. 

[0092] The UE 10 initiates a call by sending a SIP Invite 
request to the CN 30 via the SIP-proxy 40. In order to make 
sure that packets sent from the CN 30 are routed through the 
PEP 20, the UE 10 speci?es the IP address of the PEP 20 (i.e. 
IP2) in the SDP “c” ?eld, the transport information (i.e. 
Port#5) in the SDP “m” ?eld, and the PEP 20 information in 
the SDP “f” ?elds as shoWn in communication 1 in FIG. 4. 
HoWever, for doWnlink traf?c, When sending the SIP Invite 
the UE 10 does not knoW the characteristics of the CN 30, 
ie the IP address, transport protocol and source port number 
of the CN 30. Thus, the “f” ?eld for the doWnlink direction 
includes “?” for the unknoWn ?elds. The SIP-proxy 40 
complements them With information provided in the SDP 
?eld of the response message ‘SIP 200 OK’ from the CN 30 
(communication 2 in FIG. 4) for creating the pinholes in the 
?reWall 50. 

[0093] In other Words, assuming the CN 30 accepts the 
call, the CN 30 replies With a 200 OK message in commu 
nication 2, specifying the IP address and the port number 
(i.e. IP3 and Port#2) Where it expects a media stream for 
uplink. The 200 OK message also indicates that the CN 30 
accepts the transport protocol that has been requested by the 
UE 10 for doWnlink media stream in the INVITE message 
in communication 1. 

[0094] Upon receiving the 200 SIP OK message from the 
CN 30, the SIP-proxy 40 knoWs that the CN 30 accepted the 
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call and gets the IP address of the CN 30, and therefore 
opens the appropriate pinholes in the ?reWall 50. Note that 
the SIP proXy 40 may not knoW the value of source port (#3 
shoWn in FIG. 4) for doWnlink media stream. In that case, 
it may specify “*” for the ?eld, meaning the source port 
number Will not be checked to ?lter doWnlink packets. 

[0095] For uplink, the destination IP address is IP2 since 
the UE 10 Wants the packets to go through the PEP 20. The 
?nal destination (i.e. IP3) is carried in a Routing Header 
according to IPv6 or a Loose Secure and Record Route 
Option according to IPv4, or agreed betWeen the UE 10 and 
the PEP 20 via other protocols/methods. 

[0096] The SIP-proxy 40 may remove the SDP “f” ?elds 
before forWarding the SIP Invite request to the CN 30 from 
the SIP-proxy 40 to the CN 30. 

[0097] As shoWn in communication 1 in FIG. 4, the “c” 
?eld indicates IP2 so that the CN (IP3) 30 sends packets to 
the PEP ?rst as shoWn in FIG. 4. The PEP 20 does not 
change the source IP address and the source port as shoWn 
in FIG. 4. 

[0098] The “f” ?eld for the doWnlink direction (d) 
includes “?” for the source IP address, the IP address of the 
UE 10 as destination IP address, “?” for the source port 
number and a port #4 as destination port number. 

[0099] The “f” ?eld for the uplink direction (u) includes 
the IP address of the UE 10 as source IP address, the IP 
address of the PEP 20 as destination IP address, a port #1 as 
source port number and a port #2 as destination port number. 
For doWnlink, the ports #4 and #5 may be equal in Which 
case the PEP does not change the destination port number. 

[0100] The UE 10 may alternatively specify: 

[0103] That means the source port number Will not be 
checked for ?ltering packets. This alloWs the sender to 
choose the source port from Which it Wants to send the media 
stream. 

[0104] The pinholes are created based on the SDP “f” ?eld 
of the SIP signaling betWeen the UE 10 and the SIP-proxy 
40 and the SDP ?elds of the SIP signaling betWeen the CN 
30 and the SIP-proxy 40. The entries are therefore for a 
media stream in the doWnlink direction betWeen IP3, Port#3 
and IP1, Port#4, and for a media stream in the uplink 
direction betWeen IP1, Port#1 and IP2, Port#2. 

[0105] The “?” indication instructs the serving entity such 
as a P-CSCF or a SIP aWare ?reWall to complement the 

pinholes With information received in a SIP 200 OK as reply 
to a SIP INVITE message including the SDP having the “f” 
?eld. 

[0106] FIG. 5 illustrates an implementation eXample in 
case the PEP does not change the source IP address and in 
case of a SIP terminated call. In FIG. 5 the CN (IP3) 30 
establishes a communication via SIP With the UE (IP1) 10. 
The UE is protected by the (SIP unaWare) ?reWall 50, and 
the client-server PEP (IP2) 20 is used in order to optimiZe 
the performance of the data communication. 

[0107] The CN 30 initiates a call by sending a SIP Invite 
request to the UE 10 via the SIP-proxy 40. In order to make 
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sure that packets sent from the UE 10 are routed to the CN 
30, the CN 30 speci?es its IP address in the SDP “c” ?eld 
and the port number (i.e. Port#2) Where it expects a media 
stream in the SDP “m” ?eld, as shoWn in communication 1 
in FIG. 5. 

[0108] Upon receiving the SIP Invite request, the UE 10 
responds With a message “SIP 200 OK” as shoWn in 
communication 2 in FIG. 5. In order to make sure that 
packets sent from the CN 30 are routed through the PEP 20, 
the UE 10 speci?es the IP address of the PEP 20 (i.e. IP2) 
in the SDP “c” ?eld, the transport information (i.e. Port#5 as 
the receiving port number) in the SDP “m” ?eld, and the PEP 
20 information in the SDP “f” ?elds as shoWn in commu 
nication 2 in FIG. 5. The UE 10 complements the “f” ?eld 
for the doWnlink direction With the IP address, transport 
protocol and port number of the CN 30 Which information 
is provided in the SDP ?eld of the SIP Invite message from 
the CN 30. 

[0112] That means the source port number Will not be 
checked for ?ltering packets. This alloWs the sender to 
choose the source port from Which it Wants to send the media 
stream. 

[0113] The pinholes are created based on the SDP “f” ?eld 
of the SIP signaling betWeen the UE 10 and the SIP-proxy. 
The entries are therefore for a media stream in the doWnlink 
direction betWeen IP3, Port#3 and IP1, Port#4, and for a 
media stream in the uplink direction betWeen IP1, Port#1 
and IP2, Port#2. 

[0114] As shoWn in FIGS. 2 to 5, for doWnlink traf?c 
(from CN to UE), the packets are sent from the CN 30 to the 
PEP 20. After performing the required operations, the PEP 
20 modi?es at least the destination IP address of the packet 
into IP1 so that it can be routed to the UE 10. The PEP 20 
may also modify the port numbers into Port#4, eg for 
protocol optimiZation, more particularly if Wireless TCP is 
used betWeen the UE 10 and the PEP 20 to improve the 
performance of the data communications over the cellular 
link. Thus, the doWnlink packets arriving at the ?reWall 50 
match the entry (IP1, Port#4, IP3, Port#3) or (IP1, Port#4, 
IP2, Port#3) of the ?reWall, and can be forWarded to the UE 
10. 

[0115] For uplink traf?c (from UE to CN), the packets are 
?rst sent to the PEP 20 so that optimiZation such as protocol 
optimiZations (e.g. W-TCP) to improve the performance of 
the data communication over the cellular link can be per 
formed. The packets are thus sent from the IP address IP1 of 
the UE 10 to the IP address IP2 of the PEP 20. Since the 
pinhole created in the ?reWall 50 for this media stream 
indicates ‘from IP1 to IP2’, the uplink packets match an 
eXisting ?reWall entry and are forWarded to the PEP 20. 

[0116] For indicating the information on the eXpected 
media stream, the terminal (UE or MN (Mobile Node)) is 
required to be aWare of all the middle boXes, e.g. IP 
addresses of PEPs and port numbers that Will be used in the 
data packets. For eXample, the UE can be pre-con?gured 
With the IP addresses of the PEPs, and regarding the port 
numbers, the UE may be con?gured to knoW the function 
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ality of a PEP and more particularly if the PEP may modify 
the transport protocol (e.g. W-TCP instead of TCP, etc.). In 
this case, the UE is able to knoW the port numbers that Will 
be indicated in the data packets and can indicate them in the 
SDP so that ?reWalls can be appropriately con?gured. 

[0117] Alternatively, the UE, may learn the information 
about the middle boXes or PEPs by at least one of the 
procedures of PEP discovery, advertisement of PEP capa 
bilities and negotiation to be described in the folloWing. 

[0118] PEP discovery: Amechanism for a UE is de?ned to 
learn Whether a visited netWork is offering PEP services or 
not, and if yes, a method for the UE is de?ned to learn the 
location of the PEP servers. 

[0119] Several mechanisms are actually possible and 
alloW both the UE to initiate the procedure or the netWork to 
initiate it. Different implementations alternatives are 
described beloW. 

[0120] Advertisement of PEP capabilities: A method is 
de?ned for a netWork to advertise PEP capabilities sup 
ported. Different methods are described beloW. 

[0121] Negotiation: A method is speci?ed for a UE and a 
netWork to negotiate and agree on the features to be applied 
to the data communications. The method also alloWs the UE 
to renegotiate PEP features it desires at any time after an 
initial negotiation. The UE may e.g. tell the netWork Whether 
banners stripping should be applied to its data communica 
tions. Also if compression is adopted, the UE and the 
netWork should agree on the algorithm to be used. The 
negotiation procedure is further described beloW. 

[0122] Depending on the PEP deployment scenarios, one, 
tWo or the three of these procedures may be adopted. The 
proposed mechanisms alloW different features to be sup 
ported Which is described beloW. 

[0123] As a ?rst eXample, advertisement of PEP capabili 
ties only may be enough: The visited netWork can advertise 
the offered PEP features to its visiting users. These can 
include banners strippers and/or other features. By default, 
these services may be applied to the data communications. 
Thus the visiting UE can learn the supported PEP features 
and decide Whether to take advantage of them or not. The 
UE may decide that security of its data is more important 
and prefer to use IPsec or other security protocols to 
encrypt/integrity protect its data. 

[0124] Alternatively, the UE may prefer to take advantage 
of the PEP features and not protect its data so that the PEP 
can modify and optimiZe the performance. This is the case 
Where the negotiation of PEP features is not supported or 
needed. 

[0125] As a second eXample, PEP discovery and negotia 
tion may be enough: When roaming to a visited netWork, the 
UE attempts to discover if any PEPs are present or not. The 
PEP discovery procedure Will alloW the UE to learn Whether 
such netWork entity is offered in the visited netWork, and if 
yes, the UE may perform a negotiation procedure With 
Which the UE learns the supported features. The UE and the 
visited netWork may e.g. negotiate on the algorithms for 
compression. 

[0126] Many other scenarios are possible, and therefore 
the PEP discovery, the advertisement of PEP capabilities and 
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the negotiation procedures are de?ned to be as ?exible as 
possible. An implementation may choose the appropriate 
combination of the three procedures as needed. Each of the 
procedures can be implemented in different Ways. Some of 
them are GPRS speci?c, While others are generic. As further 
described beloW, both the UE and the netWork may initiate 
the procedures. 

PEP Discovery: 

[0127] According to an implementation example, an IP 
address of a PEP may be provided to a UE by using DHCP 
(Dynamic Host Con?guration Protocol). By providing a 
domain name of a PEP, as Well as an address of a DNS 

(Domain Name Server) that can resolve the domain name of 
the PEP, the UE can learn Whether the visited netWork is 
supporting PEP services and if yes, it can also learn the IP 
address(es) of the PEP server(s) by performing a DNS query. 

[0128] Alternatively, the IP address(es) of the PEP can be 
transmitted by a GGSN to a UE in a Protocol Con?guration 
Option of a PDP (Packet Data Protocol) Context Activation 
Accept signaling. Speci?cally, the IP address(es) of the PEP 
can be carried either in a knoWn additional parameters list or 
a knoWn con?guration protocol options list. The former is 
preferable since it makes the PEP discovery in line With hoW 
the P-CSCF and DNS server addresses are handled in 3GPP. 

[0129] The Protocol Con?guration Options have been 
de?ned to exchange data (eg con?guration parameters, 
error codes or messages/events) betWeen a UE or MS 
(Mobile Station) and a netWork. If the con?guration protocol 
options list contains a protocol identi?er that is not sup 
ported by a receiving entity a corresponding unit is to be 
discarded. And if the additional parameters list contains a 
container identi?er that is not supported by the receiving 
entity the corresponding unit is to be discarded. Therefore, 
this proposal does not cause any issue With non-supporting 
legacy terminals/netWorks since unrecogniZed options are 
just discarded but the remaining of the signaling data are still 
processed. HoWever, care should be taken to handle the 
possibility that the container or protocol ID may collide With 
another independent proprietary enhancement. One solution 
is to assign a value for implementation of this PEP discovery 
feature. The second option is to use an unused value— 
particularly a large value to reduce collision probability— 
for the container or protocol ID. In addition, the signaling 
should include a “magic pattern” to further reduce the 
chance of the collision. The third option is to use a scheme 
similar to the knoWn “ALFIP Capability Determination” to 
detect if a visited SGSN/GGSN supports proprietary 
enhancements. 

[0130] The above described PEP discovery using PDP 
context signaling is only applicable in GRPS access, but has 
the main advantages of being ef?cient. Using this mecha 
nism, the UE can also initiate the procedure by sending a 
Protocol con?guration Option in a PDP context Activation 
Request message to the netWork, in order to discover 
Whether the visited netWork is offering PEP services or not. 

[0131] As a further alternative, the knoWn Service Loca 
tion Protocol is another method that could be used for the 
UE to ?nd out Whether the netWork is offering PEP services 
or not. HoWever this solution requires the deployment of 
SLP agents, and requires the terminals to support the SLP 
protocol. Finally, it is not ef?cient either since the UE has to 
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discover the SLP agents ?rst Whereas in Wireless netWorks, 
the air interface is a limited and expensive resource. 

Advertisement of PEP Capabilities: 

[0132] According to an implementation example, neW 
Protocol Con?guration Options are de?ned to describe PEP 
services supported and offered by a netWork. The Protocol 
Con?guration Options are then included in PDP Context 
messages sent from the netWork to a UE (e.g. PDP Context 
Activation Accept message). 

[0133] Alternatively, a neW protocol is de?ned alloWing 
the netWork to advertise the PEP features supported and 
offered to nodes. This protocol can be access independent 
and therefore be used over WLAN, GPRS and other 
accesses. 

[0134] There are several Ways hoW this protocol can be 
implemented: 
[0135] According to a ?rst Way of implementing the 
protocol, PEP capabilities may be periodically advertised as 
the current router advertisement messages. The PEP capa 
bilities may either be advertised in a neW L3 or above layer 
protocol or as extensions to the router advertisements mes 

sages. With this mechanism, the UE learns the existence and 
the capabilities of the PEP at the same time. No prior PEP 
discovery is required. HoWever, if the PEP capabilities 
description is long, this may result in an inef?cient utiliZa 
tion of the air interface. 

[0136] Another possibility is to de?ne a neW protocol 
Which is eg similar to ISAKMP. ISAKMP is a negotiation 
protocol for security purposes. The PEP protocol may be 
inspired from ISAKMP for the procedures, the reliability 
and the packets formats but is designed to advertise and 
negotiate the PEP features that are supported and the ones to 
be used. The PEP protocol may be run over TCP or UDP. 
TCP already supports handling of out of sequence packets 
and packets loss Whereas UDP does not. 

[0137] After discovering the address of the PEP, the UE 
sends a request With its supported capabilities. The netWork 
compares these supported capabilities With the PEP features 
it supports and replies With the ones that could be applied 
and optionally some other alternatives. The UE con?rms the 
PEP features that it Will like to be used for the data 
communications. 

[0138] Alternatively, the UE may send a request asking the 
netWork to initiate the supported PEP features advertise 
ment. The UE then decides Which one of the supported PEP 
features it Would like to use. The exchange may be com 
posed of several round trips, i.e. may involve negotiation. 

[0139] The above procedure may also de?ne messages to 
stop the utiliZation of the PEP features, and the modi?cation 
of them. A packet format strongly depends on standardiZa 
tion, but a Type-Length-Value type of packet format may be 
used to advertise the PEP features. The type Would indicate 
What PEP feature is supported. A MIB (Management Infor 
mation Base) is required, and a value ?eld may carry 
required information. Actually, the packet format also 
depends on the PEP features: some require parameters, some 
do not, some require negotiation, etc. As an example, if 
compression is decided to be adopted, the algorithm needs 
to be agreed on, Whereas for banner stripping, no negotiation 
of parameters is required. 
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[0140] As described above, the protocol can re-use the 
principles of ISAKMP. ISAKMP has de?ned the set up 
phase, the advertisement, the negotiation and all other 
required procedures. 
[0141] The PEP payload header may be built as shoWn in 
FIG. 6, Where “Next Payload” (1 octet) is an identi?er for 
a payload type of next payload in a message. If a current 
payload is the last in the message, then this ?eld Will be 0. 
“RESERVED” (1 octet) is unused and set to 0. “Payload 
Length” (2 octets) is the length in octets of the entire 
payload, including proposal payloads, and all information 
associated With the proposed PEP feature. “Domain of 
Interpretation” (4 octets) identi?es the DOI under Which this 
negotiation is taking place. The DOI is a 32-bit unsigned 
integer. Similarly to IANA, the Domain of Interpretation 
de?nes the values to be used for negotiating the different 
possible algorithms, and other parameters. It alloWs the 
nodes involved in the negotiation procedure to understand 
and to be able to exchange the supported capabilities. For 
example, an IPsec DOI has been de?ned. 

[0142] The PEP payload header is folloWed by the PEP 
feature description/proposals. As described above, the for 
mat strongly depends on the type of the feature. AType may 
indicate the supported PEP feature and the meaning of the 
folloWing information. 

Negotiation: 
[0143] According to a ?rst implementation example, neW 
Protocol Con?guration Options are de?ned to negotiate and 
agree on the PEP features to be applied on the data com 
munications. Such options are used in PDP context signaling 
and may eg be used to agree on the algorithm to be used for 
compression. 
[0144] Alternatively a neW protocol, like the one 
described above for the advertisement of PEP capabilities, is 
de?ned alloWing the netWork and the UE to negotiate and 
agree on the PEP features to be applied on the data com 
munication. The bene?t of this approach is that the neW 
protocol can be access independent and therefore be used 
over WLAN, GPRS and other accesses. 

[0145] The frameWork and procedures described above 
can be applied to the scenarios Where PEP functionality is 
distributed in the netWork, rather than located at a single 
location. Depending on the distributed architecture, there are 
tWo Ways of applying this invention. The ?rst one assumes 
that there is a central server (may be either one of the PEP 
resources or a proxy representing PEP resources) Which 
controls the distributed PEP functionality. In that case, a 
client can simply discover and negotiate With the central 
server as described previously. The second one is the case 
Where there is no such central server. In that architecture, a 
client can discover and negotiate With each PEP resource as 
desired in the netWork using the above described implemen 
tation examples. As yet another dimension, the type of 
netWorks also affects the PEP architecture, and thus Ways to 
apply this invention. For example, in GPRS, the SGSN/ 
GGSN may act as the central server. This involves an 

advantage since the GPRS speci?c solution, Which is ‘pig 
gybacked’ on PDP context activation, requires little change 
to existing protocols. 

[0146] It is to be understood that the above description is 
illustrative of the invention and is not to be construed as 
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limiting the invention. Various modi?cations and applica 
tions may occur to those skilled in the art Without departing 
from the true spirit and scope of the invention as de?ned by 
the appended claims. 

1. A method of communicating data in a communication 
netWork, the method comprising the steps of: 

determining that a media stream is to be transmitted 
betWeen a ?rst node and a second node via a third node 
for enhancing communication betWeen the ?rst and 
second nodes; 

adding, to a message for initiating a session, data indi 
cating an address of the third node and third node 
information indicating that the media stream is trans 
mitted to or from the ?rst node via the third node; and 

sending the message toWards the second node. 
2. The method according to claim 1, Wherein the adding 

step comprises adding an address of the ?rst node as the 
third node information. 

3. The method according to claim 1, Wherein the adding 
step comprises adding an address of the ?rst node and an 
address of the second node as the third node information. 

4. The method according to claim 1, Wherein the adding 
step comprises adding an address of the ?rst node and the 
address of the third node as the third node information. 

5. The method according to claim 1, Wherein the adding 
step comprises adding the third node information for the 
media stream from the ?rst node and adding the third node 
information for the media stream to the ?rst node. 

6. The method according to claim 1, Wherein the sending 
step comprises sending the message toWards the second 
node via a serving entity serving the message for initiating 
the session. 

7. The method according to claim 1, comprising the step 
of discovering at least one of a third node capability of the 
communication netWork or the address of the third node by 
using Dynamic Host Con?guration Protocol. 

8. The method according to claim 1, comprising the step 
of discovering at least one of a third node capability of the 
communication netWork or the address of the third node by 
using Packet Data Protocol context signaling. 

9. The method according to claim 1, comprising the step 
of discovering at least one of a third node capability of the 
communication netWork or the address of the third node by 
using Service Location Protocol. 

10. The method according to claim 1, comprising a step 
of recogniZing at least one of a third node capability of the 
communication netWork or the address of the third node 
from an advertisement of third node capabilities. 

11. The method according to claim 10, comprising using 
Packet Data Protocol signaling for the advertisement. 

12. The method according to claim 10, comprising using 
a negotiation protocol for the advertisement. 

13. The method according to claim 10, comprising the 
step of requesting the advertisement from the communica 
tion netWork. 

14. The method according to claim 1, comprising the step 
of negotiating third node capabilities With the communica 
tion netWork. 

15. Acomputer program embodied in a computer readable 
medium, comprising softWare code portions for performing, 
When the program is run on a computer, the steps of: 
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determining that a media stream is to be transmitted 
betWeen a ?rst node and a second node via a third node 
for enhancing communication betWeen the ?rst and 
second nodes in a communication netWork; 

adding, to a message for initiating a session, data indi 
cating an address of the third node and third node 
information indicating that the media stream is trans 
mitted to or from the ?rst node via the third node; and 

sending the message toWards the second node. 
16. A terminal for communicating data in a communica 

tion netWork, the terminal comprising: 

determining means for determining that a media stream is 
to be transmitted betWeen the terminal and a second 
node via a third node for enhancing communication 
betWeen the terminal and the second node; 

adding means for adding, to a message for initiating a 
session, data indicating an address of the third node and 
third node information indicating that the media stream 
is transmitted to or from the terminal via the third node; 
and 

sending means for sending the message toWards the 
second node. 

17. A method of serving a session in a communication 
netWork, the method comprising the steps of: 

receiving from a ?rst node a message for initiating a 
session With a second node; 

detecting, from the received message, data indicating an 
address of a third node via Which a media stream is to 
be transmitted betWeen the ?rst node and the second 
node for enhancing communication betWeen the ?rst 
and second nodes and third node information indicating 
that the media stream is transmitted to or from the ?rst 
node via the third node; and 

creating entries in a security entity provided for the ?rst 
node on the basis of the third node information. 

18. The method according to claim 17, further comprising 
the step of forWarding the message for initiating the session 
to the second node, Wherein the forWarding step comprises 
removing the third node information from the message 
before forWarding the message to the second node. 

19. The method according to claim 17, Wherein 

the receiving step comprises receiving a second node 
message for initiating the session from the second 
node, the second node message comprising data indi 
cating an address of the second node, and 

the creating step comprises creating the entries in the 
security entity on the basis of the third node informa 
tion and the address of the second node. 

20. Acomputer program embodied in a computer readable 
medium, comprising softWare code portions for performing, 
When the program is run on the computer, the steps of: 

receiving from a ?rst node a message for initiating a 
session With a second node; 

detecting, from the received message, data indicating an 
address of a third node via Which a media stream is to 
be transmitted betWeen the ?rst node and the second 
node for enhancing communication betWeen the ?rst 
and second nodes, and third node information indicat 
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ing that the media stream is transmitted to or from the 
?rst node via the third node; and 

creating entries in a security entity provided for the ?rst 
node on the basis of the third node information. 

21. A serving entity for serving a session in a communi 
cation netWork, the serving entity comprising: 

receiving means for receiving from a ?rst node a message 
for initiating a session With a second node; 

detecting means for detecting, from the received message, 
data indicating an address of a third node via Which a 
media stream is to be transmitted betWeen the ?rst node 
and the second node for enhancing communication 
betWeen the ?rst and second nodes, and third node 
information indicating that the media stream is trans 
mitted to or from the ?rst node via the third node; and 

creating means for creating entries in a security entity 
provided for the ?rst node on the basis of the third node 
information. 

22. A security entity having security entries for protecting 
data communications in a communication netWork, the 
security entity comprising: 

receiving means for receiving from a ?rst node a message 
comprising a message for initiating a session With a 
second node; 

detecting means for detecting, from the received message, 
data indicating an address of a third node via Which a 
media stream is to be transmitted betWeen the ?rst node 
and the second node for enhancing communication 
betWeen the ?rst and second nodes, and third node 
information indicating that the media stream is trans 
mitted to or from the ?rst node via the third node; and 

creating means for creating security entries on the basis of 
the third node information. 

23. A netWork system for communicating data, the net 
Work system comprising a terminal and a serving entity, 

the terminal comprising: 

determining means for determining that a media stream is 
to be transmitted betWeen the terminal and a second 
node via a third node for enhancing communication 
betWeen the terminal and the second node; 

adding means for adding, to a message for initiating a 
session, data indicating an address of the third node and 
third node information indicating that the media stream 
is transmitted to or from the terminal via the third node; 
and 

sending means for sending the message toWards the 
second node, the serving entity comprising: 

receiving means for receiving from the terminal the 
message for initiating the session With the second node; 

detecting means for detecting the data indicating the 
address of the third node and the third node information 
from the received message; and 

creating means for creating entries in a security entity 
provided for the ?rst node on the basis of the third node 
information. 


