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(57) ABSTRACT 

Methods and systems are disclosed for monitoring activity 
of a user on a network component, such as an end user 

computer, in a virtual private network for adherence to a 
security enforcement provision or policy utilized in the 
virtual private network. A method of determining whether a 
security provision in a computer network has been violated 
is described. It is determined whether the network compo 
nent has violated, modi?ed or circumvented a security 
enforcement provision of the computer network. If the 
detection is af?rmative, the network component, such as an 
end user system, is modi?ed in a manner in which the 
computer network operates at a level appropriate to the 
degree of the violation, modi?cation, or circumvention of 
the security enforcement provision. If instructed to do so, a 
third party operating the virtual private network is noti?ed of 
the violation and access to the network by the network 
component is restricted or terminated. A security enforce 
ment distributed system consists of an agent module on the 
end user computer and a collector module for receiving data 
from the agent on a security server computer coupled to a 
data repository. Also on the security serer are a policy 
inspector for checking compliance with a security provision 
and a noti?er and access control module for informing the 
network operator of a violation and restricting access by the 
end user system to the security server. 
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Fig. 2A 
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Fig. 2B 
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Fig. 3A 
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Fig. 3B 
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Fig. 4B 
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METHOD AND APPARATUS FOR MONITORING 
COMPUTER NETWORK SECURITY 

ENFORCEMENT 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates generally to computer 
netWork security software. More speci?cally, it relates to 
distributed softWare and netWork components for monitor 
ing user actions effecting measures taken for computer 
netWork security enforcement. 

[0003] 2. Discussion of Related Art 

[0004] With the advent of the Internet and rapid groWth of 
“telecommuting” and Working While traveling, computer 
netWork and data security has become increasingly impor 
tant. Consequences of violations of an entity’s netWork 
security policies can be catastrophic. Huge amounts of data, 
including highly sensitive data, can be eXposed to the public 
and especially individuals looking for loopholes in a com 
pany’s netWork security. 

[0005] It is common practice noW for a company, entity or 
organiZation to have some type of netWork security enforce 
ment if the company alloWs its employees to Work from 
home, use laptops While traveling, Working from satellite 
of?ces, or simply using a desktop computer on the compa 
ny’s premises. For eXample, a ?reWall program typically 
runs on a server that checks data coming in and out of a 
company’s internal netWork. Typically, companies are con 
cerned With eXternal entities entering their private netWork 
and corrupting or eXposing sensitive data. There are a large 
number of programs and tools a company can employ to 
secure its netWork. 

[0006] A speci?c category or type of netWork is a virtual 
private netWork or VPN. A VPN is made up of computer 
Workstations that are physically located outside a company’s 
netWork. The most common eXample is a Workstation 
located at an employee’s home of?ce. This Workstation, for 
eXample a PC or Mac, may be the property of the employee 
and is being used for Work and to access company resources 
in addition to normal home use. HoWever, because it is being 
used for Work and is using a public netWork, such as the 
Internet, to access company resources, the company requires 
that the computer eXecute netWork security enforcement 
softWare. It is crucial that this enforcement softWare, 
Whether it is a single program or a bundle of programs, 
operate When eXpected and not be modi?ed, adjusted, by 
passed or shut doWn. In many cases the user may not be 
aWare of the netWork security softWare installed on the 
computer by the company, for eXample With company 
laptops and desktop computers. As such, in some instances, 
a user may not be aWare that he or she is violating a company 
security policy or somehoW effecting the operation of a 
security program. Such inadvertent or unintentional viola 
tions can be as dangerous as intentional or malicious vio 
lations. 

[0007] As mentioned, the number of security enforcement 
programs available for Workstations on a VPN and other 
types of netWorks has groWn considerably. As a result, 
monitoring Whether security programs on a particular Work 
station are operating and actually enforcing security policies 
have become an important aspect of a company’s netWork 
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security scheme. Some Workstations can have numerous 
separate programs for enforcing security and all need to be 
functioning When the computer is in use. A company needs 
to knoW Whether any of the security enforcement programs 
have been shut off, modi?ed or simply not functioning 
properly. HoWever, there are no effective tools to alloW a 
company to effectively manage and monitor its VPN or 
computer netWork security enforcement policy, typically 
implemented through speci?c netWork security softWare 
programs. In addition, other computer netWork security 
devices, such as by Info Express and Sygate, are not 
functional if not connected to a netWork or VPN Thus, they 
cannot ensure that security provisions are abided by When 
they are not connected to a VPN. 

[0008] Therefore, What is needed is a method and system 
for alloWing an entity to effectively monitor and manage its 
computer netWork security policy. In addition, such a 
method and system should alert the entity When a netWork 
security policy has been violated and take certain actions 
When violations occur. 

SUMMARY OF THE PREFERRED 
EMBODIMENTS 

[0009] To achieve the foregoing, methods and systems are 
disclosed for monitoring the activity of a user on a netWork 
component in a virtual private netWork for abidance by a 
security enforcement provision utiliZed in virtual private 
netWork. In one aspect of the present invention, a method of 
determining Whether a security provision in a computer 
netWork has been violated is described. It is determined 
Whether a netWork component has violated, modi?ed or 
circumvented a security enforcement provision of the com 
puter netWork. If the detection is af?rmative, the netWork 
component, such as an end user system, operates at a level 
that is appropriate to the severity or level of the violation, 
modi?cation, or circumvention as determined by the com 
puter netWork operator. 

[0010] In another aspect of the present invention, a 
method of monitoring abidance of a netWork component by 
a security enforcement provision utiliZed in a computer 
netWork includes detecting Whether the netWork component 
has violated, modi?ed or circumvented the security enforce 
ment provision of the computer netWork. It is then deter 
mined Whether an enforcement provision monitoring mod 
ule has been violated, modi?ed or circumvented. If either 
detection is af?rmative, the netWork component is acted 
upon in a manner appropriate given the level or severity of 
the violation or modi?cation as determined by a netWork 
operator. The method also includes comparing a pro?le 
record containing information on the netWork component to 
a rule set de?ning a security policy and notifying an operator 
of the computer netWork if either detection is af?rmative. 

[0011] In another aspect of the present invention, a system 
for monitoring abidance by a netWork security provision 
present in a netWork is described. The system includes an 
agent module residing on an end user system Which collects 
data on the system and transmits it to a security server. The 
security server, under control of a security service provider, 
contains multiple components for receiving and inspecting 
data. Also under control of a security service provider is a 
security database containing end user system data and 
security rule data, Wherein the security server and the 
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security database are in direct communication. Also con 
tained on the security server is a noti?cation module capable 
of notifying a third party of a security violation. The 
noti?cation can also include restricting access of the end 
user system to other components in the netWork. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is an illustration of the various netWork 
components and resources for monitoring a Workstation in a 
netWork in accordance With one embodiment of the present 
invention. 

[0013] FIGS. 2A and 2B are How diagrams of an instal 
lation process for the monitoring client module on an 
end-user system in accordance With one embodiment of the 
present invention. 

[0014] FIGS. 3A and 3B are How diagrams of a process 
of creating an entry for a neW end user on the server in 
accordance With one embodiment of the present invention. 

[0015] FIGS. 4A and 4B are How diagrams of a process 
of collecting and reporting end user system information on 
the client module in accordance With one embodiment of the 
present invention. 

[0016] FIG. 5 is a How diagram of a process of a collector 
module on the server receiving data from the client agent in 
accordance With one embodiment of the present invention. 

[0017] FIGS. 6A and 6B are How diagrams of a process 
of the policy inspector determining rule set violations by the 
end-user system in accordance With one embodiment of the 
present invention. 

[0018] FIGS. 7A and 7B are How diagrams of a “Watch 
dog” process in the server that monitors the database for 
scheduled updates by agents in accordance With one 
embodiment of the present invention. 

[0019] FIG. 8 is a How diagram of a process of the noti?er 
handling and transmitting violation noti?cations to custom 
ers in accordance With one embodiment of the present 
invention. 

[0020] FIG. 9 is a How diagram of a process in Which 
end-user disconnection requests by the noti?er are handled 
in accordance With one embodiment of the present inven 
tion. 

[0021] FIG. 10 is a block/?ow diagram shoWing the 
various functional components of the security monitoring 
system of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0022] Reference Will noW be made in detail to a preferred 
embodiment of the invention. An example of the preferred 
embodiment is illustrated in the accompanying draWings. 
While the invention Will be described in conjunction With a 
preferred embodiment, it Will be understood that it is not 
intended to limit the invention to one preferred embodiment. 
To the contrary, it is intended to cover alternatives, modi 
?cations, and equivalents as may be included Within the 
spirit and scope of the invention as de?ned by the appended 
claims. 
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[0023] Amethod of monitoring Workstations in a netWork, 
for example, a virtual private netWork (VPN), for security 
violations is described in the various ?gures. An entity may 
have a computer netWork security policy for its Workstations 
that includes security softWare programs A, B and C and 
company security rules X and Y. The entity can adequately 
safeguard its netWork, such as a VPN, if employees abide by 
this computer netWork security policy. Programs A, B and C 
must be operational and unmodi?ed and the user must be 
aWare of and abide by security rules X and Y for the security 
policy to be effective. The present invention alloWs the 
company to monitor Whether the programs and rules, that is, 
the company’s security policy is in effect. The invention 
monitors and can notify appropriate parties in the entity of 
any policy violation and take certain automatic actions, such 
as denying any further access if appropriate. In addition, the 
invention Will notify the entity When the monitoring soft 
Ware itself is modi?ed or shut doWn. 

[0024] FIG. 1 is an illustration of the various netWork 
components and resources for monitoring a Workstation in a 
netWork in accordance With one embodiment of the present 
invention. A client or Workstation 102 contains data belong 
ing to an employer and is connected to the internet 104 
through an end user LAN 103. A LAN is not necessary, for 
example if being used from a home office. Workstation 102 
can be at an employee’s house or be a laptop computer used 
by an employee While traveling. Agent softWare 106 resides 
on Workstation 102, installed typically by the employee or 
employer. Agent 106 causes client 102 to send certain data, 
described beloW, to a server 108 under the control of a 
third-party service provider. Before that, data traf?c goes 
through a managed service unit (MSU) 105 and some type 
of customer premise equipment (CPE) 107. With respect to 
MSU 105 or any other type of netWork perimeter security 
device or provision, such as a softWare ?reWall, the present 
invention ensures that such a device or provision is installed 
and operational. Proper installation and non-tampering are 
treated as rules that must be folloWed or that are considered 
to be part of a netWork security program. If the netWork 
perimeter security device or ?reWall is not installed and 
operational, this is indicated in a report, described beloW, 
and appropriate action is taken. 

[0025] Server 108 has numerous components or modules, 
including, but not limited to: collector 110, policy inspector 
112, noti?er 114 and access control 116. Also under the 
control of the service provider is a data repository 118 
holding various types of data including, but not limited to, 
agent data collection sets or report data 120, exception log 
122, rule sets 124, exception noti?cation groups 126, cus 
tomer information 128 and activity history data 130. The 
third-party service provider provides security monitoring 
and management services to customers (e.g., an employer) 
having Workstations on a public netWork or using a public 
netWork to implement a VPN. Noti?er component 114 
causes server 108 to send a noti?cation to an employer 
having an interest in the security enforcement of Workstation 
102. A noti?cation can be sent via email or other means to 
employer server 132 or premises. A proactive monitor 134 
also resides on service provider server 108 and is able to 
detect When an agent does not send collected data at a 
scheduled time Which is considered a security violation. In 
a preferred embodiment, there is also a connection to a 
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customer corporate network which has a ?rewall 136, a VPN 
head-end 138 and a customer’s network, such as an Ethernet 
network 140. 

[0026] FIGS. 2A and 2B are How diagrams of an instal 
lation process for a monitoring module on an end-user 
system in accordance with one embodiment of the present 
invention. At step 202 the client module is downloaded from 
a service provider website. The module can also be placed 
directly onto the end-user system from a CD-ROM or other 
source by the employer without the employee’s knowledge. 
At step 204 an installer program in the client module is 
executed. Again, this can be executed by the employer or 
directly by the employee. At step 206 the install program 
receives data from the person installing the module such as 
company name, end-user name, and end-user order number. 
In a preferred embodiment, this information plus other 
information is sent as a package of data to service provider 
server 108 via the Internet at step 208. At step 210 of FIG. 
2B the service provider server creates a database entry 
described in FIG. 3. At step 212 the installer program waits 
for a host ID from the server which uniquely identi?es the 
end-user system. At step 214 the client checks whether a 
host ID was received. If one was not received, the installer 
prints an error on the client and the process is aborted at step 
216. 

[0027] If a host ID is received, at step 218 the installer 
program patches the host ID and the necessary binary ?les 
into the client and at step 220 places the ?les and binaries 
into the appropriate location in the end-user system. In a 
preferred embodiment, no data is stored on the end-user 
system outside the client module. The host ID and other data 
is rewritten into the client module. This enables the monitor 
module to be invoked when the end-user system boots up. 
Finally, at step 222 the installer program updates the system 
settings such as operating system registers and system boot 
up and the installer then launches the monitor module. 

[0028] FIGS. 3A and 3B are How diagrams of a process 
of creating an entry for a new end user on the server in 
accordance with one embodiment of the present invention. 
At step 302 the service provider server receives the data 
package or packet from the new installer program described 
above. The server obtains the end user order number from 
the packet at step 304. At step 306 the server validates the 
end-user, company, and email address obtained from a user 
data repository that maintains data on all end users and 
companies. In a preferred embodiment, this data is contained 
in an operational support system (OSS), a core system that 
tracks all new installations and customers. At step 308 the 
server determines whether the end user and company are 
valid. A class name designation for the end user is retrieved 
by the server from the user/company data repository 128 at 
step 308. The class name identi?es one or more rule sets to 
be applied to the end user, described below. For example, an 
end user may be part of an Accounting Group or an 
Engineering Group which has its own set of rules. The end 
user class name identi?es the rule sets. At step 310 the server 
generates a host ID. In a preferred embodiment the host ID 
is 32 bits long. The server also creates a host entry in the 
service provider database. At step 312 of FIG. 3B the server 
checks for a class rule set for the host entry. If one does not 
exist the server allocates a default rule set to the host entry 
at step 314. If one does exist, the server allocates the class 
rule set to the host entry at step 316 and at step 318 the server 
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sends the host ID to the installer program. In a preferred 
embodiment, the workstation’s IP address can be used to 
apply different rule sets depending on the IP address space 
allocated for that workstation. 

[0029] FIGS. 4A and 4B are How diagrams of a process 
of collecting and reporting end user system information on 
the client module in accordance with one embodiment of the 
present invention. At step 402 the module or agent on the 
client is initialiZed by system start up. At step 404 the agent 
collects static data or data that only needs to be collected 
once after the computer is booted up, such as uptime. At step 
406 the agent daemoniZes or becomes a background process. 
At step 408 the agent collects report information that is 
particular to a period of time while the computer is running 
and can change from one time frame to the next. At step 410 
the agent initialiZes a Secure Socket Layer (SSL) connection 
to the collector. The agent then receives the next update time 
for the next report from the collector at step 412 of FIG. 4B. 
In a preferred embodiment, this also acts as a con?rmation 
that the previous report was received. At step 414 the agent 
sends the data package containing the static and report 
information to the collector. The server then determines 
whether the end-user system was shutdown during the agent 
sleep time (time between sending reports) at step 416. If the 
system was not shut down during the agent sleep the agent 
awakens at the designated time at step 418 and control 
returns to step 408 where the agent collects report informa 
tion. If the system was shut down, at step 420 the agent 
collects static and other report information as described in 
step 404 and 408 above and sends the data to the server after 
opening an SSL connection. 

[0030] FIG. 5 is a How diagram of a process of a collector 
module on the server receiving data from the client agent in 
accordance with one embodiment of the present invention. 
It describes steps from FIGS. 4A and 4B, however, from the 
perspective of the security service provider, that is, from the 
server perspective. At step 502 a collector on the server is 
invoked or called by the agent or monitoring module on the 
client. At step 504 the collector negotiates an SSL connec 
tion with the agent. The collector then sends the next update 
time to the agent at step 506 and then receives the data 
packet from the agent at step 508. After validating the 
packet, the collector generates a unique report ID number for 
the data package and posts the report information and the 
report ID number to the database at step 510. At step 512 the 
collector invokes the policy inspector and transmits the 
report ID. At step 514 the collector closes the SSL session 
with the end user system. 

[0031] FIGS. 6A and 6B are How diagrams of a process 
of the policy inspector determining rule set violations by the 
end user system in accordance with one embodiment of the 
present invention. After being invoked by the collector and 
receiving and validating a report ID, the policy inspector 
retrieves an end user host ID from the database using the 
report ID at step 602. At step 604 the policy inspector 
accesses one or more rule sets assigned to the end user host 
ID. At step 606 the policy inspector evaluates the last agent 
reset. The inspector determines the reason the agent module 
was last reset such as termination, reset by user or any other 
reason. The goal being to determine if anything unusual was 
done to reset the agent. At step 608 the inspector determines 
whether the agent has been continually running since the end 
user system was booted up. If the monitor module or agent 
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has not been running continually since the client booted up, 
a security violation has occurred. Thus, at step 610, if the 
policy inspector has not been running continually the vio 
lation is recorded in the server. If the module has been 
running continually the policy inspector applies a group rule 
set at step 612. A group rule set applies to all end users in 
a particular group, such as a division in a company or an 

entire company. 

[0032] It is then determined if a violation occurred based 
on the group rule set at step 614 of FIG. 6B. If there is a 
violation the policy inspector records the violation at step 
616. Control then goes to step 618 Where the policy inspec 
tor applies a host rule set Which contains security rules that 
are more speci?c and may be “customized” to the particular 
end user. If a violation is detected at step 618 the policy 
inspector records the violation at step 620. Control then goes 
to step 622 Where the policy inspector determines Whether 
there Were any violations based on either the group rule set 
or the host rule set. If there are none, the process is complete. 
If there are violations, the policy inspector logs the viola 
tions and invokes the noti?er at step 624 and the process is 
complete. 
[0033] FIGS. 7A and 7B are How diagrams of a “Watch 
dogs” process in the server that monitors the database for 
scheduled updates by agents in accordance With one 
embodiment of the present invention. At step 702 a Watch 
monitor scans the database for the neXt eXpected report from 
any of the agents currently running. At step 704 the Watch 
monitor determines Whether there are any late reports from 
any of the agents. If there are no late reports, the Watch 
monitor schedules its oWn sleep duration as the amount of 
time before the neXt report is due from any of the agents plus 
an additional length of time, such as ?ve seconds in a 
preferred embodiment at step 706. At step 708 the Watch 
monitor Wakes up at its scheduled time and returns to step 
702. 

[0034] If there is a late report from a particular agent, at 
step 710 the Watch monitor retrieves the last report ID for 
that particular agent or end user. At step 712 the Watch 
monitor appends the notice of the security violation, i.e., the 
late report, to the last report from that agent. At step 714 the 
IP address of the end user is obtained from the last report and 
is used to ping the end user for the agent, namely Worksta 
tion 102. At step 716 the Watch monitor determines Whether 
the IP address responds to the ping. If it does, the client is 
still running and the late report is therefore con?rmed as a 
late report from an active agent. This violation is then 
recorded by the Watch monitor in the database at step 718 
and the noti?er is invoked or spaWned. The Watch monitor 
then schedules its sleep duration as described above and the 
scan process is repeated. 

[0035] If the IP address does not respond to the ping, at 
step 720 the Watch monitor records the non-response in the 
database. The Watch monitor then logs the IP address in a 
ping monitoring system in the server Which monitors the IP 
address continuously by performing pings. At step 722 the 
Watch monitor schedules its sleep duration as described 
above and returns to the beginning of the scanning process 
When it Wakes up. 

[0036] FIG. 8 is a How diagram of a process of the noti?er 
handling and transmitting violation noti?cations to custom 
ers in accordance With one embodiment of the present 
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invention. At step 802 the noti?er is spaWned by the Watch 
monitor or the policy inspector as described above. At step 
804 the noti?er receives and veri?es the particular report ID 
given by the monitor or the inspector. From the report ID, 
the noti?er retrieves the host ID and host information at step 
806. At step 808 the noti?er retrieves the security violation 
event information, such as severity of the violation, violation 
description, end user order number, time, company and IP 
address. At step 810 the noti?er obtains customer noti?ca 
tion information from a noti?cation information table in the 
database. This table contains details on hoW to contact the 
appropriate people at the service provider and customer 
company When a security violation occurs. As Will be 
described beloW, there can be different levels of noti?cation. 
For eXample, if a ?rst group of noti?cation is made and not 
responded to, a second group of people to notify is con 
tacted. This process is referred to as escalation. At step 812 
the noti?er logs the security violation event in a violation 
event table in the database. Finally, at step 814 the noti?er 
causes the actual noti?cation of the appropriate people at the 
customer company of the violation based on information in 
the noti?cation table. In a preferred embodiment, the noti 
?cation can be done by email, page or by creating a trouble 
ticket, described beloW. At this stage the process is complete. 

[0037] FIG. 9 is a How diagram of a process in Which 
end-user disconnection requests by the noti?er are handled 
in accordance With one embodiment of the present inven 
tion. At step 902 an access control module is spaWned by the 
noti?er. This is done When the noti?er determines that the 
security violation requires that the end user system be 
disconnected from the netWork. When this action should be 
done is determined by the customer and can vary. In some 
cases it is done at the ?rst sign of any type of security 
violation While in other cases it is done as a last resort When 
a violation is egregious. At step 904 the access control 
module receives end user information from an application 
program interface (API) such as information on the security 
violation, the end user order number, end user name and 
company name. At step 906 the access control module 
retrieves end user system con?guration information from the 
database. From this information, the module can determine 
the type of VPN or netWork the user is on, the address of the 
remote user, and a security pro?le indicator or SPI to access 
the VPN head-end or other appropriate netWork component. 
At step 908 the access control module disables the end user 
VPN service or disconnects the end user from the company 
netWork and the process is complete. 

[0038] As mentioned above, the noti?er can alert a second 
group of employees or single employee if the ?rst noti?ca 
tion of a security violation did not get a response. This is 
referred to as escalation. For eXample, When a security 
violation occurs, a trouble ticket can be created. If the 
noti?er determines that the trouble ticket is unacknoWledged 
after a certain time frame, a second noti?cation group is 
noti?ed. The same concept applies to email or pages that 
have not been responded to. If the trouble ticket is acknoWl 
edged, the database is updated accordingly by the escalator 
component of the noti?er. If the trouble ticket is not 
acknoWledged Within a certain time frame (i.e., a timeout 
value has been reached), the escalator component escalates 
the event level in the database and performs the neXt level 
of noti?cation. 








