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(57) ABSTRACT 

An apparatus, system, and method are disclosed for man 

aging policies on a computer having a foreign operating 
system. Policies may specify hardWare or softWare con?gu 
ration information. Policies on a ?rst computer With a native 

operating system are translated into con?guration informa 
tion usable on a second computer having a foreign operating 
system. In an embodiment, a translator manager manages 
the association betWeen the policy on the ?rst computer and 
the translator on the second computer. Computer manage 
ment complexity and information technology management 
costs are reduced by centralizing computer management on 
the native operating system. Further reductions in manage 
ment complexity are realized When the present invention is 
used in conjunction With network directory services. 
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Policy Template Data 

CLASS MACI-HNE 
CATEGORY "VAS" 
KEYNAME "SOFTWARE\Policies\VGP\VAS" 
CATEGORY "Users Allow and Deny" 
KEYNAME "SOFT WARE\Policies\VGP\VAS\UsersAllowDeny" 
POLICY “Modify Users Allow“ 
KEYNAME "SOFTWARE\P0licies\VGP\VAS\UsersAllowDeny" 
PART "Add user principal names, groups, or realrns:" LISTBOX 
KEYNAME "SOFTWARE\P0licies\VGP\VAS\UsersA1lowDeny\A]low" 
VALUEPREFIX "Allow" 

END PART 
END POLICY 

Policy Manager Input Data 

SOF l W ARE\P0licies\VGP\VAS\UsersAll0wDeny\A1low;Allowl;l ?ames 
SOP l WARE\Policies\VGP\VAS\UsersAll0wDeny\A11ow;Allow2; 1 gjill 
SOP I WARE\P0li0ies\VGP\VAS\UsersAllowDeny\Allow;A1low3;l johnny 

Native Policy-related File Data 

Translated Policy-related File Data 

james 

Johnny B 

FIG. 7 
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APPARATUS, SYSTEM, AND METHOD FOR 
MANAGING POLICIES ON A COMPUTER 
HAVING A FOREIGN OPERATING SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to managing groups of com 
puters and more particularly relates to managing policies for 
con?guring hardWare or softWare settings on groups of 
computers With a plurality of operating systems. 

[0003] 2. Description of the Related Art 

[0004] A major concern of information technology man 
agement in corporations and other organiZations has been 
balancing the complexity associated With managing large 
numbers of computers With the needs of individual users as 
they try to accomplish their tasks. A heterogeneous set of 
computer hardWare, operating systems, and application soft 
Ware creates complexity and increased costs, but various 
combinations of hardWare, operating systems, and softWare 
provide technical advantages When used as user Worksta 
tions, departmental servers, corporate infrastructure equip 
ment, and the like. User Workstations are particularly diffi 
cult to manage When various needs and preferences of 
individual users are accommodated. For example, an engi 
neer may require the use of a CAD system that runs only on 
the UNIXTM operating system, Where other corporate users 
may be standardiZed on the Microsoft WindoWsTM operating 
system and associated applications. Many similar compat 
ibility issues exists among current computer systems. 

[0005] One factor that adds to the complexity of managing 
various operating systems is that different operating systems 
employ different techniques for setting con?guration infor 
mation. For example, Microsoft WindoWsTM and applica 
tions that run on WindoWs typically use a database, called 
the registry, to store con?guration information. Computers 
running the UNIX operating system or derivatives thereof 
such as LINUX typically store con?guration information in 
plain text ?les in particular locations in the ?le system 
directory. Information technology managers Within an orga 
niZation that uses heterogeneous operating systems typically 
institute separate sets of management procedures and stan 
dards for each operating system used in the organiZation. 

[0006] One component of prior art solutions to the prob 
lem of managing large numbers of computers and users is 
the use of policies. Policies are used to set con?gurable 
options associated With an operating system or application 
program for a group of computer users. For example, a Word 
processing program may have an option to select an Ameri 
can English dictionary or a British English dictionary. By 
creating one policy for its users in the United States and 
another policy for its users in England, an organiZation can 
set the appropriate option for all users Without con?guring 
each user’s computer individually. 

[0007] Another component of prior art solutions to the 
problem of managing groups of computers and users is the 
use of netWork directory services. Directory services pro 
vide an infrastructure to store and access information about 

netWork-based entities, such as applications, ?les, printers, 
and people. Directory services provide a consistent Way to 
name, describe, locate access, manage, and secure informa 
tion about these resources. The directories associated With 
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directory services are typically hierarchical structures such 
as a tree With each node in the hierarchy capable of storing 
information in a unit often referred to as a container. 
Enterprises may use directory servers and directory services 
to centrally manage data that is accessed from geographi 
cally dispersed locations. 

[0008] For example, corporations typically create netWork 
directory trees that mirror their corporate organiZations. 
Information about individual employees, such as their 
employee number, telephone number, and hire date may be 
stored in a user object corresponding to each user in the 
directory tree. An organiZational unit container representing 
each department may contain the user objects associated 
With each employee in the department. Organizational unit 
objects associated With each corporate division may contain 
the department organiZational unit objects associated With 
each department in the division. Finally, an organiZation 
container representing the corporation as a Whole may 
contain the company’s division organiZational unit objects. 

[0009] Combining the use of policies and directory ser 
vices facilitates management of groups of computers and 
users. Policies may be associated With the various containers 
in the directory services tree to store associated con?gura 
tion information at the organiZation, division, or departmen 
tal level. For example, a policy may be associated With the 
Accounts Receivable container in a corporate organiZation 
to set options for the accounting program used in that 
department. Exceptions to the policy can be managed on an 
individual level, or by creating a group object and associ 
ating a policy With the group. Suppose, for example, that all 
employees in an organiZation use a softWare application 
With a particular set of con?guration options, but department 
managers require a different set of options. Apolicy could be 
created With the basic set of options and associated With the 
organiZation container. A separate policy With the con?gu 
ration options for managers could be created and assigned to 
a Managers user group object. 

[0010] Using policies and directory services in combina 
tion has proven ef?cient in homogeneous operating system 
environments. Prior art computer management systems use 
policies targeted toWard a speci?c operating system, referred 
to as the native operating system. From the point of vieW of 
prior art policy and policy management systems, other 
operating systems are considered to be foreign operating 
systems. HoWever, the operating requirements of many 
organiZations require information technology managers to 
manage multiple operating systems. The ef?ciencies asso 
ciated With policies and directory services have not been 
realiZed in heterogeneous operating system environments. 
Since different operating systems use different approaches to 
setting con?guration information, a policy associated With a 
directory services container may be applied to users of a 
native operating system that provided the policies, but there 
may not be a method for applying the policy for users of a 
foreign operating system. 

[0011] From the foregoing discussion, it should be appar 
ent that a need exists for an apparatus, system, and method 
that extend the use of policies to manage con?guration 
information on computers having operating systems that are 
foreign to the policy creation and management environment. 
Bene?cially, such an apparatus, system, and method Would 
control cost and complexity associated With management of 
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computers With heterogeneous operating systems Within an 
organization. The bene?ts are multiplied When netWork 
directory services are used in conjunction With policies. 

SUMMARY OF THE INVENTION 

[0012] The present invention has been developed in 
response to the present state of the art, and in particular, in 
response to the problems and needs in the art that have not 
yet been fully solved by currently available policy manage 
ment systems. Accordingly, the present invention provides 
an apparatus, system, and method for managing policies on 
a computer having a foreign operating system that overcome 
many or all of the above-discussed shortcomings in the art. 

[0013] In one aspect of the present invention, a method for 
managing policies on a computer having a foreign operating 
system includes providing a policy on a ?rst computer With 
a native operating system, receiving the policy on a second 
computer With a foreign operating system, and translating 
the policy to con?guration information usable on the second 
computer. In one embodiment, the method includes receiv 
ing the policy on the second computer at Workstation 
start-up. The method also may include updating the policy at 
user login. These embodiments facilitate obtaining the cur 
rent policy at the time they are typically needed by operating 
systems. 

[0014] In further embodiments, the method includes poll 
ing the ?rst computer at periodic intervals for changes to the 
policy. In these embodiments, con?guration information 
usable on the second computer are updated to re?ect 
changes in policy on the ?rst computer, to keep the con 
?guration information and policy closely synchroniZed. The 
method may also con include applying con?guration infor 
mation associated With directory services containers and 
objects. For eXample, a policy associated With a directory 
services organiZation container may be translated to con 
?guration information that may then be applied to all users 
in the organiZation container. 

[0015] In another aspect of the present invention, an 
apparatus to manage policies on a computer having a foreign 
operating system includes a policy on a ?rst computer 
having a native operating system, a policy translator that 
translates the policy to con?guration information usable on 
a second computer having foreign operating system, and a 
translator manager that manages the association betWeen the 
policy on the ?rst computer and the translator on the second 
computer. The apparatus, in one embodiment, is con?gured 
to manage con?guration information usable on a second 
computer having a foreign operating system by means of 
policies on a ?rst computer having a native operating 
system. A translator manager manages the association 
betWeen the policy on the ?rst computer, and a policy 
translator on the second computer. 

[0016] The apparatus is further con?gured, in one embodi 
ment, to include policies associated With netWork directory 
services containers and objects. Policies may be associated, 
for eXample, With organiZation containers, organiZational 
unit containers, and user objects, facilitating the con?gura 
tion of hardWare or softWare information for groups of 
computer users at a corporate, department, or individual 
level. 

[0017] Various elements of the present invention may be 
combined into a system arranged to carry out the functions 
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or steps presented above. In one embodiment, the system 
includes tWo computers, the ?rst having a native operating 
system and the second having a foreign operating system. In 
particular, the system, in one embodiment, includes a direc 
tory services server and database, a communications net 
Work, a policy, a policy editor, a policy template, a translator 
manager, and a policy translator. 

[0018] Reference throughout this speci?cation to features, 
advantages, or similar language does not imply that all of the 
features and advantages that may be realiZed With the 
present invention should be or are in any single embodiment 
of the invention. Rather, language referring to the features 
and advantages is understood to mean that a speci?c feature, 
advantage, or characteristic described in connection With an 
embodiment is included in at least one embodiment of the 
present invention. Thus, discussion of the features and 
advantages, and similar language, throughout this speci? 
cation may, but do not necessarily, refer to the same embodi 
ment. 

[0019] Furthermore, the described features, advantages, 
and characteristics of the invention may be combined in any 
suitable manner in one or more embodiments. One skilled in 
the relevant art Will recogniZe that the invention can be 
practiced Without one or more of the speci?c features or 
advantages of a particular embodiment. In other instances, 
additional features and advantages may be recogniZed in 
certain embodiments that may not be present in all embodi 
ments of the invention. 

[0020] These features and advantages of the present inven 
tion Will become more fully apparent from the folloWing 
description and appended claims, or may be learned by the 
practice of the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] In order that the advantages of the invention Will be 
readily understood, a more particular description of the 
invention brie?y described above Will be rendered by ref 
erence to speci?c embodiments that are illustrated in the 
appended draWings. Understanding that these draWings 
depict only typical embodiments of the invention and are not 
therefore to be considered to be limiting of its scope, the 
invention Will be described and explained With additional 
speci?city and detail through the use of the accompanying 
draWings, in Which: 

[0022] FIG. 1 is a schematic block diagram depicting one 
embodiment of a typical prior art netWorking environment 
Wherein the present invention may be deployed; 

[0023] FIG. 2 is a schematic block diagram illustrating 
one embodiment of a prior art policy management appara 
tus; 

[0024] FIG. 3 is a schematic block diagram illustrating 
one embodiment of a policy management system in accor 
dance With the present invention; 

[0025] FIG. 4 is a schematic block diagram illustrating 
another embodiment of a policy management system in 
accordance With the present invention; 

[0026] FIG. 5 is a schematic ?oW chart diagram illustrat 
ing one embodiment of a provide translator method in 
accordance With the present invention; 
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[0027] FIG. 6 is a schematic ?oW chart diagram illustrat 
ing one embodiment of a policy translation method in 
accordance With the present invention; and 

[0028] FIG. 7 is a text diagram illustrating one embodi 
ment of policy translation example data in accordance With 
the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0029] Many of the functional units described in this 
speci?cation have been labeled as modules, in order to more 
particularly emphasiZe their implementation independence. 
For example, a module may be implemented as a hardWare 
circuit comprising custom VLSI circuits or gate arrays, 
off-the-shelf semiconductors such as logic chips, transistors, 
or other discrete components. A module may also be imple 
mented in programmable hardWare devices such as ?eld 
programmable gate arrays, programmable array logic, pro 
grammable logic devices or the like. 

[0030] Modules may also be implemented in softWare for 
execution by various types of processors. An identi?ed 
module of executable code may, for instance, comprise one 
or more physical or logical blocks of computer instructions 
Which may, for instance, be organiZed as an object, proce 
dure, or function. Nevertheless, the executables of an iden 
ti?ed module need not be physically located together, but 
may comprise disparate instructions stored in different loca 
tions Which, When joined logically together, comprise the 
module and achieve the stated purpose for the module. 

[0031] Indeed, a module of executable code could be a 
single instruction, or many instructions, and may even be 
distributed over several different code segments, among 
different programs, and across several memory devices. 
Similarly, operational data may be identi?ed and illustrated 
herein Within modules, and may be embodied in any suitable 
form and organiZed Within any suitable type of data struc 
ture. The operational data may be collected as a single data 
set, or may be distributed over different locations including 
over different storage devices, and may exist, at least par 
tially, merely as electronic signals on a system or netWork. 

[0032] Reference throughout this speci?cation to “one 
embodiment,”“an embodiment,” or similar language means 
that a particular feature, structure, or characteristic described 
in connection With the embodiment is included in at least 
one embodiment of the present invention. Thus, appearances 
of the phrases “in one embodiment,”“in an embodiment,” 
and similar language throughout this speci?cation may, but 
do not necessarily, all refer to the same embodiment. 

[0033] Furthermore, the described features, structures, or 
characteristics of the invention may be combined in any 
suitable manner in one or more embodiments. In the fol 
loWing description, numerous speci?c details are provided, 
such as examples of programming, softWare modules, user 
selections, netWork transactions, database queries, database 
structures, hardWare modules, hardWare circuits, hardWare 
chips, etc., to provide a thorough understanding of embodi 
ments of the invention. One skilled in the relevant art Will 
recogniZe, hoWever, that the invention can be practiced 
Without one or more of the speci?c details, or With other 
methods, components, materials, and so forth. In other 
instances, Well-knoWn structures, materials, or operations 
are not shoWn or described in detail to avoid obscuring 
aspects of the invention. 
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[0034] FIG. 1 depicts one embodiment of a typical prior 
art networking environment 100 that demonstrates the issues 
regarding managing currently deployed enterprises. As 
depicted, the netWorking environment 100 includes one or 
more servers 110, a netWork 120, and one or more net 
Worked computers 130. The components of the netWorking 
environment 100 may reside at a single site or may be 
dispersed over multiple sites. 

[0035] Some of the servers 110 may be directory servers 
or domain servers Which can function as a registry for 
resources and users of the netWorking environment 100. The 
netWork 120 may include routers, bridges, hubs, gateWays, 
or the like Which facilitate communications among the 
components of the netWorking environment 100. Some of 
the netWorked computers 130 may execute legacy applica 
tions and operating systems that are unable to integrate With 
the servers 110 that are directory servers. 

[0036] Some of the netWorked computers 130 may be used 
to run utility applications to manage the servers 110 that are 
directory servers and features of the directory service that 
runs on the servers 110. These netWorked computers 130 
that manage the directory service typically do not include 
functionality to manage foreign operating systems that may 
run on other netWorked computers 130. 

[0037] FIG. 2 is a schematic block diagram illustrating 
one embodiment of a prior art policy management apparatus 
200. The prior art policy management apparatus 200 
includes a policy template 210, a policy editor 220, a ?rst 
computer 260 having a native operating system, and a 
second computer 270 having the same native operating 
system. The ?rst computer 260 includes a policy manager 
230a, a policy-related ?le 240, and a con?guration infor 
mation database 250a. The second computer 270 includes a 
policy manager 230b, and a con?guration information data 
base 250b. This apparatus is con?gured to ef?ciently man 
age a group of computers having like operating systems. 

[0038] An administrative user may use a policy template 
210 and a policy editor 220 to control the operation of the 
policy manager 230a. The policy template 210 and the 
policy editor 220 may be located on the ?rst computer 260 
or may be on another computer. The policy manager 230a 
may use a policy-related ?le 240 and settings (i.e. informa 
tion) in a con?guration information database 250a to record 
the policy settings created by the administrative user. 

[0039] As a means for ef?ciently managing a group of 
computers With like operating systems, a policy manager 
230b in a second computer 270 may be con?gured to obtain 
policy settings by reading from the policy-related ?le 240 or 
the con?guration information con database 250a on the ?rst 
computer 260, as represented by the dashed lines 233 and 
236 in FIG. 2. The policy manager 230b may then make 
settings to the con?guration information database 250b on 
the second computer 270. 

[0040] The policy may include con?guration information 
that applies speci?cally to the second computer 270, or to a 
speci?c user or any of a group of users of the second 
computer 270. Con?guration information may be associated 
With netWork directory services containers and objects. For 
example, by associating con?guration information With an 
organiZational unit container, the behavior of an application 
can be controlled for all users in a company department. 
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Con?guration information maybe assigned to containers and 
objects at various levels in a directory services hierarchy, 
facilitating management of hardWare and softWare con?gu 
ration information at various organiZational, geographical, 
or individual levels. For example, application con?guration 
information may be associated With an organiZation con 
tainer, organiZational unit container, and user object in a 
netWork directory services hierarchy, resulting in application 
con?guration options being assigned at corporate, depart 
mental, and individual levels in an organiZation. 

[0041] FIG. 3 is a schematic block diagram illustrating 
one embodiment of a policy management system 300 in 
accordance With the present invention. The depicted policy 
management system 300 includes a netWork 310, a ?rst 
computer 320, and a second computer 340. The ?rst com 
puter 320 includes a policy template 322, a policy editor 
324, a policy manager 230, a policy-related ?le 326, and a 
con?guration information database 250. The depicted sec 
ond computer 340 includes a translator manager 342, a 
translator 344, and a policy-related ?le 346. The policy 
management system 300 facilitates management of a group 
of computers With multiple operating systems by using the 
?rst computer 320 as a reference computer from Which 
con?guration information are replicated to other computers 
in a Workgroup, or the like. The policy management system 
300 depicted in FIG. 3 represents a peer-oriented embodi 
ment of the present invention, Where the ?rst computer 320 
and the second computer 340 are Workstations, and no server 
is required. 

[0042] An administrative user may use a policy template 
322 and policy editor 324 to control the operation of the 
policy manager 230. The policy manager 230 may use a 
policy-related ?le 326 and settings or information in a 
con?guration information database 250 to record the policy 
settings created by the administrative user. The translation 
manager 342 in the second computer 340 may be con?gured 
to obtain policy settings by reading from the policy-related 
?le 326 and the con?guration information database 250 on 
the ?rst computer 320, as represented by the dashed lines 
333 and 336 in FIG. 3. The translation manager 342 then 
passes the policy settings obtained from the ?rst computer 
320 to the translator 344 to translate to con?guration infor 
mation that may be stored in a policy-related ?le 346 on the 
second computer 340. In some embodiments, the translator 
344 modi?es con?guration information stored in a plurality 
of ?les. The policy-related ?le 346 may not be exclusively 
dedicated to storing policy information. For eXample, the 
policy-related ?le 346 may contain non-policy data or code. 
In some embodiments, the operating system on the ?rst 
computer 320 may provide an event noti?cation system that 
noti?es the translation manager 342 that changes have been 
made to the policy-related ?le 326 or the con?guration 
information database 250. 

[0043] FIG. 4 is schematic block diagram illustrating 
another embodiment of a policy management system 400 in 
accordance With the present invention. The policy manage 
ment system 400 includes a server 410, netWork 310, a ?rst 
computer 320, and a second computer 340. The server 410 
includes a policy-related ?le 413, and a con?guration infor 
mation database 416. The ?rst computer 320 includes a 
policy template 322, a policy editor 324, and a policy 
manager 230. The second computer 340 includes a transla 
tion manager 342, a translator 344, and a policy-related ?le 
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346. The policy management system 400 facilitates man 
agement of a group of computers having multiple operating 
systems by replicating con?guration information from a 
server 410, such as a directory server. The policy manage 
ment system 400 depicted in FIG. 4 represents a client 
server-oriented embodiment of the present invention, Where 
con?guration information are stored on a server 410 and 
replicated to client Workstations represented by the second 
computer 340. 

[0044] As With the embodiment depicted in FIG. 3, an 
administrative user may use a policy template 322 and 
policy editor 324 to control the operation of the policy 
manager 230. In this embodiment, hoWever, the policy 
manager 230 may use a policy-related ?le 413 and settings 
in a con?guration information database 416 to record the 
policy settings created by the administrative user on a server 
410. The translation manager 342 in the second computer 
340 may be con?gured to obtain policy settings by reading 
from the policy-related ?le 413 and the con?guration infor 
mation database 416 on the server 410, as represented by the 
dashed lines 433 and 436 in FIG. 4. The translation manager 
342 then passes the policy settings obtained from the ?rst 
computer 320 to the translator 344 to translate to con?gu 
ration information that may be stored in a policy-related ?le 
346 on the second computer 340. 

[0045] The folloWing schematic ?oW chart diagrams that 
folloW are generally set forth as logical ?oW chart diagrams. 
As such, the depicted order and labeled steps are indicative 
of one embodiment of the presented method. Other steps, 
methods, and orderings may be conceived that are equiva 
lent in function, logic, or effect to one or more steps, or 
portions thereof, of the illustrated method. 

[0046] FIG. 5 is a schematic ?oW chart diagram illustrat 
ing one embodiment of a provide translator method 500 in 
accordance With the present invention. The provide transla 
tor method 500 includes a provide policy template step 520, 
and a provide policy translator step 530. The provide trans 
lator method 500 provides modules that facilitate translation 
of policy settings from a native operating system to a foreign 
operating system. 

[0047] The provide policy template step 520 provides a 
policy template such as the policy template 322 to be used 
in conjunction With the policy editor 324, or the like. As 
detailed in FIG. 3 and elseWhere, the policy template 322 
constrains policy editing, such that policies created by the 
policy editor 324 conform to requirements of the ?rst 
computer 320. For eXample, the policy template 322 may 
ensure that con?guration information car delivered to the 
policy manager 230 conform to a required syntaX, or that 
numerical values fall Within a meaningful range. The pro 
vide policy template step 520 may provide a plug-in module 
to an operating system utility program. In some embodi 
ments, the provide policy template step 520 provides a 
WiZard program module that guides a user through the 
process of creating a policy. 

[0048] The provide policy translator step 530 provides a 
translator 344 that translates con?guration information from 
the ?rst computer 320 having a native operating system to 
the second computer 340 having a foreign operating system. 
The provide policy translator step 530 may place the trans 
lator 344 in a ?le system directory knoWn to the translator 
manager 342. In some embodiments, the provide policy 
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translator step 530 may register the ?le system location of 
the translator 344 With the translator manager 342. Upon 
completion of the provide policy translator step 530, the 
provide translator method 500 ends 540. 

[0049] FIG. 6 is a schematic ?oW chart diagram illustrat 
ing one embodiment of a policy translation method 600 in 
accordance With the present invention. The policy transla 
tion method 600 includes a provide policy step 620, a 
receive policy step 630, a translate policy step 640, an 
update con?guration step 650, an update on start-up test 655, 
a Wait for start-up step 660, an update on login test 665, a 
Wait for login step 670, a refresh time test 675, and a 
terminate test 685. The policy translation method 600 trans 
lates policies on a ?rst computer 320 having a native 
operating system to policies for a second computer 340 
having a foreign operating system. 

[0050] The provide policy step 620 provides a policy on 
the ?rst computer 320 having a native operating system. The 
provide policy step 620 may be performed by an adminis 
trative user using a policy template 322, policy editor 324, 
and/or policy manager 230. The policy may be contained in 
a policy-related ?le 326 and a con?guration information 
database 250 on the ?rst computer 320. In some embodi 
ments, the policy may be contained in a policy-related ?le 
413 and a con?guration information database 416 on a 
server 410, such as a directory server. 

[0051] The receive policy step 630 receives the policy on 
the second computer 340 having a foreign operating system. 
The receive policy step 630 may be performed by a trans 
lator manager 342 on the second computer 340. The trans 
lator manager 342 may copy the policy from a policy-related 
?le 326 and a con?guration information database 250 on the 
?rst computer 320. In other embodiments, the translator 
manager 342 may copy the policy from a policy-related ?le 
413 and a con?guration information database 416 on a 
server 410, such as a directory server. The translator man 
ager 342 transmits the policy to a translator 344. 

[0052] The translate policy step 640 translates con?gura 
tion information from the ?rst computer 320 having a native 
operating system to the second computer 340 having a 
foreign operating system. The translate policy step 740 may 
be performed by a translator 344 on the second computer 
340. The translator 344 receives the policy from the trans 
lator manager 342 and translates the policy to foreign 
operating system con?guration information used by the 
second computer 340. 

[0053] The update con?guration step 650 applies the con 
?guration information translated by the translator 344. The 
update con?guration step 650 may be performed by a 
translator 344 on the second computer 340 having a foreign 
operating system. After translating the policy to foreign 
operating system con?guration information, the translator 
344 applies the policy by saving the con?guration informa 
tion in a policy-related ?le 346. In some embodiments, 
con?guration information may be saved in a plurality of 
policy-related ?les 346. 

[0054] The update on start-up test 655 determines Whether 
the policy is to be applied at Workstation start-up. A policy 
may contain con?guration information for all users of the 
second computer 340. Many operating systems apply con 
?guration information at Workstation start-up. Updating 
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con?guration information on the second computer 340 dur 
ing Workstation start-up makes the updated settings avail 
able for application during the Workstation start-up process. 
If the policy is to be updated at Workstation start-up, the 
policy translation method 600 continues With the Wait for 
start-up step 660, otherWise the policy translation method 
600 continues With the update on login test 665. 

[0055] The Wait for start-up step 660 Waits for the second 
computer 340 to reach a point in the Workstation start-up 
process Where computer resources are available for the 
second computer 340 to receive the policy from the ?rst 
computer 320. The Wait for start-up step 660 includes setting 
a con?guration setting that causes the policy translation 
method 600 to continue With the receive policy step 630 at 
Workstation start-up. The Wait for start-up step 660 facili 
tates receiving the current version of the policy so that 
con?guration information may be applied to the second 
computer 340 at Workstation start-up, When many operating 
systems typically read con?guration information. Updating 
a policy at Workstation start-up is particularly advantageous 
to Workstation-speci?c con?guration information. 

[0056] The update on login test 665 determines Whether 
the policy is to be applied at user login. Apolicy may contain 
con?guration information that applies to a speci?c user or 
any of a group of users of the second computer 340. In some 
embodiments, con?guration information may be associated 
With netWork directory services containers and objects. For 
example, by associating con?guration information With an 
organiZational unit container, the behavior of an application 
can be controlled for all users in a company department. 
Updating con?guration information on the second computer 
340 makes the current version of the settings available for 
application for the user logging in. If the policy is to be 
updated at user login, the policy translation method 600 
continues With the Wait for login method 670, otherWise the 
policy translation method 600 continues With the refresh 
time test 675. 

[0057] The Wait for login step 670 Waits for a user to log 
in to the second computer 340 to receive the policy from the 
?rst computer 320. The Wait for login step 670 includes 
setting a con?guration setting that causes the policy trans 
lation method 700 to continue With the receive policy step 
630 at user login. The Wait for login step 670 facilitates 
receiving the current version of the policy so that con?gu 
ration information may be applied to the second computer 
340 at user login, When many operating systems typically 
read con?guration information. Updating a policy at user 
login is particularly advantageous to user-speci?c con?gu 
ration information. 

[0058] The refresh time test 675 determines Whether it is 
time to check for updates to the policy on the ?rst computer 
320. In some embodiments, the refresh time test 675 polls 
the ?rst computer 320 at periodic intervals for changes to the 
policy. The polling interval may be con?gurable by the user 
or may itself be a setting con?gurable by a policy. In some 
embodiments, the refresh time test 675 may include a means 
for the ?rst computer 320 to notify the second computer 340 
that a change has been made to the policy, and that the policy 
should be refreshed on the second computer 340. If the 
refresh time has arrived, the policy translation method 600 
continues With the receive policy step 630, otherWise it 
continues With the terminate test 685. 
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[0059] The terminate test 685 determines Whether the 
refresh time test 675 should be repeated, or if the policy 
translation method 600 should terminate. In some embodi 
ments, the policy translation method 600 may be terminated 
to facilitate deallocation of memory or other computer 
resources When the second computer 340 is shut doWn, or to 
alloW for system maintenance. If the policy translation 
method is not to be terminated, it continues With the refresh 
time test 675, other Wise it ends 690. 

[0060] FIG. 7 is a teXt diagram illustrating one embodi 
ment of policy translation eXample data in accordance With 
the present invention. The policy translation eXample data 
700 includes policy template data 710, policy manager input 
data 720, native policy-related ?le data 730, and translated 
policy-related ?le data 740. The policy translation eXample 
data may be generated in accordance With the policy trans 
lation method 600 and the policy management system 300. 

[0061] The policy template data 710 is one eXample of the 
policy template 322. The policy template 322 may reside on 
the ?rst computer 320 having a native operating system or 
on a third computer, such as an administrative Workstation. 
The policy template data 710 may comprise plain ASCII teXt 
used to constrain data input accepted by the policy editor 
324 by identifying names of data objects that the policy 
editor 324 Will alloW the user to edit. Policy template data 
710 may also contain the teXt of prompts or other ?elds that 
control the user interface presented by the policy editor 324. 
Using the policy template 322, the policy editor 324 may 
accept input from an administrative user and generate input 
data for the policy manager 230. 

[0062] Policy manager input data 720 illustrates the for 
mat of data that may be generated by the policy editor 324. 
In various embodiments, in accordance With the provide 
policy step 620, the policy manager 230 may accept the 
policy manager input data 720 from a ?le created by the 
policy editor 324, from a ?le created by an administrative 
user, or communicated directly from the policy editor 324 to 
the policy manager 230 via interprocess communication. 
The policy manager 230 may alter the format or contents of 
the policy manager input data 720. In some embodiments, 
the policy manager creates a policy-related ?le 326 and 
enters the location of the policy-related ?le 326 in the 
con?guration settings database 250. 

[0063] The native policy-related ?le data 730 is a teXtual 
representation of binary data in one embodiment of the 
policy-related ?le 326. The native policy-related ?le data 
730 is generated by the policy manager 230, and in prepa 
ration for the receive policy step 630, is stored in a format 
and location typically used With the native operating system 
in use on the ?rst computer 320. In the depicted embodi 
ment, the native policy-related ?le data 730 comprises 
miXed binary and UNICODE teXt delimited by square 
brackets. 

[0064] The translated policy-related ?le data 740 is one 
eXample of the policy-related ?le 346. In accordance With 
the translate policy step 640, the translator 344 translates the 
policy data received from the translator manager 342 to data 
usable by the foreign operating system used by the second 
computer 340. The depicted translated policy-related ?le 
data 740 is one eXample of a con?guration ?le that a 
translator 344 has converted from miXed binary and UNI 
CODE format to plain ASCII teXt format, and ?ltered to 
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include only data usable by the foreign operating system in 
use on the second computer 340. In the depicted eXample, 
the translated policy-related ?le data 740 comprises a list of 
user names that Will be alloWed to log in to the second 
computer 340. 

[0065] The present invention may be embodied in other 
speci?c forms Without departing from its spirit or essential 
characteristics. The described embodiments are to be con 
sidered in all respects only as illustrative and not restrictive. 
The scope of the invention is, therefore, indicated by the 
appended claims rather than by the foregoing description. 
All changes Which come Within the meaning and range of 
equivalency of the claims are to be embraced Within their 
scope. 

1. A signal bearing medium tangibly embodying a pro 
gram of machine-readable instructions executable by a digi 
tal processing apparatus to perform operations to manage 
policies on a computer having a foreign operating system, 
the operations comprising: 

providing a policy on a ?rst computer having a native 
operating system; 

receiving the policy on a second computer having a 
foreign operating system; and 

translating the policy to con?guration information usable 
on the second computer. 

2. The signal bearing medium of claim 1, Wherein pro 
viding a policy on the ?rst computer comprises placing the 
policy in a ?le system directory. 

3. The signal bearing medium of claim 1, Wherein pro 
viding a policy on the ?rst computer comprises placing a 
policy locator in a database comprising con?guration infor 
mation. 

4. The signal bearing medium of claim 1, further com 
prising updating selected information on the second com 
puter With the con?guration information. 

5. The signal bearing medium of claim 4, Wherein updat 
ing selected information on the second computer comprises 
updating Workstation-speci?c con?guration information. 

6. The signal bearing medium of claim 4, Wherein updat 
ing selected information occurs in response to Workstation 
start-up. 

7. The signal bearing medium of claim 4, Wherein updat 
ing selected information on the second computer further 
comprises updating user-speci?c con?guration information. 

8. The signal bearing medium of claim 7, Wherein the 
user-speci?c con?guration information comprises con?gu 
ration information selected from the group consisting of 
organiZation information, organiZational unit information, 
organiZational role information, group information, domain 
information, domain controller information, country infor 
mation, locality information, state or province information, 
site information, pro?le information, user object informa 
tion, template information, and alias information. 

9. The signal bearing medium of claim 4, Wherein setting 
user-speci?c con?guration information further comprises 
establishing a precedence of user-speci?c con?guration 
information. 

10. The signal bearing medium of claim 4, Wherein 
updating the selected information occurs in response to user 
login. 

11. The signal bearing medium of claim 1, further com 
prising editing a policy on the ?rst computer. 
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12. The signal bearing medium of claim 1, further com 
prising providing a policy template con?gured to constrain 
policy editing on the ?rst computer. 

13. The signal bearing medium of claim 1, further com 
prising registering a plurality of translators on the second 
computer corresponding to a plurality of policies on the ?rst 
computer. 

14. The signal bearing medium of claim 13, Wherein 
registering the plurality of translators comprises placing the 
translators in a ?le system directory. 

15. The signal bearing medium of claim 1, further com 
prising polling a translator to identify con?guration infor 
mation to be translated. 

16. The signal bearing medium of claim 15, Wherein the 
polling is conducted at periodic time intervals. 

17. The signal bearing medium of claim 1, further com 
prising polling the ?rst computer to identify modi?cations to 
the policy. 

18. The signal bearing medium of claim 17, Wherein the 
polling is conducted at periodic time intervals. 

19. An apparatus to manage policies on a computer having 
a foreign operating system, the apparatus comprising: 

a policy translator con?gured to receive a policy pertain 
ing to con?guration information on a second computer 
having a foreign operating system; 

a translator manager con?gured to manage the association 
betWeen the policy on the ?rst computer and the 
translator on the second computer. 

20. The apparatus of claim 19, Wherein the policy resides 
on a computer selected from the group consisting of the ?rst 
computer having a native operating system, the second 
computer having a foreign operating system, and a third 
computer. 

21. The apparatus of claim 19, Wherein the policy is 
further con?gured to pertain to a computer Workstation. 

22. The apparatus of claim 21, Wherein the policy is 
further con?gured to pertain to a plurality of computer 
Workstations referenced in a directory services container. 

23. The apparatus of claim 19, Wherein the policy is 
further con?gured to pertain to a user. 

24. The apparatus of claim 19, Wherein the policy is 
further con?gured to comprise con?guration information 
selected from the group consisting of organiZation informa 
tion, organiZational unit information, organiZational role 
information, group information, domain information, 
domain controller information, country information, locality 
information, locality information, site information, pro?le 
information, user object information, template information, 
and alias information. 

25. The apparatus of claim 19, further comprising at least 
one policy on the ?rst computer, each policy thereof corre 
sponding to a policy translator on the second computer. 

26. The apparatus of claim 19, further comprising a policy 
editor con?gured to facilitate creation and editing of poli 
cies. 

27. The apparatus of claim 19, further comprising a policy 
template con?gured to constrain creation and editing of 
policies. 

28. The apparatus of claim 19, Wherein the translator 
manager is further con?gured to eXecute the translator in 
response to the translator manager beginning execution. 
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29. The apparatus of claim 19, Wherein the translator 
manager is further con?gured to eXecute the translator in 
response to user login. 

30. The apparatus of claim 19, Wherein the translator 
manager is further con?gured to poll the ?rst computer for 
modi?cations to the policy. 

31. An apparatus to manage policies on a computer having 
a foreign operating system, the apparatus comprising: 

means for providing a policy on a ?rst computer having 
a native operating system; 

means for receiving the policy on a second computer 
having a foreign operating system; and 

means for translating the policy to con?guration informa 
tion usable on the second computer. 

32. The apparatus of claim 31, further comprising means 
for providing a policy template con?gured to constrain 
policy editing on the ?rst computer. 

33. The apparatus of claim 31, further comprising means 
for updating selected information on the second computer 
With the con?guration information. 

34. A system to manage policies on a computer having a 
foreign operating system, the system comprising: 

a ?rst computer having a native operating system; 

a second computer having a foreign operating system; 

a directory services database; 

a communications network con?gured to facilitate com 
munications betWeen computers and computer periph 
erals; 

a policy translator con?gured to translate the policy to 
con?guration information on the second computer; 

a translator manager con?gured to manage the association 
betWeen the policy on the ?rst computer and the 
translator on the second computer. 

35. The system of claim 34, the system further comprising 
a policy editor con?gured to facilitate creation and editing of 
polices. 

36. The system of claim 34, the system further comprising 
a policy template con?gured to constrain creation and edit 
ing of policies. 

37. The system of claim 34 Wherein the directory services 
database resides on the ?rst computer. 

38. A method to manage policies on a computer having a 
foreign operating system, the method comprising: 

providing a policy on a ?rst computer having a native 
operating system; 

receiving the policy on a second computer having a 
foreign operating system; and 

translating the policy to con?guration information usable 
on the second computer. 

39. The method of claim 37, Wherein the instructions 
further comprise operations to provide a policy template 
con?gured to constrain policy editing on the ?rst computer. 

40. The method of claim 37, Wherein the instructions 
further comprise operations to update selected information 
on the second computer With the con?guration information. 

* * * * * 


