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(57) ABSTRACT 

A method, system and computer program product for 
enhancing the functionality of the existing core root of trust 
measurement (CRTM). The CRTM is extended to alloW 
platform manufacturer controlled and certi?ed code to be 
incorporated into the function of the CRTM, Wherein the 
manufacturer may de?ne the policy for accepting a neW 
function into the CRTM. When a ?rmWare or softWare 

module image is compiled, the build process generates a 
hash value of the compiled ?rmWare or softWare image, 
Wherein the hash value re?ects a ?ngerprint (or short hand) 
representation of the compiled image. A determination is 
made as to Whether the hash value of the ?rmWare or 

softWare image is to be a CRTM extension. If so, a digital 

signature of the module is created using the CRTM exten 
sion private key. This signature value is added to the 
?rmWare or softWare module. 
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METHOD FOR EXTENDING THE CRTM IN A 
TRUSTED PLATFORM 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field 

[0002] The present invention relates generally to an 
improved data processing system. In particular, the present 
invention relates to a method, apparatus, and computer 
instructions for extending the core root of trust for measure 
ment (CRTM) in a trusted platform. 

[0003] 2. Description of Related Art 

[0004] Most data processing systems contain sensitive 
data and sensitive operations that need to be protected. For 
example, the integrity of con?guration information needs to 
be protected from illegitimate modi?cation, While other 
information, such as a passWord ?le, needs to be protected 
from illegitimate disclosure. As another example, a data 
processing system needs to be able to reliably identify itself 
to other data processing systems. 

[0005] An operator of a given data processing system may 
employ many different types of security mechanisms to 
protect the data processing system. For example, the oper 
ating system on the data processing system may provide 
various softWare mechanisms to protect sensitive data, such 
as various authentication and authoriZation schemes, While 
certain hardWare devices and softWare applications may rely 
upon hardWare mechanisms to protect sensitive data, such as 
hardWare security tokens and biometric sensor devices. 

[0006] The integrity of a data processing system’s data 
and its operations, hoWever, centers on the issue of trust. A 
data processing system’s data and operations can be veri?ed 
or accepted by another entity if that entity has some manner 
for establishing trust With the data processing system With 
respect to particular data items or particular operations. 

[0007] Hence, the ability to protect a data processing 
system is limited by the manner in Which trust is created or 
rooted Within the data processing system. To address the 
issues of protecting data processing systems, a consortium 
of companies has formed the Trusted Computing Group 
(TCG) to develop and to promulgate open standards and 
speci?cations for trusted computing. According to the speci 
?cations of the Trusted Computing Group, trust Within a 
given data processing system or trust betWeen a data pro 
cessing system and another entity is based on the existence 
of a hardWare component Within the data processing system 
that has been termed the trusted platform module (TPM). 

[0008] A trusted platform enables an entity to determine 
the state of the softWare environment in that platform and to 
seal data to a particular softWare environment in that plat 
form. The entity deduces Whether the state of the computing 
environment in that platform is acceptable before perform 
ing a transaction With that platform. To enable this, the 
trusted platform provides integrity metrics, also knoWn as 
integrity measurements, to the entity that re?ects the integ 
rity of the softWare state of the trusted platform, and the 
integrity measurements require a root of trust Within the 
computing platform. In order for a system to be a trusted 
platform, the integrity measurements must be taken from the 
core root of trust for measurement (CRTM) and extended 
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through the initial program load (IPL) process up to the point 
at Which the operating system is initialiZed. 

[0009] Trusted computing platforms predicate the start of 
execution from the CRTM. CRTM is a component of a 
trusted platform system and provides secure measurement 
functions to the rest of the platform. CRTM is essentially the 
?rst piece of code that executes on a platform at boot time. 
The CRTM builds a chain of hash codes for each portion of 
the boot. The CRTM then reports to the TPM What softWare 
executes after the CRTM executes. In addition, as the CRTM 
is required to be an immutable portion of the platform’s 
initialiZation code, the CRTM is changeable only by a 
platform manufacturer approved methodology or process. 
Thus, only code that is oWned and controlled by the platform 
manufacturer Will meet the requirements for updating the 
CRTM. 

[0010] Existing methods for updating the CRTM are 
predicated on unique processor instruction architectural ele 
ments. For example, Intel Corporation has introduced an 
SMX mode Which alloWs for the “late instantion of a 
hypervisor type function”. Ahypervisor is a trusted ?rmWare 
component and is used to create multiple, isolated, high 
integrity supervisor program environments. The processor 
(?rmWare, etc.) veri?es this “hypervisor” before giving 
control to the BIOS. Consequently, the Intel model adds 
additional complexity to the processor architecture. In addi 
tion, the Intel model facilitates the extension of the CRTM 
With code that is not under manufacturer control. Thus, the 
Intel model does not provide an extension of the CRTM, but 
rather it provides mechanism for instantiating a replacement 
CRTM for one set of execution models. 

[0011] Therefore, it Would be advantageous to have a 
mechanism for enhancing the functionality of the existing 
CRTM by alloWing platform manufacturer controlled and 
certi?ed code to be incorporated into the function of the 
CRTM. 

SUMMARY OF THE INVENTION 

[0012] The present invention provides a method, system 
and computer program product for enhancing the function 
ality of the existing core root of trust for measurement 
(CRTM). With the present invention, the CRTM is extended 
to alloW platform manufacturer controlled and certi?ed code 
to be incorporated into the function of the CRTM, Wherein 
the manufacturer may de?ne the policy for accepting a neW 
function into the CRTM. When the processor initialiZes the 
data processing system, the ?rmWare or softWare module 
image is compiled. The build process then generates a hash 
value of the ?rmWare or softWare it is measuring, the hash 
value representing a ?ngerprint, or shorthand representation, 
of the module that is compiled. Adetermination is then made 
as to Whether the hash value of the ?rmWare or softWare 
image are to be a CRTM extension. If so, a digital signature 
of the module is created using the CRTM extension private 
key. This signature value is then added to the ?rmWare or 
softWare module. 

[0013] When a module is loaded into the data processing 
system, the CRTM determines if the module is signed by a 
core root of trust measurement extension signing key. If so, 
the CRTM validates the module signature against the public 
key of the manufacturer. The CRTM then creates an entry in 
a platform con?guration register, Wherein the platform con 
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?guration register is extended to include functions of the 
core root of trust measurement and may be used to re?ect 
that the CRTM has been extended. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood 
by reference to the folloWing detailed description of an 
illustrative embodiment When read in conjunction With the 
accompanying draWings, Wherein: 

[0015] FIG. 1 depicts a representation of a netWork of data 
processing systems in Which the present invention may be 
implemented; 
[0016] FIG. 2 is a block diagram of a data processing 
system that may be implemented as a server in accordance 
With a preferred embodiment of the present invention; 

[0017] FIG. 3 is a block diagram of a knoWn trusted 
platform architecture; 
[0018] FIG. 4 is a block diagram illustrating some of the 
major components of a knoWn trusted platform module; 

[0019] FIG. 5 is a ?oWchart of a process for facilitating 
the creation of an extension of the CRTM in accordance With 
a preferred embodiment of the present invention; and 

[0020] FIG. 6 is a floWchart of a process for applying 
standard digital signature techniques for validating the sig 
nature in accordance With a preferred embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0021] With reference noW to the ?gures, FIG. 1 depicts 
a netWork of data processing systems in Which the present 
invention may be implemented. NetWork data processing 
system 100 is a netWork of computers in Which the present 
invention may be implemented. NetWork data processing 
system 100 contains a netWork 102, Which is the medium 
used to provide communications links betWeen various 
devices and computers connected together Within netWork 
data processing system 100. NetWork 102 may include 
connections, such as Wire, Wireless communication links, or 
?ber optic cables. 

[0022] In the depicted example, server 104 is connected to 
netWork 102 along With storage unit 106. In addition, clients 
108, 110, and 112 are connected to netWork 102. These 
clients 108, 110, and 112 may be, for example, personal 
computers or netWork computers or personal digital assis 
tants (PDA) devices. In the depicted example, server 104 
provides data, such as boot ?les, operating system images, 
and applications to clients 108-112. Clients 108, 110, and 
112 are clients to server 104. NetWork data processing 
system 100 may include additional servers, clients, and other 
devices not shoWn. 

[0023] In the depicted example, netWork data processing 
system 100 is the Internet With netWork 102 representing a 
WorldWide collection of netWorks and gateWays that use the 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
suite of protocols to communicate With one another. At the 
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heart of the Internet is a backbone of high-speed data 
communication lines betWeen major nodes or host comput 
ers, consisting of thousands of commercial, government, 
educational and other computer systems that route data and 
messages. Of course, netWork data processing system 100 
also may be implemented as a number of different types of 
netWorks, such as for example, an intranet, a local area 
netWork (LAN), or a Wide area netWork FIG. 1 is 
intended as an example, and not as an architectural limita 
tion for the present invention. 

[0024] With reference noW to FIG. 2, a block diagram 
illustrating a data processing system is depicted in Which the 
present invention may be implemented. Data processing 
system 200 is an example of a client computer, such as 
clients 108, 110, and 112 shoWn in FIG. 1. Data processing 
system 200 employs a peripheral component interconnect 
(PCI) local bus architecture. Although the depicted example 
employs a PCI bus, other bus architectures such as Accel 
erated Graphics Port (AGP) and Industry Standard Archi 
tecture (ISA) may be used. Processor 202 and main memory 
204 are connected to PCI local bus 206 through PCI bridge 
208. PCI bridge 208 also may include an integrated memory 
controller and cache memory for processor 202. Additional 
connections to PCI local bus 206 may be made through 
direct component interconnection or through add-in boards. 
In the depicted example, local area netWork (LAN) adapter 
210, SCSI host bus adapter 212, and expansion bus interface 
214 are connected to PCI local bus 206 by direct component 
connection. In contrast, audio adapter 216, graphics adapter 
218, and audio/video adapter 219 are connected to PCI local 
bus 206 by add-in boards inserted into expansion slots. 
Expansion bus interface 214 provides a connection for a 
keyboard and mouse adapter 220, modem 222, and addi 
tional memory 224. Small computer system interface (SCSI) 
host bus adapter 212 provides a connection for hard disk 
drive 226, tape drive 228, and CD-ROM drive 230. Typical 
PCI local bus implementations Will support three or four PCI 
expansion slots or add-in connectors. 

[0025] An operating system runs on processor 202 and is 
used to coordinate and provide control of various compo 
nents Within data processing system 200 in FIG. 2. The 
operating system may be a commercially available operating 
system, such as WindoWs XP, Which is available from 
Microsoft Corporation. An object oriented programming 
system such as Java may run in conjunction With the 
operating system and provide calls to the operating system 
from Java programs or applications executing on data pro 
cessing system 200. “Java” is a trademark of Sun Micro 
systems, Inc. Instructions for the operating system, the 
object-oriented programming system, and applications or 
programs are located on storage devices, such as hard disk 
drive 226, and may be loaded into main memory 204 for 
execution by processor 202. 

[0026] Those of ordinary skill in the art Will appreciate 
that the hardWare in FIG. 2 may vary depending on the 
implementation. Other internal hardWare or peripheral 
devices, such as ?ash read-only memory (ROM), equivalent 
nonvolatile memory, or optical disk drives and the like, may 
be used in addition to or in place of the hardWare depicted 
in FIG. 2. Also, the processes of the present invention may 
be applied to a multiprocessor data processing system. 

[0027] The depicted example in FIG. 2 and above-de 
scribed examples are not meant to imply architectural limi 
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tations. In addition, the examples of the present invention 
herein below employ the terminology and examples from 
the standards and/or speci?cations that have been promul 
gated by the Trusted Computing Group (TCG); it should be 
noted, hoWever, that the examples are not meant to imply 
architectural, functional, nor de?nitional limitations With 
respect to embodiments of the present invention. 

[0028] The present invention alloWs for enhancing the 
functionality of the existing CRTM. The mechanism of the 
present invention extends the CRTM by alloWing platform 
manufacturer controlled and certi?ed code to be incorpo 
rated into the function of the CRTM. Thus, the extended 
CRTM contains code that is oWned and controlled by the 
platform manufacturer, Which meets the requirements to 
update the CRTM. In this manner, the extended CRTM may 
be updated using a manufacturer de?ned policy. In addition, 
the extension of the CRTM is re?ected in the system’s state 
by extending the platform con?guration register (PCR) to 
Where the CRTM is measured. 

[0029] Each processor comprises a core root of trust for 
measurement (CRTM), such as CRTM 330 in FIG. 3 
described beloW. A trusted platform starts execution from its 
core root of trust for measurement, thereby forming the basis 
or root for trusting the integrity of the softWare execution 
state Within the trusted platform. The softWare that the 
CRTM loads and executes is measured and logged, thereby 
contributing to the trusted platform’s integrity measure 
ments. An integrity measurement is data that re?ects the 
integrity of the softWare state on a trusted platform. Each 
subsequent softWare element or con?guration element is 
measured before execution control is passed. The collective 
chain of measurements represents the integrity of the trusted 
platform. A representation of the chain of integrity measure 
ments is stored Within the trusted platform module in 
association With a log of every relevant event. 

[0030] When the processor initialiZes the data processing 
system, the ?rmWare or softWare module Within the trusted 
platform module is compiled. The build process measures 
integrity metrics by generating a hash of the ?rmWare or 
softWare it is measuring. A determination is made as to 
Whether the ?rmWare or softWare image is to be a CRTM 
extension. If so, a digital signature of the ?rmWare or 
softWare module is created using the CRTM extension 
private key. This signature block is then added to the 
?rmWare module. 

[0031] When the neW ?rmWare or softWare module is 
loaded by the CRTM, the CRTM executing on the processor 
determines Whether the ?rmWare or softWare module is 
signed. If a signature is found, the base CRTM validates the 
signature against the public portion of the CRTM extension 
key of the manufacturer. If the module is signed by the 
CRTM extension private key, an entry is made in the 
platform con?guration register (PCR), Which contains a 
representation of the “chain” of integrity measurements. The 
PCR is a storage location that re?ects the aggregate of the 
system measurement stated. The PCR as an aggregate is 
used to protect the integrity of the measurement log Which 
contains the discrete measurement events. 

[0032] With reference noW to FIG. 3, a block diagram 
depicts some of the components in a data processing system 
constructed using a model of a trusted platform architecture. 
Trusted platform architectures may be implemented for 
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particular computational environments or for particular 
classes of devices; FIG. 3 depicts a trusted platform archi 
tecture in accordance With the TCG’s PC-speci?c imple 
mentation speci?cation. 

[0033] System 300 supports execution of softWare com 
ponents, such as operating system 302, applications 304, and 
drivers 306, on its platform 308. The softWare components 
may be received through a netWork, such as netWork 102 
shoWn in FIG. 1, or may be stored, for example, on hard disk 
310. Platform 308 receives electrical poWer from poWer 
supply 312 for executing the softWare components on add 
on cards 314 and motherboard 316, Which includes typical 
components for executing softWare, such as CPU 318 and 
memory 320, although motherboard 316 may include mul 
tiple CPU’s. Interfaces 322 connect motherboard 316 to 
other hardWare components Within system 300, and ?rm 
Ware 324 contains POST BIOS (poWer-on self-test basic 
input/output system) 326. 

[0034] Motherboard 316 also comprises trusted building 
block (TBB) 328; motherboard 316 is supplied by a manu 
facturer With TBB 328 and other components physically or 
logically attached and supplied by the manufacturer. TBB 
328 comprises the combination of the core root of trust for 
measurement (CRTM) component 330, the trusted platform 
module (TPM) 332, the connection of the CRTM to moth 
erboard 316, and the connection of the TPM to motherboard 
316. 

[0035] TPM 332 is explained in more detail With respect 
to FIG. 3 herein beloW. CRTM 330 is an immutable portion 
of the platform’s initialiZation code that executes upon a 
platform reset; the platform’s execution must begin at the 
CRTM upon any platform reset event. In this manner, the 
trust in the platform is -based on the CRTM and the behavior 
of the TPM, and the trust in all measurements is based on the 
integrity of the CRTM. In the depicted example in FIG. 3, 
the BIOS may be assumed to include a BIOS Boot Block 
and POST BIOS 326; each of these are independent com 
ponents that can be updated independent of each other, 
Wherein the manufacturer must control the update, modi? 
cation, and maintenance of the BIOS Boot. Block, but a third 
party supplier may update, modify, or maintain the POST 
BIOS component. In the depicted example in FIG. 3, the 
CRTM may be assumed to be the BIOS Boot Block, and the 
POST BIOS is a measured component of the chain of trust. 
Alternatively, the CRTM may comprise the entire BIOS. 

[0036] Turning noW to FIG. 4, a block diagram of a 
knoWn trusted platform module is shoWn. FIG. 4 illustrates 
components of a trusted platform module according to TCG 
speci?cations. Trusted platform module 400 comprises 
input/output component 402, Which manages information 
How over communications bus 404 by performing appro 
priate protocol encoding/decoding operations and routing of 
messages to appropriate components. Cryptographic co 
processor 406 performs cryptographic operations Within a 
trusted platform module. Key generator 408 creates sym 
metric keys and RSA asymmetric cryptographic key pairs. 
HMAC engine 410 performs HMAC (Keyed-Hashing for 
Message Authentication) calculations, Whereby message 
authentication codes are computed using secret keys as 
integrity checks to validate information transmitted betWeen 
tWo parties, e.g., in accordance With KraWcZyk et al., 
“HMAC: Keyed-Hashing for Message Authentication”, 
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Request for Comments (RFC) 2104, Internet Engineering 
Task Force (IETF), February 1997. 

[0037] Random number generator 412 acts as a source of 
randomness for the computation of various values, such as 
keys or other values. SHA-1 engine 414 implements the 
SHA-1 hash algorithm. PoWer detector 416 manages the 
poWer states of a trusted platform module in association With 
the poWer states of the platform. Opt-in component 418 
maintains the state of persistent and volatile ?ags and 
enforces semantics associated With those ?ags such that the 
trusted platform module may be enabled and disabled. 
Execution engine 420 runs program code to execute com 
mands that the trust platform module receives through 
input/output component 402. Non-volatile memory 422 
stores persistent identity and state associated With the trusted 
platform module; the non-volatile memory may store static 
data items but is also available for storing dynamic data 
items by entities that are authoriZed by the trusted platform 
module oWner, Whereas volatile memory 424 stores dynamic 
data items. 

[0038] FIG. 5 is a ?oWchart of a process for facilitating 
the creation of an extension of the CRTM in accordance With 
a preferred embodiment of the present invention by alloWing 
the platform manufacturer to utiliZe a digital signature block 
to indicate to the executing CRTM that a neW function is an 
extension of the CRTM. FIG. 5 represents a process that is 
done Within the platform manufacturers environment, and 
may be implemented in a data processing system, such as 
data processing system 200 in FIG. 2. It should be noted that 
in the steps embodied in FIG. 5, there is no policy decision 
being made. 

[0039] The process begins With compiling the ?rmWare or 
softWare module (step 502). As a manufacturer controlled 
process, the compiling of the ?rmWare or softWare module 
is independent of the CRTM or other aspects of trusted 
computing. Next, using the ?rmWare image compiled in step 
502, the build process generates a-hash value of the ?rm 
Ware image (step 504). The hash value provides a ?nger 
print, or shorthand representation, of the module image. A 
determination is then made as to Whether the hash of the 
?rmWare image is to be an extension of the CRTM (step 
506). If not, the ?rmWare is released (shipped) (step 512). 

[0040] In contrast, if the ?rmWare is to be a CRTM 
extension, the build process uses a CRTM extension private 
key to create the digital signature of the ?rmWare module 
(step 508). This signature value is attached to the module 
(step 510) and the ?rmWare is released (shipped) (step 512). 

[0041] Turning noW to FIG. 6, a ?oWchart is shoWn of a 
process for applying standard digital signature techniques 
for validating the signature in accordance With a preferred 
embodiment of the present invention, Wherein the signature 
is embedded in the module. This process alloWs a core root 
of trust measurement Within a trusted computing platform to 
validate a module signature against a public key of a 
manufacturer. In this process, the base CRTM contains the 
CRTM extension public key value. In addition, the process 
illustrated in FIG. 6 may be implemented in a data process 
ing system, such as data processing system 200 in FIG. 2. 

[0042] The process begins With the loading of the neW 
?rmWare module by the CRTM (step 602). The CRTM 
executing on the processor then determines Whether the 
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?rmWare or softWare module is signed (step 604). For 
instance, as described in step 512 in FIG. 5, the module may 
be digitally signed by the manufacturer, and the signature 
embedded in the module. The CRTM checks the module to 
see if it contains such a signature. 

[0043] If a signature is found, the base CRTM validates 
the signature against the public portion of the CRTM exten 
sion key of the manufacturer (step 606). This step is per 
formed by determining if the module is signed by the CRTM 
extension private key. If the module is signed by the CRTM 
extension private key, an entry is made in the platform 
con?guration register (PCR) (step 608), With the process 
continuing thereafter. PCRs contain values representing a 
sequence of measurements (although not the actual integrity 
metrics). For instance, PCR(0) may be extended to include 
an additional function Within the CRTM. In other Words, 
PCR(0) is a platform extension, and may be used to re?ect 
that the CRTM has been extended to another module. 

[0044] Turning back to step 604, if a signature is not 
found, the module is executed, and the CRTM is not 
extended. LikeWise, in step 606, if it is determined that the 
module is not signed by the CRTM extension private key, 
the module is executed and the CRTM is not extended. 

[0045] In this manner, the proof of immutability is carried 
in the signature. The base CRTM is not required to provide 
(attackable) interfaces to update tables. Only the compro 
mise of the platform manufacturer’s signing key Would 
alloW an attacker to replace a module. 

[0046] Thus, the present invention provides a method, 
apparatus, and computer instructions for enhancing the 
functionality of the existing core root of trust for measure 
ment (CRTM). The advantages of the present invention 
should be apparent in vieW of the detailed description that is 
provided above. With the present invention, the CRTM is 
extended to alloW platform manufacturer controlled and 
certi?ed code to be incorporated into the function of the 
CRTM, Wherein the manufacturer may de?ne the policy for 
accepting a neW function into the CRTM. Thus, the extended 
CRTM contains code that is oWned and controlled by the 
platform manufacturer, Which meets the requirements to 
update the CRTM. In this manner, the extended CRTM may 
be updated using a manufacturer de?ned policy. 

[0047] It is important to note that While the present inven 
tion has been described in the context of a fully functioning 
data processing system, those of ordinary skill in the art Will 
appreciate that the processes of the present invention are 
capable of being distributed in the form of a computer 
readable medium of instructions and a variety of forms and 
that the present invention applies equally regardless of the 
particular type of signal bearing media actually used to carry 
out the distribution. Examples of computer readable media 
include recordable-type media, such as a ?oppy disk, a hard 
disk drive, a RAM, CD-ROMs, DVD-ROMs, and transmis 
sion-type media, such as digital and analog communications 
links, Wired or Wireless communications links using trans 
mission forms, such as, for example, radio frequency and 
light Wave transmissions. The computer readable media may 
take the form of coded formats that are decoded for actual 
use in a particular data processing system. 

[0048] The description of the present invention has been 
presented for purposes of illustration and description, and is 
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not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modi?cations and variations Will 
be apparent to those of ordinary skill in the art. The 
embodiment Was chosen and described in order to best 
explain the principles of the invention, the practical appli 
cation, and to enable others of ordinary skill in the art to 
understand the invention for various embodiments With 
various modi?cations as are suited to the particular use 
contemplated. 

1. A method in a data processing system for extending a 
core root of trust measurement Within a trusted computing 
platform, comprising: 

responsive to compiling a module image, generating a 
hash value; 

determining if the hash value of the module image is to be 
an extension of the core root of trust measurement; 

in response to determining that the hash value of the 
module image is to be a core root of trust measurement 
extension, creating a digital signature for the module 
using the core root of trust measurement private key; 
and 

adding the digital signature to the module, Wherein adding 
the digital signature alloWs platform manufacturer con 
trolled and certi?ed code to be incorporated into func 
tions of the core root of trust measurement. 

2. The method of claim 1, further comprising: 

responsive to determining that the hash value of the 
module image is not to be a core root of trust measure 

ment extension, releasing the module image. 
3. The method of claim 1, Wherein incorporating platform 

manufacturer controlled and certi?ed code into the core root 
of trust measurement alloWs the platform manufacturer to 
de?ne a policy for accepting a neW function into the core 
root of trust measurement. 

4. The method of claim 3, Wherein the extended core root 
of trust measurement may be updated using the manufac 
turer de?ned policy. 

5. The method of claim 1, Wherein the module is a 
?rmWare module. 

6. The method of claim 1, Wherein the module is a 
softWare module. 

7. A method in a data processing system for alloWing a 
core root of trust measurement Within a trusted computing 
platform to validate a module signature against a public key 
of a manufacturer, comprising: 

loading the module into the data processing system; 

determining if the module is signed by a core root of trust 
measurement extension signing key; 

responsive to determining that the module is signed, 
validating the module signature against the public key 
of the manufacturer; and 

creating an entry in a platform con?guration register, 
Wherein the platform con?guration register is extended 
to include functions of the core root of trust measure 
ment. 

8. A data processing system for extending a core root of 
trust measurement Within a trusted computing platform, 
comprising: 
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generating means for generating a hash value in response 
to compiling a module image; 

determining means for determining if the hash value of 
the module image is to be a core root of trust measure 

ment extension; 

creating means for creating a digital signature for the 
module using the core root of trust measurement pri 
vate key in response to determining that the hash value 
of the module image is to be a core root of trust 
measurement extension; and 

adding means for adding the digital signature to the 
module, Wherein adding the digital signature alloWs 
platform manufacturer controlled and certi?ed code to 
be incorporated into functions of the core root of trust 
measurement. 

9. The data processing system of claim 8, further com 
prising: 

releasing means for releasing the module image in 
response determining that the hash value of the module 
image is not to be a core root of trust measurement 
extension. 

10. The data processing system of claim 8, Wherein 
incorporating platform manufacturer controlled and certi?ed 
code into the core root of trust measurement alloWs the 
platform manufacturer to de?ne a policy for accepting a neW 
function into the CRTM. 

11. The data processing system of claim 10, Wherein the 
extended core root of trust measurement may be updated 
using the manufacturer de?ned policy. 

12. The data processing system of claim 8, Wherein the 
module is a ?rmWare module. 

13. The data processing system of claim 8, Wherein the 
module is a softWare module. 

14. A computer program product in a computer readable 
medium for extending a core root of trust measurement 
Within a trusted computing platform, comprising: 

?rst instructions for generating a hash value in response to 
compiling a module image; 

second instructions for determining if the hash value of 
the module image is to be a core root of trust measure 

ment extension; 

third instructions for creating a digital signature for the 
module using the core root of trust measurement pri 
vate key in response to determining that the hash value 
of the module image is to be a core root of trust 
measurement extension; and 

fourth instructions for adding the digital signature to the 
module, Wherein adding the digital signature alloWs 
platform manufacturer controlled and certi?ed code to 
be incorporated into functions of the core root of trust 
measurement. 

15. The computer program product of claim 14, further 
comprising: 

?fth instructions for releasing the module image in 
response to determining that the hash value of the 
module image is not to be a core root of trust measure 
ment extension. 

16. The computer program product of claim 14, Wherein 
incorporating platform manufacturer controlled and certi?ed 
code into the core root of trust measurement alloWs the 
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platform manufacturer to de?ne a policy for accepting a neW 18. The computer program product of claim 14, Wherein 
function into the core root of trust measurement. the module iS a ?rmware module. 

19. The computer program product of claim 14, Wherein 17. The computer program product of claim 16, Wherein _ 
the module is a software module. the eXtended core root of trust measurement may be updated 

using the manufacturer de?ned policy. * * * * * 


