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(57) ABSTRACT 

The present invention is concerned With a method of, and 
apparatus for, detecting the source and movement of emails 

Firewall 
arrangement 

that are propagated by an email virus. The invention com 

prises a server con?gured to send outgoing electronic mes 

sages on behalf of terminals connected thereto and to deliver 

incoming electronic messages to the terminals, each termi 
nal being accessed by one or more users. The server com 

prises: receiving means arranged to receive data relating to 
such electronic messages; analysing means arranged to 
analyse the received data in accordance With a speci?ed 
criterion, so as to identify those electronic messages that 

satisfy the criterion; identifying means arranged to identify 
the destination of the identi?ed electronic messages; pro 
cessing means arranged to send a message to each of the 

identi?ed destinations, requesting suspension of delivery of 
the identi?ed electronic messages. This therefore alloWs 

suspect electronic messages (emails) to be identi?ed, and 
recalled, or quarantined at a destination server, thereby 
preventing the spread of suspect emails as early as possible. 
The method also collates and presents email activity as a 

function of the position, Within an organization, of the origin 
of an email. The email activity can be presented graphically, 
thus providing an enhanced user interface to email data 

Within a company. In other Words, aWareness of movement 

of emails Within a company is greatly enhanced. This 
represents an improvement over the prior art, because it 
provides a faster Way of identifying potential viral damage 
Within, for example, a company intranet. 
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SERVER FOR SENDING ELECTRONICS 
MESSAGES 

[0001] The present invention relates to methods of, and 
apparatus for, controlling propagation of electronic mes 
sages through a network, and has particular application in 
identifying email activity Within an organisation. 

[0002] Email is the most Widely used application because 
it offers a fast, convenient method of transferring informa 
tion. Its ability to communicate information quickly, seem 
ingly independent of distance betWeen sender and receiver, 
is one of the key features that makes email so attractive. 
Typically, these features can be exploited in a positive 
manner—e.g. to improve and increase the quality and quan 
tity of business transactions. HoWever, these features can 
also be exploited in a negative manner—by so-called 
“viruses”—to cause disruption and even loss of data to the 
email recipient. 

[0003] A virus is a piece of programming code, usually 
disguised as something else, that causes some unexpected 
and usually undesirable event, and Which is often designed 
so that it is automatically spread to other computer users. 
The most common transmission means for a virus is by 
e-mail, usually as an attachment. Some viruses are invoked 
as soon as their code is executed; other viruses lie dormant 
until circumstances cause their code to be executed by a 
computer. 

[0004] KnoWn methods applied to virus detection include 
maintaining a library of knoWn viruses, together With soft 
Ware for searching for these knoWn viruses (e.g. McAfeeTM 
and Dr SolomonsTM, generally referred to as “anti-viral” 
softWare), and using the softWare to scan incoming emails. 
Such softWare essentially carries out analysis of byte-sig 
natures of ?les in order to identify ?les having signatures 
corresponding to the knoWn viruses. 

[0005] Other knoWn methods for identifying email 
viruses, such as that employed in McAfee’s product “Out 
break Manager”, involve analysing incoming email mes 
sages in accordance With certain criteria, and quarantining 
incoming messages if certain patterns, such as an inordinate 
number of e-mail messages With the same subject line or the 
same attachment, are detected. Although this approach 
claims to concentrate on analysing the behaviour of emails, 
it analyses emails With respect to certain features of the 
emails, and thus inevitably relies on some a priori email 
knoWledge. 

[0006] A virus is often a minor, yet dif?cult to predict, 
modi?cation of previously seen viruses. KnoWn methods 
used to catch such viruses have recently been revieWed in an 
article, published on the BBC Website on 22nd May 2002, 
entitled “Waging War on computer viruses” (Website address 
at date of ?ling is http:\\neWs.bbc.co.uk/l/hi/sci/tech/ 
1999854stm. Usually a Website address takes the form of a 
?rst part indicating the netWork delivery mechanism (e.g. 
http:// or ?le:// for the hypertext transfer protocol or ?le 
transfer protocol respectively) folloWed by the netWork 
address of the server (e.g. WWW.server 1.com) suf?xed With 
the name of the ?le that is being requested. Note that, in this 
example, such names are, for typographical reasons, shoWn 
With the “//” replaced by “\\”)). 

[0007] One passage in the article states “anti-virus com 
panies Work to produce a ‘pattern’ ?le that tells their 
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softWare hoW to spot and stop the [malicious program]”. A 
pattern ?le is a signature matching ?le. A further passage 
reports that “many anti-virus programs use rule-based tech 
niques, called heuristics, to spot these variants”. Heuristics 
are essentially Arti?cial Intelligence rule-based techniques 
that are used to estimate the probability that a piece of code 
is a virus. 

[0008] According to a ?rst aspect of the present invention, 
there is provided a server con?gured to send outgoing 
electronic messages on behalf of terminals connected thereto 
and to deliver incoming electronic messages to the termi 
nals, each terminal being accessed by one or more users. The 
server comprises: 

[0009] receiving means arranged to receive or generate log 
data relating to one or more traf?c characteristics associated 
With electronic messages; 

[0010] analysing means arranged to analyse the log data in 
accordance With a criterion, so as to identify those electronic 
messages that satisfy the criterion; 

[0011] identifying means arranged to identify the destina 
tion of the identi?ed electronic messages; and 

[0012] processing means arranged to send a message to 
each of the identi?ed destinations, requesting suspension of 
delivery of the identi?ed electronic messages. 

[0013] The log data may relate to the volume of data 
passing at a point along a data path or link in a time interval, 
in particular the volume of data originating from the same 
user or location in a time interval. In particular, the log data 
relating to a target electronic message may indicate the 
volume of data or the number of messages originating (or 
received) from a common user, terminal, router or other 
topological position Within a time interval. Conveniently, the 
log data may indicate the siZe of a message, as the message 
siZe is normally an indication of the minimum amount of 
data sent by a user in a time interval. Preferably, the time 
interval is a time interval during Which the taget message 
Was sent or received. Alternatively or in addition, the log 
data may include an indication of the type or format of an 
electronic message, such that for example the number of 
messages of a given type or format originating from a user 
in a time interval at a topological location can be ascer 
tained. Thus, the term log data Will be understood to include 
data Which can be associated With the content of an elec 
tronic message. 

[0014] An example of an electronic message is a so-called 
email. Another example of an electronic message is a ?le, 
Which is stored, for example, on a ?le server, and Which 
contains a message. Alternatively, an electronic message 
may be data generated by a Web broWser. 

[0015] The analysing means could be arranged to analyse 
log data each electronic message sent from a terminal 
connected to the server, and to identify those that satisfy the 
criterion. An example of the speci?ed criterion is any one, or 
some, of type of electronic message, siZe of electronic 
message and number of electronic messages emanating from 
a user. By “type” of electronic message, in the context of 
email, We mean Whether the email contains plain text; 
Whether it contains an attachment, and if so, What type of 
attachment there is; Whether there is a URL embedded 
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therein; and Where the email originated from, etc. The 
analysing means thus identi?es potentially suspicious 
emails. 

[0016] Aspeci?ed criterion may be met When the log data 
relating to a target electronic message indicates that a 
threshold number of electronic messages and/or a threshold 
data volume originates from a common terminal or user, in 
a time interval during Which the target electronic message 
Was sent. This Will alloW bursts of data How Which can be 
associated With the propagation of viruses to be detected, so 
that the presence of a virus can be inferred. 

[0017] Preferably the server includes ?rst means arranged 
to receive a signal identifying Whether or not an identi?ed 
electronic message is related to an electronic message virus. 
This signal could come from, for example, an email virus 
laboratory; the server could be arranged to send the identi 
?ed electronic messages to such a laboratory, and receive the 
results therefrom. 

[0018] Conveniently the server includes second means 
arranged to receive data indicative of the success or other 
Wise of the suspension request. In the event that the received 
signal identi?es an electronic message to be a virus and the 
suspension request is successful, the second means triggers 
deletion of the said electronic message. This could involve 
sending a message to the destinations that have been con 
?rmed to have received a virus, and causing the said server 
to delete such an electronic message. 

[0019] In the event that the received signal identi?es an 
electronic message to be a virus and the suspension request 
is unsuccessful, the second means is arranged to trigger 
operation of identifying means and processing means run 
ning on a server corresponding to the destination of the 
identi?ed electronic message. 

[0020] Consider the scenario Where terminal A, connected 
to server S1 and running email client softWare on behalf of 
user U1, sends emails to user U2, registered With terminal B, 
Which is connected to server S4. Further, assume that servers 
S1 and S4 are con?gured in accordance With the invention. 
In the event that the analysing means ?nds that emails sent 
from U1 to U2 satisfy the speci?ed criterion and are also 
identi?ed to be a virus, server S1 Will monitor the result of 
the suspension request sent to server S4. If the suspension 
request sent to email server S4 is unsuccessful, the second 
means running on server S1 Will send a message to email 
server S4, invoking operation of the identifying means and 
processing means running thereon, in respect of any emails 
sent from user U2. 

[0021] Preferably, in the event that a received signal 
identi?es an electronic message not to be a virus and the 
request is successful, the second means is arranged to permit 
delivery of the identi?ed electronic message. Thus, in the 
conteXt of the eXample above, in the event that emails sent 
from U1 to U2 are not identi?ed to be a virus, the second 
means running on S1 sends a message to server S4, permit 
ting delivery of these emails. 

[0022] Thus in a preferred arrangement, there is a plurality 
of the above-described servers, and at least one of them 
comprises: 

[0023] receiving means arranged to receive a request to 
suspend delivery of an identi?ed electronic message; 
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[0024] polling means arranged to check Whether or not the 
identi?ed electronic message has been delivered, and if it 
has not, to block retrieval thereof by a respective terminal 
connected thereo; 

[0025] Wherein, in response to receipt of a said request, the 
polling means is arranged to check delivery of the identi?ed 
electronic message, and in the event that it has not been 
delivered, to block retrieval thereof. 

[0026] In the conteXt of the eXample given above, server 
S4 Would implement this functionality. Server S4 Would also 
include deleting means arranged to check Whether retrieval 
of the identi?ed electronic message has been blocked, and, 
in the event that the identi?ed electronic message is both 
identi?ed to be a virus and has been blocked, the deleting 
means deletes it. 

[0027] Suspension of delivery can take many forms, and 
in a preferred arrangement, involves blocking retrieval of an 
email by user U2. Blocking retrieval can be effected by 
either changing the permissions of these identi?ed emails, so 
that the user U2 cannot see these emails, or it can be effected 
by removing the identi?ed emails from the user U2’s 
mailboX. When a message is received, permitting delivery, 
the server S4 either changes the permissions in respect 
thereof, so that the user U2 can noW see the email, or the 
server moves the email into the user U2’s mailboX. 

[0028] The advantage of this ?rst aspect of the invention 
is that potentially suspect emails can be retrieved and 
deleted as early as possible, thereby preventing the spread of 
viruses throughout the intranet (i.e. company). 

[0029] According to a second aspect of the present inven 
tion the server is additionally or alternatively provided With 
the folloWing features: 

[0030] ?rst storage for storing details relating to such 
electronic messages; 

[0031] further storage for storing a mapping betWeen users 
and the organisational units to Which the users belong, 

[0032] display means for displaying a plurality of images, 
each representative of an organisational unit; 

[0033] Wherein the server is arranged, in use, such that in 
response to a request for data relating to a user, 

[0034] the ?rst storage is arranged to output data identi 
fying electronic messages emanating from that user; 

[0035] the further storage is arranged to output data iden 
tifying Which of the organisational units that user belongs to; 

[0036] and, for those electronic messages that are identi 
?ed to satisfy the criterion, the display means is arranged to 
insert, on the image corresponding to the identi?ed organi 
sational unit, a visual identi?er representative of the volume 
or type of identi?ed electronic messages. 

[0037] Preferably, for those electronic messages that are 
identi?ed to satisfy the criterion, the display means is 
arranged to display a list of users on an associated image, 
and for each user on the list, to display details of the volume 
and/or type of identi?ed electronic messages emanating 
therefrom. 

[0038] Conveniently the display means is arranged to 
insert a link betWeen the identi?ed organisational unit and 
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the organisational unit corresponding to the identi?ed des 
tination. Preferably the display means is arranged to display 
an indication of the success or failure of controlling the 
spread of a virus. 

[0039] Thus, the present invention collates and presents 
email activity as a function of the position, Within an 
organiZation, of the origin of an email. The email activity 
can be presented graphically, thus providing an enhanced 
user interface to email data Within a company. In other 
Words, aWareness of movement of emails Within a company 
is greatly improved. This is an improvement over knoWn 
email virus identi?cation methods, because it provides a 
faster Way of identifying potential viral damage Within, for 
eXample, a company intranet. 

[0040] According to a third aspect of the invention, there 
is provided a method corresponding to the functionality 
provided by the server. 

[0041] Further aspects of the invention are provided as 
speci?ed in the appended claims. 

[0042] In the folloWing description the terms “host”, 
“intranet”, “client”, “device” and “email data” are used; 
these are de?ned as folloWs: 

[0043] “client”—a requesting program, computer, or user 
in a client/server relationship; 

[0044] “host”—any computer that has tWo-Way access to 
other computers in a network such as the Internet or an 
Intranet; a client is a particular type of host. 

[0045] “intranet”—a private netWork that is contained 
Within an organisation. It may consist of many interlinked 
local area netWorks and also use leased lines in the Wide 
Area Network. Typically, an intranet includes connections 
through one or more gateWay computers to the outside 
Internet. The main purpose of an intranet is to share com 
pany information and computing resources among employ 
ees in the organisation. 

[0046] “device”—any machine that is operable to receive 
data delivered over a netWork. Examples of devices include 
hosts, clients, routers, sWitches, and servers. 

[0047] “email data”—packet data that has emanated from 
an email application running on a ?rst device en route for an 
email application running on a second device. Email data 
includes overhead data, Which enables the packet to arrive at 
its destination, and is retrieved from the header part of a 
packet. Speci?cally email data includes at least protocol 
type, source address of packet, destination address of packet, 
siZe of payload of packet, and type of payload packet (Which 
can be used to determine Whether there is an attachment). A 
packet is identi?ed as an email data type from examination 
of the protocol part of the header. The phrase “email packet 
data” and “email data” are used interchangeably in the 
folloWing description. 

[0048] Further aspects and advantages of the present 
invention Will be apparent from the folloWing description of 
preferred embodiments of the invention, Which are given by 
Way of eXample only and With reference to the accompany 
ing draWings, in Which 

[0049] FIG. 1a is a schematic diagram of a netWork, 
Within Which embodiments of the invention operate; 
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[0050] FIG. 1b is a schematic diagram of processes and 
parts constituting a conventional email server; 

[0051] FIG. 2 is a schematic diagram of components of a 
virus detector according to the invention; 

[0052] FIG. 3 is a How diagram shoWing a method of 
identifying email behaviour according to an embodiment of 
the invention; 

[0053] FIG. 4 is a How diagram shoWing aspects of 
managing email traf?c in dependence on the behaviour 
outlined in the method of FIG. 3; 

[0054] FIG. 5 is a graphical representation of the form of 
output generated by the virus detector shoWn in FIG. 2; 

[0055] FIG. 6 is a How diagram shoWing further aspects 
of managing email traf?c in dependence on the behaviour 
outlined in the method of FIG. 3; 

[0056] FIG. 7 is a graphical representation of the output of 
one of the steps shoWn in FIG. 3; 

[0057] FIG. 8 is a graphical representation of the output of 
one of the steps shoWn in FIG. 4; 

[0058] FIG. 9 is a further graphical representation of the 
form of output generated by the virus detector shoWn in 
FIG. 2; and 

[0059] FIG. 10 is a How diagram shoWing aspects of 
managing email traf?c according to a second embodiment; 

[0060] FIG. 11 is a How diagram shoWing further aspects 
of managing email traf?c according to a second embodi 
ment; 

[0061] FIG. 12 is a schematic block diagram shoWing 
interrelationship betWeen virus detectors according to 
embodiments of the invention; and, 

[0062] FIG. 13 shoWs a further embodiment. 

OVERVIEW OF OPERATING ENVIRONMENT 
FOR EMBODIMENTS OF THE INVENTION 

[0063] FIG. 1a shoWs part of a netWork N1, having 
various devices operating therein. A netWork such as that 
shoWn in FIG. 1a can be perceived as comprising a plurality 
of functional netWorks, one of Which is an email netWork. 
An email netWork can be separated into a plurality of logical 
email domains, each of Which comprises a plurality of server 
machines and client machines communicating thereWith. 
FIG. 1a shoWs part of a single logical email domain. 

[0064] The netWork N1 could be a corporate netWork, 
typically comprising many interconnected Local Area Net 
Works The netWork N1 includes routers R (only one 
of Which is shoWn, for clarity), Which route data to devices 
in the netWork in a manner knoWn in the art and host 
machines H1 . . . H7, Which send and receive data, including 
email data, in a manner Well knoWn in the art. In the Figure, 
only a nominal number of host machines H1 . . . H7 are 

shoWn for clarity. The netWork N1 additionally includes 
several email servers S1 . . . Sn (only 3 shoWn for clarity), 

Which receive and forWard email from and to host machines 
H1 . . . H7 or to and from other email servers, and provide 

temporary storage of emails that are in transit to another 
destination. Each email server Si stores details of emails 
passing through it in a log ?le LFi. The dashed links shoWn 
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in FIG. 1a indicate email traf?c passing between email 
server and host machine; for other communications, each of 
the host machines H1 . . . H7 may communicate directly with 

the router R. 

[0065] As shown in FIG. 1a, a public land mobile network 
(PLMN) (eg a GSM—compatible digital cellular network) 
N2 is connected via a gateway G to the LAN N1. A base 
station B1 of the PLMN provides a cell in the vicinity of 
terminal T1, which is enabled to send and receive email 
messages (typically by having an email client running 
thereon) to hosts H1 . . . H7 in the network N1. Since 

terminal T1 can send and receive emails in the same manner 
as hosts H1 . . . H7, for the purposes of the following 

description it is considered to be a host. 

[0066] FIG. 1b shows parts of a conventional email server 
S1. An email server (also known as a messaging server) 
comprises processes adapted to attend to both outgoing and 
incoming email requests. The email server comprises means 
S01 for receiving and processing incoming email requests, 
which reads the destination address on incoming messages 
and delivers them to an appropriate mailboX stored on the 
server S1. Means SO1 provides what is commonly referred 
to as “destination server” functionality. The email server S1 
also comprises means S03 for sending and processing out 
going email requests, which is con?gured to interact with 
other servers, or nodes, through which a message is passed, 
until the email reaches the network corresponding to its 
destination. Means S03 provides what is commonly referred 
to as “client server” functionality. 

[0067] An email server can thus act as both client and 
destination server. Each email server S1 has a message store 
ST1, which comprises mailboxes MBi for each host Hi for 
which the email server S1 acts as client server (in the case 
of server S1, hosts H1 . . . H4). When a message arrives on 

the server S1, the receiving means or logging means SO1 
identi?es the recipient and stores the message in the mailboX 
corresponding to the recipient. The message is copied to the 
host when the recipient clicks on the message. 

[0068] As stated above, the ability to communicate via 
email can be exploited by “viruses”, which can cause 
large-scale disruption in terms of device loading and loss of 
data. Most known methods applied to virus detection main 
tain a library of known viruses, together with software for 
searching for these known viruses (e.g. McAfeeTM and Dr 
SolomonsTM, generally referred to as “anti-viral” software). 
These methods essentially perform analysis of byte-signa 
tures of ?les in order to identify ?les having signatures 
corresponding to the known viruses. 

[0069] A problem with these known approaches is that 
they are reactive—if a virus arrives at one of the hosts, say 
H1, then typically only if the virus has been seen before (and 
assuming that the host H1 has installed anti-viral software in 
respect of that virus) will the anti-viral software be effective. 
Thus, if host H1 were to receive an email that spawned a 
virus hitherto unseen, it would cause harm to the host H1, as 
there is currently no reliable means of detecting and halting 
the virus activity until it has been identi?ed—i.e. after it has 
caused harm. 

[0070] The method described in international patent appli 
cation PCT/GB2002/003295 takes a signi?cant step from 
the above-described methods by analysing patterns in pre 
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viously seen email data in order to identify a plurality of 
classi?cation groups, or pro?les, each of which is indicative 
of particular type of email behaviour. When new email data 
arrives, embodiments of that method attempt to classify the 
email data into one of the known pro?les. If the data falls 
within one of the known pro?les, a predetermined action can 
be carried out—e.g. alerting a system administrator, or 
running a further diagnostic application, if the email data is 
of a particular type. PCT/GB2002/003295 also describes 
visualising the distribution of email traffic around the net 
work, as a function of the relationship between email server 
and hosts (email clients). However, the visualisation is not 
scalable for a network comprising, eg 70 email servers, 
since only a snapshot of the client/servers can be visualised 
on the screen. A further problem with this method is that 
classi?cation can lead to false positives and indecision, and 
general failure to reliably classify unseen email data, whilst 
the method can only alert a network administrator to the 
presence of a virus, and cannot stop the spread of the virus. 

[0071] Thus although the approach disclosed in PCT/ 
GB2002/003295 attempts to look at the macroscopic behav 
iour of email traffic, there is a number of shortcomings that 
limit its usefulness. 

[0072] Embodiments of the present invention are con 
cerned with proactively detecting email viruses, and make 
use of a crucial realisation that the spread of, and thus 
damage due to, email viruses is dependent on transmission 
from one machine to other machines. In particular, embodi 
ments of the invention provide a user interface to email data 
within a company, thereby presenting information on the 
movement of emails within a company in terms of the origin 
of the email. One advantage of the approach described 
herein is that email activity within an entire company 
(comprising upwards of 120,000 employees) can be viewed 
on a single screen. Secondly, since the origin of an email can 
be traced to an employee (who has a well de?ned position 
within a company), information relating to the sector within 
an organiZation from which emails are emanating can easily 
be retrieved. 

[0073] Thus the invention represents an improvement over 
the current state of the art by virtue of the fact that known 
email virus detection methods do not parse email log ?les 
and represent them in terms of employee/company structure. 

Overview of Embodiments of the Invention 

[0074] Embodiments of the invention can be applicable to 
scenarios where users can be categorised in terms of their 
position within an organisation, such as a company. A 
company can be organised into organisational units, and 
each employee is then assigned to one of the organisational 
units. Such organisational units are referred to as “OUC”, 
meaning organisational unit code, in the following descrip 
tion. 

[0075] Essentially, embodiments may analyse previously 
seen email data (in the form of email log ?les, stored, eg in 
email server log ?les LFi) and identify hosts that are sending 
an uncharacteristically large number of emails, and/or 
emails of a particular type and/or siZe. In this way, on the 
basis, at least in part, of the temporal distribution of traf?c 
levels through or from a server (or a plurality of severs), the 
presence of a virus can be inferred. 
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[0076] For any or all hosts so identi?ed, the position of the 
associated email user, With respect to the organisation Within 
Which the user is located, is identi?ed, and an identi?er 
identifying the number/siZe/type of emails sent by that user 
is displayed on a bespoke graphical user interface. 

[0077] Subsequently, emails sent from the identi?ed hosts 
are recalled, or temporarily quarantined, Whilst an example 
of the email is retrieved from the email server (Which is the 
“client server” of the identi?ed host) and analysed by one or 
some of the above mentioned knoWn email virus analysers 
(eg by sending the virus to SymantecTM analysis centre 
(discussed-beloW)). The recalling feature thus has the ben 
e?t of halting the spread of the virus. Preferably, if the 
results of the analysis shoW the emails to be viruses, the 
recalled emails are then deleted. Conversely, if the emails 
are not viruses, the recalled emails can be re-sent. 

[0078] Referring to FIGS. 2 to 8, a ?rst embodiment of the 
invention Will noW be described in more detail. FIG. 2 is a 
block diagram shoWing elements of the ?rst embodiment, 
generally referred to as virus detector 200, While FIGS. 3 
and 4 are How diagrams shoWing steps carried out by the 
virus detector 200 (Which is an example of inference means 
for inferring the presence of a virus). In these latter tWo 
Figures, the direction of arroWs indicate the order in Which 
steps are performed, and the dotted line in FIG. 4 indicates 
input of data. FIGS. 5, 7 and 8 are schematic diagrams 
shoWing a graphical representation of detected email activ 
ity, and FIG. 6 is a How diagram shoWing further steps 
carried out by the virus detector 600, speci?cally in relation 
to recalling emails suspected to be virus-related. 

[0079] Turning ?rstly to FIG. 2, the virus detector 200 
runs on an email server S1, such as that shoWn in FIGS. 1a 
and 1b. In addition to the conventional email-related pro 
cesses described above, the email server S1 comprises a 
central processing unit (CPU) 201, a memory unit 203, an 
input/output device 205 for connecting the server S1 to the 
netWork N1, storage 207, and a suite of operating system 
programs 209, Which control and co-ordinate loW level 
operation of the server S1. Such a con?guration is Well 
knoWn in the art. 

[0080] The virus detector 200 comprises at least some of 
programs 211, 213, 215, 217. These programs are stored on 
storage 207 and are processable by the CPU 201. The 
programs include a program 211 for gathering data, Which 
collects unprocessed email data (log data), typically acces 
sible from either the log ?le LF1 associated With the server 
S1 or from processes embedded in the email netWork Whose 
purpose it is to gather such data (not shoWn). The virus 
detector 200 includes a program 213 for processing the 
gathered data in order to identify host machines that are 
sending an abnormal number/type/siZe of emails, and a 
visualising program 215, arranged to represent such identi 
?ed hosts in the context of an organisational structure, 
together With recall program 217, Which attempts to recall 
emails that have been sent from such identi?ed clients. 

[0081] Preferably there is a plurality of virus detectors 
200, each of Which runs on a destination email server. The 
interaction betWeen virus detectors is described at the end of 
the description. 

[0082] The operation of the viral detector 200, according 
to the ?rst embodiment of the invention, Will noW be 
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described With reference to the ?oWcharts shoWn in FIGS. 
3, 4 and 6, and the schematic diagrams shoWn in FIGS. 5, 
7 and 8. 

[0083] Referring to FIG. 3, the gathering program 211 
accesses 501 the email log ?le LF1 and identi?es 503 the 
email accounts (hereinafter referred to as email sender 
identi?ers (ESIi)) from Which emails have been sent. Typi 
cally the log ?le LF1 Will store details of emails sent Within 
a netWork, such as an intranet, or a Virtual Private Network 
(VPN), Within a certain time period. Assuming that the virus 
detector 200 is operating Within a company intranet, since 
individual email accounts are associated With individual 
users, each email sender identi?er ESIi Will be associated 
With an employee (user). An email sender identi?er ESIi can 
be a user ID or a conventional email address. 

[0084] At step 505, the processing program 213 selects a 
?rst email sender identi?er ESI1, and identi?es 507 the 
organisational unit (OUC) corresponding to the selected 
email identi?er ESI1 (that is the organisational unit corre 
sponding to the user having email identi?er ESI1). Such 
identi?cation may involve querying a database in respect of 
the user corresponding to email identi?er ESI1 so as to 
retrieve a data identifying the unit to Which he/she belongs. 

[0085] At step 509, the processing program 213 creates a 
?rst sender email list L1, and the user’s details, including 
OUC identi?ed at step 507 and email sender account details 
(including ESI1), are stored in the list L1. Next the process 
ing program 213 parses email log ?le LF1 in order to 
calculate 511 the number of destinations, each having a 
respective email identi?er (DEIk), that have been sent emails 
from the sender’s email account ESI1. Then for each of the 
destination email identi?er DEIj, the number, siZe and type 
of emails sent thereto are evaluated and saved to the list Li 
(step 513). 
[0086] Once the emails sent from the ?rst email sender 
identi?er ESI1 have been analysed and the results of the 
analysis saved to an associated list L1, the processing 
program 213 selects 505 the next email sender identi?er 
ESI2 from the log ?le LF1 and repeats steps 507-513 in 
respect thereof. These steps are repeated until data in respect 
of all of the email sender identi?ers identi?ed by the 
gathering program 211 at step 503 have been analysed. 

[0087] Thus steps 501-513 are parsing steps, the output of 
Which is one or more lists, each comprising details of emails 
sent from an email account, together With data indicating the 
position, Within an organisation, of the user associated With 
the email account. 

[0088] Subsequently, at step 515, the processing program 
213 analyses the content of each of the lists Li in order to 
identify email senders for Whom a certain percentage of sent 
emails are of the same siZe, and/or are of the same type (the 
siZe of emails is not alWays used to identify viral activity 
because a clever virus could easily generate variable siZed 
replications appending, for example, randomly generated 
data to an email before sending it). This percentage could be 
expected to vary depending on the level of paranoia. By 
“type” of email, We mean Whether the email contains plain 
text; Whether it contains an attachment, and if so, What type 
of attachment there is; Whether there is a URL embedded 
therein; and Where the email originated from. 

[0089] Next, at step 517, the processing program 213 
parses the lists identi?ed at step 515, and, for each list so 


















