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INFORMATION PROCESSING APPARATUS AND 
CONTROLLING METHOD OF THE SAME 

FIELD OF THE INVENTION 

[0001] The present invention relates to an information 
processing apparatus that restricts the function When a 
counter value reaches the limiting value and a controlling 
method of the apparatus. 

BACKGROUND OF THE INVENTION 

[0002] A mechanism called “counter” is used mostly for 
counting the number of copies in an information processing 
apparatus such as a copy machine or counting the number of 
days using softWare in trial. Generally, in such information 
processing apparatus, an integral value is used for a counter 
value to be counted by the counter. The counter value is 
incremented or decremented for each use according to the 
embodiments. 

[0003] In the conventional general techniques, methods 
beloW are knoWn as a method for restricting a function of an 
information processing apparatus by using a counter. 

[0004] (1) Amethod for disabling an information process 
ing apparatus When a counter value reaches the upper limit, 
Wherein the information processing apparatus is equipped 
With a counter mechanism that increments the counter value, 
and the counter value has the upper limit. 

[0005] (2) Amethod for disabling an information process 
ing apparatus When a counter value decrements from an 
initial value to reach the loWer limit, Wherein the informa 
tion processing apparatus is equipped With a counter mecha 
nism that decrements the counter value, and the counter 
value has the loWer limit (e.g., 0). 

[0006] The upper limit and the loWer limit of a counter 
Will be collectively called “limiting value” beloW. 

[0007] Method for changing the upper limit or the like of 
a counter from outside the information processing apparatus 
equipped With the abovementioned conventional counter 
mechanism conventionally include methods beloW. 

[0008] (1) Ascreen or the like that is not used by a general 
user is prepared and a speci?c user (administrator) sets or 
changes the current value or the limiting value of a counter 
on the screen or the like. 

[0009] (2) License information that cannot be created by a 
general user is supplied to an information processing appa 
ratus and the information processing apparatus sets or 
changes the current value or the limiting value of a counter 
based on the contents of the supplied license information. 
The method is executed With a method of a digital signature 
or the like using a private key for preventing a general user 
from creating license information. A method for restricting 
a period of service for an information processing apparatus 
With the abovementioned license information has been 
knoWn (for example, see Japanese Patent Laid-Open No. 
5-197542). 
[0010] HoWever, among the abovementioned methods of 
changing a limiting value or the like of a counter from 
outside, in the ?rst method of preparing a screen that is not 
used by a general user, processes to reach the setting or 
changing screen need to be prevented from being leaked to 
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a general user. Thus, the procedure of reaching the screen 
should be much complicated, Which in turn makes manage 
ment of the information quite troublesome. Even if the 
information is not leaked, a general user may ?nd out hoW 
to manipulate the information. Therefore, the ?rst method is 
not completely secure. 

[0011] On the contrary, the latter method of supplying the 
apparatus With license information is more secure than the 
abovementioned ?rst method of using a screen, and can be 
used Where advanced security is needed. HoWever, a con 
ventional method of supplying the apparatus With license 
information including a limiting value of a counter and 
setting the limiting value of the counter is an operating 
method Which ignores the supplied current value of the 
counter of the apparatus, lacking ?exibility and hard to be 
operated. 

[0012] In order to perform a ?exible operation, a method 
of including incrementing information of a counter in 
license information can be considered. HoWever, even in this 
method, a general user may use the same license information 
and repeatedly change the counter value. In order to avoid 
this risk, the license information needs to include an expi 
ration date or the apparatus needs to record used license 
information, Which makes the method very complicated. 

[0013] The abovementioned conventional methods have 
Weakness respectively. For example, When license informa 
tion includes an expiration date, another problem occurs in 
that a general user Who has not made use of a function of the 
information processing apparatus by the expiration date has 
to bear an extra cost. As an information processing apparatus 
has the limit for the number of license information pieces to 
record, another problem occurs about dealing With license 
information pieces over the limit When the apparatus records 
used license information. 

[0014] An information processing apparatus in Which a 
limiting value of a counter for restricting the use of the 
apparatus can be dynamically set and changed in a secure 
method and a controlling method of the information pro 
cessing apparatus. 

SUMMARY OF THE INVENTION 

[0015] In order to solve the abovementioned problem, the 
present invention is an information processing apparatus 
With a counter function that restricts a function When the 
counter value reaches a limiting value, comprising: 

[0016] 
[0017] inputting means for inputting license informa 

tion including identi?cation information of the infor 
mation processing apparatus and a neW limiting value; 

saving means for saving the limiting value; 

[0018] determination means for determining Whether 
the input license information is valid or not based on 
the identi?cation information; and 

[0019] updating means for updating the limiting value 
saved in the saving means to the neW limiting value 
included in the license information if the determination 
means determines that the license information is valid. 

[0020] In order to solve the abovementioned problem, the 
present invention is a controlling method of an information 
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processing apparatus With a counter function that restricts a 
function When the counter value reaches a limiting value, 
comprising: 

[0021] a saving step of saving the limiting value in a 
saving device; 

[0022] an inputting step of inputting license information 
including identi?cation information of the information 
processing apparatus and a neW limiting value; 

[0023] a determining step of determining Whether the 
input license information is valid or not based on the 
identi?cation information; and 

[0024] an updating step of updating the limiting value 
saved in the saving means to the neW limiting value 
included in the license information if the determination 
means determines that the license information is valid. 

[0025] Other feature and advantages of the present inven 
tion Will be apparent from the folloWing description taken in 
conjunction With the accompanying draWings, in Which like 
references characters designate the same or similar parts 
throughout the ?gures thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] The accompanying draWings, Which are incorpo 
rates in and constitute a part of the speci?cation, illustrate 
embodiments of the invention and, together With the 
description, serve to eXplain the principle of the invention. 

[0027] FIG. 1 is a hardWare block diagram of a control 
unit for controlling a copy machine according to an embodi 
ment of the present invention; 

[0028] FIG. 2 is a diagram shoWing a partial arrangement 
of information recorded in the SRAM 2 of the copy machine 
of the embodiment; 

[0029] FIG. 3 is a schematic vieW shoWing an assumed 
scenario on supplying license information to the copy 
machine according to the embodiment; 

[0030] FIG. 4 is a diagram shoWing a display of a Web 
page for license ?le install presented by the copy machine 
according to the embodiment; 

[0031] FIG. 5 is a diagram shoWing an exemplary con 
?guration of a license ?le created by a license issuing Web 
server SC2; and 

[0032] FIG. 6 is a ?oWchart for illustrating an exemplary 
algorithm performed by the CPU 1 after the license ?le is 
installed in the copy machine at step S14. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0033] An information processing apparatus and a method 
for controlling the information processing apparatus accord 
ing to an embodiment of the present invention Will be 
described beloW With reference to draWings. An information 
processing apparatus for restricting a function When a 
counter value reaches a limiting value Will be described 
beloW by using a copy machine Which can record sequential 
license information as an eXample. 

[0034] In the copy machine according to the embodiment, 
the number of copies can be restricted by using a counter 
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mechanism. In other Words, When a counter value reaches 
the upper limit designated by license information, a copy 
function of the copy machine is disabled. 

[0035] The copy machine described in the embodiment 
includes a scanner section as an image reading device for 
reading a manuscript, a printer section as a printing device 
for printing the read image, and a control unit or the like 
connected to the sections for performing various kinds of 
control, like a typical copy machine. A user gives various 
indications to the control unit of the copy machine by 
pressing “Start Copy Button” so that the copy machine can 
perform the indicated copying operation. 
[0036] FIG. 1 is a hardWare block diagram of a control 
unit for controlling a copy machine according to an embodi 
ment of the present invention. In FIG. 1, the reference 
numeral 1 designates a CPU (central processing unit) of the 
copy machine, Which eXecutes softWare implementing a 
controlling method described later. The reference numeral 2 
designates a nonvolatile memory (SRAM), the recording 
mechanism Which can save the recorded contents even if a 

main poWer of the copy machine is turned off. In the 
embodiment, license information supplied to the copy 
machine in the past is recorded in the SRAM 2. 

[0037] The reference numeral 3 designates a volatile 
memory (RAM), Which has a function of temporarily storing 
information required When the CPU 1 eXecutes the above 
mentioned softWare. The reference numeral 4 designates an 
I/O controller, Which embodies a copy function such as 
processing a scanner section manuscript or printing an 
image according to indication from the CPU 1. The 1/0 
controller 4 also detects that the user presses Start Copy 
Button. The reference numeral 7 designates a netWork card 
providing display information for a Web broWser connected 
to a netWork such as a LAN represented as Ethernet (reg 
istered trademark) or the Internet. The reference numeral 8 
designates a bus for controlling information ?oWs among 
components by connecting respective components of the 
abovementioned CPU 1, SRAM 2, RAM 3, I/O controller 4 
and netWork card 7. 

[0038] FIG. 2 a diagram shoWing a partial arrangement of 
license information (license ?le) recorded in the SRAM 2 of 
the copy machine of the embodiment. As shoWn in FIG. 2, 
the SRAM 2 records (stores) an appliance serial number M1, 
Which is identi?cation information of the copy machine, a 
counter current value M2 and a counter upper limit M3. The 
appliance serial number M1 is a unique identi?cation num 
ber assigned for each copy machine. The counter current 
value M2 saved in the SRAM 2 is incremented by one each 
time the copy machine performs a copying operation and 
discharges a sheet of paper. When the counter current value 
M2 becomes equal to the counter upper limit M3, a function 
of the information processing apparatus is restricted so that 
no copying operation is started even if a user presses Start 
Copy Button thereafter. 

[0039] FIG. 3 is a schematic vieW shoWing an assumed 
scenario on supplying license information to the copy 
machine according to the embodiment. In the embodiment, 
license information is embodied in the form of a license ?le 
described later so that a user can easily carry the information 
by saving (storing) it on a transportable recording medium 
(storage medium) detachable to the copy machine. 
[0040] As shoWn in FIG. 3, an environment Where the 
copy machine SC1 according to the embodiment is placed 
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includes a Web server (license issuing Web server) SC2 for 
issuing a license ?le and a user SC3 performing a copying 
operation With the copy machine SCI. 

[0041] The copy machine SCI is adapted to restrict the 
copy function When the counter mechanism makes the 
counter current value M2 reach the counter upper limit M3 
as mentioned above. Thus, a user SC3 needs to update the 
counter upper limit M3 if required. In the embodiment, the 
user SC3 uses the license issuing Web server SC2, for 
example, accesses license issuing Web server SC2 connected 
via a netWork such as the Internet (registered trademark) 
from the user’s PC (personal computer), and obtains a 
license ?le. As the license issuing Web server SC2 is 
provided With an accounting function, it can be adapted to 
ask a user, Who tries to obtain a license ?le, to input 
accounting information such as a credit card number or the 
like and charge the credit card according to the upper limit 
required by the user. 

[0042] A procedure of creating a license ?le Will be 
described With reference to FIG. 3. First, the user SC3 
obtains the counter upper limit currently set in a copy 
machine SCI in a certain Way (step S11). For example, the 
license information, Which is stored in SRAM shoWn in 
FIG. 2, can be displayed in an operation screen (not shoWn) 
of the copy machine SCI. The user can get the upper limit, 
Which has been set in a license ?le, from a record of the 
license ?le or the like created in the past. Next, the user 
provides the obtained upper limit as a desired counter start 
value along With an appliance serial number of the copy 
machine MI, the number of copies needed (required num 
ber) and accounting information including credit card infor 
mation for accounting for a license issuing Web server SC2 
(step S12). 
[0043] The license issuing Web server SC2 issues a license 
?le based on the provided information and the license ?le is 
provided from the license issuing Web server SC2 to the user 
SC3 (step S13). Then, the user SC3 saves the obtained 
license ?le on hard disk of the user’s PC. 

[0044] The user SC3 activates a Web broWser of the user’s 
PC saving the license ?le and displays a Web page presented 
by the copy machine SCI. FIG. 4 is a diagram shoWing a 
display of a Web page for license ?le install presented by the 
copy machine according to the embodiment. As shoWn in 
FIG. 4, the displayed Web page includes an input ?eld UII 
for the ?le name of a license ?le and a button UI2 for 
indicating execution of the installation. 

[0045] The user SC3 clicks mouse or the like on the input 
?eld UII for the ?le name and inputs the ?le name of the 
license ?le obtained at step S13 through the keyboard or the 
like. When the user SC3 clicks on the button UI2, contents 
of the license ?le is sent to the copy machine SCI by the Web 
broWser function, and the license ?le is installed in the copy 
machine SCI. 

[0046] FIG. 5 is a diagram shoWing an exemplary con 
?guration of a license ?le created by license issuing Web 
server SC2. As shoWn in FIG. 5, as an appliance serial 
number LFI and a counter start value LF2 and a counter 
upper limit LF3 among information included in the license 
?le issued in the embodiment, respective pieces of informa 
tion provided for the license issuing Web server SC2 (an 
appliance serial number M1, a counter upper limit M3 and 
a counter upper limit M3 added With a counter value for the 
number of sheets required by the user, respectively) are set. 
In this manner, the embodiment has an effect in preventing 
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the same license ?le being used in another copy machine by 
including appliance serial number LFI in the license ?le. 

[0047] In the license ?le issued in the embodiment, a 
signature LF4 is included as shoWn in FIG. 5. The signature 
LF4 is generated by applying a publicly knoWn hash func 
tion to an appliance serial number LFI, a counter start value 
LF2 and a counter upper limit LF3 and coding the calculated 
hash value With a secret private key saved in the license 
issuing Web server SC2. The tamper-proof is not limited to 
a method using the abovementioned signature LF4 that is 
generated by applying a hash function to an appliance serial 
number F1, and a method for encrypting information on an 
appliance serial number LFI to a counter upper limit LF3 
Without using a hash function can be used to avoid tamper 
ing of the license ?le for guaranteeing the validity. In other 
Words, the tamper-proof is not limited to a method using a 
signature and can be performed by any method if only the 
method can prevent a user or the like from tampering 
information on the appliance serial number LFI to the 
counter upper limit LF3. 

[0048] FIG. 6 is a ?oWchart for illustrating an exemplary 
algorithm performed by the CPU 1 after the license ?le is 
installed in the copy machine at step S14. First, the CPU 1 
veri?es validity of the installed license ?le (step S1). In the 
embodiment, the signature LF4 is checked for verifying 
validity of the license ?le. If the license ?le is determined as 
unauthoriZed (in the case of “UnauthoriZed”), the CPU 1 
informs the user SC3 that it failed to install the license ?le, 
for example by displaying a message “Cannot be installed” 
(step S7). Then, the installation is aborted. 

[0049] On the other hand, if the license ?le is con?rmed to 
be valid (in the case of “Valid”) at step S1, the CPU 1 further 
checks Whether the supplied license ?le is the folloWing 
information to the license ?le supplied in the past (step S2). 
Speci?cally, the CPU 1 compares the counter start value LF2 
With the counter upper limit M3 recorded in the SRAM 2. 

[0050] As a result, if the tWo values are the same (in the 
case of “Equal (=)”) at step S2, the CPU 1 determines that 
the license continuity is con?rmed and directly proceeds to 
step S3, Where the counter upper limit M3 recorded on the 
SRAM2 is overWritten With the counter upper limit LF3 in 
the license ?le. Accordingly, information on the license 
recorded in the copy machine is updated. Then, the CPU 1 
informs the user SC3 that it installed the license by display 
ing a message “Installed” (step S4). 

[0051] On the other hand, if the counter start value LF2 in 
the license ?le (i.e., the obtained counter upper limit) is 
larger than the counter upper limit M3 in the SRAM 2 (in the 
case of “Larger (>)”) at step S2, the continuity of the license 
is not kept. Then, the CPU 1 informs the user SC3 that it 
cannot install the license ?le, for example by displaying a 
message “Cannot be installed” (step S7). 

[0052] If the counter start value LF2 in the license ?le is 
less than the upper limit M3 in the SRAM 2 (in the case of 
“Less (<)”) at step S2, the CPU 1 displays a message “Is it 
alright that the counter periods of the license installed in the 
past and the license to be installed overlap?” to the user SC3 
(step S5). This is because that usually periods of the counter 
start value and the counter upper limit do not overlap for 
each license ?le. Then, the CPU 1 checks the input per 
formed by the user SC3 to the message (step S6). 

[0053] As a result, if the user SC3 inputs to alloW the 
overlap of the license periods (Yes) at step S6, the CPU 1 
overWrites the counter upper limit M3 recorded in the 
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SRAM 2 at the abovementioned step S3 With the counter 
upper limit LF3 of the license ?le. Then, the CPU 1 informs 
the user SC3 that the installation succeeded by displaying a 
message “Installed”, for example. 

[0054] The CPU 1 can con?rm that the counter value to 
update is large enough by con?rming that the counter upper 
limit M3 recorded in the SRAM2 is less than the counter 
upper limit LF3 of the license ?le before the process of step 
S3 in the ?oWchart of FIG. 6, and update the counter upper 
limit at step S3. 

[0055] Installation of the license ?le is not limited to just 
once. The license ?le can be installed every time the ?le is 
obtained. In this case, the abovementioned algorithm is 
executed at each time of installation and the counter upper 
limit is updated. 

[0056] As mentioned above, the copy machine according 
to the embodiment alloWs the user SC3 to increase the 
number of copies available by accessing the license issuing 
Web site SC2 and purchasing the license. Although the 
abovementioned embodiment is described in the case When 
the counter value increases, the present invention can also be 
implemented in the case Where the counter value decreases 
from the initial value to the loWer limit (e. g., 0) by reversing 
the increase and decrease of the abovementioned embodi 
ment. 

[0057] When the counter start value is designated, the time 
for providing license information becomes critical. To avoid 
this problem, the apparatus can be provided With a mecha 
nism for supplying multiple pieces of license information to 
accumulate license information. This saves the trouble of 
Waiting for the time When the counter value reaches an 
appropriate value to install the license. 

[0058] Note that the present invention can be applied to an 
apparatus comprising a single device or to system consti 
tuted by a plurality of devices. 

[0059] Furthermore, the invention can be implemented by 
supplying a softWare program, Which implements the func 
tions of the foregoing embodiments, directly or indirectly to 
a system or apparatus, reading the supplied program code 
With a computer of the system or apparatus, and then 
executing the program code. In this case, so long as the 
system or apparatus has the functions of the program, the 
mode of implementation need not rely upon a program. 

[0060] Accordingly, since the functions of the present 
invention are implemented by computer, the program code 
installed in the computer also implements the present inven 
tion. In other Words, the claims of the present invention also 
cover a computer program for the purpose of implementing 
the functions of the present invention. 

[0061] In this case, so long as the system or apparatus has 
the functions of the program, the program may be executed 
in any form, such as an object code, a program executed by 
an interpreter, or scrip data supplied to an operating system. 

[0062] Example of storage media that can be used for 
supplying the program are a ?oppy disk, a hard disk, an 
optical disk, a magneto-optical disk, a CD-ROM, a CD-R, a 
CD-RW, a magnetic tape, a non-volatile type memory card, 
a ROM, and a DVD (DVD-ROM and a DVD-R). 

[0063] As for the method of supplying the program, a 
client computer can be connected to a Website on the Internet 
using a broWser of the client computer, and the computer 
program of the present invention or an automatically-install 
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able compressed ?le of the program can be doWnloaded to 
a recording medium such as a hard disk. Further, the 
program of the present invention can be supplied by dividing 
the program code constituting the program into a plurality of 
?les and doWnloading the ?les from different Websites. In 
other Words, a WWW (World Wide Web) server that doWn 
loads, to multiple users, the program ?les that implement the 
functions of the present invention by computer is also 
covered by the claims of the present invention. 

[0064] It is also possible to encrypt and store the program 
of the present invention on a storage medium such as a 
CD-ROM, distribute the storage medium to users, alloW 
users Who meet certain requirements to doWnload decryp 
tion key information from a Website via the Internet, and 
alloW these users to decrypt the encrypted program by using 
the key information, Whereby the program is installed in the 
user computer. 

[0065] Besides the cases Where the aforementioned func 
tions according to the embodiments are implemented by 
executing the read program by computer, an operating 
system or the like running on the computer may perform all 
or a part of the actual processing so that the functions of the 
foregoing embodiments can be implemented by this pro 
cessing. 
[0066] Furthermore, after the program read from the stor 
age medium is Written to a function expansion board 
inserted into the computer or to a memory provided in a 
function expansion unit connected to the computer, a CPU 
or the like mounted on the function expansion board or 
function expansion unit performs all or a part of the actual 
processing so that the functions of the foregoing embodi 
ments can be implemented by this processing. 

[0067] As mentioned above, the copy machine according 
to the embodiment can more simply implement a system for 
preventing license information applied in the past from 
being reused. Further, before the counter value reaches the 
upper limit, multiple pieces of license information can be 
applied Without regard to the memory restriction of the unit, 
Which is more convenient for a user. 

[0068] As many apparently Widely different embodiments 
of the present invention can be made Without departing from 
the spirit and scope thereof, it is to be understood that the 
invention is not limited to the speci?c embodiments thereof 
except as de?ned in the appended claims. 

CLAIM OF PRIORITY 

[0069] This application claims priority from Japanese 
Patent Application No. 2004-174603 ?led on Jun. 11, 2004, 
the entire contents of Which are hereby incorporated by 
reference herein. 

1. An information processing apparatus With a counter 
function that restricts a function When the counter value 
reaches a limiting value, comprising: 

saving means for saving said limiting value; 

inputting means for inputting license information includ 
ing identi?cation information of said information pro 
cessing apparatus and a neW limiting value; 

determination means for determining Whether said input 
license information is valid or not based on said iden 

ti?cation information; and 
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updating means for updating said limiting value saved in 
said saving means to said neW limiting value included 
in said license information if said determination means 
determines that said license information is valid. 

2. The information processing apparatus according to 
claim 1, Wherein 

said determination means further determines Whether said 
input license information is the folloWing information 
to license information previously applied to said infor 
mation processing apparatus; and 

said updating means updates said limiting value saved in 
said saving means to said neW limiting value included 
in said license information, further on the condition that 
said determination means determines that said license 
information is the folloWing information to license 
information previously applied to said information pro 
cessing apparatus. 

3. The information processing apparatus according to 
claim 2, Wherein 

said license information includes a counter start value for 
updating a limiting value; and 

said determination means determines that said input 
license information is the folloWing information to 
license information previously applied to said informa 
tion processing apparatus, further on the condition that 
said start value included in said license information 
matches the counter upper limit set in said information 
processing apparatus, When said limiting value saved in 
said saving means is updated. 

4. The information processing apparatus according to 
claim 3, Wherein 

said determination means determines Whether said license 
information is valid or not by using signature informa 
tion that is generated by coding a hash value With a 
private key, Wherein said hash value is generated by 
applying a certain hash function to said identi?cation 
information, said start value and said neW limiting 
value. 

5. The information processing apparatus according to 
claim 1, Wherein 

said inputting means inputs multiple pieces of license 
information; and 

said updating means updates respective pieces of license 
information at a certain time. 

6. An information processing system comprising: 

the information processing apparatus according to claim 
1; 

information inputting means for inputting identi?cation 
information of said information processing apparatus, a 
current counter value and a required count number; and 
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generating means for generating license information 
including said identi?cation information and said neW 
limiting value calculated from said current counter 
value and said required count number. 

7. The information processing system according to claim 
6, further comprising: 

accounting information inputting means for inputting 
information on an entity to be charged for credit 
payment; and 

accounting means for charging to information on an entity 
to be charged input by said accounting information 
inputting means according to said required count num 
ber. 

8. A controlling method of an information processing 
apparatus With a counter function that restricts a function 
When the counter value reaches a limiting value, comprising: 

a saving step of saving said limiting value in a saving 
device; 

an inputting step of inputting license information includ 
ing identi?cation information of said information pro 
cessing apparatus and a neW limiting value; 

a determining step of determining Whether said input 
license information is valid or not based on said iden 

ti?cation information; and 

an updating step of updating said limiting value saved in 
said saving means to said neW limiting value included 
in said license information if said determination means 
determines that said license information is valid. 

9. A program for causing a computer that controls an 
information processing apparatus With a counter function 
Which restricts a function When the counter value reaches a 
limiting value to execute: 

a saving procedure of saving said limiting value; 

an inputting procedure of inputting license information 
including identi?cation information of said information 
processing apparatus and a neW limiting value; 

a determining procedure of determining Whether said 
input license information is valid or not based on said 
identi?cation information; and 

an updating procedure of updating said limiting value 
saved in said saving means to said neW limiting value 
included in said license information if said determina 
tion procedure determines that said license information 
is valid. 

10. Acomputer readable recording medium that stores the 
program according to claim 9. 


