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(57) ABSTRACT 

A mechanism for determining a probabilistic security score 
for a software package is provided. The mechanism calcu 
lates a raW numerical score that is probabilistically linked to 
hoW many security vulnerabilities are present in the source 
code. The score may then be used to assign a security rating 
that can be used in either absolute form or comparative form. 
The mechanism uses a source code analysis tool to deter 
mine a number of critical vulnerabilities, a number of 
serious vulnerabilities, and a number of inconsequential 
vulnerabilities. The mechanism may then determine a score 
based on the numbers of vulnerabilities and the number of 
lines of code. 
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// lnsecurec 
// This program contains a vulnerability on almost every line 
#include <stdio.h> 

' int main(int argc, char *argv [1) 
{ 

FIG 4A < char overflow[4]; 

strcpy (over?ow, argv[0]; 
strcat (overflow, argv[1]); 
printf (overflow); 
return 0; 

’ # rats insecurec 

insecure.c:4: High: fixed size local buffer 
Extra care should be taken to ensure that character arrays that 
are allocated on the stack are used safely. They are prime 
targets for buffer overflow attacks. 

insecure.c:6: High: strcpy 
Check to be sure that argument 2 passed to this function call 

FIG‘ 4B < will not more data than can be handled, resulting in a buffer 
overflow. 

insecure.c:8: High: printf 
Check to be sure that the non-constant format string passed as 
argument 1 to this function call does not come from an untrusted 
source that could have added formatting characters that the code 
is not prepared to handle. 
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PROBABILISTIC MECHANISM TO DETERMINE 
LEVEL OF SECURITY FOR A SOFTWARE 

PACKAGE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present invention is related to an application 
entitled SYSTEM FOR MANAGING SECURITY INDEX 
SCORES, US. application Ser. No. , Attorney 
Docket No. AUS920040209US1, ?led even date hereof, 
assigned to the same assignee, and incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field 

[0003] The present invention relates to data processing 
and, in particular, to determining security levels for softWare 
packages. Still more particularly, the present invention pro 
vides a method, apparatus, and program for determining a 
probabilistic security score for a softWare package. 

[0004] 2. Description of Related Art 

[0005] Security vulnerabilities are an increasing source of 
concern for business users and normal end users. Estimated 
costs due to recent viruses approach into the billions of 
dollars. Solutions to security problems range from admin 
istrative to technical, detective to reactive. One class of 
security solutions includes methods to encourage developers 
to Write more secure code. Attacks may originate in the 
netWork layer or the system layer; hoWever, many attacks 
may originate in the application layer. Thus, softWare devel 
opers may use the security of their code as a selling point for 
their products. Even in the open source community, the 
reputation of a developer is very important, particularly With 
respect to the security of the code produced by the devel 
oper. 

[0006] Even Well Written code Will likely include some 
bugs or security vulnerabilities. It is a signi?cant goal of 
softWare developers to minimiZe these security vulnerabili 
ties Whenever possible. Several tools exist that may be used 
to analyZe code to identify security vulnerabilities in pro 
gram code. The Rough Auditing Tool for Security (RATS) is 
one such analysis tool that, as its name suggests, performs a 
rough analysis of source code. As another example, FlaW 
?nder is a program that examines source code and reports 
possible security Weaknesses sorted by risk level. These 
tools are very useful for quickly ?nding and removing at 
least some potential security problems before a program is 
Widely released to the public. A current problem With the 
knoWn solutions is that developers rarely use the existing 
tools and the information delivered by the tools is not readily 
accessible to non-developers. 

SUMMARY OF THE INVENTION 

[0007] The present invention recogniZes the disadvantages 
of the prior art and provides a mechanism for determining a 
probabilistic security score for a softWare package. In one 
preferred embodiment, the present invention calculates a 
raW numerical score that is probabilistically linked to hoW 
many security vulnerabilities are present in the source code. 
The score may then be used to assign a security rating that 
can be used in either absolute form or comparative form. The 
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mechanism of the present invention uses a source code 
analysis tool to determine a number of critical vulnerabili 
ties, a number of serious vulnerabilities, and a number of 
inconsequential vulnerabilities. The mechanism may then 
determine a score based on the numbers of vulnerabilities 
and the number of lines of code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood 
by reference to the folloWing detailed description of an 
illustrative embodiment When read in conjunction With the 
accompanying draWings, Wherein: 

[0009] FIG. 1 is a pictorial representation of a data 
processing system in Which the present invention may be 
implemented in accordance With a preferred embodiment of 
the present invention; 

[0010] FIG. 2 is a block diagram of a data processing 
system in Which the present invention may be implemented; 

[0011] FIG. 3 is a block diagram illustrating a security 
analysis and scoring tool in accordance With an exemplary 
embodiment of the present invention; 

[0012] FIGS. 4A and 4B depict an example portion of 
source code and corresponding output from a source code 
analysis tool to help illustrate the exemplary aspects of the 
present invention; and 

[0013] FIG. 5 is a ?oWchart illustrating the operation of a 
security level scoring mechanism in accordance With an 
exemplary embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0014] The present invention provides a method, appara 
tus and computer program product for determining a proba 
bilistic security score for a softWare package. The data 
processing device may be a stand-alone computing device or 
may be a distributed data processing system in Which 
multiple computing devices are utiliZed to perform various 
aspects of the present invention. The folloWing FIGS. 1 and 
2 are provided as exemplary diagrams of data processing 
environments in Which the present invention may be imple 
mented. It should be appreciated that FIGS. 1 and 2 are only 
exemplary and are not intended to assert or imply any 
limitation With regard to the environments in Which the 
present invention may be implemented. Many modi?cations 
to the depicted environments may be made Without depart 
ing from the spirit and scope of the present invention. 

[0015] With reference noW to the ?gures and in particular 
With reference to FIG. 1, a pictorial representation of a data 
processing system in Which the present invention may be 
implemented is depicted in accordance With a preferred 
embodiment of the present invention. A computer 100 is 
depicted Which includes system unit 102, video display 
terminal 104, keyboard 106, storage devices 108, Which may 
include ?oppy drives and other types of permanent and 
removable storage media, and mouse 110. Additional input 
devices may be included With personal computer 100, such 
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as, for example, a joystick, touchpad, touch screen, track 
ball, microphone, and the like. 

[0016] Computer 100 can be implemented using any suit 
able computer, such as an IBM eServerTM computer or 
IntelliStation® computer, Which are products of Interna 
tional Business Machines Corporation, located in Armonk, 
NY. Although the depicted representation shoWs a com 
puter, other embodiments of the present invention may be 
implemented in other types of data processing systems, such 
as a netWork computer. Computer 100 also preferably 
includes a graphical user interface (GUI) that may be 
implemented by means of systems softWare residing in 
computer readable media in operation Within computer 100. 

[0017] With reference noW to FIG. 2, a block diagram of 
a data processing system is shoWn in Which the present 
invention may be implemented. Data processing system 200 
is an example of a computer, such as computer 100 in FIG. 
1, in Which code or instructions implementing the processes 
of the present invention may be located. In the depicted 
example, data processing system 200 employs a hub archi 
tecture including a north bridge and memory controller hub 
(MCH) 208 and a south bridge and input/output (I/O) 
controller hub (ICH) 210. Processor 202, main memory 204, 
and graphics processor 218 are connected to MCH 208. 
Graphics processor 218 may be connected to the MCH 
through an accelerated graphics port (AGP), for example. 

[0018] In the depicted example, local area netWork (LAN) 
adapter 212, audio adapter 216, keyboard and mouse adapter 
220, modem 222, read only memory (ROM) 224, hard disk 
drive (HDD) 226, CD-ROM driver 230, universal serial bus 
(USB) ports and other communications ports 232, and 
PCI/PCIe devices 234 may be connected to ICH 210. 
PCI/PCIe devices may include, for example, Ethernet adapt 
ers, add-in cards, PC cards for notebook computers, etc. PCI 
uses a cardbus controller, While PCIe does not. ROM 224 
may be, for example, a ?ash binary input/output system 
(BIOS). Hard disk drive 226 and CD-ROM drive 230 may 
use, for example, an integrated drive electronics (IDE) or 
serial advanced technology attachment (SATA) interface. A 
super I/O (SIO) device 236 may be connected to ICH 210. 

[0019] An operating system runs on processor 202 and is 
used to coordinate and provide control of various compo 
nents Within data processing system 200 in FIG. 2. The 
operating system may be a commercially available operating 
system such as WindoWs XPTM, Which is available from 
Microsoft Corporation. An object oriented programming 
system, such as JavaTM programming system, may run in 
conjunction With the operating system and provides calls to 
the operating system from JavaTM programs or applications 
executing on data processing system 200. “JAVA” is a 
trademark of Sun Microsystems, Inc. Instructions for the 
operating system, the object-oriented programming system, 
and applications or programs are located on storage devices, 
such as hard disk drive 226, and may be loaded into main 
memory 204 for execution by processor 202. The processes 
of the present invention are performed by processor 202 
using computer implemented instructions, Which may be 
located in a memory such as, for example, main memory 
204, memory 224, or in one or more peripheral devices 226 
and 230. 

[0020] Those of ordinary skill in the art Will appreciate 
that the hardWare in FIG. 2 may vary depending on the 
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implementation. Other internal hardWare or peripheral 
devices, such as ?ash memory, equivalent non-volatile 
memory, or optical disk drives and the like, may be used in 
addition to or in place of the hardWare depicted in FIG. 2. 
Also, the processes of the present invention may be applied 
to a multiprocessor data processing system. 

[0021] For example, data processing system 200 may be a 
personal digital assistant (PDA), Which is con?gured With 
?ash memory to provide non-volatile memory for storing 
operating system ?les and/or user-generated data. The 
depicted example in FIG. 2 and above-described examples 
are not meant to imply architectural limitations. For 
example, data processing system 200 also may be a tablet 
computer, laptop computer, or telephone device in addition 
to taking the form of a PDA. 

[0022] In accordance With a preferred embodiment of the 
present invention, a mechanism for determining a probabi 
listic security score for a softWare package is provided. In 
one preferred embodiment, the present invention calculates 
a raW numerical score that is probabilistically linked to hoW 
many security vulnerabilities are present in the source code. 
This security score is a softWare quality metric With respect 
to security as a quantitative value. The score may then be 
used to assign a security rating that can be used in either 
absolute form or comparative form. The mechanism of the 
present invention uses a source code analysis tool to deter 
mine a number of critical vulnerabilities, a number of 
serious vulnerabilities, and a number of inconsequential 
vulnerabilities. The mechanism may then determine a score 
based on the numbers of vulnerabilities and the number of 
lines of code. 

[0023] FIG. 3 is a block diagram illustrating a security 
analysis and scoring tool in accordance With an exemplary 
embodiment of the present invention. Security level scoring 
tool 310 receives softWare package 302 for analysis. Secu 
rity level scoring tool 310 uses one or more source code 
analysis tools, such as tools 312, 314, to provide the input 
that is used to calculate the score. Security level scoring tool 
310 then provides a concrete score that can be used to easily 
gauge the security of a package and help establish a level of 
con?dence. 

[0024] Examples of existing source code analysis tools 
include Rough Auditing Tool for Security (RATS) and 
FlaW?nder. These tools are very useful for quickly identi 
fying at least some potential security problems before a 
program is Widely released to the public. Other existing or 
specialiZed source code analysis tools may be used Within 
the scope of the present invention. For example, security 
level scoring tool 310 may include a default source code 
analysis tool for identifying security vulnerabilities. 

[0025] Security level scoring tool 310 alloWs a user to 
plug-in any source code analysis tool by specifying a path 
and tags for the tool. The vulnerability scanning tool, such 
as one of source code analysis tools 312, 314, is then 
executed and instances of the tags are counted. The tags are 
used to parse a log or output, such as log 318, of the 
vulnerability scanning tool for instances of critical, serious, 
and/or inconsequential vulnerabilities. The instances of the 
tag are then Weighted accordingly. 

[0026] Security level scoring tool may then determine 
security level score 320 based on the numbers of vulner 
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abilities and the number of lines of code. The security level 
score 320 may then be presented using an output device, 
such as display 104 in FIG. 1, for example. An existing 
line-of-code counting tool, such as code line counting tool 
316, may be used to determine the number of lines of code. 
An example of an existing line-of-code counting tool is 
SLOCCount, Which is set of tools for counting physical 
source lines of code (SLOC) in a large number of languages 
of a potentially large set of programs. 

[0027] It should be noted that source code analysis tools 
are not perfect. For example, many existing source code 
analysis tools Will often ?ag a secure usage of a historically 
insecure application program interface (API), such as 
“sprintf.” Thus, source code that uses historically insecure 
APIs may receive a loWer rating than is justi?ed by the 
number of vulnerabilities in the code. This penalty is justi 
?ed by the fact that there is a higher probability that a 
vulnerability Will be introduced through future code changes 
than if safer calls Were being used. 

[0028] In one preferred embodiment of the present inven 
tion, the algorithm to determine a security level score is as 
folloWs: 

score=1OO-(1OO*(((h*hw)+(m*mW)+l)/loc)[?oor=0] 
[0029] Where: 

[0030] h=number of vulnerabilities With a high or 
critical rating; 

[0031] hW=Weight of critical vulnerabilities; 

[0032] m=number of vulnerabilities With a medium 
or serious rating; 

[0033] 
[0034] l=number of vulnerabilities With a loW or 

inconsequential rating; 

[0035] 

mW=Weight of medium vulnerabilities; 

loc=number of lines of code. 

[0036] The above equation is illustrates an examplary 
embodiment of the present invention. The actual algorithm, 
equation, or formula for determining the security level score 
may change depending upon the implementation. For 
example, the equation may use more or feWer levels of 
security vulnerabilities. As another example, the security 
level score may be normaliZed to be a value betWeen Zero 
and one, rather than a percentage score. 

[0037] It should be noted that security level scoring tool 
310 may use more than one tool for determining a security 
score. For example, security level scoring tool 310 may use 
a ?rst source code analysis tool to identify critical vulner 
abilities and a second source code analysis tool to identify 
inconsequential or loW-level vulnerabilities. Security level 
scoring tool 310 may then correlate the output from each 
source code analysis tool to determine a ?nal Weight 
assigned to each vulnerability. The ?nal severity, or Weight, 
of a vulnerability may be determined based on the reputation 
of the source code analysis tool that reported it, the severity 
that the tool reported, and the number of the tools that 
reported the vulnerability. 

[0038] FIGS. 4A and 4B depict an example portion of 
source code and corresponding output from a source code 
analysis tool to help illustrate the exemplary aspects of the 
present invention. More speci?cally, the portion of program 
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code, insecure.c, shoWn in FIG. 4A results in the log output 
shoWn in FIG. 4B When analyZed by a source code analysis 
tool. As illustrated in FIG. 4B, the source code analysis tool 
identi?es three security vulnerabilities With a high rating, no 
vulnerabilities With a medium rating, and no vulnerabilities 
With a loW rating. Also note that there are nine lines of code. 

[0039] The security level score for insecure.c is calculated 
as folloWs: 

[0040] Where, in this example, the Weight associated With 
a high level vulnerability is 3, the Weight associated With a 
medium level vulnerability is 2, and the Weight associated 
With a loW level vulnerability is 1. A score of Zero indicates 
that there is a likely security vulnerability in every line of 
source code. 

[0041] Fixing just one of the vulnerabilities results in the 
folloWing score: 

[0042] Thus, ?xing one high level vulnerability in the 
depicted example increases the score to 33, Which indicates 
that there is likely a security vulnerability in tWo out of every 
three lines of code. The Weighting factors illustrated above 
are arbitrary. Satisfactory Weights may be determined by 
experimentation. 

[0043] As noted above, the security level scoring tool of 
the present invention relies on the source code analysis tools 
to identify security vulnerabilities. Therefore, depending 
upon the source code analysis tool used, particular vulner 
abilities, such as vulnerabilities introduced by logic ?aWs, 
may go undetected. Thus, a softWare package With a score 
of 100 may still be vulnerable. HoWever, the score gives a 
good indication of a likelihood of vulnerabilities existing in 
the code nonetheless. 

[0044] FIG. 5 is a ?oWchart illustrating the operation of a 
security level scoring mechanism in accordance With an 
exemplary embodiment of the present invention. Operation 
begins and the security level scoring mechanism receives 
source code to analyZe (block 502). Then, the mechanism 
determines a number of lines of code (block 504) and runs 
a security analysis tool (block 506). 

[0045] Next, a determination is made as to Whether the 
security analysis tool run in block 506 is the last analysis 
tool to run (block 508). If the security analysis tool is not the 
last tool, operation returns to block 506 to run the next tool. 
If the security analysis tool is the last tool in block 508, 
operation continues to block 510 Where the security level 
scoring mechanism then parses a log or other output from 
the security analysis tool. 

[0046] Thereafter, the security analysis tool determines a 
number of critical vulnerabilities, a number of serious vul 
nerabilities, and/or a number of inconsequential vulnerabili 
ties (block 512). Next, the security level scoring mechanism 
correlates the output from the security analysis tools (block 
514) and calculates a security level score based on the 
numbers of vulnerabilities, Weighted by level, and the num 
ber of lines of code (block 516). Weights may be assigned 
to vulnerabilities in the calculation of block 516 based on the 
correlation performed in block 514. Then, the mechanism 
presents the security level score (block 518) and operation 
ends. 
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[0047] Thus, the present invention solves the disadvan 
tages of the prior art by providing a mechanism or tool for 
determining a concrete score for the security of program 
code. The security score is a softWare quality metric With 
respect to security as a quantitative value. The score may be 
used to assign a security rating that can be in absolute form. 
For example, a score of 90 to 100 gets an “A,” a score of 80 
to 89 gets a “B,” and so on. The security rating may also be 
presented in comparative form. For example, a softWare 
package With a score of 87 is probably more secure than a 
package With a score of 45, or at least exhibits feWer security 
vulnerabilities. As another example, a softWare package may 
have a score of 87, but be in the 79th percentile, meaning it 
is probably more secure than 79% of other softWare pack 
ages in the same ?eld. 

[0048] A key use of this tool may be to provide a source 
of peer pressure to encourage developers to “clean up” their 
code. For example, a developer that receives a loW score on 
her code may be motivated not to use historically insecure 
APIs. Furthermore, the security level scoring tool of the 
present invention provides insight into Which softWare pack 
ages Would bene?t from enhanced security revieW or Which 
softWare packages are more suited for purchase or use. The 
tool may also be used to gauge the effectiveness of source 
code scanning tools by comparing the scores that are gen 
erated by the same code using various different plug-ins. 

[0049] It is important to note that While the present inven 
tion has been described in the context of a fully functioning 
data processing system, those of ordinary skill in the art Will 
appreciate that the processes of the present invention are 
capable of being distributed in the form of a computer 
readable medium of instructions and a variety of forms and 
that the present invention applies equally regardless of the 
particular type of signal bearing media actually used to carry 
out the distribution. Examples of computer readable media 
include recordable-type media, such as a ?oppy disk, a hard 
disk drive, a RAM, CD-ROMS, DVD-ROMs, and transmis 
sion-type media, such as digital and analog communications 
links, Wired or Wireless communications links using trans 
mission forms, such as, for example, radio frequency and 
light Wave transmissions. The computer readable media may 
take the form of coded formats that are decoded for actual 
use in a particular data processing system. 

[0050] The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modi?cations and variations Will 
be apparent to those of ordinary skill in the art. The 
embodiment Was chosen and described in order to best 
explain the principles of the invention, the practical appli 
cation, and to enable others of ordinary skill in the art to 
understand the invention for various embodiments With 
various modi?cations as are suited to the particular use 
contemplated. 

What is claimed is: 
1. A computer-implemented method for determining a 

level of security for a portion of softWare code, the method 
comprising: 

determining a number of security vulnerabilities for the 
portion of softWare code; and 
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determining a security level score for the portion of 
softWare code, Wherein the security level score is 
probabilistically linked to the number of vulnerabili 
ties. 

2. The method of claim 1, further comprising: 

determining a number of lines of code for a portion of 
softWare code, Wherein the security level score is 
probabilistically linked to the number of vulnerabilities 
and the number of lines of code. 

3. The method of claim 2, Wherein determining a number 
of lines of code includes invoking a code line counting tool. 

4. The method of claim 1, Wherein determining a number 
of security vulnerabilities includes: 

determining, for each security vulnerability in the portion 
of softWare code, a vulnerability level. 

5. The method of claim 4, Wherein a vulnerability level is 
one of critical, serious, and inconsequential. 

6. The method of claim 4, Wherein determining a security 
level score for the portion of softWare code includes Weight 
ing each security vulnerability based on its corresponding 
vulnerability level. 

7. The method of claim 1 Wherein determining a security 
level score for the portion of softWare code includes calcu 
lating the security level score using the folloWing equation: 

Where h is a number of vulnerabilities With a critical 
rating, hW is a Weight for critical vulnerabilities, m is a 
number of vulnerabilities With a serious rating, mW is 
a Weight for medium vulnerabilities, l is a number of 
vulnerabilities With a loW or inconsequential rating, and 
loc is a number of lines of code in the portion of 
softWare code. 

8. The method of claim 1, Wherein determining a number 
of security vulnerabilities includes invoking one or more 
source code analysis tools. 

9. The method of claim 8, Wherein determining a number 
of security vulnerabilities further includes: 

receiving one or more output logs from the one or more 
source code analysis tools; 

parsing the one or more output logs for a tag; and 

identifying each instance of the tag in the one or more 
output logs as a security vulnerability. 

10. The method of claim 9, further comprising: 

correlating the one or more output logs. 

11. The method of claim 10, further comprising: 

determining a Weight for each identi?ed security vulner 
ability based on at least one of a reputation of a source 
code analysis tool that reported it, a severity that a 
source code analysis tool reported, and a number of 
source code analysis tools that reported the security 
vulnerability. 

12. A computer program product, in a computer readable 
medium, for determining a level of security for a portion of 
softWare code, the computer program product comprising: 

instructions for determining a number of security vulner 
abilities for the portion of softWare code; and 
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instructions for determining a security level score for the 
portion of software code, Wherein the security level 
score is probabilistically linked to the number of vul 
nerabilities. 

13. The computer program product of claim 12, further 
comprising: 

instructions for determining a number of lines of code for 
a portion of softWare code, Wherein the security level 
score is probabilistically linked to the number of vul 
nerabilities and the number of lines of code. 

14. The computer program product of claim 13, Wherein 
the instructions for determining a number of lines of code 
include instructions for invoking a code line counting tool. 

15. The computer program product of claim 12, Wherein 
the instructions for determining a number of security vul 
nerabilities includes: 

instructions for determining, for each security vulnerabil 
ity in the portion of softWare code, a vulnerability level. 

16. The computer program product of claim 15, Wherein 
a vulnerability level is one of critical, serious, and inconse 
quential. 

17. The computer program product of claim 15, Wherein 
the instructions for determining a security level score for the 
portion of softWare code include instructions for Weighting 
each security vulnerability based on its corresponding vul 
nerability level. 

18. The computer program product of claim 12, Wherein 
the instructions for determining a security level score for the 
portion of softWare code include calculating the security 
level score using the folloWing equation: 

Where h is a number of vulnerabilities With a critical 
rating, hW is a Weight for critical vulnerabilities, m is a 
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number of vulnerabilities With a serious rating, mW is 
a Weight for medium vulnerabilities, l is a number of 
vulnerabilities With a loW or inconsequential rating, and 
loc is a number of lines of code in the portion of 
softWare code. 

19. The computer program product of claim 12, Wherein 
the instructions for determining a number of security vul 
nerabilities include instructions for invoking one or more 
source code analysis tools. 

20. The computer program product of claim 19, Wherein 
the instructions for determining a number of security vul 
nerabilities further includes: 

instructions for receiving one or more output logs from 
the one or more source code analysis tools; 

instructions for parsing the one or more output logs for a 
tag; and 

instructions for identifying each instance of the tag in the 
one or more output logs as a security vulnerability. 

21. The computer program product of claim 20, further 
comprising: 

instructions for correlating the one or more output logs. 
22. An apparatus for determining a level of security for a 

portion of softWare code, the apparatus comprising: 

means for determining a number of security vulnerabili 
ties for the portion of softWare code; and 

means for determining a security level score for the 
portion of softWare code, Wherein the security level 
score is probabilistically linked to the number of vul 
nerabilities. 


