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(57) ABSTRACT 

The network relay device of the invention makes a pair With 
at least a speci?c network device to relay data in a netWork. 
The netWork relay device includes: a control module that 
sends and receives a control frame signal to and from the 
speci?c netWork device, selects either of a master mode and 
a backup mode based on at least the control frame signal sent 
from the speci?c netWork device, and changes a Working 
state according to a result of the selection; and a commu 
nication module that is under control of the control module 
to open a port and enable data transmission via a line linked 
to the port in the case of setting a master state to the Working 
state, and to block off the port and disconnect the line linked 
to the port in the case of setting a backup state or another 
non-master state to the Working state. The control module 
changes the Working state from the backup state to a ?rst 
intermediate state in response to selection of the master 
mode, determines Whether the speci?c netWork device is in 
the backup state, based on the control frame signal sent from 
the speci?c netWork device, and changes the Working state 
from the ?rst intermediate state to the master state after 
con?rmation that the speci?c netWork is in the backup state. 
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Fig.4 
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NETWORK RELAY SYSTEM AND CONTROL 
METHOD THEREOF 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a network relay 
device that relays data in a netWork. 

[0003] 2. Description of the Related Art 

[0004] The netWork generally adopts the redundant struc 
ture, in order to prevent the shutdoWn of the entire netWork 
due to the occurrence of some trouble or failure in a line or 

a device included in the netWork. 

[0005] A layer 2 (data link layer) and a layer 3 (network 
layer) in the OSI reference model have different netWork 
characteristics. In the case of an internet protocol (IP) as a 
typical example of the layer 3, simple connection of tWo 
devices by a physical line does not establish intercommu 
nication betWeen the connected devices unless IP addresses 
are set in the respective devices. In the case of Ethernet 
(registered trademark) as a typical example of the layer 2, on 
the other hand, simple connection of tWo devices by a 
physical line establishes intercommunication betWeen the 
connected devices. 

[0006] An L2 sWitch is one eXample of layer 2 (L2) 
compliant netWork relay devices. Interconnection of mul 
tiple L2 sWitches by tWo or a greater number of physical 
lines or establishment of the redundant structure by multiple 
L2 sWitches undesirably causes a loop in the netWork as 
shoWn in FIG. 7. In the illustration of FIG. 7, SW represents 
an L2 sWitch. 

[0007] The occurrence of the loop in the netWork may lead 
to a signi?cant problem. In the process of transmission of 
packets via the Ethernet (registered trademark), for eXample, 
in the case of an unknoWn destination (MAC address) of the 
packets, the L2 sWitch uses a broadcast address and sends 
broadcast packets. The L2 sWitch sends the broadcast pack 
ets to a line other than the packet-receiving line and does not 
memoriZe the packets transmitted previously. In the pres 
ence of a loop in the netWork, the broadcast packets in? 
nitely multiply and endlessly circulate in the loop. This 
applies signi?cant loading to the packet transfer of the L2 
sWitch and affects other netWorks to occupy the available 
bandWidth. 

[0008] A knoWn measure against this potential problem 
divides the multiple lines and multiple L2 sWitches consti 
tuting the loop into an active system and a standby system. 
This technique blocks off the packet transfer from the L2 
sWitches in the standby system and disconnects the lines in 
the standby system, While establishing communication only 
by the L2 sWitches and the lines in the active system. This 
prevents the occurrence of a loop in the netWork. 

[0009] In the case of virtual LAN s (VLAN s), setting of the 
active system or the standby system is carried out With 
regard to each group of a single or multiple virtual LANs. 
Namely the L2 sWitches and the lines Working as the active 
system in one group may be speci?ed as the standby system 
in another group, and vice versa. 

[0010] A prior art system may use a pair of the L2 
sWitches, Which are interlocked to effect a sWitchover 
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betWeen a master mode and a backup mode as shoWn in 
FIG. 8. This structure enables a smooth sWitchover from the 
active system to the standby system, in the event of any 
trouble or failure arising in the current active system. 

[0011] In the system using the paired L2 sWitches, one of 
the L2 sWitches is set to the master L2 sWitch and is used in 
the active system, Whereas the other of the L2 sWitches is set 
to the backup L2 sWitch and is used in the standby system. 
The master L2 sWitch opens a port to establish communi 
cation via a line linked to the port, While the backup L2 
sWitch blocks off the port to disconnect the line linked to the 
port. During operations, the master L2 sWitch and the 
backup L2 sWitch send and receive the control frame signals 
to and from each other at regular intervals for mutual 
con?rmation of the effective presence. In the event of any 
trouble or failure arising in the master L2 sWitch or in the 
line connecting With the master L2 sWitch, the backup L2 
sWitch detects the occurrence of the trouble or failure and 
takes over the master mode in place of the current master L2 
sWitch to open the blocked port and establish communica 
tion via the line linked to the port. This leads to a sWitchover 
of the entire netWork from the active system to the standby 
system. 

[0012] The netWork-related technique described above is 
disclosed, for eXample, in US. Pat. No. 5,473,599. 

[0013] As mentioned above, the master L2 sWitch and the 
backup L2 sWitch send and receive the control frame signals 
to and from each other at regular intervals for mutual 
con?rmation of the effective presence. A control module in 
each of the L2 sWitches manages the control frame signals. 
The control module in the master L2 sWitch may fall into 
some busy status. The communication module generally 
carries out the hardWare processing and thus attains normal 
transfer of packets even in the busy status. The control 
module in the busy status may, hoWever, fail to send the 
control frame signal to the backup L2 sWitch. In response to 
failed reception of the control frame signal from the master 
L2 sWitch, the control module in the backup L2 sWitch 
Wrongly detects the occurrence of a failure or trouble in the 
master L2 sWitch and takes over the master mode in place of 
the current master L2 sWitch to open the blocked port and 
establish communication via the line linked to the port. This 
causes both the paired L2 sWitches to Work in the master 
mode and fall into a double master situation. Communica 
tion is established individually via the paired L2 sWitches in 
the master mode. This undesirably causes a loop in the 
netWork. 

SUMMARY OF THE INVENTION 

[0014] The object of the present invention is thus to 
eliminate the draWbacks of the prior art discussed above and 
to provide a technique that effectively prevents the double 
master situation and restrains the occurrence of a loop in a 
netWork. 

[0015] In order to attain at least part of the above and the 
other related objects, the present invention is directed to a 
netWork relay device that makes a pair With at least a speci?c 
netWork device to relay data in a netWork. The netWork relay 
device includes: a control module that sends and receives a 
control frame signal to and from the speci?c netWork device, 
selects either of a master mode and a backup mode based on 
at least the control frame signal sent from the speci?c 
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network device, and changes a Working state according to a 
result of the selection; and a communication module that is 
under control of the control module to open a port and 
enable data transmission via a line linked to the port in the 
case of setting a master state to the Working state, and to 
block off the port and disconnect the line linked to the port 
in the case of setting a backup state or another non-master 
state to the Working state. 

[0016] The control module changes the Working state from 
the backup state to a ?rst intermediate state in response to 
selection of the master mode, determines Whether the spe 
ci?c netWork device is in the backup state, based on the 
control frame signal sent from the speci?c netWork device, 
and changes the Working state from the ?rst intermediate 
state to the master state after con?rmation that the speci?c 
netWork is in the backup state. 

[0017] The netWork relay device of the invention does not 
immediately change the Working state from the backup state 
to the master state in response to selection of the master 
mode but temporarily changes the Working state to the ?rst 
intermediate state. After con?rmation that the speci?c net 
Work device is in the backup state based on the control frame 
signal sent from the speci?c netWork device, the netWork 
relay device changes the Working state from the ?rst inter 
mediate state to the master state. 

[0018] The netWork relay device of the invention changes 
the Working state from the backup state to the master state 
after con?rmation that the Working state of the pairing 
speci?c netWork device is in the backup state. This arrange 
ment effectively prevents both the netWork relay device and 
the pairing speci?c netWork device from being simulta 
neously set in the master state (double master situation) and 
thereby restrains the occurrence of a loop in the netWork. 

[0019] In one preferable embodiment of the netWork relay 
device of the invention, the control module changes the 
Working state from either of the backup state and the ?rst 
intermediate state to a second intermediate state in the event 
of failed reception of the control frame signal from the 
speci?c netWork device for a preset time period. 

[0020] In the case of subsequent resuming reception of the 
control frame signal from the speci?c netWork device, the 
control module selects either of the master mode and the 
backup mode and changes the Working state from the second 
intermediate state to the ?rst intermediate state in response 
to selection of the master mode, While changing the Working 
state from the second intermediate state to the backup state 
in response to selection of the backup mode. 

[0021] In the event of failed transmission of the control 
frame signal from the speci?c netWork device that is in some 
busy status, the control module in the netWork relay device 
of the invention changes the Working state to the second 
intermediate state on the condition that the control frame 
signal has not been received for the preset time period. 
Namely the netWork relay device of the invention does not 
immediately change its Working state to the master state. 
When the speci?c netWork device resumes transmission of 
the control frame signal in response to cancellation of the 
busy status, the control module in the netWork relay device 
of the invention resumes reception of the control frame 
signal and selects either the master mode or the backup 
mode. The Working state is changed to the ?rst intermediate 
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state in response to selection of the master mode, While 
being changed to the backup state in response to selection of 
the backup mode. This arrangement effectively prevents the 
double master situation. 

[0022] In the netWork relay device of the invention having 
the above arrangement, it is preferable that the control 
module changes the Working state from the second interme 
diate state to the master state, in response to an externally 
given transition instruction to the master state. 

[0023] In the event of failed transmission of the control 
frame signal due to the occurrence of some trouble or failure 
in the speci?c netWork device, the netWork relay device of 
the invention changes the Working state to the second 
intermediate state after elapse of the preset time period. In 
the case of the occurrence of some trouble or failure, it is 
expected that failed reception of the control frame signal 
from the speci?c netWork device continues. The Working 
state is directly changed to the master state, in response to 
input of externally given transition instruction to the master 
state. The netWork relay device of the invention thus takes 
over the master mode in place of the speci?c netWork 
device. This attains a changeover from the active system to 
the standby system in the netWork and thereby ensures the 
redundancy of the netWork. 

[0024] In another preferable embodiment of the netWork 
relay device of the invention, the netWork includes a large 
number of virtual LANs, Which are divided into multiple 
groups. The control module carries out selection of either of 
the master mode and the backup mode and management of 
the Working state With regard to each of the multiple groups. 
The communication module under control opens and blocks 
off the port With regard to each of the multiple groups. 

[0025] In the netWork including a large number of virtual 
LANs, it is preferable to carry out the control and manage 
ment discussed above With regard to each group of a single 
or multiple virtual LANs. This arrangement effectively 
prevents the double master situation and restrains the occur 
rence of a loop in each virtual LAN. 

[0026] The technique of the invention is not restricted to 
the netWork relay device described above but is also appli 
cable to a control method of such a netWork relay device. 
The invention may be actualiZed by diversity of other 
applications, for example, computer programs to attain the 
netWork relay device and its control method, recording 
media in Which such computer programs are recorded, and 
data signals that include such computer programs and are 
embodied in carrier Waves. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] FIG. 1 is a block diagram shoWing the con?gura 
tion of an L2 sWitch 100 in one embodiment of the inven 

tion; 
[0028] FIG. 2 shoWs a connection of the L2 sWitch 100 
shoWn in FIG. 1; 

[0029] FIG. 3 is a state transition diagram shoWing a 
transition of the Working state in the L2 sWitch 100 shoWn 
in FIG. 1; 

[0030] FIG. 4 shoWs a transition of the Working state of 
the L2 sWitch 100 on a start-up and transmission of control 
frame signals; 
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[0031] FIG. 5 shows a transition of the Working state of 
the L2 switch 100 and transmission of control frame signals 
in the case of failed reception of the control frame signal; 

[0032] FIG. 6 shoWs a transition of the Working state of 
the L2 sWitch 100 and transmission of control frame signals 
in the case of failed reception of the control frame signal; 

[0033] 
and 

[0034] 

FIG. 7 shoWs occurrence of a loop in a netWork; 

FIG. 8 shoWs paired L2 sWitches. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0035] One mode of carrying out the invention is dis 
cussed beloW in the folloWing sequence: 

[0036] A. Con?guration of Embodiment 

[0037] B. Connection 

[0038] C. Operations of Embodiment 

[0039] D. Modi?cations 

. on urat1on o m o 1ment 0040 A C ?g ' f E b d' 

. 1s a oc 1agram s oWmgt e con gura 

tion of an L2 sWitch 100 in one embodiment of the inven 
tion. As shoWn in FIG. 1, the L2 sWitch 100 of the 
embodiment mainly includes a control module 110 and a 
communication module 120. The control module 110 has a 
CPU 112 and a memory 114. The CPU 112 executes 
programs stored in the memory 114 to manage the Whole 
system, process control packets, and send and receive con 
trol frame signals. The communication module 120 includes 
netWork interfaces 122 and relays packets on a layer 2 (data 
link layer) of the OSI reference model. The netWork inter 
faces 122 are respectively connected to physical lines (for 
example, tWisted pair cables or optical ?bers) of Ethernet 
(registered trademark) or another adequate netWork via 
corresponding ports (not shoWn). 

[0042] B. Connection 

[0043] FIG. 2 shoWs a connection of the L2 sWitch 100 
shoWn in FIG. 1. The L2 sWitch 100 of the embodiment and 
another L2 sWitch 200 make a pair and are interconnected 
via physical lines as shoWn in FIG. 2. The L2 sWitch 200 has 
the same con?guration as that of the L2 sWitch 100 shoWn 
in FIG. 1. 

[0044] The paired L2 sWitches 100 and 200 are individu 
ally linked to other four L2 sWitches 300 through 600 by 
physical lines. Connection of the L2 sWitches 100 and 200 
With the four other L2 sWitches ensures the redundancy of 
the netWork. Interconnection betWeen the L2 sWitches 100 
and 200 by the tWo physical lines also ensures the redun 
dancy. 

[0045] C. Operations of Embodiment 

[0046] The paired L2 sWitches 100 and 200 are inter 
locked to alloW for a sWitchover betWeen a master mode and 
a backup mode. One of the L2 sWitches is set to the master 
L2 sWitch and is used in the active system, Whereas the other 
of the L2 sWitches is set to the backup L2 sWitch and is used 
in the standby system. 

Dec. 15, 2005 

[0047] The number of effective ports, the priority value, 
and the MAC address determine Which of the L2 sWitches 
100 and 200 Works as the master L2 sWitch or as the backup 
L2 sWitch. The number of effective ports represents the 
number of communicable ports. The priority value is allo 
cated in advance to each L2 sWitch. 

[0048] More speci?cally the L2 sWitch having the greater 
number of effective ports, the higher priority value, and the 
smaller MAC address Works as the master L2 sWitch. The 
general procedure sets the order of precedence betWeen the 
number of effective ports and the priority value. For 
example, When the preference is given to the number of 
effective ports over the priority value, the procedure ?rst 
compares the numbers of effective ports in the tWo L2 
sWitches, then compares the priority values in the case of 
identical numbers of effective ports, and further compares 
the MAC addresses in the case of identical priority values. 
In another example, When the preference is given to the 
priority value over the number of effective ports, the pro 
cedure ?rst compares the priority values in the tWo L2 
sWitches, then compares the numbers of effective ports in the 
case of identical priority values, and further compares the 
MAC addresses in the case of identical numbers of effective 
ports. 

[0049] In the L2 sWitch 100 of the embodiment, the 
control module 110 sends and receives control frame signals 
via the physical lines connecting With the L2 sWitch 200. 
The control frame signal includes information on the num 
ber of effective ports, the priority value, and the MAC 
address, in addition to the oWn Working state and the 
Working state of the opposite device. 

[0050] For example, When the preference is given to the 
number of effective ports, the control module 110 receives 
the control frame signal from the L2 sWitch 200, extracts the 
number of effective ports from the received control frame 
signal (that is, the number of effective ports in the L2 sWitch 
200), and compares the oWn number of effective ports in the 
L2 sWitch 100 With the extracted number of effective ports. 
When the extracted number of effective ports in the L2 
sWitch 200 is greater than the oWn number of effective ports 
in the L2 sWitch 100, the backup mode is selected. When the 
oWn number of effective ports in the L2 sWitch 100 is greater 
than the extracted number of effective ports in the L2 sWitch 
200, on the other hand, the master mode is selected. In the 
case of identical numbers of effective ports, the control 
module 110 subsequently extracts the priority value from the 
control frame signal (that is, the priority value in the L2 
sWitch 200) and compares the oWn priority value in the L2 
sWitch 100 With the extracted priority value. When the 
extracted priority value in the L2 sWitch 200 is higher than 
the oWn priority value in the L2 sWitch 100, the backup 
mode is selected. When the oWn priority value in the L2 
sWitch 100 is higher than the extracted priority value in the 
L2 sWitch 200, on the other hand, the master mode is 
selected. In the case of identical priority values, the control 
module 110 then extracts the MAC address from the control 
frame signal (that is, the MAC address in the L2 sWitch 200) 
and compares the oWn MAC address in the L2 sWitch 100 
With the extracted MAC address. When the extracted MAC 
address in the L2 sWitch 200 is smaller than the oWn MAC 
address in the L2 sWitch 100, the backup mode is selected. 
When the oWn MAC address in the L2 sWitch 100 is smaller 
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than the extracted MAC address in the L2 switch 200, on the 
other hand, the master mode is selected. 

[0051] The control module 110 changes the Working state 
as shoWn in FIG. 3 in response to selection of either the 
master mode or the backup mode. 

[0052] FIG. 3 is a state transition diagram shoWing a 
transition of the Working state in the L2 sWitch 100 of the 
embodiment. 

[0053] The L2 sWitch 100 takes one of four available 
states for its Working state, that is, ‘backup’, ‘backup 
(unknoWn adjacency)’, ‘backup (master standby)’, and 
‘master’, as shoWn in FIG. 3. The Working state changes 
according to the situation. Here the backup (master standby) 
state is equivalent to the ?rst intermediate state of the 
invention, and the backup (unknoWn adjacency) state is 
equivalent to the second intermediate state of the invention. 

[0054] In the system of this embodiment, the transition of 
the Working state of the pairing L2 sWitch 200, as Well as the 
Working state of the L2 sWitch 100, folloWs the state 
transition diagram of FIG. 3. 

[0055] The L2 sWitch 100 of the embodiment changes its 
Working state from the startup backup state to the master 
state by a route discussed beloW, While sending and receiv 
ing the control frame signals to and from the L2 sWitch 200. 

[0056] FIG. 4 shoWs a transition of the Working state of 
the L2 sWitch 100 on a start-up and transmission of control 
frame signals. The control frame signal includes the oWn 
Working state and the Working state of the opposite device 
as mentioned previously. These Workings states are shoWn in 
brackets in FIG. 4. The symbol ‘S’ represents the oWn 
Working state, and the symbol ‘O’ represents the Working 
state of the opposite device. The arroW t denotes lapse of 
time. 

[0057] On a start-up, the L2 sWitch 100 is set in the backup 
state as shoWn in FIG. 3. At the start-up, no connection has 
yet been established betWeen the L2 sWitch 100 and the L2 
sWitch 200. The control module 110 accordingly does not 
receive the control frame signal from the L2 sWitch 200 in 
a preset time period T and changes the Working state of the 
L2 sWitch 100 to the backup (unknoWn adjacency) state in 
response to a control frame signal time-out. The L2 sWitch 
200 similarly changes its Working state to the backup 
(unknoWn adjacency) state in response to the control frame 
signal time-out. 

[0058] On establishment of the connection betWeen the L2 
sWitches 100 and 200, the control module 110 of the L2 
sWitch 100 sends the control frame signal to the L2 sWitch 
200 as shoWn in FIG. 4. The Working state of the L2 sWitch 
100 is currently the backup (unknoWn adjacency) state, 
Whereas the Working state of the opposite device or the L2 
sWitch 200 is unknoWn. The control module 110 thus sends 
the control frame signal With an entry of the backup 
(unknoWn adjacency) state for the oWn Working state and 
With no entry for the Working state of the opposite device. 

[0059] The control module of the L2 sWitch 200 set in the 
backup (unknoWn adjacency) state receives the control 
frame signal from the L2 sWitch 100 and selects either the 
master mode or the backup mode, based on the received 
control frame signal as discussed above. For eXample, in 
response to selection of the backup mode, the control 
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module changes the Working state of the L2 sWitch 200 to 
the backup state as shoWn in FIG. 3. 

[0060] The control module of the L2 sWitch 200 then 
sends the control frame signal to the L2 sWitch 100. The 
Working state of the L2 sWitch 200 has been changed to the 
backup state, so that the control module of the L2 sWitch 200 
sends the control frame signal With an entry of the backup 
state for the oWn Working state and With an entry of the 
backup (unknoWn adjacency) state for the Working state of 
the opposite device or the L2 sWitch 100. 

[0061] The control module 110 of the L2 sWitch 100 set in 
the backup (unknoWn adjacency) state receives the control 
frame signal from the L2 sWitch 200 and selects either the 
master mode or the backup mode, based on the received 
control frame signal. In this illustrated eXample, since the L2 
sWitch 200 has already selected the backup mode, the 
control module 110 of the L2 sWitch 100 inevitably selects 
the master mode. The control module 110 then changes the 
Working state of the L2 sWitch 100 to the backup (master 
standby) state as shoWn in FIG. 3. 

[0062] The control module 110 subsequently sends the 
control frame signal to the L2 sWitch 200. The Working state 
of the L2 sWitch 100 has been changed to the backup (master 
standby) state, so that the control module 110 of the L2 
sWitch 100 sends the control frame signal With an entry of 
the backup (master standby) state for the oWn Working state 
and With an entry of the backup state for the Working state 
of the opposite device or the L2 sWitch 200. 

[0063] The control module of the L2 sWitch 200 set in the 
backup state receives the control frame signal from the L2 
sWitch 100 and selects either the master mode or the backup 
mode, based on the received control frame signal. Unless 
there is any variation in number of effective ports or another 
affecting piece of information, the backup mode is continu 
ously selected. The L2 sWitch 200 thus keeps the backup 
state as its Working state as shoWn in FIG. 3. 

[0064] The control module of the L2 sWitch 200 then 
sends the control frame signal to the L2 sWitch 100. The L2 
sWitch 200 keeps the backup state as its Working state, so 
that the control module of the L2 sWitch 200 sends the 
control frame signal With an entry of the backup state for the 
oWn Working state and With an entry of the backup (master 
standby) state for the Working state of the opposite device or 
the L2 sWitch 100. 

[0065] The control module 110 of the L2 sWitch 100 set in 
the backup (master standby) state receives the control frame 
signal from the L2 sWitch 200 and extracts the Working state 
of the opposite device or the L2 sWitch 200 from the 
received control frame signal. After con?rmation that the 
eXtracted Working state of the opposite device is the backup 
state, the control module 110 changes the Working state of 
the L2 sWitch 100 to the master state as shoWn in FIG. 3. 

[0066] The control module 110 subsequently sends the 
control frame signal to the L2 sWitch 200. The Working state 
of the L2 sWitch 100 has been changed to the master state, 
so that the control module 110 of the L2 sWitch 100 sends 
the control frame signal With an entry of the master state for 
the oWn Working state and With an entry of the backup state 
for the Working state of the opposite device or the L2 sWitch 
200. 
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[0067] According to the above series of operations, the L2 
switch 100 out of the paired L2 sWitches 100 and 200 is set 
in the master mode, While the L2 sWitch 200 is set in the 
backup mode. The communication module of the L2 sWitch 
200 set in the backup mode is under control of the commu 
nication module and blocks off the respective ports connect 
ing With the L2 sWitches 300 through 600 and disconnects 
the physical lines linked to the L2 sWitches 300 through 600. 
The communication module of the L2 sWitch 200, hoWever, 
continues transmission of the control frame signals to and 
from the L2 sWitch 100. 

[0068] In the L2 sWitch 100 set in the master mode, on the 
other hand, the communication module 120 is under control 
of the control module 110 and opens the respective ports 
connecting With the L2 sWitches 300 through 600 and 
enables data transmission to and from the L2 sWitches 300 
through 600 via the respective physical lines. The control 
module 110 outputs a sWitchover message, Which shoWs that 
the L2 sWitch 100 is currently set in the master mode, to a 
management terminal (not shoWn) in the netWork. The 
netWork administrator reads the sWitchover message on a 
display unit of the management terminal and is thus noti?ed 
of the fact that the L2 sWitch 100 is currently set in the 
master mode. 

[0069] As described above, in the structure of the embodi 
ment, the Working state of the L2 sWitch 100 changes from 
the backup state to the master state via the backup (master 
standby) state as shoWn in FIG. 3. The L2 sWitch 100 
accordingly changes its Working state to the master state 
after con?rmation that the Working state of the pairing L2 
sWitch 200 is the backup state. This arrangement effectively 
prevents both the paired L2 sWitches 100 and 200 from 
being simultaneously set in the master state (double master 
situation) and thereby restrains the occurrence of a loop in 
the netWork. 

[0070] The folloWing describes a transition of the Working 
state in the L2 sWitch 100 of the embodiment set in the 
backup mode, in the case of failed transmission of the 
control frame signal from the L2 sWitch 200 set in the master 
mode. 

[0071] FIG. 5 shoWs a transition of the Working state of 
the L2 sWitch 100 and transmission of control frame signals 
in the case of failed reception of the control frame signal. 

[0072] In this illustrated eXample, the L2 sWitch 100 is set 
in the backup mode and the L2 sWitch 200 is set in the 
master mode, unlike the above description. In the normal 
conditions, the L2 sWitch 100 and the L2 sWitch 200 send 
and receive the control frame signals to and from each other 
at regular intervals for mutual con?rmation of the effective 
presence and the Working state. 

[0073] When the control packet process or the CPU is 
busy in the control module of the L2 sWitch 200 set in the 
master mode, the control module may fail to send the control 
frame signal to the L2 sWitch 100 set in the backup mode. 
The communication module generally carries out the hard 
Ware processing and thus attains normal transfer of packets 
even in the busy status of the control packet process or the 
CPU. 

[0074] In the case of failed transmission of the control 
frame signal from the L2 sWitch 200 set in the master mode, 
the control module 110 of the L2 sWitch 100 set in the 
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backup mode fails to receive the control frame signal from 
the L2 sWitch 200 in the preset time period T as shoWn in 
FIG. 5. The control module 110 of the L2 sWitch 100 
changes the Working state of the L2 sWitch 100 from the 
backup state to the backup (unknoWn adjacency) state in 
response to the control frame signal time-out as shoWn in 
FIG. 3. On the change of the Working state to the backup 
(unknoWn adjacency) state, the control module 110 outputs 
an alarm message to the management terminal (not shoWn) 
in the netWork. 

[0075] In this case, the failed transmission of the control 
frame signal is ascribed to the busy status of the control 
packet process or the CPU in the control module. In 
response to cancellation of the busy status, the control 
module of the L2 sWitch 200 set in the master mode 
immediately resumes transmission of the control frame 
signal to the L2 sWitch 100 set in the backup state. 

[0076] The control module 110 of the L2 sWitch 100 set in 
the backup mode thus resumes reception of the control 
frame signal as shoWn in FIG. 5. The control module 110 
selects either the master mode or the backup mode, based on 
the received control frame signal. Unless there is any 
variation in number of effective ports or another affecting 
piece of information, the backup mode is continuously 
selected. The control module 110 thus changes the Working 
state of the L2 sWitch 100 from the backup (unknoWn 
adjacency) state to the backup state as shoWn in FIG. 3. This 
restores the normal operations as shoWn in FIG. 5. 

[0077] In the case of any variation in number of effective 
ports, the control module 110 selects the master mode and 
changes the Working state of the L2 sWitch 100 from the 
backup (unknoWn adjacency) state to the backup (master 
standby) state. After con?rmation that the Working state of 
the L2 sWitch 200 is the backup state, the L2 sWitch 100 
changes its Working state to the master state, as described 
previously. 

[0078] As described above, When the control module of 
the L2 sWitch 200 set in the master state fails to send the 
control frame signal due to the busy status of the control 
packet process or the CPU, the control module 110 of the L2 
sWitch 100 set in the backup state naturally fails to receive 
the control frame signal in the preset time period T. The 
control module 110 changes the Working state of the L2 
sWitch 100 to the backup (unknoWn adjacency) state in 
response to the control frame signal time-out. Namely the L2 
sWitch 100 does not immediately change its Working state to 
the master state. When the control module of the L2 sWitch 
200 resumes transmission of the control frame signal in 
response to cancellation of the busy status, the control 
module 110 of the L2 sWitch 100 resumes reception of the 
control frame signal and selects either the master mode or 
the backup mode. The Working state is changed to the 
backup (master standby) state in response to selection of the 
master mode, While being changed to the backup state in 
response to selection of the backup mode. In this case, the 
arrangement of the embodiment thus effectively prevents the 
double master situation. 

[0079] FIG. 6 shoWs a transition of the Working state of 
the L2 sWitch 100 and transmission of control frame signals 
in the case of failed reception of the control frame signal, as 
in the case of FIG. 5. 
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[0080] In this illustrated example, the L2 switch 100 is set 
in the backup mode and the L2 sWitch 200 is set in the 
master mode. 

[0081] In the case of occurrence of any trouble or failure 
in the L2 sWitch 200 set in the master mode, the control 
module of the L2 sWitch 200 fails to send the control frame 
signal to the L2 sWitch 100 set in the backup mode. 

[0082] In the case of failed transmission of the control 
frame signal from the L2 sWitch 200 set in the master mode, 
the control module 110 of the L2 sWitch 100 set in the 
backup mode fails to receive the control frame signal from 
the L2 sWitch 200 in the preset time period T as shoWn in 
FIG. 6. As in the illustrated eXample of FIG. 5, the control 
module 110 of the L2 sWitch 100 changes the Working state 
of the L2 sWitch 100 from the backup state to the backup 
(unknoWn adjacency) state in response to the control frame 
signal time-out. On the change of the Working state to the 
backup (unknoWn adjacency) state, the control module 110 
outputs an alarm message to the management terminal (not 
shoWn) in the netWork. 

[0083] The netWork administrator reads the alarm mes 
sage on the display unit of the management terminal and is 
noti?ed of the fact that the L2 sWitch 100 fails to receive the 
control frame signal from the L2 sWitch 200 due to some 
reason. 

[0084] In this case, the failed transmission of the control 
frame signal is ascribed to the occurrence of some trouble or 
failure in the L2 sWitch 200. Until ?xation of the trouble or 
replacement of the failed part, no control frame signal is 
transmitted from the L2 sWitch 200 set in the master mode 
to the L2 sWitch 100 set in the backup mode. 

[0085] When the alarm message is not cancelled even after 
some time, the netWork administrator manipulates the man 
agement terminal and outputs a master sWitchover command 
to sWitch over the Working state to the master state to the L2 
sWitch 100 via the netWork. The control module 110 of the 
L2 sWitch 100 receives the master sWitchover command and 
changes the Working state of the L2 sWitch 100 directly from 
the backup (unknoWn adjacency) state to the master state. 

[0086] The L2 sWitch 100 thus sWitches over the selection 
from the backup mode to the master mode. The communi 
cation module 120 accordingly opens the respective ports 
connecting With the L2 sWitches 300 through 600 and 
enables data transmission to and from the L2 sWitches 300 
through 600 via the physical lines. 

[0087] The master sWitchover command is equivalent to 
the transition instruction to the master state in the invention. 

[0088] As described above, in the event of failed trans 
mission of the control frame signal due to the occurrence of 
any trouble or failure in the L2 sWitch 200 set in the master 
mode, the control module 110 of the L2 sWitch 100 set in the 
backup mode changes the Working state of the L2 sWitch 100 
to the backup (unknoWn adjacency) state after elapse of the 
preset time period T. In the case of the occurrence of some 
trouble or failure, it is expected that failed reception of the 
control frame signal from the L2 sWitch 200 continues. The 
Working state is directly changed to the master state, in 
response to input of the master sWitchover command by the 
netWork administrator. The L2 sWitch 100 thus takes over 
the master mode in place of the failed L2 sWitch 200. This 
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attains a changeover from the active system to the standby 
system in the netWork and thereby ensures the redundancy 
of the netWork. 

[0089] In the above eXample, in the event of failed trans 
mission of the control frame signal from the L2 sWitch 200 
for the preset time period T, the control module 110 of the 
L2 sWitch 100 changes the Working state of the L2 sWitch 
100 from the backup state to the backup (unknoWn adja 
cency) state. The similar series of operations is applicable to 
the L2 sWitch 100 in the backup (master standby) state. In 
the event of failed transmission of the control frame signal 
from the L2 sWitch 200 for the preset time period T, the 
control module 110 of the L2 sWitch 100 changes the 
Working state of the L2 sWitch 100 from the backup (master 
standby) state to the backup (unknoWn adjacency) state as 
shoWn in FIG. 3. The subsequent series of operations are 
identical With those in the case of the transition from the 
backup state to the backup (unknoWn adjacency) state. 

[0090] D. Modi?cations 

[0091] The embodiment discussed above is to be consid 
ered in all aspects as illustrative and not restrictive. There 
may be many modi?cations, changes, and alterations With 
out departing from the scope or spirit of the main charac 
teristics of the present invention. 

[0092] The technique of the invention is applicable to a 
virtual LAN established in the netWork. In the virtual LAN 
system, While sending and receiving the control frame 
signals to and from the pairing L2 sWitch 200, the control 
module 110 of the L2 sWitch 100 compares the respective 
numbers of effective ports or priority values in each group 
of a single virtual LAN or multiple virtual LANs to select 
either the master mode or the backup mode and manages the 
Working state in each group as shoWn in FIG. 3. The 
communication module 120 opens and blocks off the respec 
tive ports in each group under control of the control module 
110. The L2 sWitch 100 may be set in the master mode and 
the L2 sWitch 200 may be set in the backup mode in one 
group, While the L2 sWitch 100 is set in the backup mode and 
the L2 sWitch 200 is set in the master mode in another group. 

[0093] Such management and control are carried out for 
each group of a single virtual LAN or multiple virtual LAN s. 
This effectively prevents the double-master situation in each 
group and restrains the occurrence of a loop in each virtual 
LAN. 

[0094] The above embodiment regards the application of 
the invention to the L2 sWitch as one of the netWork relay 
devices. The technique of the invention is, hoWever, not 
restricted to the L2 sWitches at all but is applicable to 
diversity of other netWork relay devices. 

[0095] Finally, the present application claims the priority 
based on Japanese Patent Application No. 2004-172451 ?led 
on Jun. 10, 2004, Which is herein incorporated by reference. 

What is claimed is: 
1. A netWork relay device that makes a pair With at least 

a speci?c netWork device to relay data in a netWork, the 
netWork relay device comprising: 

a control module that sends and receives a control frame 
signal to and from the speci?c netWork device, selects 
either of a master mode and a backup mode based on 
at least the control frame signal sent from the speci?c 
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network device, and changes a Working state according 
to a result of the selection; and 

a communication module that is under control of the 
control module to open a port and enable data trans 
mission via a line linked to the port in the case of setting 
a master state to the Working state, and to block off the 
port and disconnect the line linked to the port in the 
case of setting a backup state or another non-master 
state to the Working state, 

the control module changing the Working state from the 
backup state to a ?rst intermediate state in response to 
selection of the master mode, determining Whether the 
speci?c netWork device is in the backup state, based on 
the control frame signal sent from the speci?c netWork 
device, and changing the Working state from the ?rst 
intermediate state to the master state after con?rmation 
that the speci?c netWork is in the backup state. 

2. A netWork relay device in accordance With claim 1, 
Wherein the control module changes the Working state from 
either of the backup state and the ?rst intermediate state to 
a second intermediate state in the event of failed reception 
of the control frame signal from the speci?c netWork device 
for a preset time period, 

in the case of subsequent resuming reception of the 
control frame signal from the speci?c netWork device, 
the control module selecting either of the master mode 
and the backup mode and changing the Working state 
from the second intermediate state to the ?rst interme 
diate state in response to selection of the master mode, 
While changing the Working state from the second 
intermediate state to the backup state in response to 
selection of the backup mode. 

3. A netWork relay device in accordance With claim 2, 
Wherein the control module changes the Working state from 
the second intermediate state to the master state, in response 
to an externally given transition instruction to the master 
state. 

4. A netWork relay device in accordance With claim 3, 
Wherein the netWork includes a large number of virtual 
LANs, Which are divided into multiple groups, 

the control module carries out selection of either of the 
master mode and the backup mode and management of 
the Working state With regard to each of the multiple 
groups, and 

the communication module under control opens and 
blocks off the port With regard to each of the multiple 
groups. 

5. A netWork relay device in accordance With claim 1, 
Wherein the netWork includes a large number of virtual 
LANs, Which are divided into multiple groups, 

the control module carries out selection of either of the 
master mode and the backup mode and management of 
the Working state With regard to each of the multiple 
groups, and 

the communication module under control opens and 
blocks off the port With regard to each of the multiple 
groups. 

6. A netWork relay device in accordance With claim 2, 
Wherein the netWork includes a large number of virtual 
LANs, Which are divided into multiple groups, 
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the control module carries out selection of either of the 
master mode and the backup mode and management of 
the Working state With regard to each of the multiple 
groups, and 

the communication module under control opens and 
blocks off the port With regard to each of the multiple 
groups. 

7. Acontrol method of controlling a netWork relay device 
that makes a pair With at least a speci?c netWork device to 
relay data in a netWork, the control method comprising the 
steps of: 

(a) sending and receiving a control frame signal to and 
from the speci?c netWork device, selecting either of a 
master mode and a backup mode based on at least the 
control frame signal sent from the speci?c netWork 
device, and changing a Working state according to a 
result of the selection; and 

(b) opening a port and enabling data transmission via a 
line linked to the port in the case of setting a master 
state to the Working state, While blocking off the port 
and disconnecting the line linked to the port in the case 
of setting a backup state or another non-master state to 
the Working state, 

the step (a) comprising the steps of: 

(a-l) changing the Working state from the backup state to 
a ?rst intermediate state in response to selection of the 
master mode, and determining Whether the speci?c 
netWork device is in the backup state, based on the 
control frame signal sent from the speci?c netWork 
device; and 

(a-2) changing the Working state from the ?rst interme 
diate state to the master state after con?rmation that the 
speci?c netWork is in the backup state. 

8. A control method in accordance With claim 7, Wherein 
the step (a) further comprises the steps of: 

(a-3) changing the Working state from either of the backup 
state and the ?rst intermediate state to a second inter 
mediate state in the event of failed reception of the 
control frame signal from the speci?c netWork device 
for a preset time period, 

(a-4) in the case of subsequent resuming reception of the 
control frame signal from the speci?c netWork device 
after the step (a-3), selecting either of the master mode 
and the backup mode and changing the Working state 
from the second intermediate state to the ?rst interme 
diate state in response to selection of the master mode, 
While changing the Working state from the second 
intermediate state to the backup state in response to 
selection of the backup mode. 

9. A control method in accordance With claim 8, Wherein 
the step (a) further comprises the step of: 

(a-S) changing the Working state from the second inter 
mediate state to the master state, in response to an 
externally given transition instruction to the master 
state. 


