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APPARATUS, METHOD AND PROGRAM FOR 
RECORDING DIAGNOSTIC TRACE 

INFORMATION 

PRIORITY CLAIM 

[0001] This application claims priority of United King 
dom Patent Application No. 04121042 ?led on May 29, 
2004, and entitled “Apparatus, Method and Program for 
Recording Diagnostic Trace Information.” 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field 

[0003] This invention relates to the ?eld of computer 
systems and in particular to an apparatus, method and 
program for recording diagnostic trace information in com 
puter systems. 

[0004] 2. Background 

[0005] The concept of recording diagnostic trace informa 
tion in computer systems is Well knoWn in the art. Conven 
tionally, trace tables are data buffers that are ?lled as a 
program eXecutes With time-stamped status information 
about What the program is doing. In the computer system 
and application environment, trace tables are a key instru 
ment to alloW problem determination during development 
and for ?eld support. 

[0006] Presently trace tables in many computer systems 
are stored in non-persistent memory. In certain system 
environments, memory siZe is very limited and is primarily 
reserved for customer application data. 

[0007] The use of memory for the trace tables is limited by 
the cost of memory and its physical siZe. This limits the 
amount of memory usable for trace table data. This trace 
table siZe limitation leads to the trace tables Wrapping, 
sometimes Within seconds depending on system and load 
conditions. This can cause valuable trace information to be 
lost as a problem develops over a given period. The loss of 
such trace information sloWs or even prevents problem 
determination. Furthermore, When comprehensive program 
tracing is required, the likelihood of the vital trace informa 
tion being overWritten is increased. 

[0008] One conventional solution to the problem of analy 
sis being frustrated by key information in the trace table 
being overWritten by more recent entries is to devise various 
alternative Ways to retry the failed task but to stop the code 
closer to the event that caused the problem. This has the 
disadvantage that it is time consuming and requires problem 
recreation Which is not alWays possible. 

[0009] A further proposal for improvement is the use of 
various “levels” of interest of trace entries. For eXample, one 
might assign trace events to three levels, in increasing 
perceived importance: Information, Warning and Error. 
Each might be preserved in different storage areas, and thus 
mere informational message entries Would be less likely to 
overWrite more important error message entries. The disad 
vantage here is that even this degree of separation is not 
alWays suf?cient, as a “root cause” error trace entry can be 
overWritten quite rapidly by the cascade of entries corre 
sponding to further errors that it has caused in dependent or 
subsequent operations performed by the system. 
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[0010] It Would thus be desirable to provide a method and 
apparatus for recording trace information in computer sys 
tems in such a manner that records for rarely-occurring 
events most likely to be indicative of the true root cause of 
a problem may be retained longer than records for events 
less likely to be indicative of the root cause of a problem. 

SUMMARY OF THE INVENTION 

[0011] In a ?rst aspect, the present invention provides a 
method of recording diagnostic trace information Within a 
memory, comprising: storing metadata corresponding to 
each of a plurality of events that are subject to tracing, 
Wherein the metadata indicates hoW useful each of the 
plurality of events is in determining a root cause of a failure; 
varying an apportionment of the memory among the plural 
ity of events based upon the metadata; and storing diagnostic 
trace information Within the memory according to the appor 
tionment. 

[0012] In a second aspect, the present invention provides 
an apparatus to record diagnostic trace information, com 
prising: a memory to store diagnostic trace information and 
metadata corresponding to each of a plurality of events that 
are subject to tracing, Wherein the metadata indicates hoW 
useful each of the plurality of events is in determining a root 
cause of a failure; and a tracing component to vary an 
apportionment of the memory among the plurality of events 
based upon the metadata, Wherein the diagnostic trace 
information is stored Within the memory according to the 
apportionment. 
[0013] In a third aspect, the present invention provides a 
computer program product comprising computer program 
code Which, When loaded into a computer system and 
executed thereon, causes the computer system to perform all 
operations of a method according to the ?rst aspect. 

[0014] The various embodiments of the present invention 
are of particular advantage in large, compleX system envi 
ronments and in environments, such as embedded devices, 
in Which memory siZe is limited, but diagnosis of error 
conditions is of great importance. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] A preferred embodiment of the present invention 
Will noW be described, by Way of eXample only, With 
reference to the accompanying draWings in Which: 

[0016] FIG. 1 is a block diagram of a computer system in 
accordance With an embodiment of the present invention; 

[0017] FIG. 2 is a schematic diagram of the trace buffers 
of a conventional computer system; 

[0018] FIG. 3 is a schematic diagram of the buffers of 
computer system in accordance With an embodiment of the 
present invention; and 

[0019] FIG. 4 is a How diagram of a method of recording 
trace information in accordance With an embodiment of the 
present invention, Whether implemented in softWare, hard 
Ware logic, ?rmWare or any combination thereof. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENT 

[0020] Referring to FIG. 1, a schematic block diagram of 
a computer system 100 is shoWn in Which an embodiment of 
the present invention may be implemented. 
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[0021] Computer system 100 comprises a computer 102 
for processing data, a memory 104 for storing data, one or 
more I/O devices 106, and one or more system or applica 
tions programs 108. Computer system 100 further comprises 
a tracing component 110, Which may trace events during the 
operation of the computer system. Such events may be at the 
system level, or may be Within programs running Within the 
system. 

[0022] A large variety of arrangements of computers and 
other devices in such a system is possible and only a very 
simpli?ed arrangement is shoWn in the ?gure. 

[0023] Many knoWn computer systems have a non-persis 
tent (or “volatile”) memory such as some portion of memory 
104 in Which system and application program data is stored 
and in Which trace table data is also stored. Trace table data 
is typically time-stamped status information about What the 
computer system hardWare or a system or applications 
program therein is doing. 

[0024] Using a non-persistent portion of memory (e.g., 
memory 104) alloWs large amounts of trace data to be 
recorded, being only limited by the siZe of the allocated 
device storage used to house the non-persistent portion of 
memory 104. This has the advantage of providing an 
extended trace history required to determine problems that 
develop gradually over a period of time. 

[0025] Referring noW to FIG. 2, there is shoWn a sche 
matic diagram of a set of buffers 202, 204, 206 in a memory 
104 of a computer system (Which may comprise computer 
system 100). In the illustrated embodiment, buffer 202 is 
used to store very frequent information-level trace event 
records, Which are likely to be of the least importance in 
diagnosing system or program failures. Buffer 204 is used to 
store slightly less frequent, but more important, Warning 
level trace event records. Buffer 206 is used to store infre 
quent, but typically most important error-level trace event 
records. Such error-level trace event records are those Which 
it is most desirable to retain for the longest period before 
overWriting them. It is knoWn in the art to have variable 
lengths of buffers to give a greater statistical chance of 
preservation to those events that are at the error level, by 
providing the largest buffer for that purpose. HoWever, in 
most systems of any complexity, even events at the error 
level are frequently overWritten before they can be used in 
determining a root cause error. 

[0026] Using trace buffers as illustrated in FIG. 2, there is 
additionally no granularity in distinguishing among events 
at the error or other levels according to the likelihood of their 
being the root cause errors of a cascade of errors. 

[0027] Furthermore, disadvantages described herein With 
respect to conventional trace recording systems are still 
applicable, even When techniques such as statistical sam 
pling of trace buffers or dividing the device memory into 
plural trace buffers each associated With a particular portion 
of code are used in addition to the level-based variable 
plurality of buffers. 

[0028] Thus, in accordance With an embodiment of the 
present invention, there may be provided a set of buffers as 
shoWn in FIG. 3. In FIG. 3, memory 104 of a computer 
system such as computer system 100 is provided With 
exemplary buffers 302, 304, 306, 308. In reality, there is a 
separate buffer for each possible trace event, and these 

Dec. 8, 2005 

events typically number in the hundreds, even for a rela 
tively simple system or program. Thus, the merely exem 
plary embodiment shoWn in the FIG. 3 is very much 
simpli?ed as compared to alternative embodiments of the 
present invention. 

[0029] In the exemplary embodiment shoWn in FIG. 3, a 
computer system such as computer system 100 comprises 
four events that are subject to tracing by a tracing compo 
nent, such as tracing component 110. The four events are 
READ FILE, WRITE FILE, FILE NOT FOUND and FILE 
CORRUPTED. For some events (e.g., READ FILE and 
WRITE FILE), there Will be many more event occurrences, 
and thus many more records Will be Written. Such events are 
also less likely, in themselves, to indicate the root cause of 
an error in the system or program than other events (e.g., 
FILE NOT FOUND and FILE CORRUPTED). Occurrences 
of FILE NOT FOUND events Will be less frequent than 
READ FILE and WRITE ?le events, but typically more 
frequent than FILE CORRUPTED events. FILE NOT 
FOUND and FILE CORRUPTED events are also more 
likely to be important in indicating the root cause of an error 
than are the READ FILE and WRITE FILE events. HoW 
ever, FILE NOT FOUND events may be relatively easily 
recovered from, and are less likely to trigger a cascade of 
errors as large as that Which can be triggered by a FILE 
CORRUPTED event. 

[0030] For the reasons described herein, it Would be 
desirable to preferentially preserve more important (from an 
error root cause detection perspective), but less frequently 
occurring trace events. Thus, in one embodiment, buffers are 
tuned to siZe according to these factors of frequency and 
importance in preserving trace data for events that are more 
likely to be root causes of errors. 

[0031] In the exemplary embodiment, READ FILE and 
WRITE FILE events are of roughly equal frequency, but a 
READ FILE is someWhat less likely to be a root cause of a 
cascade of errors, as there are typically feWer chances of 
causing an error that cannot simply be cured by retrying the 
operation. Thus, buffer 302, used for READ FILE events, is 
smaller than any other of the illustrated buffers, as an earlier 
buffer Wrap and loss of event data is of less moment than for 
the other three events. Buffer 304, used for WRITE FILE 
events, is then someWhat larger, and so on, folloWing the 
logic outlined above, With buffer 306 for FILE NOT 
FOUND events being larger and buffer 308 for FILE COR 
RUPTED events being the largest of those illustrated. 

[0032] Tracing component 110 is preferably operable to 
maintain metadata corresponding to each event in some 
form of storage, such as a portion of memory 104. The 
metadata maintained by tracing component 110 may be 
controlled in such a manner as to vary its apportionment of 
parts of memory 104 among buffers 302, 304, 306, 308 
according to a system-Wide setting, Which setting may 
further be a system runtime setting. In one alternative 
embodiment, metadata maintained by tracing component 
110 may be controlled in such a manner as to vary its 
apportionment of parts of memory 104 among buffers 302, 
304, 306, 308 according to a program runtime setting. 

[0033] In an alternative embodiment, metadata may be 
used to control apportionment of memory 104 according to 
an outcome of a heuristic process. The heuristic process may 
be one based, for example, on previous runtime traces or 
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statistics that give an indication as to hoW the memory 104 
may best be apportioned to buffers 302, 304, 306, 308 for a 
particular system con?guration or program type. 

[0034] The program runtime setting may, in one embodi 
ment, be advantageously reset according to a recalculation 
of an optimiZed apportionment during processing to vary the 
apportionment based on a neW outcome of the heuristic 
process using values from a current run. 

[0035] Turning again to FIG. 3, in order to permit the 
assembly of a substantially continuous overall trace 
sequence, each record in each buffer is preferably issued 
With a sequence number SEQ 1, SEQ 2, SEQ 3, SEQ 4, SEQ 
S in addition to its timestamp. The sequence numbers are 
unique across the complete set of buffers 302, 304, 306, 308, 
thus alloWing a proper sequencing by tracing component 
110, even if there are non-unique timestamps caused, for 
eXample, by any form of truly parallel processing or by an 
insuf?ciently granular time-stamping component in the 
computer system, such as computer system 100. 

[0036] Referring noW to FIG. 4, there is shoWn a How 
diagram representing a method according to an embodiment 
of the present invention. In the illustrated process embodi 
ment, the system or program that is subject to tracing is 
identi?ed (process block 402) to a tracing component (e.g., 
tracing component 110). Metadata corresponding to possible 
system or program events is then retrieved (process block 
404) that are subject to tracing. Next, the total portion of 
memory that is available to store trace records is determined 
(process block 406). Once memory availability has been 
determined, preferential ordering is applied (process block 
408) to the possible system or program events. Portions of 
memory are then allocated (process block 410) to act as trace 
buffers (e.g., trace buffers 302, 304, 306, 308) using the 
retrieved metadata. FolloWing allocation of trace buffer 
memory, tracing activity of the system or program begins 
(process block 412). 

[0037] In the illustrated process embodiment, a heuristic 
technique is optionally applied, prior to identi?cation of the 
system or program being traced, to data from previous 
program or system activity (process block 401). Such a 
heuristic technique may comprise analysis of one or more 
prior traces or other records and statistics relating to opera 
tion of the system or program containing events subject to 
tracing. As described herein, an additional instance of these 
operations may be advantageously used to reapply the 
varying of memory buffer apportionment according to a 
heuristic outcome during a run. In an alternative embodi 
ment, a user (e.g., a programmer, engineer or other party) 
may determine and set up a logical metadata arrangement 
according to eXperience and knoWledge of typical behav 
iours eXhibited by the system or program containing the 
events that are subject to tracing. 

[0038] Method embodiments of the present invention may 
suitably be embodied in a logic apparatus comprising logic 
means to perform method operations. Moreover, such logic 
means may comprise hardWare components, ?rmWare com 
ponents, or a combination thereof. 

[0039] It Will be appreciated that method embodiments 
described herein may also suitably be carried out fully or 
partially in softWare running on one or more processors (not 
shoWn), and that such softWare may be provided as a 
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computer program element carried on any suitable data 
carrier (also not shoWn) such as a magnetic or optical 
computer disc. The channels for the transmission of data 
likeWise may include storage media of all descriptions as 
Well as signal carrying media, such as Wired or Wireless 
signal media. 

[0040] The present invention may suitably be embodied as 
a computer program product for use With a computer system. 
Such an implementation may comprise a series of computer 
readable instructions either ?Xed on a tangible medium, such 
as a computer readable medium, for eXample, diskette, 
CD-ROM, ROM, or hard disk, or transmittable to a com 
puter system, via a modem or other interface device, over 
either a tangible medium, including but not limited to optical 
or analog communications lines, or intangibly using Wireless 
techniques, including but not limited to microWave, infrared 
or other transmission techniques. The series of computer 
readable instructions may embody all or part of the func 
tionality previously described herein. 

[0041] Those skilled in the art Will appreciate that such 
computer readable instructions can be Written in a number of 
programming languages for use With many computer archi 
tectures or operating systems. Further, such instructions may 
be stored using any memory technology, present or future, 
including but not limited to, semiconductor, magnetic, or 
optical, or transmitted using any communications technol 
ogy, present or future, including but not limited to optical, 
infrared, or microWave. It is contemplated that such a 
computer program product may be distributed as a remov 
able medium With accompanying printed or electronic docu 
mentation, shrink-Wrapped softWare, pre-loaded With a com 
puter system, for eXample, on a system ROM or ?Xed disk, 
or distributed from a server or electronic bulletin board over 

a netWork, such as the Internet or World Wide Web. 

What is claimed is: 
1. A method of recording diagnostic trace information 

Within a memory, said method comprising: 

storing metadata corresponding to each of a plurality of 
events that are subject to tracing, Wherein said metadata 
indicates hoW useful said each of said plurality of 
events is in determining a root cause of a failure; 

varying an apportionment of said memory among said 
plurality of events based upon said metadata; and 

storing said diagnostic trace information Within said 
memory according to said apportionment. 

2. The method of claim 1, Wherein said varying com 
prises: 

varying said apportionment of said memory among said 
plurality of events based upon said metadata utiliZing a 
metadata control component. 

3. The method of claim 1, Wherein said varying com 
prises: 

varying said apportionment of said memory according to 
a system-Wide setting of a computer system coupled 
With said memory. 

4. The method of claim 1, Wherein said varying com 
prises: 

varying said apportionment of said memory according to 
at least one of a system runtime setting and a program 
runtime setting. 
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5. The method of claim 1, wherein said varying com 
prises: 

varying said apportionment of said memory according to 
an outcome of a heuristic process. 

6. The method of claim 1, Wherein said memory com 
prises a volatile memory. 

7. The method of claim 1, Wherein said storing comprises: 

storing a record Within said memory for each of said 
plurality of events, Wherein said record comprises a 
sequence marker indicating a position of said each of 
said plurality of events Within a substantially continu 
ous sequence of events. 

8. An apparatus to record diagnostic trace information, 
said apparatus comprising: 

a memory to store said diagnostic trace information and 
metadata corresponding to each of a plurality of events 
that are subject to tracing, Wherein 

said metadata indicates hoW useful said each of said 
plurality of events is in determining a root cause of 
a failure; and 

a tracing component to vary an apportionment of said 
memory among said plurality of events based upon said 
metadata, Wherein 

said diagnostic trace information is stored Within said 
memory according to said apportionment. 

9. The apparatus of claim 8, Wherein said tracing com 
ponent is con?gured to vary said apportionment of said 
memory among said plurality of events based upon said 
metadata utiliZing a metadata control component. 

10. The apparatus of claim 8, Wherein said tracing com 
ponent is con?gured to vary said apportionment of said 
memory according to a system-Wide setting of a computer 
system coupled With said memory. 

11. The apparatus of claim 8, Wherein said tracing com 
ponent is con?gured to vary said apportionment of said 
memory according to at least one of a system runtime setting 
and a program runtime setting. 

12. The apparatus of claim 8, Wherein said tracing com 
ponent is con?gured to vary said apportionment of said 
memory according to an outcome of a heuristic process. 

13. The apparatus of claim 8, Wherein said memory 
comprises a volatile memory. 

14. The method of claim 1, Wherein 

said memory comprises a record for each of said plurality 
of events, and 
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said record comprises a sequence marker indicating a 
position of said each of said plurality of events Within 
a substantially continuous sequence of events. 

15. A computer program product comprising computer 
program code Which, When loaded into a computer system 
and executed thereon, causes said computer system to per 
form all a method comprising: 

storing metadata corresponding to each of a plurality of 
events that are subject to tracing, Wherein said metadata 
indicates hoW useful said each of said plurality of 
events is in determining a root cause of a failure; 

varying an apportionment of said memory among said 
plurality of events based upon said metadata; and 

storing said diagnostic trace information Within said 
memory according to said apportionment. 

16. The computer program product of claim 15, Wherein 
said varying comprises: 

varying said apportionment of said memory among said 
plurality of events based upon said metadata utiliZing a 
metadata control component. 

17. The computer program product of claim 15, Wherein 
said varying comprises: 

varying said apportionment of said memory according to 
a system-Wide setting of a computer system coupled 
With said memory. 

18. The computer program product of claim 15, Wherein 
said varying comprises: 

varying said apportionment of said memory according to 
at least one of a system runtime setting and a program 
runtime setting. 

19. The computer program product of claim 15, Wherein 
said varying comprises: 

varying said apportionment of said memory according to 
an outcome of a heuristic process. 

20. The computer program product of claim 15, Wherein 
said storing comprises: 

storing a record Within said memory for each of said 
plurality of events, Wherein said record comprises a 
sequence marker indicating a position of said each of 
said plurality of events Within a substantially continu 
ous sequence of events. 


