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ABSTRACT 

IIF architectures and corresponding call flows are provided 
for CDMA2000/GPRS roaming scenarios such as GPRS 
foreign mode With Mobile IPv4, GPRS foreign mode With 
Simple IPv4 or IPv6, CDMA2000 packet data foreign mode 
With Mobile IPv4, and CDMA2000 packet data foreign 
mode With Simple IPv4 or IPv6. 
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METHODS AND APPARATUS FOR 
CDMA2000/GPRS ROAMING 

CLAIM OF PRIORITY UNDER 35 U.S.C. §119 

[0001] The present Application for Patent claims priority 
to Provisional Application No. 60/526,557 entitled “CDMA/ 
GPRS Packet Data Roaming” ?led Dec. 3, 2003, and 
assigned to the assignee hereof and hereby expressly incor 
porated by reference herein. 

REFERENCE TO CO-PENDING APPLICATIONS 
FOR PATENT 

[0002] The present Application for Patent is related to the 
following co-pending US. Patent Application: 

[0003] “METHODS AND APPARATUSES FOR 
CDMA2000/GPRS ROAMING”by Nasielski et al., having 
Attorney Docket No. 040097 Ser. No. , ?led Nov. 23, 
2004, assigned to the assignee hereof, and expressly incor 
porated by reference herein. 

BACKGROUND 

[0004] 1. Field 

[0005] The present disclosed embodiments relate gener 
ally to Wireless communications, and more speci?cally to 
roaming in the context of CDMA2000 and GPRS systems. 

[0006] 2. Background 
[0007] Wireless subscribers may desire to use their Wire 
less terminals in conjunction With Wireless systems other 
than their home systems to obtain access to services using 
their existing subscriptions. Access to these services may be 
independent of their normal Wireless terminals, through 
Wireless systems other than their home systems. This may 
occur, for example, When the subscriber is roaming outside 
the service area of their home system. Accordingly, manu 
facturers and system operators desire to alloW subscribers to 
receive services using their terminals and subscriptions via 
a system Which may not be the subscriber’s home system, 
provided that the terminal and the serving system are 
compatible. 
[0008] Serving roaming subscribers can be dif?cult even 
When the serving system and home system employ identical 
technologies. When the serving system uses an air interface 
that differs from that used in the subscriber’s home system, 
interWorking betWeen these systems is typically performed 
due to fundamental differences in message protocols, call 
models, et cetra. This interWorking can be achieved via an 
InterWorking and Interoperability Function (IIF). 

[0009] One example of an IIF is described in US. Patent 
Application 2002/094811 A1 to Bright et al. entitled “Inter 
Working and Interoperability of GPRS Systems With Sys 
tems of Other Technology Families.” US. Patent Applica 
tion 2002/094811 A1 provides a GPRS interWorking and 
interoperability function (IIF) interposed betWeen a serving 
GSM/GPRS Wireless system and a second Wireless system 
of a different technology family. The IIF alloWs a mobile 
station homed to the second Wireless system to operate in the 
GSM/GPRS system. According to US. Patent Application 
2002/094811 A1, telecommunications system components 
are provided that alloW interWorking and interoperability of 
a serving GSM and/or GPRS system With certain “domestic 
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Wireless” systems. For example, a mobile station homed on 
such a domestic Wireless system, but registered With the 
serving system in a GPRS-only mode, may receive services 
from the serving system. US. Patent Application 2002/ 
094811 A1 mentions that the term “domestic Wireless” 
(DW) is intended to refer to non-GSM systems compatible 
With ANSI or equivalent standards for TDMA, CDMA, and 
analog cellular systems, as generally used in North America, 
or compatible With other similar systems. 

[0010] Although US. Patent Application 2002/094811 A1 
acknowledges the need for an IIF alloWs a mobile station 
homed to a CDMA Wireless system to operate in the 
GSM/GPRS system, US. Patent Application 2002/094811 
A1 does not discuss an IIF adapted for CDMA2000/GPRS 
roaming scenarios When the terminal is using Mobile IP or 
Simple IP. US. Patent Application 2002/094811 A1 fails to 
provide suf?cient information, direction or guidance regard 
ing hoW an IIF could be constructed that Would alloW a 
mobile station homed to a CDMA2000 Wireless system 
could operate in the GSM/GPRS system, When the terminal 
is using Mobile IP or Simple IP. For example, US. Patent 
Application 2002/094811 A1 fails to provide any details 
regarding What modules Would be needed to implement such 
an IIF, hoW the modules Would be interconnected, timed and 
controlled so as to obtain the speci?c operations needed to 
implement such an IIF. 

[0011] Thus, there is a need in the art for a general 
architecture can be adapted for CDMA2000/GPRS roaming 
scenarios, such as, GPRS foreign mode With Mobile IPv4, 
GPRS foreign mode With Simple IPv4 or IPv6, CDMA2000 
packet data foreign mode With Mobile IPv4, and 
CDMA2000 packet data foreign mode With Simple IP, 
Mobile IPv4 or Mobile IPv6. It Would be desirable to enable 
communication betWeen a CDMA 2000 packet data system 
and a GPRS system, When a CDMA 2000 packet data native 
subscriber using Simple IP, Mobile IPv4 or Mobile IPv6 
roams to the GPRS system by supporting bearer connectiv 
ity betWeen the GPRS and CDMA 2000 packet data system. 
Similarly, it Would also be desirable to enable communica 
tion betWeen a GPRS system and a CDMA 2000 packet data 
system When a GPRS native subscriber roams from the 
GPRS system to the CDMA 2000 packet data system using 
Simple IP, Mobile IPv4 or Mobile IPv6 by supporting bearer 
connectivity betWeen the GPRS system and the CDMA 2000 
packet data system. 

SUMMARY 

[0012] According to one aspect of the invention, an inter 
face entity, interposed betWeen a CDMA 2000 packet data 
system and a GPRS system, is provided that enables com 
munication betWeen the CDMA 2000 packet data system 
and the GPRS system When a CDMA 2000 packet data 
native subscriber roams to the GPRS system by supporting 
bearer connectivity betWeen the GPRS and CDMA 2000 
packet data system by providing a packet routing function. 

[0013] According to one aspect of the invention, an inter 
face entity is provided that enables communication betWeen 
a home CDMA 2000 packet data system and a visited GPRS 
system comprising a Serving GPRS Support Node (SGSN), 
When a CDMA 2000 packet data native subscriber using 
Mobile IPv4 roams to a visited GPRS system. 

[0014] For example, in an embodiment Where a CDMA 
2000 packet data native subscriber roams to a visited system 
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and uses Mobile IPv4, an interface entity can be provided 
that couples the home system to the visited system to enable 
communication betWeen the home system and the visited 
system. In this situation, the home system is a CDMA 2000 
packet data system that can include a ANSI-41 home loca 
tion register; an AAA entity; and a home agent, Whereas the 
visited system can be a GPRS system that includes a SGSN. 

[0015] According to one aspect of this embodiment, the 
interface comprises a GSM home location register emulation 
module, and an ANSI-41 visited location register emulation 
module. The GSM home location register emulation module 
can be coupled to the SGSN via a Gr interface, that alloWs 
a subscriber to register over a Gr interface, Whereas the 
ANSI-41 visited location register emulation module can be 
coupled to the ANSI-41 home location register via a D 
interface that alloWs a subscriber to register over the D 
interface. According to one aspect of this embodiment, the 
interface further comprises a foreign agent emulation mod 
ule and a GGSN emulation module. The foreign agent 
emulation module can be coupled to the home agent via an 
X1 interface, and supports bearer connectivity betWeen the 
visited system and the home system such that a foreign agent 
interface and an AAA interface are presented to the CDMA 
2000 packet data system over the X1 interface. The GGSN 
emulation module can be coupled to the SGSN via a Gp 
interface, and can support bearer connectivity betWeen the 
visited system and the home system such that a GGSN 
interface is presented to the visited system over the Gp 
interface. The interface can serve as an endpoint for a GTP 
tunnel and a Mobile IP tunnel. In this embodiment, the 
interface provides a packet routing function betWeen the 
GGSN interface and the foreign agent interface. According 
to another aspect of this embodiment, the interface can also 
include anAAAemulation module that can be coupled to the 
AAA entity via an X3 interface. In this embodiment, the 
AAA emulation module provides an accounting function to 
interacting With a home netWork’s AAA for Mobile IP 
Foreign Agent challenge authentication and 3GPP2 packet 
data accounting. 

[0016] According to one aspect of the invention, an inter 
face entity is provided that enables communication betWeen 
a home CDMA 2000 packet data system and a visited GPRS 
system comprising a Serving GPRS Support Node (SGSN), 
When a CDMA 2000 packet data native subscriber using 
Simple IP roams to a visited GPRS system. 

[0017] In an embodiment Where a CDMA 2000 packet 
data native subscriber roams to a visited system and uses 
Simple IP, an interface entity can be provided that couples 
the home system to the visited system to enable communi 
cation betWeen the home system and the visited system. In 
this situation, the home system is a CDMA 2000 packet data 
system that can include a ANSI-41 home location register; 
an AAA entity; and a LNS, Whereas the visited system can 
be a GPRS system that includes a SGSN. 

[0018] According to one aspect of this embodiment, the 
interface comprises an ANSI-41 visited location register, 
and a GSM home location register. The ANSI-41 visited 
location register can be coupled to the ANSI-41 home 
location register via a D interface, and alloWs a subscriber to 
register over the D interface. The GSM home location 
register can be coupled to the SGSN via a Gr interface and 
alloWs a subscriber to register over the Gr interface. Accord 
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ing to another aspect of this embodiment, the interface may 
comprise a LAC emulation module and a GGSN emulation 
module. The LAC emulation module can be coupled to the 
LNS via an X2 interface, and supports bearer connectivity 
betWeen the visited and home netWorks over the X2 inter 
face. The GGSN emulation module can be coupled to the 
SGSN via a Gp interface, and supports bearer connectivity 
betWeen the visited and home netWorks over the Gp inter 
face by presenting a GGSN interface to the visited system 
and presenting a normal routing interface to the CDMA 
2000 packet data system to thereby provide a packet routing 
function betWeen the GGSN interface and the home system. 
In this case, the interface serves as an endpoint for a GTP 
tunnel and an IPSec tunnel. According to yet another aspect 
of this embodiment, the interface can include an AAA 
emulation module that can be coupled to the AAA entity via 
an X3 interface. The AAA emulation module can provide an 
accounting function by interacting With the home netWork’s 
AAA for L2TP authentication and 3GPP2 packet data 
accounting over the X3 interface. 

[0019] According to another aspect of the invention, an 
interface entity, interposed betWeen a GPRS system to a 
CDMA 2000 packet data system, is provided that enables 
communication betWeen the GPRS system and the CDMA 
2000 packet data system When a GPRS native subscriber 
roams from the GPRS system to a CDMA 2000 packet data 
system using one of Mobile IPv4 and Simple IP by support 
ing bearer connectivity betWeen the GPRS system and the 
CDMA 2000 packet data system by providing a packet 
routing function. 

[0020] According to yet another aspect of the invention, 
an interface entity is provided that enables communication 
betWeen a home GPRS system comprising a GSM home 
location register, a GGSN, and an AAA entity, and a visited 
CDMA 2000 packet data system that comprises an AN SI-41 
visited location register, an AAA entity, and a packet data 
serving node/foreign agent, When a GPRS native subscriber 
using Mobile IPv4 roams to the visited CDMA 2000 packet 
data system. 

[0021] In an embodiment Where a GPRS native subscriber 
roams to a visited system and uses Mobile IPv4, an interface 
entity can be provided that couples the home system to the 
visited system to enable communication betWeen the home 
system and the visited system. In this situation, the home 
system is a GPRS system comprising a GSM home location 
register; a GGSN; and an AAA entity, Whereas the visited 
system can comprise a CDMA 2000 packet data system that 
includes a ANSI-41 visited location register; a AAA entity; 
and a packet data serving node/foreign agent. 

[0022] According to one aspect of this embodiment, the 
interface comprises a home agent emulation module and a 
SGSN emulation module. The home agent emulation mod 
ule can be coupled to the packet data serving node/foreign 
agent via an X1 interface, and presents a home agent 
interface to the visited system. The SGSN emulation module 
can be coupled to the GGSN via a Gp interface, and presents 
a SGSN interface to the home system to support bearer 
connectivity betWeen the visited and home netWorks by 
providing a packet routing function betWeen the SGSN 
interface and the home agent interface. Here, the interface 
serves as an endpoint for a GTP tunnel and a Mobile IP 

tunnel. According to another aspect of this embodiment, the 
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interface can also include an ANSI-41 home location reg 
ister emulation module, and a GSM visited location register 
emulation module. The ANSI-41 home location register 
emulation module can be coupled to the ANSI-41 visited 
location register via a D interface, Whereas the GSM visited 
location register emulation module can be coupled to the 
GSM home location register via a D interface, to alloW a 
subscriber to register. According to yet another aspect of this 
embodiment, the interface may also include an AAA emu 
lation module that can be coupled to the AAA entity via a Gi 
interface and coupled to the AAA entity via a X3 interface. 
The AAA emulation module interacts With the visited net 
works AAAfor Mobile IP authentication and 3GPP2 packet 
data accounting, over the X3 interface, and the home net 
works AAA for 3GPP packet data accounting, over the Gi 
interface. 

[0023] According to one aspect of the invention, an inter 
face entity is provided that enables communication betWeen 
a home GPRS system comprising a GSM home location 
register, a GGSN, and an AAA entity, and a visited CDMA 
2000 packet data system that comprises an ANSI-41 visited 
location register, an AAA entity, and a packet data serving 
node/LAC entity, When a GPRS native subscriber using 
Simple IP roams to the visited CDMA 2000 packet data 
system. 

[0024] In an embodiment Where a GPRS native subscriber 
roams to a visited system and uses Simple IP, an interface 
entity can be provided that couples the home system to the 
visited system to enable communication betWeen the home 
system and the visited system. In this situation, the home 
system is a GPRS system comprising a GSM home location 
register; a GGSN; and an AAA entity, Whereas the visited 
system can comprise a CDMA 2000 packet data system that 
includes a ANSI-41 visited location register; a AAA entity; 
and a packet data serving node/LAC entity. According to one 
aspect of the invention, the interface supports bearer con 
nectivity betWeen the visited and home netWorks by pro 
viding a packet routing function. For eXample, the interface 
can include a SGSN emulation module, and a LNS emula 
tion module. The SGSN emulation module can be coupled 
to the GGSN over a Gp interface, and presents a SGSN 
interface to the home system, Whereas the LNS emulation 
module can be coupled to the packet data serving node/LAC 
entity over an X2 interface, and presents a L2TP Network 
Server (LNS) interface to the visited system. As such, this 
interface provides the packet routing function betWeen the 
SGSN emulation module and the LNS emulation module. 
Here, the interface serves as an endpoint for a GTP tunnel 
and a Mobile L2TP tunnel. 

[0025] According to another aspect of this embodiment, 
the interface comprises a ANSI-41 home location register 
emulation module and a GSM visited location register 
emulation module. The ANSI-41 home location register 
emulation module can be coupled to the ANSI-41 visited 
location register via a D interface, Whereas the GSM visited 
location register emulation module can be coupled to the 
GSM home location register via another D interface. This 
alloWs a subscriber to register. According to yet another 
aspect of this embodiment, the interface may also include an 
AAA emulation module that can be coupled to the AAA 
entity via a Y3 interface and coupled to the AAA entity via 
a X3 interface. The AAA emulation module interacts With 
the visited netWork’s AAA entity, over an X3 interface, for 
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L2TP authentication and 3GPP2 packet data accounting, and 
With the home netWork’s AAA entity, over an Gi interface, 
for 3GPP packet data accounting. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] FIG. 1 is a block diagram of a system that com 
prises a home system, a visited system, and an interface 
entity that enables communication betWeen the home system 
and the visited system; 

[0027] FIG. 2A is a block diagram of GPRS foreign mode 
With Mobile IPv4; 

[0028] FIG. 2B is a call flow diagram that shoWs Mobile 
IPv4 operation in the GPRS foreign mode; 

[0029] FIG. 3A is a block diagram of GPRS foreign mode 
With Simple IP; 

[0030] FIG. 3B is a call flow diagram that shoWs Simple 
IP operation in the GPRS foreign mode; 

[0031] FIG. 4A is a block diagram of CDMA2000 packet 
data foreign mode With Mobile IPv4; 

[0032] FIG. 4B is a call flow diagram that shoWs Mobile 
IPv4 operation in the CDMA2000 packet data foreign mode; 

[0033] FIG. 5A is a block diagram of CDMA2000 packet 
data foreign mode With Simple IP; and 

[0034] FIG. 5B is a call flow diagram that shoWs Simple 
IP operation in the CDMA2000 packet data foreign mode. 

DETAILED DESCRIPTION 

[0035] The Word “exemplary” can be used herein to mean 
“serving as an eXample, instance, or illustration.” Any 
embodiment described herein as “exemplary” can be not 
necessarily to be construed as preferred or advantageous 
over other embodiments. 

[0036] As used herein, the term “agent advertisement” 
refers to the procedure by Which a mobility agent becomes 
knoWn to the mobile node. 

[0037] As used herein, the term “agent discovery” refers to 
the process by Which a mobile node can obtain the IP address 
of a home agent or foreign agent, depending upon Whether 
the mobile node is home or aWay from home. Agent dis 
covery occurs When a mobile node receives an agent adver 
tisement, either as a result of periodic broadcast or in 
response to a solicitation. The term “discovery” is used 
interchangeably With the term “agent discovery.” 

[0038] As used herein, the term “automatic home agent 
discovery” refers to the process by Which a mobile node can 
obtain the IP address of a home agent on its home netWork, 
involving the transmission of a registration request to the 
subnet broadcast address of its home netWork. 

[0039] As used herein, the term “care-of address” refers to 
an IP address at the mobile node’s current point of attach 
ment to the Internet, When the mobile node is not attached 
to the home netWork. 

[0040] As used herein, the term “collocated care-of 
address” refers to a care-of address assigned to one of the 
mobile node’s netWork interfaces, instead of one being 
offered by a foreign agent. 
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[0041] As used herein, the term “correspondent node” 
refers to node that sends or receives a packet to a mobile 
node; the correspondent node may be another mobile node 
or a nonmobile Internet node. 

[0042] As used herein, the term “encapsulation” refers to 
the process of incorporating an original IP packet inside 
another IP packet, making the ?elds Within the original IP 
header temporarily lose their effect. 

[0043] As used herein, the term “foreign agent” refers to 
a mobility agent on the foreign netWork that can assist the 
mobile node in receiving datagrams delivered to the care-of 
address. 

[0044] As used herein, the term “foreign network” refers 
to the netWork to Which the mobile node is attached When it 
is not attached to its home netWork, and on Which the care-of 
address is reachable from the rest of the Internet. 

[0045] As used herein, the term “home address” refers to 
the IP address assigned to the mobile node, making it 
logically appear attached to its home netWork. 

[0046] As used herein, the term “home agent” refers to a 
node on the home netWork that effectively causes the mobile 
node to be reachable at its home address even When the 
mobile node is not attached to its home netWork. 

[0047] As used herein, the term “home netWork” refers to 
the netWork at Which the mobile node seems reachable, to 
the rest of the Internet, by virtue of its assigned IP address. 

[0048] As used herein, the term “mobile node” refers to a 
node that changes its point of attachment to the Internet. 

[0049] As used herein, the term “mobility agent” refers to 
a node, such as a router, that offers support services to 
mobile nodes. A mobility agent can be either a home agent 
or a foreign agent. 

[0050] As used herein, the term “redirection” refers to a 
message that is intended to cause a change in the routing 
behavior of the node receiving it. 

[0051] As used herein, the term “registration” refers to the 
process by Which the mobile node informs the home agent 
about its current care-of address. 

[0052] As used herein, the term “remote redirection” 
refers to a redirect sent from a source not present on the local 
netWork. The source can be located anyWhere in the global 
Internet and may have malicious intent and be untraceable. 

[0053] As used herein, the term “route optimization” 
refers to a process that enables the delivery of packets 
directly to the care-of address from a correspondent node 
Without having to detour through the home netWork. 

[0054] As used herein, the term “tunneling” has a meaning 
similar to the term “encapsulation”, but With additional 
connotations about changing the effects of Internet routing 
on the original IP packet. 

[0055] Acronyms 
[0056] For each of the folloWing terms, the description 
beloW uses the folloWing acronyms: 

[0057] Access, AuthoriZation and Accounting 

[0058] Challenge Handshake Authentication Proto 
col (CHAP) 
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[0059] 
[0060] 

Domain Name System or Server (DNS) 

Foreign Agent (FA) 
[0061] Foreign Agent Challenge (FAC) 
[0062] General Packet Radio System (GPRS) 

[0063] GateWay GPRS Support Node (GGSN) 

[0064] Global System for Mobile communications 
(GSM) 

[0065] GPRS Tunneling Protocol (GTP) 

[0066] Home Agent (HA) 

[0067] Home Authentication, AuthoriZation and 
Accounting 

[0068] Home Location Register (HLR) 

[0069] Internet Protocol Control Protocol (IPCP) 

[0070] Link Access Control (LAC) 

[0071] Link Control Protocol (LCP) 

[0072] L2TP NetWork Server (LNS) 

[0073] 
[0074] 
[0075] 
[0076] 
[0077] 
[0078] 
[0079] 
[0080] 
[0081] 
[0082] 

Mobile Station (MS) 

Mobile SWitching Center (MSC) 

Mobile Station ID (MSID) 

NetWork Access Identi?er (NAI) 

NetWork Access Server (NAS) 

PPP Authentication Protocol (PAP) 

Packet Control Function (PCF) 

Packet Data Serving Node (PDSN) 

Point to Point Protocol (PPP) 

Radio Access NetWork (RAN) 

[0083] Serving GPRS Support Node (SGSN) 

[0084] Visited Authentication, AuthoriZation and 
Accounting (VAAA) 

[0085] Visited Location Register (VLR) 

[0086] FIG. 1 is a block diagram of a system that com 
prises a home system 10, such as a CDMA 2000 packet data 
system or a GPRS system, a visited system 20, such as a 
GPRS system or a CDMA 2000 packet data system, and an 
interface entity 30 or “IIF” that couples the home system 10 
to the visited system 20, and enables communication 
betWeen the home system 10 and the visited system 20. 

[0087] The folloWing sections describe architectures that 
can be adapted for CDMA2000/GPRS roaming scenarios, 
such as, GPRS foreign mode With Mobile IPv4, GPRS 
foreign mode With Simple IPv4 or IPv6, CDMA2000 packet 
data foreign mode With Mobile IPv4, and CDMA2000 
packet data foreign mode With Simple IPv4 or IPv6. 

[0088] GPRS Foreign Mode With Mobile IPv4 

[0089] FIG. 2A is an exemplary block diagram of a GPRS 
foreign mode With Mobile IPv4, and depicts the functions 
and control interface provided by an IIF in this embodiment. 
This roaming scenario occurs When a CDMA2000 packet 
data native subscriber operates Mobile IPv4 [IS-835-C] in 



US 2005/0266842 A1 

GPRS foreign mode. In this embodiment, the home system 
10 can be a CDMA 2000 packet data system Wherein a 
CDMA 2000 packet data native subscriber roams to a GPRS 
system and uses Mobile IPv4. The home system 10 com 
prises a ANSI-41 home location register 131, anAAAentity 
116, and a home agent 135. The visited system 20 can be a 
GPRS system that comprises a Serving GPRS Support Node 
(SGSN) 137. The Serving GPRS Support Node keeps track 
of the location of an individual mobile station and performs 
security functions and access control. The AAAentity can be 
used to securely determine the identity and privileges of a 
user and to track that user’s activities. 

[0090] The interface 30 or “IIF” comprises an ANSI-41 
visited location register 111 coupled to the ANSI-41 home 
location register 131 via a D interface 113, a GSM home 
location register 124 coupled to the Serving GPRS Support 
Node (SGSN) 137 via a Gr interface 123, a GateWay GPRS 
Support Node (GGSN) 126 coupled to the Serving GPRS 
Support Node (SGSN) 137 via a Gp interface 127 and 
coupled to the Internet via a Gi interface, an AAAentity 140 
coupled to the AAA entity 116 via an X3 interface 117, and 
a foreign agent 118 coupled to the home agent 135 via an X1 
interface 115. The Gr interface is a GPRS interface Which is 
located betWeen the SGSN (Serving GPRS Support Node) 
and the HLR (Home Location Register). When the GGSN 
(GateWay GPRS Support Node) and the SGSN (Serving 
GPRS Support Node) are located in different netWorks, they 
may be interconnected via the Gp interface Which provides 
similar functionality to that of the Gn interface, hoWever it 
usually includes extra security functionality Which is based 
on mutual agreements betWeen operators. The Gi Interface 
is a GPRS interface Which is located betWeen the GGSN 
(GateWay GPRS Support Node) and the external PDN 
(Public Data NetWork). The GateWay GPRS Support Node 
supports the edge routing function of the GPRS netWork. To 
external packet data netWorks the GGSN performs the task 
of an IP router. FireWall and ?ltering functionality, to protect 
the integrity of the GPRS core netWork, are also associated 
With the GGSN along With a billing function. 

[0091] The IIF provides both GSM HLR and ANSI-41 
VLR emulation to alloW the subscriber to register. This 
interWorking can be provided over the interface references 
“Gr” and “D.” The Home Location Register (HLR) is a 
database found Within cellular netWorks. It stores subscriber 
data relating to services and features in addition to location 
area based information. In the context of GSM, the Home 
Location Register is a database Within the HPLMN (Home 
Public Land Mobile NetWork). It provides routing informa 
tion for MT (Mobile Terminated) calls and SMS (Short 
Message Service). It is also responsible for the maintenance 
of user subscription information. This is distributed to the 
relevant VLR (Visitor Location Register) or SGSN (Serving 
GPRS Support Node) through the attach process and mobil 
ity management procedures such as Location Area and 
Routing Area updates. The Visitor Location Register (VLR) 
contains all subscriber data required for call handling and 
mobility management for mobile subscribers currently 
located in the area controlled by the VLR. 

[0092] The IIF also provides GateWay GPRS Support 
Node (GGSN) and FA emulation to support bearer connec 
tivity betWeen the visited and home netWorks via the IIF. 
This interWorking can be provided over the interface refer 
ences “Gn” and “X1.” The IIF provides AAA emulation to 
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interact With the home netWork’s AAA for Mobile IP For 
eign Agent challenge authentication and 3GPP2 packet data 
accounting. This interWorking can be provided over the 
interface reference “X3.” 

[0093] If bearer connectivity betWeen from the GPRS 
system and the CDMA2000 packet data system is not 
required, then reverse tunneling on the X1 interface is not 
required. Rather, MS-terminated traf?c traverses through the 
X1 and Gp interfaces. In the case Where reverse tunneling is 
not required, the IIF routes MS-originated traf?c, received 
on a Gp interface, to the Internet directly via a Gi interface. 

[0094] Thus, for a user homed in a CDMA Mobile IP 
system roaming to a GSM system, the IIF may present a 
GateWay GPRS Support Node (GGSN) interface to GSM 
and a FA and AAA interfaces to the CDMA system. The IIF 
may serve as the endpoint for the GTP and Mobile IP 
tunnels, With a packet routing function betWeen the GateWay 
GPRS Support Node (GGSN) and FA. GPRS Tunnelling 
Protocol is employed on the Gn interface in order to tunnel 
user data betWeen different GGSN. The Gn interface is a 
GPRS interface Which is located betWeen the GSN (GPRS 
Support Nodes). Version Zero of the protocol supports both 
signalling and user data under one generic header. It can be 
used With UDP User Datagram Protocol (UDP) or Trans 
mission Control Protocol (TCP). 

[0095] The IIF may also provide an accounting function so 
that operators can charge based on con?gurable measure 
ments such as packet count, bandWidth, time of day, etc. 

[0096] FIG. 2B is an exemplary call ?oW diagram that 
shoWs Mobile IPv4 operation in the GPRS foreign mode. 
FIG. 2B depicts a call ?oW example for the roaming 
scenario Where a CDMA2000 packet data native subscriber 
operates Mobile IPv4 [IS-835-C] in the GPRS foreign mode. 
In this example, the MS has shared secrets With the home 
CDMA2000 system for Mobile IP authentication. The MS 
may request the home CDMA2000 system to assign a HA 
and/or an IP address. The reverse tunneling can be enabled 
so that all data traf?c (MS-originated and -terminated) 
traverses through the IIF and home CDMA2000 system. The 
IIF generates 3GPP2 packet data accounting records and 
sends it to the home CDMA2000 system via RADIUS. 

[0097] The MS performs GPRS attach With a SGSN. The 
authentication associated With the GPRS attach can be a 
SIM-based authentication requiring the Ki secret key. The 
IIF acts as the GSM HLR con?gured With the Ki secret. In 
any case, the IIF can be not required to communicate With 
the HLR in the home CDMA2000 system for the authenti 
cation. (Step 1) The MS sends the Activate PDP Context 
Request to the SGSN. The message includes the Access 
Point Name The APN has the format <NetWork 
ID>.<MNC>.<MCC>.gprs. The NetWork ID (e.g., 
CDMA2000carrier.com) indicates to Which external net 
Work the MS Wants to establish a logical connection. The 
Requested PDP Address can be omitted in the message. The 
MS has a static Mobile IP home address or obtains a neW 
Mobile IP home address. (Step 2) The Serving GPRS 
Support Node (SGSN) selects a GateWay GPRS Support 
Node (GGSN) based on the APN. The Serving GPRS 
Support Node (SGSN) uses the APN as the lookup name to 
query a DNS server (not shoWn in the ?gure) and obtains a 
list of available GGSNs that can be used to support the 
requested APN. A Domain Name Server maintains a data 
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base for resolving host names and IP addresses. Network 
devices query the DNS server by specifying a remote 
computers host name and receives in return, the hosts IP 
addresses. 

[0098] The APN’s Network ID indicates a CDMA2000 
operator; thus, the DNS server returns With the IIF’s IP 
address. (Step 3) The Serving GPRS Support Node (SGSN) 
sends the Activate PDP Context Request to the selected IIF 
to set up a PDP context for the MS. The message includes 
the APN, but the Requested PDP Address can be omitted. 
(Step 4) The IIF acts as the GateWay GPRS Support Node 
(GGSN) and sends the Create PDP Context Response to the 
Serving GPRS Support Node (SGSN) that in turn sends the 
Activate PDP Context Accept to the MS. The PDP Address 
in both messages can be set to 0.0.0.0 to indicate that the 
PDP address Will be assigned later after successful Mobile 
IP registration. (Step 5) The IIF acts as the FA and sends one 
or more Mobile IP Agent Advertisements to the MS, because 
the omission of the Requested PDP Address in the Activate 
PDP Context Request can be the indication that the MS 
Wishes to use Mobile IP. The Agent Advertisement can be 
sent over the established PDP context. The Agent Adver 
tisement contains the FA Care-of Address and the FA Chal 
lenge (FAC). (Step 6) 
[0099] The MS sends the Mobile IP Registration Request 
to the IIF over the PDP context. The folloWing information 
can be contained in the Registration Request: MS’s NAI 
[RFC 2794] has the format of 
<username>@<domain_name>, Where the domain_name 
identi?es the MS’s home CDMA2000 system. MS-HA 
authenticator can be computed based on the content of the 
Registration Request and the secret shared betWeen the MS 
and HA [RFC 2002]. MS-AAA authenticator can be com 
puted based on the FAC and the secret shared betWeen the 
MS and home AAA server [RFC 3012]. The HA Address 
?eld can be set to a knoWn value if the MS uses a permanent 
HA, or to 0.0.0.0 if the MS Wants a neW HA assigned by the 
home netWork. Home Address ?eld can be set to a knoWn 
value if the MS uses a permanent address, or to 0.0.0.0 if the 
MS Wants a neW address assigned by the HA. The T-bit can 
be set to one to enable a reverse tunnel from the IIF to the 
MS’s HA. (Step 7) The IIF acts as the RADIUS client and 
sends a RADIUS Access-Request to the home AAA server. 
The RADIUS Access-Request conveys MS’s NAI, FAC 
authenticator, FAC, HA address, etc. [IS-835 (Step 8) If the 
authentication is successful, the home AAA server responds 
With the RADIUS Access-Accept that includes the MS’s HA 
address. (Step 9) The IIF acts as the FA and forWards the 
Mobile IP Registration Request to the HA address contained 
in the RADIUS Access-Accept. (Step 10) The HA veri?es 
the MS-HA authenticator in the Mobile IP Registration 
Request. If the HA doesn’t have the shared secret, as in the 
case of dynamically assigned HA, it communicates With the 
home AAAserver for the shared secret. The HA responds to 
the Mobile IP Registration Request With the Mobile IP 
Registration Reply containing a registration result (e.g., 
successful or an error code). If the MS Wishes for a neW 
home address, a neW address can be returned in the Regis 
tration Reply; otherWise, the MS’s permanent address can be 
returned. (Step 11) The IIF acts as the FA and forWards the 
Mobile IP Registration Reply to the MS over the appropriate 
PDP context. The IIF FA functionality notes the assigned 
MS IP address and shares that address With the IIF GateWay 
GPRS Support Node (GGSN) functionality. (Step 12) 
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[0100] The IIF acts as the GateWay GPRS Support Node 
(GGSN) and updates its PDP context by setting the PDP 
address to the MS’s home address (as indicated in the 
Registration Reply and shared by the FA functionality). The 
PDP address (hence the MS’s home address) can be asso 
ciated With a GTP tunnel identi?ed by the Tunnel Endpoint 
ID (TEID). (Step 13) The IIF acts as the GateWay GPRS 
Support Node (GGSN) and triggers the GGSN-initiated PDP 
Context modi?cation procedure in order to update the PDP 
address in the Serving GPRS Support Node (SGSN) and MS 
[3GPP TS 29.061]. The IIF sends the Update PDP Context 
Request to the Serving GPRS Support Node (SGSN) that 
forWards it to the MS. (Step 14) The MS responds With the 
Update PDP Context Response to the Serving GPRS Sup 
port Node (SGSN) that forWards it to the IIF. (Step 15) The 
IIF acts as the RADIUS client and sends the RADIUS 
Accounting-Request (Start) to the home AAA server [IS 
835]. 3GPP2 vendor-speci?c attributes are used to convey 
accounting records, but some airlink record attributes (e.g., 
service option, mux option, etc.) are not applicable. (Step 
16) The home AAA server responds With a RADIUS 
Accounting-Response (Start). (Step 17) Bearer traf?c 
traverses through the IIF in both directions, if reverse 
tunneling from the IIF to HA is enabled. For routing 
MS-originated packets, the IIF routes packets received from 
the MS’s GTP tunnel (identi?ed by a TEID) to the MS’s HA 
via a Mobile IP reverse tunnel. For routing MS-terminated 
packets, the IIF routes packets received from the HA-to-FA 
tunnel to the MS’s GTP tunnel. IPsec can be used to protect 
the Mobile IP tunnels betWeen HA and IIF, and the GTP 
tunnels betWeen IIF and SGSN. (Step 18) GPRS Foreign 
Mode With Simple IP 

[0101] FIG. 3A is an exemplary block diagram of a GPRS 
foreign mode With Simple IP that shoWs a roaming scenario 
Where a CDMA2000 packet data native subscriber operates 
IPv4 or IPv6 in the GPRS foreign mode. FIG. 3A also 
depicts the functions and control interface provided by an 
interface or IIF in this case. In this embodiment, the home 
system 10 can be a CDMA 2000 packet data system Wherein 
a CDMA 2000 packet data native subscriber roams to a 
GPRS system and uses Simple IP. The home system 10 
comprises a ANSI-41 home location register 131, an AAA 
entity 116, and a LNS 139. The visited system 20 can be a 
GPRS system that comprises a Serving GPRS Support Node 
(SGSN) 137. 
[0102] The interface 30 or “IIF” comprises an ANSI-41 
visited location register 111 coupled to the ANSI-41 home 
location register 131 via a D interface 113, a GSM home 
location register 124 coupled to the Serving GPRS Support 
Node (SGSN) 137 via a Gr interface 123, a GateWay GPRS 
Support Node (GGSN) 126 coupled to the Serving GPRS 
Support Node (SGSN) 137 via a Gp interface 127 and 
coupled to the Internet via a Gi interface, an AAAentity 140 
coupled to the AAA entity 116 via an X3 interface 117, and 
a LAC entity 109 coupled to the LNS 139 via an X2 
interface 119. The IIF provides both GSM HLR and ANSI 
41 VLR emulation to alloW the subscriber to register. This 
interWorking can be provided over the interface references 
“Gr” and “D.” The IIF provides GateWay GPRS Support 
Node (GGSN) and LAC emulation to support bearer con 
nectivity betWeen the visited and home netWorks via the ° F. 
This interWorking can be provided over the interface refer 
ences “Gn” and “X2.” The Link Access Control sublayer is 
the upper sublayer of Layer 2, and provides a mechanism for 
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the correct transport and delivery of signaling messages 
Which have been generated at Layer 3. 

[0103] The IIF also provides AAA emulation to interact 
With the home netWork’s AAA for L2TP authentication and 
3GPP2 packet data accounting. This interWorking can be 
provided over the interface reference “X3.” The L2TP uses 
features of PPTP (Point to Point Tunneling Protocol) and 
L2F (Layer 2 Forwarding). It has the ability to encapsulate 
PPP frames so they can be sent over IP, X.25, Frame Relay, 
or ATM (Asynchronous Transfer Mode) netWorks. When 
using L2TP on an IP based netWork, the IP datagram 
supporting the L2TP payload employs the services of UDP 
(User Datagram Protocol). 
[0104] If bearer connectivity betWeen the CDMA2000 
packet data system and GPRS system is not required, then 
the X2 interface is not required. The IIF still supports a Gp 
interface to the Serving GPRS Support Node (SGSN) and 
provides Internet access via a Gi interface (not shoWn in the 
?gure). 
[0105] Thus, for a user homed in a CDMA Simple IP 
system roaming to a GSM system, the IIF may present a 
GateWay GPRS Support Node (GGSN) interface to GSM 
and a normal routing interface to the CDMA system. The IIF 
may serve as the endpoint for the GTP and IPSec tunnels, 
With a packet routing function betWeen the GateWay GPRS 
Support Node (GGSN) and the CDMA system. The IIF may 
also provide an accounting function so that operators can 
charge based on con?gurable measurements such as packet 
count, bandWidth, time of day, etc. 

[0106] FIG. 3B is an exemplary call ?oW diagram that 
shoWs Simple IP operation in the GPRS foreign mode, and 
explains a roaming scenario Where a CDMA2000 packet 
data native subscriber operates Simple IP in the GPRS 
foreign mode. In this example, the MS has shared secrets 
With the home CDMA2000 system for Simple IP authenti 
cation (i.e., CHAP). The MS establishes a PPP session, via 
L2TP, to the home CDMA2000 system. During the PPP 
establishment, the home CDMA2000 system assigns an IP 
address to the MS dynamically. All the MS’s data traf?c 
(MS-originated and —MS terminated) traverses through the 
IIF and home CDMA2000 system. The IIF generates 3GPP2 
packet data accounting records and sends it to the home 
CDMA2000 system via RADIUS. 

[0107] The MS performs GPRS attach With a SGSN. The 
authentication associated With the GPRS attach can be a 
SIM-based authentication requiring the Ki secret. The IIF 
acts as the GSM HLR con?gured With the Ki secret or the 
GSM VLR. In any case, the IIF can be not required to 
communicate With the HLR in the home CDMA2000 system 
for the authentication. (Step 1) The MS sends the Activate 
PDP Context Request to the SGSN. The message includes 
the APN (Access Point Name). The APN has the format 
<NetWork ID>.<MNC>.<MCC>.gprs. The NetWork ID 
(e.g., CDMA2000carrier.com) indicates to Which external 
netWork the MS Wants to establish a logical connection. The 
Requested PDP Address can be omitted in the message so 
that the IIF (acting as a GGSN) later Will not assign an IP 
address to the MS; instead, the address Will be assigned by 
the LNS. (Step 2) The Serving GPRS Support Node (SGSN) 
selects a GateWay GPRS Support Node (GGSN) based on 
the APN. The Serving GPRS Support Node (SGSN) queries 
a DNS server (not shoWn in the ?gure) and obtains a list of 
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available GGSNs that can be used to support the requested 
APN. In this case, the APN’s NetWork ID indicates a 
CDMA2000 operator; thus, the DNS server returns With the 
IIF’s IP address. (Step 3) 

[0108] The Serving GPRS Support Node (SGSN) sends 
the Activate PDP Context Request to the selected IIF to set 
up a PDP context for the MS. The message includes the 
APN, but the Requested PDP Address can be omitted. (Step 
4) The IIF acts as the GateWay GPRS Support Node (GGSN) 
and sends the Create PDP Context Response to the Serving 
GPRS Support Node (SGSN) that in turn sends the Activate 
PDP Context Accept to the MS. The PDP Address in both 
messages can be set to 0.0.0.0 to indicate that the PDP 
address Will be reset later. (Step 5) 

[0109] After the PDP context can be established, the MS 
and IIF perform PPP LCP negotiation. The IIF LAC func 
tionality establishes L2TP tunnels With a LNS. The IIF 
determines Which LNS based on the requested APN. The IIF 
is con?gured With the LNS information (e.g., LNS’s IP 
address) corresponding to an APN. After the L2TP tunnel 
establishment, the IIF LAC functionality forWards LCP 
information betWeen the LNS and MS. During the LCP 
negotiation, the LNS and MS negotiate PAP or CHAP as the 
protocol for PPP authentication. (Step 6) PPP authentication 
(PAP or CHAP) is performed. The MS’s credential is 
authenticated by the home AAA in the CDMA2000 system. 
The RADIUS interaction betWeen the LNS and home AAA 
is not shoWn in the ?gure. (Step 7) The LNS and MS 
perform PPP IPCP negotiation. The IIF LAC functionality 
relays IPCP messages betWeen the L2TP tunnel and PDP 
context. During the negotiation, the LNS assigns an IP 
address to the MS. The IIF monitors for this address and uses 
it as the MS’s PDP address. (Step 8) 

[0110] The IIF also needs to notify the Serving GPRS 
Support Node (SGSN) and MS about the updated PDP 
address. Recall that the PDP address can be set to 0.0.0.0 
initially. Therefore, the IIF sends the Update PDP Context 
Request to the Serving GPRS Support Node (SGSN) that 
forWards it to the MS. (Step 9) The MS responds With the 
Update PDP Context Response to the Serving GPRS Sup 
port Node (SGSN) that forWards it to the IIF. (Step 10) 

[0111] The IIF acts as the RADIUS client and sends the 
RADIUS Accounting-Request (Start) to the home AAA 
server [IS-835]. 3GPP2-vendor-speci?c attributes are used 
to convey accounting records, but some airlink record 
attributes (e.g., service option, mux option, etc.) are not 
applicable. (Step 11) The home AAA server responds With 
the RADIUS Accounting-Response (Start). (Step 12) Bearer 
traffic traverses through the IIF in both directions. For 
routing MS-originated packets, the IIF routes packets 
received from the MS’s GTP tunnel (identi?ed by a TEID) 
to the MS’s L2TP tunnel/session. For routing MS-termi 
nated packets, the IIF routes packets received from the MS’s 
L2TP tunnel/session to the MS’s GTP tunnel. IPsec can be 
used to protect the L2TP tunnel/session betWeen LNS and 
IIF, and the GTP tunnels betWeen IIF and SGSN. (Step 13) 
CDMA2000 Packet Data Foreign Mode With Mobile IPv4 

[0112] FIG. 4A is an exemplary block diagram of a 
CDMA2000 packet data foreign mode With Mobile IPv4. 
This section describes the roaming scenario Where a GPRS 
native subscriber operates Mobile IPv4 [IS-835-C] in the 
CDMA2000 packet data foreign mode. FIG. 4A also depicts 
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the functions and control interface provided by the IIF in this 
case. In this embodiment, the home system 10 can be a 
GPRS system. A GPRS native subscriber roams to a CDMA 
2000 packet data system and uses Simple IP. The home 
system 10 comprises a GSM home location register 124, a 
GateWay GPRS Support Node (GGSN) 126, and an AAA 
entity 128. The visited system 20 can be a CDMA 2000 
packet data system that comprises a ANSI-41 visited loca 
tion register 111, an AAA entity 116, and a packet data 
serving node/foreign agent 118. 

[0113] The interface 30 or “HP” comprises an ANSI-41 
home location register 131 coupled to the ANSI-41 visited 
location register 111 via a D interface 113, a GSM visited 
location register 133 coupled to the GSM home location 
register 124 via a D interface 121, a Serving GPRS Support 
Node (SGSN) 137 coupled to the GateWay GPRS Support 
Node (GGSN) 126 via a Gp interface 127, an AAA entity 
140 coupled to the AAA entity 128 via a X4 interface 129 
and coupled to the AAA entity 116 via a X3 interface 117, 
and a home agent 135 coupled to the packet data serving 
node/foreign agent 118 via a X1 interface 115. The IIF 
provides both GSM VLR and ANSI-41 HLR emulation to 
alloW the subscriber to register. This interWorking can be 
provided over the interface reference “D.” The IIF provides 
HA and Serving GPRS Support Node (SGSN) emulation to 
support bearer connectivity betWeen the visited and home 
netWorks via the IIF. This interWorking can be provided over 
the interface reference “X1” and “Gn.” The IIF provides 
AAA emulation to interact With the visited netWork’s AAA 
for Mobile IP authentication and 3GPP2 packet data 
accounting. The IIF also may interact With the home net 
works AAA for 3GPP packet data accounting. This inter 
Working can be provided over the interface reference “X3” 
and “X4.” The IIF/AAA requirements for CDMA2000 
packet data foreign mode With mobile IP Will be described 
beloW in greater detail. 

[0114] If bearer connectivity betWeen the visited 
CDMA2000 packet data system and home GPRS system is 
not required, the Gp interface is not required. In this case, 
mobile-originated data traffic can be routed directly to the 
Internet via the Packet Data Serving Node (PDSN)/FA in the 
visited system, or via the IIF/HA if reverse tunneling is 
enabled. Mobile-terminated data traffic is routed to the 
Packet Data Serving Node (PDSN)/FA via the IIF/HA. The 
interface X3 and X4 are required for the IIF to interWork 
AAA messages betWeen the CDMA2000 AAA server and 
GPRS AAA server. 

[0115] Thus, for a user homed in a GSM system roaming 
to a CDMA Mobile IP system, the IIF may present a HA 
interface to the CDMA system and a Serving GPRS Support 
Node (SGSN) interface to the GSM system. A subset of 
Serving GPRS Support Node (SGSN) functions is required 
including APN resolution. The IIF may serve as the endpoint 
for the Mobile IP and GTP tunnels, With a packet routing 
function betWeen the HA and Serving GPRS Support Node 
(SGSN) functions. 

[0116] FIG. 4B is an exemplary call ?oW diagram that 
shoWs Mobile IPv4 operation in the CDMA2000 packet data 
foreign mode. This call ?oW eXample shoWs a roaming 
scenario Where a GPRS native subscriber operates Mobile 
IPv4[IS-835-C] in the CDMA2000 packet data foreign 
mode. In this eXample, the home GPRS system doesn’t 
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support HA; thus, the MS has shared secrets With the IIF for 
Mobile IP authentication. The home GPRS system dynami 
cally assigns an IP address to the MS. All MS’s data traf?c 
(MS-originated and MS-terminated) traverses through the 
IIF and home GPRS system. The IIF receives 3GPP2 
accounting records from the visited CDMA2000 system and 
may map them to 3GPP accounting records and forWard 
them to the home GPRS system via RADIUS. 

[0117] The MS originates SO 33 and establishes a PPP 
session With the Packet Data Serving Node (PDSN)/FA. 
(Step 1) The Packet Data Serving Node (PDSN)/FA sends 
one or more Mobile IP Agent Advertisements to the MS, 
because the omission of the IP-Address Con?guration 
Option during the PPP IPCP negotiation indicates that the 
MS Wishes to use Mobile IP. The Agent Advertisement 
contains the FA Care-of Address and the FA Challenge 
(FAC). (Step 2) 
[0118] The MS sends the Mobile IP Registration Request 
to the Packet Data Serving Node (PDSN)/FA. The folloWing 
information can be contained in the Registration Request: 
MS’s NAI [RFC 2794] has the format of 
<username>@<domain_name>, Where the domain_name 
identi?es the MS’s home GPRS system. MS-HA authenti 
cator can be computed based on the content of the Regis 
tration Request and the secret shared betWeen the MS and 
HA [RFC 2002]. MS-AAA authenticator can be computed 
based on the PAC and the secret shared betWeen the MS and 
home AAA server [RFC 3012]. The HAAddress ?eld can be 
set to a knoWn value if the MS uses a permanent HA, or to 
0.0.0.0 if the MS Wants a neW HA assigned by the home 
netWork. The HA ?eld can be set to 0.0.0.0 to request a neW 
address assigned by the HA. The T-bit can be set to one to 
request the Packet Data Serving Node (PDSN)/FA to estab 
lish a reverse tunnel to the MS’s HA. (Step 3) 

[0119] The Packet Data Serving Node (PDSN)/FA gener 
ates a RADIUS Access-Request conveying MS’s NAI, FAC 
authenticator, FAC, HA address, etc. [IS-835]. Because the 
domain name of the MS’s NAI indicates a GPRS system, the 
Packet Data Serving Node (PDSN)/FA sends a RADIUS 
Access-Request to the IIF via the AAA in the CDMA2000 
system. The IIF may modify the message in accordance With 
[3GPP TS 29.061]. (Step 4) If the authentication is success 
full, the home AAA server responds With the RADIUS 
Access-Accept. The message is routed back to the Packet 
Data Serving Node (PDSN) via IIF and visited AAA. The 
IIF may modify the message in accordance With [P.S0001-A 
V3.0]. (Step 5) The Packet Data Serving Node (PDSN)/FA 
forWards the Mobile IP Registration Request to the HA 
function in the IIF. The IIF veri?es the MS-HA authenticator 
in the Mobile IP Registration Request. (Step 6) 

[0120] If the authentication is successful, the IIF Serving 
GPRS Support Node (SGSN) functionality establishes GTP 
tunnels With a GateWay GPRS Support Node (GGSN) in the 
home GPRS system and can request an IP address from the 
GGSN. The IIF Serving GPRS Support Node (SGSN) 
functionality derives an APN that has the format <NetWork 
ID>.mnc<MNC>.mcc<MCC>.gprs [TS 23.003]. The <Net 
Work ID> is the realm portion of the MS’s NAI and indicates 
Which GateWay GPRS Support Node (GGSN) the MS Wants 
to access for the requested service. The <MNC> and 
<MCC> are derived from the MS’s IMSI. The MS’s NAI 
and IMSI are available from the RADIUS Access-Request in 
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step 4. The Serving GPRS Support Node (SGSN) function 
ality uses the derived APN as the lookup name to query 
GPRS DNS server (not shown in the ?gure) and from it 
obtains a list of available GGSNs that can be used to support 
the requested service. The IIF Serving GPRS Support Node 
(SGSN) functionality sends the Create PDP Context Request 
to the selected GGSN. The Requested PDP Address in the 
message is set to 0.0.0.0 to request a neW IP address. (Step 
7) The GateWay GPRS Support Node (GGSN) responds 
With the Create PDP ConteXt Response including the neW IP 
address assigned to the MS. (Step 8) The IIF acts as the HA 
and sends the Mobile IP Registration Reply to the MS via the 
Packet Data Serving Node (PDSN)/FA. The Home Address 
?eld in the Mobile IP Registration Reply can be set to the IP 
address assigned by the GGSN. (Step 9) The Packet Data 
Serving Node (PDSN) sends the RADIUS Accounting 
Request (Start) containing 3GPP2 packet data accounting 
information [P.SO0001-A V3.0]. Because the domain name 
of the MS’s NAI indicates a GPRS system, the RADIUS 
Accounting-Request (Start) is routed to the home AAA in 
the GPRS system via the visited AAA and IIF. The IIF may 
modify the message in accordance With [3GPP TS 29.061]. 
(Step 10) The IIF acts as the RADIUS server and replies 
With the RADIUS Accounting-Response (Start). (Step 11) 

[0121] Bearer traf?c traverses through the IIF in both 
directions. For routing MS-originated packets, the IIF routes 
packets received from the Mobile IP reverse tunnel to the 
MS’s GTP tunnel (identi?ed by a TEID). For routing MS 
terminated packets, the IIF routes packets received from the 
GTP tunnel to a HA-to-FA tunnel. IPsec can be used to 
protect the Mobile IP tunnels betWeen Packet Data Serving 
Node (PDSN)/FA and IIF, and the GTP tunnels betWeen IIF 
and GGSN. (Step 12) 

[0122] IIF/AAA Requirements for CDMA2000 Packet 
Data Foreign Mode With Mobile IP 

[0123] The IIF requirements to process the RADIUS 
Access-Request received from the visited CDMA2000 
packet data system Will noW be described. 

[0124] The IIF proXies all IETF RADIUS attributes With 
out modi?cation, eXcept the Calling-Station-ID attribute, 
Called-Station-ID attribute, and Framed-Protocol attribute. 
The processing of these three attributes is described beloW. 
If the Calling-Station-ID attribute in the received RADIUS 
Access-Request contains IMSI, the IIF copies the IMSI into 
the 3GPP-IMSI attribute [3GPP TS 29.061] and include it in 
the RADIUS Access-Request destined for the MS’s home 
GPRS system. The IIF does not include the Calling-Station 
ID attribute in the RADIUS Access-Request sent to the 
home AAA in the GPRS system. If the Calling-Station-ID 
attribute in the received RADIUS Access-Request contains 
MIN or IRM, the IIF maps it to the MS’s IMSI used in the 
home GPRS system and include it in the 3GPP-IMSI 
attribute of the RADIUS Access-Request destined for the 
home GPRS system. The IIF does not include the Calling 
Station-ID attribute in the RADIUS Access-Request sent to 
the home AAA in the GPRS system. 

[0125] The IIF includes the Called-Station-ID attribute in 
the RADIUS Access-Request destined for the MS’s home 
GPRS system. The Value ?eld of the Called-Station-ID 
attribute is set to the APN (see section 8.3.4). If the Framed 
Protocol attribute is included in the received RADIUS 
Access-Request, the IIF overrides the value to 7 [3GPP TS 
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29.061]. The IIF removes all 3GPP2 VSAs from the 
received RADIUS Access-Request. The IIF is not required 
to include any 3GPP VSAs, eXcept the 3GPP-IMSI attribute, 
in the transmitted RADIUS Access-Request destined for the 
MS’s home GPRS system. 

[0126] The IIF requirements to process the RADIUS 
Access-Accept received from the MS’s home GPRS system 
Will noW be described. 

[0127] The IIF proXies all IETF RADIUS attributes With 
out modi?cation. The IIF removes all 3GPP VSAs from the 
received RADIUS Access-Accept, before transmitting the 
RADIUS Access-Accept to the visited CDMA2000 packet 
data system. 

[0128] If the policy of the home GPRS system requires the 
roaming MS’s data traf?c to traverse through the home 
GPRS system via the IIF, and the HA-Address VSA Was 
included in the corresponding RADIUS Access-Request 
received earlier from the visited CDMA2000 packet data 
system, the IIF includes the Reverse-Tunnel-Speci?cation 
VSA in the transmitted RADIUS Access-Accept destined for 
the visited CDMA2000 packet data system. The value ?eld 
of the VSA is set to 1 indicating that reverse tunneling is 
required. 

[0129] The IIF requirements to process the RADIUS 
Accounting-Request START and Accounting-Request 
INTERIM are the same as the requirements to process the 
RADIUS Access-Request. 

[0130] The IIF requirements to process the RADIUS 
Accounting-Request STOP are the same as the requirements 
to process the RADIUS Access-Request With the folloWing 
additional requirements: If the Session-Continue VSA is set 
to FALSE in the received RADIUS Accounting-Request 
STOP, and if the IIF has not previously received an Account 
ing-Request (Start) from another Packet Data Serving Node 
(PDSN) With the same IP Address (for the case of inter 
PDSN handoff With Mobile IP), the IIF inserts the 3GPP 
Session-Stop-Indicator VSA to indicate that the PDP session 
has been terminated. 

[0131] CDMA2000 Packet Data Foreign Mode With 
Simple IP 

[0132] FIG. 5A is an exemplary block diagram of a 
CDMA2000 packet data foreign mode With Simple IP. This 
section describes the roaming scenario Where a GPRS native 
subscriber operates IPv4 or IPv6 in the CDMA2000 packet 
data foreign mode. FIG. 5A also depicts the functions and 
control interface provided by the interface 30 or “IIF” in this 
case. In this embodiment, the home system 10 can be a 
GPRS system Wherein a GPRS native subscriber roams to a 
CDMA 2000 packet data system and uses Mobile IPv4. The 
home system 10 comprises a GSM home location register 
124, a GateWay GPRS Support Node (GGSN) 126, and an 
AAA entity 128. The visited system 20 can be a CDMA 
2000 packet data system that comprises a ANSI-41 visited 
location register 111, an AAAentity 116, and a home system 
109. 

[0133] The interface 30 or “IIF” comprises an ANSI-41 
home location register 131 coupled to the ANSI-41 visited 
location register 111 via a D interface 113, a GSM visited 
location register 133 coupled to the GSM home location 
register 124 via a D interface 121, a Serving GPRS Support 
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Node (SGSN) 137 coupled to the Gateway GPRS Support 
Node (GGSN) 126 via a Gp interface 127, an AAA entity 
140 coupled to the AAA entity 128 via a X4 interface 129 
and coupled to the AAA entity 116 via a X3 interface 117, 
and a LCS entity 139 coupled to the packet data serving 
node/LAC entity 109 via an X2 interface 119. The IIF 
provides both GSM VLR and ANSI-41 HLR ernulation to 
alloW the subscriber to register. This interWorking can be 
provided over the interface reference “D.” The IIF provides 
LNS and Serving GPRS Support Node (SGSN) ernulation to 
support bearer connectivity betWeen the visited and home 
netWorks via the IIF. This interWorking can be provided over 
the interface reference “X2” and “Gn.” The IIF provides 
AAA ernulation to interact With the visited netWork’s AAA 
for L2TP authentication and 3GPP2 packet data accounting. 
The IIF also may interact With the home netWork’sAAAfor 
3GPP packet data accounting. This interWorking can be 
provided over the interface reference “X3” and “X4.” The 
IIF/AAA requirements for CDMA2000 packet data foreign 
mode with Simple IP Will be described beloW in greater 
detail. 

[0134] If bearer connectivity betWeen the visited 
CDMA2000 packet data system and home GPRS system is 
not required, the X2 and Gp interface are not required. In 
this case, both rnobile-originated and rnobile-terrninated 
data traffic is routed to/frorn the Internet via the Packet Data 
Serving Node (PDSN) in the visited system. The interface 
X3 and X4 are required for the IIF to interWork AAA 
messages between the CDMA2000 AAA server and GPRS 
AAA server. 

[0135] Thus, for a user horned in a GSM system roarning 
to a CDMA Sirnple IP system, the IIF may present a L2TP 
NetWork Server (LNS) interface to the CDMA system and a 
Serving GPRS Support Node (SGSN) interface to the GSM 
system. A subset of Serving GPRS Support Node (SGSN) 
functions is required including APN resolution. The IIF may 
serve as the endpoint for the Mobile L2TP and GTP tunnels, 
With a packet routing function betWeen the LNS and Serving 
GPRS Support Node (SGSN) functions. 

[0136] FIG. 5B is an exemplary call flow diagram that 
shoWs Sirnple IP operation in the CDMA2000 packet data 
foreign mode. This call ?oW example illustrates a roarning 
scenario Where a GPRS native subscriber operates Sirnple IP 
in the CDMA2000 packet data foreign mode. In this 
example, the MS has shared secrets With the home AAA in 
the GPRS system for CHAP authentication. The home 
GPRS systern dynarnically assigns an IP address to the MS. 
All MS’s data traffic (MS-originated and rnobile-terrninated) 
traverses through the IIF and home GPRS system. The IIF 
receives 3GPP2 accounting records from the visited 
CDMA2000 system and maps it to 3GPP accounting records 
and forWard it to the home GPRS system via RADIUS. 

[0137] The MS originates SO 33 and initiates PPP LCP 
negotiation With the Packet Data Serving Node (PDSN)/ 
LAC. CHAP can be negotiated as the protocol for PPP 
authentication. (Step 1) Packet Data Serving Node (PDSN)/ 
LAC sends a CHAP challenge to the MS. (Step 2) The MS 
replies With its NAI and a challenge response computed 
based on the challenge and the secret shared With the home 
AAA in the GPRS system. The Packet Data Serving Node 
(PDSN)/LAC sends RADIUS Access-Request. Because the 
domain name of the MS’s NAI indicates a GPRS system, the 
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RADIUS Access-Request can be routed through the visited 
AAA and IIF that proXies the message to the home AAA in 
the GPRS system. The IIF may modify the message in 
accordance With [3GPP TS 29.061]. (Step 3) If the authen 
tication is successful, the home AAA responds With the 
RADIUS Access-Accept. The message can be routed back to 
the Packet Data Serving Node (PDSN)/LAC via the IIF and 
visited AAA. The IIF inserts the Tunnel-Server-Endpoint 
attribute in the RADIUS Access-Accept. This attribute 
informs the Packet Data Serving Node (PDSN)/LAC to 
establish a L2TP tunnel With the IIF that acts as the LNS. 
The Packet Data Serving Node (PDSN)/LAC sends the 
CHAP Success to inform the MS about the successful 
authentication. (Step 4) 

[0138] The Packet Data Serving Node (PDSN)/LAC 
establishes a L2TP tunnel/session With the IIF that acts as 
the LNS. During the L2TP tunnel/session establishment, the 
Packet Data Serving Node (PDSN)/LAC forWards the LCP 
inforrnation (exchanged betWeen the MS and Packet Data 
Serving Node (PDSN)/LAC) to the IIF. The IIF LNS func 
tionality may initiate CHAP challenge (not shoWn in the 
?gure) to authenticate the MS before IPCP negotiation. 
(Step 5) The IIF Serving GPRS Support Node (SGSN) 
functionality establishes GTP tunnels With a GateWay GPRS 
Support Node (GGSN) in the home GPRS system and can 
request an IP address from the GGSN. The IIF derives an 
APN that has the format <NetWork 
ID>.rnnc<MNC>.rncc<MCC>.gprs. The <NetWork ID> is 
the realm portion of the MS’s NAI and is used to indicate 
Which GateWay GPRS Support Node (GGSN) the MS Wants 
to access for the requested service. The <MNC> and 
<MCC> are derived from the MS’s IMSI. The MS’s NAI 
and IMSI are available from the RADIUS Access-Request in 
step 3. The IIF Serving GPRS Support Node (SGSN) 
functionality uses the derived APN as the lookup name to 
query GPRS DNS server (not shoWn in the ?gure) and 
obtains a list of available GGSNs that can be used to support 
the requested service. The IIF Serving GPRS Support Node 
(SGSN) functionality sends the Create PDP ConteXt Request 
to the selected GGSN. The Requested PDP Address in the 
message is set to 0.0.0.0 to request a neW IP address. (Step 
6) The GateWay GPRS Support Node (GGSN) responds 
With the Create PDP ConteXt Response including the neW IP 
address assigned to the MS. (Step 7) 

[0139] This neW IP address can be assigned to the MS 
during the PPP IPCP negotiation betWeen the IIF and MS. 
(Step 8) The Packet Data Serving Node (PDSN)/FA sends 
the RADIUS Accounting-Request (Start) containing 3GPP2 
packet data accounting inforrnation [IS-835]. The Packet 
Data Serving Node (PDSN) sends the RADIUS Accounting 
Request (Start) containing 3GPP2 packet data accounting 
inforrnation [P.S0001-A V3.0]. Because the domain name of 
the MS’s NAI indicates a GPRS system, the RADIUS 
Accounting-Request (Start) is routed to the home AAA in 
the GPRS system via the visited AAA and IIF. The IIF may 
modify the message in accordance With [3GPP TS 29.061]. 
(Step 9) The home AAA replies With the RADIUS Account 
ing-Response (Start) that is routed back to the Packet Data 
Serving Node (PDSN) via IIF and visited AAA. (Step 10) 

[0140] Bearer traf?c traverses through the IIF in both 
directions. For routing MS-originated packets, the IIF routes 
packets received from the MS’s L2TP tunnel/session to the 
MS’s GTP tunnel (identi?ed by a TEID). For routing MS 
















