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(57) ABSTRACT 

Asystem and method for generating netWork device-speci?c 
con?guration commands from device-neutral con?guration 
commands is described. To generate a device-speci?c con 
?guration command from a device-neutral con?guration 
command, the described device, in one embodiment, deter 
mines a target netWork device’s characteristics. Using that 
characteristic data, a lookup key is generated for the code 
that is being converted from a device-neutral format to a 
device-speci?c format. That lookup key can be used to 
access a con?guration schema and to locate the information 
necessary for converting the command to a device-speci?c 
format. Using the con?guration schema, the device-speci?c 
con?guration command can be generated. 
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SYSTEM AND METHOD FOR TRANSFORMING 
CONFIGURATION COMMANDS 

PRIORITY 

[0001] The present application is a continuation of com 
monly owned and assigned application Ser. No. 10/145,868, 
Attorney Docket No. CNTW-009/00US, entitled SYSTEM 
AND METHOD FOR TRANSFORMING CONFIGURA 
TION COMMANDS, ?led May 15, 2002, Which is incor 
porated herein by reference. 

RELATED APPLICATIONS 

[0002] The present application is related to commonly 
oWned and assigned application nos.: 

[0003] Ser. No. 09/730,864, entitled System and 
Method for Con?guration, Management and Moni 
toring of NetWork Resources, ?led Dec. 6, 2000; 

[0004] Ser. No. 09/730,680, entitled System and 
Method for Redirecting Data Generated by NetWork 
Devices, ?led Dec. 6, 2000; 

[0005] Ser. No. 09/730,863, entitled Event Manager 
for NetWork Operating System, ?led Dec. 6, 2000; 

[0006] Ser. No. 09/730,671, entitled Dynamic Con 
?guration of NetWork Devices to Enable Data Trans 
fers, ?led Dec. 6, 2000; 

[0007] Ser. No. 09/730,682, entitled NetWork Oper 
ating System Data Directory, ?led Dec. 6, 2000; 

[0008] Ser. No. 09/799,579, entitled Global GUI 
Interface for NetWork OS, ?led Mar. 6, 2001; 

[0009] Ser. No. 09/942,834, entitled System and 
Method for Generating a Con?guration Schema, 
?led Aug. 29, 2001, and 

[0010] Ser. No. 09/942,833, entitled System and 
Method for Modeling a NetWork Device’s Con?gu 
ration, ?led Aug. 29, 2001 (the “’833 application”), 

[0011] all of Which are incorporated herein by reference. 

FIELD OF THE INVENTION 

[0012] The present invention relates to netWork device 
con?guration. In particular, but not by Way of limitation, the 
present invention relates to systems and methods for gen 
erating device-speci?c con?guration commands from 
device-neutral con?guration code. 

BACKGROUND OF THE INVENTION 

[0013] Networks, and in particular, the Internet, have 
revolutioniZed communications. Data vital to the continued 
prosperity of the World economy is constantly being 
exchanged betWeen end-users over these netWorks. Unfor 
tunately, the expansion and maintenance of present netWorks 
is outpaced by the demand for additional bandWidth. Net 
Work equipment is often difficult to con?gure, and quali?ed 
netWork engineers are in extremely short supply. Thus, 
many needed netWork expansions and upgrades must be 
delayed until these engineers are available. While these 
upgrades and expansions are pending, end-users continue to 
suffer poor netWork performance. 

Dec. 1, 2005 

[0014] CiscoTM routers, for example, are notoriously dif 
?cult to con?gure—especially in light of the neW XML 
based interfaces introduced by competitors such as Juniper 
NetWorksTM. Instead of a user-friendly XML-based inter 
face, Cisco uses a cumbersome command line interface 
(CLI) for its routers. Cisco’s CLI is the result of many years 
of semi-controlled modi?cations to its router operating 
systems and has resulted in a tangled mess of commands and 
subcommands. This cumbersome interface is one reason that 
Cisco requires that Cisco-certi?ed engineers Work on its 
routers. 

[0015] Cisco could reduce the complexity of its routers 
and reduce the need for Cisco-certi?ed engineers by pro 
ducing a user-friendly interface. If Cisco attempted to aban 
don its CLI in favor of such a user-friendly interface, 
hoWever, many years of development and expertise could be 
lost. Moreover, even if it could develop a user-friendly 
interface, there is presently no economical Way to integrate 
it into the thousands of existing Cisco routers. 

[0016] Despite the dif?culties in implementing a more 
user-friendly interface, to remain competitive, Cisco and 
similarly situated companies need to move aWay from their 
present interfaces. Present technology, hoWever, does not 
provide these companies With an acceptable option that 
alloWs continued use of their extensive interface knoWledge 
base, Whether it be CLI or some other type of interface, 
While simultaneously providing system administrators and 
netWork engineers With a user-friendly interface. Moreover, 
present technologies do not provide an acceptable Way to 
provide backWard compatibility of neW user-friendly inter 
faces With existing netWork devices. 

[0017] Cisco, of course, is not the only netWork device 
manufacturer to face this interface-upgrade problem. Many 
manufacturers Would like to continue using their existing 
interface knoWledge base While providing system adminis 
trators a user-friendly interface that is consistent across 
multiple platforms. Accordingly, a system and method are 
needed that Will alloW manufacturers, like Cisco, to create 
user-friendly interfaces for both next-generation and exist 
ing devices. 

SUMMARY OF THE INVENTION 

[0018] Exemplary embodiments of the present invention 
that are shoWn in the draWings are summariZed beloW. These 
and other embodiments are more fully described in the 
Detailed Description section. It is to be understood, hoW 
ever, that there is no intention to limit the invention to the 
forms described in this Summary of the Invention or in the 
Detailed Description. One skilled in the art can recogniZe 
that there are numerous modi?cations, equivalents and alter 
native constructions that fall Within the spirit and scope of 
the invention as expressed in the claims. 

[0019] In commonly oWned and assigned application Ser. 
No. 09/942,833, entitled System and Method for Modeling 
a NetWork Device’s Con?guration, a system and method for 
modeling a netWork device’s con?guration is described. 
Brie?y, the ’833 application discloses a device and method 
for generating a device-neutral con?guration from a device 
speci?c con?guration. For example, the ’833 application 
discloses a system and method for converting a set of CLI 
con?guration commands into an XML document or into 
DOM representation of those con?guration commands. 
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[0020] The present invention, in one embodiment, can 
provide, among other things, a complimentary system and 
method to that disclosed in the ’833 application. The present 
invention, for example, can include a system and method for 
generating a device-speci?c con?guration command from a 
device-neutral con?guration code, Which can include indi 
vidual commands or sets of commands. One embodiment 
can generate CLI commands from an XML document or 
DOM representation containing con?guration instructions. 
Other embodiments can generate device-speci?c XML 
based commands from a generic XML-based command. 
Notably, embodiments of the present invention can operate 
separately from those systems and methods described in the 
’833 application. 

[0021] To generate a device-speci?c con?guration com 
mand from a device-neutral con?guration command, the 
present invention, in one embodiment, initially determines a 
target netWork device’s characteristics, e.g., device type, 
vendor, device manufacturer, device model, operating sys 
tem (OS) version, etc. Using the characteristic data for the 
target device, a lookup key is generated for the command 
that is being converted from a device-neutral format to a 
device-speci?c format. That lookup key can be used to 
access a con?guration schema, or some representation of 
that schema, and to locate the information necessary for 
converting the command to a device-speci?c format. In 
some embodiments, the lookup key is used to access a 
schema hash table that contains pointers to corresponding 
schema objects, Which contain the information necessary for 
the conversion. In one embodiment, the conversion from a 
device-neutral format to a device-speci?c format involves a 
process that performs the conversion at run time. This 
process uses the schema objects as the grammar for the 
device speci?c language syntaX. 

[0022] In either embodiment, hoWever, the schema infor 
mation is used to parse out individual device-speci?c com 
mands in the device-neutral code. The device-neutral code 
often can contain numerous individual device-speci?c com 
mands. The information retrieved from the schema aids in 
identifying Where one device-speci?c command Within the 
device-neutral code begins and Where another ends. 

[0023] After the individual commands have been identi 
?ed, any device-speci?c rules can be applied, if necessary. 
These device-speci?c rules are generally not contained in 
the schema and may be unique to individual devices. 
Device-speci?c rules can include, for eXample, rules for 
handling super commands. 

[0024] Once the device-neutral code has been parsed to 
identify the individual device-speci?c commands therein 
and/or the device-speci?c rules have been applied, the 
device-speci?c commands can be assembled and the corre 
sponding piece of device-neutral code marked as completed. 
When all of the relevant device-neutral code has been 
converted to a device-speci?c format, all of the assembled 
device-speci?c commands can be grouped and delivered to 
the target device. 

[0025] As previously stated, the above-described embodi 
ments and implementations are for illustration purposes 
only. Numerous other embodiments, implementations, and 
details of the invention are easily recogniZed by those of 
skill in the art from the folloWing descriptions and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] Various objects and advantages and a more com 
plete understanding of the present invention are apparent 
and more readily appreciated by reference to the folloWing 
Detailed Description and to the appended claims When taken 
in conjunction With the accompanying DraWings Wherein: 

[0027] FIG. 1 is a block diagram of a conventional 
network; 

[0028] 
[0029] FIG. 3 is a block diagram of one embodiment of a 
system constructed in accordance With the principles of the 
present invention; 

[0030] FIG. 4 is a ?oWchart of one method for operating 
the device-speci?c con?guration generator shoWn in FIG. 3; 

[0031] FIG. 5 is a block diagram of one implementation 
of device-speci?c con?guration generator shoWn in FIG. 3; 
and 

[0032] FIG. 6 is a block diagram of an alternate embodi 
ment of a system constructed in accordance With the prin 
ciples of the present invention. 

FIG. 2 is a block diagram of a conventional router; 

DETAILED DESCRIPTION 

[0033] Referring noW to the draWings, Where like or 
similar elements are designated With identical reference 
numerals throughout the several vieWs, and referring in 
particular to FIG. 1, it illustrates a block diagram of a 
conventional netWork system 100. In this netWork system 
100, end-users 105 are connected to servers 110, Which are 
connected to netWorking equipment such as hubs, not 
shoWn, optical components 115, and routers 120. Using the 
netWorking equipment, end-users 105 that are associated 
With different servers 110 can exchange data. 

[0034] As neW servers 110 and end-users 105 are added to 
the overall system 100, or as neW softWare becomes avail 
able, the routers 120 and/or optical components 115 of the 
netWork system 100 may need recon?guring. To recon?gure 
these components, a system administrator 125—With the 
proper authoriZation—could access the router 120 and/or 
optical component 115 by, for eXample, establishing a telnet 
connection to the component and transferring con?guration 
instructions thereto. 

[0035] Referring noW to FIG. 2, it is a block diagram of 
one type of conventional router. In this representation, a 
processor 125 is connected to a con?guration interface 130, 
an operating system (OS) storage module 135, a command 
storage module 140, a con?guration storage module 145, 
and a routing module 150. The illustrated arrangement of 
these components is logical and not meant to be an actual 
hardWare diagram. Thus, the components can be combined 
or further separated in an actual implementation. Moreover, 
the construction of each individual component is Well 
knoWn to those of skill in the art. 

[0036] Still referring to FIG. 2, When a system adminis 
trator 125 Wishes to recon?gure a router 120, he accesses the 
router 120 through the con?guration interface 130 and 
retrieves the present con?guration for the router 120 from 
the con?guration storage module 145. If necessary, the 
system administrator 125 can revieW available con?guration 
commands and associated bounds by accessing and revieW 
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ing the commands stored in the command storage module 
140. In essence, the command storage module 140 provides 
the knowledge base for a “help” screen. The commands 
stored in the command storage module 140 are often unique 
to the particular OS version stored in the OS module 135. 

[0037] After the system administrator 125 has assembled 
the neW con?guration instructions, these instructions are 
pushed through the con?guration interface 130 and stored in 
the con?guration storage module 145. As previously 
described, for Cisco routers, interaction is generally through 
a CLI. In other Words, the command storage module 140 is 
queried through the CLI; available commands are returned 
through the CLI; and neW con?guration commands are 
provided to the router 120 through the CLI. Unfortunately, 
the CLI is difficult to manage and requires highly skilled 
engineers for even simple tasks. 

[0038] For other routers, the con?guration interface 130 
could be, for example, XML based. Although the XML 
based interface is easier to navigate than a CLI, each 
netWork device manufacturer that uses an XML-based inter 
face generally structures its interface in a proprietary fash 
ion. Thus, netWork engineers are still forced to learn many 
different interfaces and command structures even for XML 
based netWork devices. 

[0039] Referring noW to FIG. 3, it is a block diagram of 
one embodiment of a system 158 constructed in accordance 
With the principles of the present invention. In this embodi 
ment, a device-neutral con?guration generator 160, Which is 
more fully described in the ’833 application, is connected to 
a netWork device 165, a schema storage device 170, a system 
administrator 175, a device-neutral con?guration storage 
device 180, and a device-speci?c con?guration generator 
185, Which Will be discussed in more detail beloW. 

[0040] In one method of operation, the system adminis 
trator 175 can initially notify the device-neutral con?gura 
tion generator 160 to model the con?guration for the net 
Work device 165. For example, the device-neutral 
con?guration generator 160 can be instructed to convert the 
active command format for the netWork device 165, e.g., 
CLI or XML commands, into an XML and/or DOM format. 
In response, the device-neutral con?guration generator 160 
can either poll the netWork device 165 to discover the 
device’s characteristics, e.g., manufacturer, model, operat 
ing system version, etc., or retrieve the information from a 
database (not shoWn). Next, the device-neutral con?guration 
generator 160 identi?es and retrieves, from the schema 
storage device 170, the schema corresponding to the device 
characteristics for the netWork device 165. The schema and 
its creation are described in commonly oWned and assigned 
application no., Ser. No. 09/942,834, entitled System and 
Method for Generating a Con?guration Schema. Brie?y, 
hoWever, the schema can include a device-neutral represen 
tation of the con?guration commands available to a particu 
lar class of netWork devices. For example, a schema could 
include an XML representation of the command line inter 
face (CLI) commands available to a Cisco router of a 
particular model and With a particular OS. One example of 
a schema portion is shoWn in Appendix A. 

[0041] After the schema is retrieved, the device-neutral 
con?guration generator 160 can then retrieve the device 
speci?c con?guration from the netWork device 165 and, 
using the retrieved schema, convert the individual com 
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mands of the con?guration into a device-neutral format such 
as a DOM. The resulting device-neutral format can then be 

stored in the device-neutral storage device 180 in association 
With an identi?er for the netWork device 165. Note that 

storage devices 170 and 180 could, in fact, be integrated into 
a single device. 

[0042] One advantage of the DOM format, or any other 
device-neutral format, is that it provides a standard format 
for most netWork device con?gurations. Generally, applica 
tions that use or manipulate netWork device con?gurations 
must be customiZed for each manufacturer, each model, 
and/or each OS version. This type of customiZation often 
requires many different versions of the same application. By 
converting each netWork device’s con?guration into, for 
example, a DOM format, hoWever, applications can be 
designed to utiliZe a single, standard con?guration format 
and thereby limit the need for these costly customiZations. 

[0043] One exemplary bene?t of a device-neutral con?gu 
ration format is that a system administrator 175 can easily 
change a con?guration for any type/class of device through 
a familiar interface. That is, the system administrator 175 is 
not required to be intimately familiar With the con?guration 
formats required for each type, model, and version of 
netWork device. With the proper interfaces, for example, the 
present invention can generate a Cisco CLI command from 
an XML document, data added to GUI text boxes, selections 
from drop-doWn menus, etc. 

[0044] In one embodiment, the device-speci?c con?gura 
tion generator 185 generates device-speci?c commands 
from device-neutral code by locating material in the schema 
that corresponds to the device-neutral code that is being 
converted. The material in the schema generally provides 
enough information to determine the number of device 
speci?c commands that should be generated for the corre 
sponding piece of device-neutral code and enough informa 
tion to convert the device-neutral code to the appropriate 
device-speci?c commands. Once converted, the device 
speci?c commands can be delivered to the netWork device 
165. This entire process is described in more detail With 
regard to FIG. 4. 

[0045] Referring noW to FIG. 4, it is a ?oWchart of one 
method for operating the system shoWn in FIG. 3. Initially, 
the system administrator modi?es, adds, or deletes a device 
neutral con?guration command for the netWork device. 
Alternatively, the system administrator could create an 
entirely neW con?guration for a neWly-added netWork 
device. For the purposes of FIG. 4, hoWever, assume that the 
system administrator is modifying an existing device-neutral 
con?guration. 

[0046] The modi?cations to the device’s con?guration can 
be stored in device-neutral con?guration storage 180 in 
association With the appropriate record. An example snippet 
of an XML con?guration that has been changed is shoWn in 
Example 1. This method of recording changes is referred to 
as Delta XML. In Example 1, comments regarding modi? 
cations to the con?guration are shoWn in bold. Methods for 
recording changes other than those shoWn in Example 1 are 
also acceptable. 
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EXAMPLE 1 

Delta XML 

[0047] 

<username deltaXml:delta=“WFmodify”> 
<ARG.OO1deltaXml:delta=“WFmodify”> 

<deltaXml:PCDATAmodify> 
<deltaXml :PCDATAold>foo</deltaxml :PCDATAold> 
<deltaXml :PCDATAneW>sanjiv</deltaXml :PCDATAneW> 

</deltaXml:PCDATAmodify> 
</ARG.OO1> 
<access-class deltaXml:delta=“unchanged”> 

<ARG.OO1>1</ARG.OO1> 
</access—class> 
<privilege deltaXml:delta=“unchanged”/> 

<ARG.OO1>7</ARG.OO1> 
</privilege> 
<noescape deltaXml:delta=“unchanged”/> 
<nohangup deltaXml:delta=“unchanged”/> 
<dnis deltaXml:delta=“unchanged”/> 
<passWord deltaXml:delta=“WFmodify”> 

<ARG.OO1 deltaXml:delta=“WFmodify”> 
<deltaXml :PCDATAmodify> 

<deltaXml:PCDATAold>O</deltaxml:PCDATAold> 
<deltaXml:PCDATAneW>3</deltaxml:PCDATAneW> 

</deltaXml:PCDATAmodify> 
</ARG.OO1> 
<ARG.OO2 deltaXml:delta=“unchanged”> 

</passWord> 
<callback-rot deltaXml:delta=“unchanged”. 

<ARG.OO1>99</ARG.OO1> 
</callback—rot> 

</username> 

[0048] When the system administrator is ready to actually 
con?gure the target network device, i.e., generate device 
speci?c commands from device-neutral code, the target 
device’s characteristics should be discovered and used to 
access the schema or a representation thereof (step 190). For 
example, the system could determine that the target netWork 
device is a Juniper M40 router running J UNOS 4.4 softWare. 
Using that information, the schema for this class of device 
could be accessed (step 195). 

[0049] In one embodiment, a lookup key for the device 
neutral code being converted can be generated (step 200). 
This lookup key can be used to access a reduced represen 
tation of the schema such as a schema hash. Using the 
lookup key to indeX the schema hash, objects corresponding 
to pieces of the device-neutral code can be identi?ed and 
retrieved (steps 205 and 210). These objects can include, in 
one embodiment, information that could otherWise be found 
in the full schema. Such information could include root 
commands, sibling commands, parent commands, child 
commands, optional containers, required containers, data 
types, etc. 

[0050] Using the information from the retrieved objects, 
the device-neutral code can be parsed into portions repre 
senting device-speci?c commands (step 215). One technique 
for parsing the device-neutral code involves a forWard 
lookup With the schema. The schema contains certain infor 
mation as to What type of container(s) contain the device 
neutral con?guration elements, Whether the container(s) is 
optional, the types of ancestor containers, etc. The forWard 
lookup process uses this schema information along With a 
set of device-speci?c rules to determine Where one com 
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mand ends and another begins. For eXample, the conversion 
process parses the device-neutral code and breaks doWn the 
commands into the device-speci?c commands While apply 
ing the device-speci?c rules to guarantee that changes made 
to the device-neutral con?guration are re?ected in the gen 
erated device-speci?c commands. 

[0051] Once the device-neutral code has been parsed, the 
individual device-speci?c commands can be assembled 
(step 225). For eXample, Example 2 illustrates an XML 
snippet of a device-neutral con?guration. The conversion of 
this short piece of device-neutral code results in tWo CLI 
commands. The conversion of the device-neutral con?gu 
ration snippet of EXample 3, hoWever, results in only one 
CLI command. 

EXAMPLE 2 

XML Snippet and Resulting Commands 

[0052] 

<service> 

<timestamps> 
<debug> 

<uptime/> 
</debug> 
<log> 

<uptime/> 
</log> 

</timestamps> 

</service> 

[0053] Resulting CLI Commands 

[0054] 1) service timestamps debug uptime 

[0055] 2) service timestamps log uptime 

EXAMPLE 3 

XML Snippet and Resulting Commands 

[0056] 
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-continued 

[0057] Resulting CLI Command 

[0058] 1) username foo access-class 1 privilege 7 
noescape nohangup dnis password 0 test callback-rot 
99 

[0059] As discussed above, modi?cations to the device 
neutral con?guration can be stored as a representation of the 
differences betWeen the original and the modi?ed con?gu 
rations. Example 1 shoWs a Delta XML version of such a 
representation. When a con?guration is stored in such a 
fashion, the modi?cations can be identi?ed and extracted. 
Based upon device-speci?c rules and upon the correspond 
ing schema information, device-speci?c commands can be 
generated from a Delta XML. Example 4 shoWs the device 
speci?c commands that can be generated from the Delta 
XML shoWn in Example 1. 

EXAMPLE 4 

Resulting CLI from Delta XML in Example 1 

[0060] 1) no username foo access-class 1 privilege 7 
noescape nohangup dnis passWord 0 test callback-rot 
99 

[0061] 2) username sanjiv access-class 1 privilege 7 
noescape nohangup dnis passWord 3 test callback-rot 
99 

[0062] In one embodiment, a copy of the relevant device 
neutral con?guration code can be created. This copy can 
then be modi?ed to re?ect that a particular portion of the 
device-neutral code has been converted (step 230). For 
example, markers can be inserted into the code to re?ect that 
a particular portion of the code has been converted. With 
regard to the snippet shoWn in Example 2, Which is repro 
duced as Example 5, the ?rst pass, labeled as “Pass 1,” over 
the code Would result in the CLI command “service times 
tamps debug uptime.” After the “uptime” command, a 
marker could be placed. On the next pass, labeled as “Pass 
2,” the resulting code Would be “service timestamps log 
uptime.” Because the ?rst pass had already processed the 
“debug” level, the second pass skipped to the next sibling 
level, Which is “log,” and completed assembling the device 
speci?c instruction. Example 5 is only an illustration of a 
portion of the multi-step process for generating device 
speci?c commands. Generally, the number of passes in the 
process (only tWo are illustrated) is a function of the number 
of commands Within a parent element, e.g., <service> in 
Example 5. Additionally, this process is also done in con 
junction With the forWard lookup process described herein. 

Dec. 1, 2005 

EXAMPLE 5 

XML Snippet and Resulting Commands 

[0063] 

< service > 

< timestamps > 
Pass 1 < debug > 

< uptime/ > 
< /debug > 
< log > 

< uptime/ > 

< /log > 

< / timestamps > 
< /service > 

Pass 2 <— [End Pass 1] 

[0064] After the current piece of device-speci?c code has 
been converted, a determination is made as to Whether any 
device-neutral code remains to be converted to the device 
speci?c format (step 235). If any code remains to be 
converted, yes branch 240 is folloWed, the next portion of 
code is selected, and the conversion process is restarted from 
step 200. OtherWise, the no branch 245 is folloWed and the 
generated device-speci?c commands are assembled in the 
order and form expected by the target device and then 
delivered to the target device (steps 250 and 255). The target 
device can store these neW commands locally, for example, 
in con?guration storage 145 (shoWn in FIG. 2.) 

[0065] Although the above embodiments are generally 
described With regard to XML to non-XML formats, 
embodiments of the present invention can convert device 
neutral XML con?gurations to device-speci?c XML com 
mands. In this embodiment, device-speci?c con?guration 
generator 185 parses the device-neutral con?guration code 
and alters the XML in such a Way that the resulting XML 
conforms to the target netWork device’s native language. For 
example, assuming that a Delta XML, or something similar, 
is used to indicate changes to the device-neutral con?gura 
tion code, this type of XML-to-XML conversion can involve 
parsing through the device neutral con?guration code; clean 
ing the Delta XML version of add, delete, and modify 
indicators; and inserting neW XML elements and attributes 
as indicated by the Delta XML. Additionally, the conversion 
process can con?rm the device-speci?c format of the XML 
commands. 

[0066] Referring noW to FIG. 5, it is a block diagram of 
one embodiment for implementing the device-speci?c con 
?guration generator 185 shoWn in FIG. 3. This implemen 
tation includes a device identi?er 260, a schema analyZer 
265, a lookup key generator 270, a schema manager 275, 
and a command assembler 280. 

[0067] The device identi?er 260 can determine a target 
device’s characteristics. The device identi?er, for example, 
may poll the target device, Which may or may not be a 
netWork device, to discover this information, or it may 
retrieve the information from a database. Based upon the 
identity of the target device, the schema analyZer 265 can 
locate the device-speci?c con?guration for the target device 
and parse that device-neutral con?guration to locate the 
commands that have been modi?ed. 

[0068] Using information developed by the device iden 
ti?er 260, the lookup key generator 270 can parse the 
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device-neutral con?guration code, or at least the changes 
identi?ed by the schema analyzer 265, and generate a lookup 
key to access the schema or a corresponding schema hash 
table. The schema manager 275 can retrieve the relevant 
portions of the schema and/or corresponding schema objects 
based upon the lookup key. Moreover, the schema manager 
275 can create copies of the schema/objects and modify 
those copies to re?ect that the conversion has been com 
pleted. Finally, the command assembler 280 can assemble 
the device-speci?c commands and deliver them to the target 
device. In some embodiments, a post processor orders the 
device-speci?c commands according to the device’s needs 
and/or deletes certain material. 

[0069] Those of skill in the art can recogniZe that the 
functions of the present invention can be grouped in different 
Ways than shoWn. For example, these components can be 
included in a single processor-memory device arrangement, 
a single application speci?c integrated circuit (ASIC), mul 
tiple ASICs, a distributed general processor system, etc. 

[0070] Referring noW to FIG. 6, it is a block diagram of 
an alternate embodiment of a system 220 constructed in 
accordance With the principles of the present invention. In 
this embodiment, the device-speci?c con?guration genera 
tor 185 is connected through a netWork 225 to the netWork 
devices 165, the system administrator 175, and the schema 
storage device 170. This embodiment illustrates that the 
components described herein can be distributed in a number 
of Ways and Without impacting the basic operation of this 
system. 

[0071] In conclusion, the present invention provides, 
among other things, a system and method for generating 
device-speci?c con?guration commands from device-neu 
tral con?guration code. Those skilled in the art can readily 
recogniZe that numerous variations and substitutions may be 
made in the invention, its use and its con?guration to 
achieve substantially the same results as achieved by the 
embodiments described herein. Accordingly, there is no 
intention to limit the invention to the disclosed exemplary 
forms. Many variations, modi?cations and alternative con 
structions fall Within the scope and spirit of the disclosed 
invention as expressed in the claims. 

What is claimed is: 
1. A method for con?guring a netWork device associated 

With a device-neutral con?guration code, the method com 
prising: 

identifying con?guration schema material corresponding 
to the netWork device; 

locating, using the identi?ed con?guration schema mate 
rial, a ?rst portion of device-neutral con?guration code 
and a second portion of the device-neutral con?gura 
tion code, Wherein the ?rst portion corresponds to a ?rst 
device-speci?c command and the second portion cor 
responds to a second device-speci?c command; 

assembling the ?rst device-speci?c command from the 
?rst portion of the device-neutral con?guration code; 

assembling the second device-speci?c command from the 
second portion of the device-neutral con?guration 
code; 
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arranging the ?rst device-speci?c command and the sec 
ond device-speci?c command in an order expected by 
the netWork device; and 

providing the arranged ?rst and second device-speci?c 
commands for delivery to the netWork device. 

2. The method of claim 1, Wherein the device-neutral 
con?guration code is an original device-neutral con?gura 
tion code, the method comprising: 

generating a marked-up device-neutral con?guration code 
from the original device-neutral con?guration code; 
and 

identifying the difference betWeen the original device 
neutral con?guration code and the marked-up device 
neutral con?guration code; 

Wherein the assembled ?rst device-speci?c command 
corresponds to at least a portion of the identi?ed 
difference. 

3. The method of claim 1, Wherein the locating includes 
locating a device-speci?c command boundary in the device 
neutral con?guration code using the identi?ed con?guration 
schema material, the device-speci?c command boundary 
indicating the boundary betWeen a ?rst portion of the 
device-neutral con?guration code and a second portion of 
the device-neutral con?guration code. 

4. The method of claim 1, further comprising: 

identifying a change made to the device-neutral con?gu 
ration code; 

Wherein the assembled ?rst device-speci?c command 
corresponds to the identi?ed change. 

5. A method for con?guring a netWork device associated 
With a device-neutral con?guration code, the method com 
prising: 

determining a characteristic for the netWork device; 

identifying con?guration schema material corresponding 
to the determined characteristic; 

assembling a ?rst and second device-speci?c commands 
corresponding to the device-neutral con?guration code 
and corresponding to the identi?ed con?guration 
schema material; 

arranging the ?rst and second device-speci?c commands 
in an order expected by the netWork device; and 

sending the ?rst and second device-speci?c commands to 
the netWork device in the order expected by the net 
Work device. 

6. The method of claim 5, further comprising: 

locating a device-speci?c command boundary in the 
device-neutral con?guration code using the identi?ed 
con?guration schema material; 

Wherein assembling the ?rst and second device-speci?c 
commands uses the located device-speci?c command 
boundary. 

7. A method for con?guring a netWork device associated 
With a device-neutral con?guration code, the method com 
prising: 

determining a characteristic for the netWork device; 

identifying con?guration schema material corresponding 
to the determined characteristic; 
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assembling at least a ?rst device-speci?c command cor 
responding to the device-neutral con?guration code 
and corresponding to the identi?ed con?guration 
schema material; 

providing the assembled device-speci?c command for 
delivery to the netWork device; and 

locating a device-speci?c command boundary in the 
device-neutral con?guration code using the identi?ed 
con?guration schema material; 

Wherein assembling the at least a ?rst device-speci?c 
command uses the located device-speci?c command 
boundary. 

8. A method for con?guring a netWork device associated 
With a device-neutral con?guration code, the method com 
prising: 

identifying con?guration schema material corresponding 
to the netWork device; 

locating a device-speci?c command boundary in the 
device-neutral con?guration code using the identi?ed 
con?guration schema material, the device-speci?c 
command boundary indicating the boundary betWeen a 
?rst portion of the device-neutral con?guration code 
and a second portion of the device-neutral con?gura 
tion code, Wherein the ?rst portion corresponds to a ?rst 
device-speci?c command and the second portion cor 
responds to a second device-speci?c command; 

assembling the ?rst device-speci?c command from the 
?rst portion of the device-neutral con?guration code; 

assembling the second device-speci?c command from the 
second portion of the device-neutral con?guration 
code; and 

providing the assembled device-speci?c commands for 
delivery to the netWork device. 

9. The method of claim 8, Wherein the device-neutral 
con?guration code is an original device-neutral con?gura 
tion code, the method comprising: 

generating a marked-up device-neutral con?guration code 
from the original device-neutral con?guration code; 
and 

identifying the difference betWeen the original device 
neutral con?guration code and the marked-up device 
neutral con?guration code; 

Wherein the assembled ?rst device-speci?c command 
corresponds to at least a portion of the identi?ed 
difference. 

10. The method of claim 8, further comprising: 

identifying a change made to the device-neutral con?gu 
ration code; 
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Wherein the assembled ?rst device-speci?c command 
corresponds to the identi?ed change. 

11. The method of claim 8, further comprising: 

arranging the ?rst device-speci?c command and the sec 
ond device-speci?c command in an order expected by 
the netWork device. 

12. A system for con?guring a netWork device associated 
With a device-neutral con?guration code, the system com 
prising: 

at least a ?rst processor; 

at least a ?rst memory device connected to the processor; 
and 

a plurality of instruction stored on the at least a ?rst 
memory device, the plurality of instructions con?gured 
to cause the at least a ?rst processor to: 

determine a characteristic for the netWork device; 

identify con?guration schema material corresponding 
to the determined characteristic; 

assemble at least a ?rst device-speci?c command corre 
sponding to the device-neutral con?guration code and 
corresponding to the identi?ed con?guration schema 
material; and 

provide the assembled device-speci?c command for 
delivery to the netWork device. 

14. The system of claim 13, Wherein the plurality of 
instructions are further con?gured to cause the at least a ?rst 
processor to: 

locate a device-speci?c command boundary in the device 
neutral con?guration code using the identi?ed con?gu 
ration schema material; 

Wherein assembling the at least a ?rst device-speci?c 
command uses the located device-speci?c command 
boundary. 

15. The system of claim 12, further comprising: 

a device-neutral con?guration storage device. 
16. The system of claim 12, further comprising: 

a schema corresponding to the netWork device, the 
schema being storable on the device-neutral con?gu 
ration storage device. 

17. The system of claim 12, further comprising: 

a device-neutral con?guration generator. 
18. The system of claim 12, further comprising: 

a graphical user interface for modifying the device-neutral 
con?guration code. 


