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(57) ABSTRACT 

A method and system for integrity certi?cation and veri? 
cation in a computer environment based on characteristics 
and behaviors of one or more applications, systems or 
system components as compared With a pro?le of charac 
teristics and behaviors, including determining a behavior 
integrity pro?le (BIP) specifying characteristics and behav 
iors of one or more applications, systems or system com 
ponents; determining based on the BIP Whether or not 
characteristics and behaviors of one or more applications, 
systems or system components are compliant With charac 
teristics and behaviors de?ned in a behavior integrity pro?le 
speci?cation; and determining access rights to the one or 
more applications, systems or system components based on 
the step of determining the compliance. 
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SYSTEMS AND METHODS FOR INTEGRITY 
CERTIFICATION AND VERIFICATION 

RELATED DOCUMENT INFORMATION 

[0001] This application is a continuation-in-part applica 
tion of co-pending US. patent application Ser. No. 09/649, 
838 of TA et al., entitled “Systems and Methods for Integrity 
Certi?cation and Veri?cation of Content Consumption Envi 
ronments” ?led on Aug. 28, 2000, noW alloWed, the entire 
disclosure of Which is hereby incorporated by reference 
herein. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This invention relates to integrity certi?cation and 
veri?cation. In particular, this invention relates to use of 
pro?les including application integrity pro?les (AIP) and 
behavior integrity pro?les (BIP). 

[0004] 2. Discussion of the Background 

[0005] One of the most important issues to enable the 
Widespread distribution and other use of digital documents 
and electronic services via electronic commerce is the need 
for protection of the intellectual property rights of content 
oWners and providers. Efforts to address this issue have been 
termed Intellectual Property Rights Management (IPRM), 
Digital Property Rights Management (DPRM), Intellectual 
Property Management (IPM), Digital Rights Management 
(DRM), Rights Management (RM) and Electronic Copy 
right Management (ECM). 
[0006] HoWever, there is a need by content providers to 
have their content be consumed by certi?ed applications and 
systems that have a desired characteristic and/or behavior. 
There also is a need by providers of applications, services 
and computing systems to have their applications, services 
and systems be accessed or used only by applications and 
systems that have a desired characteristic and/or behavior. 

[0007] The direct use of a public key infrastructure (PKI) 
makes it possible for application and system providers to 
certify their oWn products and makes it possible for provid 
ers of content and services to verify the integrity of the 
applications and systems that are used to consume their 
content and services. HoWever, the direct use of PKI creates 
a many-to-many relationship betWeen the vendors and the 
providers, Which among other problems does not scale Well. 
Accordingly, there is a need for a method and system for 
managing such relationships and for conducting efficient and 
real-time or near real-time integrity veri?cation. 

SUMMARY OF THE INVENTION 

[0008] Therefore, there is a need for a method and system 
that addresses the above and other needs and problems. The 
above and other needs and problems are addressed by the 
exemplary embodiments of the present invention, Which 
provide a method and system for integrity certi?cation and 
veri?cation. 

[0009] Accordingly, in exemplary aspects of the present 
invention, a method and system for integrity certi?cation 
and veri?cation in a computer environment based on char 
acteristics and behaviors of one or more applications, sys 
tems or system components as compared With a pro?le of 
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characteristics and behaviors are provided. The exemplary 
method and system can include determining a behavior 
integrity pro?le (BIP) specifying characteristics and behav 
iors of one or more applications, systems or system com 
ponents; determining based on the BIP Whether or not 
characteristics and behaviors of one or more applications, 
systems or system components are compliant With charac 
teristics and behaviors de?ned in a behavior integrity pro?le 
speci?cation; and determining access rights to the one or 
more applications, systems or system components based on 
the step of determining the compliance. 

[0010] Still other aspects, features, and advantages of the 
present invention are readily apparent from the folloWing 
detailed description, simply by illustrating a number of 
exemplary embodiments and implementations, including the 
best mode contemplated for carrying out the present inven 
tion. The present invention also is capable of other and 
different embodiments, and its several details can be modi 
?ed in various respects, all Without departing from the spirit 
and scope of the present invention. Accordingly, the draW 
ings and descriptions are to be regarded as illustrative in 
nature, and not as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] The embodiments of the present invention are 
illustrated by Way of example, and not by Way of limitation, 
in the ?gures of the accompanying draWings and in Which 
like reference numerals refer to similar elements and in 
Which: 

[0012] FIG. 1A is a functional overvieW illustrating an 
exemplary embodiment of the integrity certi?cation and 
veri?cation system according to this invention; 

[0013] FIG. 1B is a functional overvieW illustrating an 
exemplary embodiment of an integrity certi?cation and 
veri?cation system that uses BIP(s) in conjunction With an 
AIP according to this invention; 

[0014] FIG. 1C is a functional overvieW illustrating an 
exemplary embodiment of an integrity certi?cation and 
veri?cation system that uses BIP(s) according to this inven 
tion; 
[0015] FIG. 2 is a functional block diagram illustrating an 
exemplary embodiment of the integrity certi?cation and 
veri?cation system according to this invention; 

[0016] FIG. 3 is a Work?oW diagram of an exemplary 
integrity certi?cation and veri?cation device according to 
this invention; 

[0017] FIG. 4A illustrates an exemplary structure of an 
integrity pro?le according to this invention; 

[0018] FIG. 4B illustrates an exemplary structure of a BIP 
according to this invention; 

[0019] FIG. 5 illustrates an exemplary environment stack 
according to this invention; 

[0020] FIG. 6 illustrates another exemplary environment 
stack according to this invention; 

[0021] FIG. 7 illustrates an exemplary Work?oW of the 
exemplary environment stack according to this invention; 

[0022] FIG. 8 another exemplary Work?oW of the exem 
plary environment stack according to this invention; 
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[0023] FIG. 9 illustrates an exemplary method of manipu 
lating the environment stack according to this invention; 

[0024] FIG. 10 illustrates an exemplary method of pre 
venting dynamic tampering through the use of debugging 
according to this invention; 

[0025] FIG. 11A is a ?oWchart outlining an exemplary 
embodiment of a method for integrity certi?cation and 
veri?cation according to this invention; 

[0026] FIG. 11B is a ?oWchart outlining an exemplary 
embodiment of a method for integrity certi?cation and 
veri?cation that uses BIP(s) in conjunction With an AIP 
according to this invention; 

[0027] FIG. 11C is a ?oWchart outlining an exemplary 
embodiment of a method for integrity certi?cation and 
veri?cation that uses BIP(s) according to this invention; 

[0028] FIG. 12 is a ?oWchart outlining an exemplary 
embodiment of a method for registering applications and/or 
systems according to this invention; 

[0029] FIG. 13 is a ?oWchart outlining an exemplary 
embodiment of a method for determining an integrity pro?le 
according to this invention; and 

[0030] FIG. 14 is a ?oWchart outlining an exemplary 
embodiment of a method for verifying the integrity of an 
integrity authenticator according to this invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0031] The present invention includes recognition that 
providers often Want to have their content and services 
consumed by certi?ed applications and systems that have 
desired characteristics and behaviors. By controlling these 
aspects of the consumption environment, the content pro 
vider, for example, can restrict usage, such as copying, 
printing, embedding, distribution, and the like. 

[0032] For example, a content or service provider may 
Want to protect content against misuse by demanding that 
the system that consumes it be of a certain level of security 
and rights management capability. The content provider may 
also Want to assure that no “alien” application, e.g., a 

debugger, virus, interception routine, and the like, interacts 
With the content consumption application on the user system 
and Which may con?scate or otherWise “steal” content or 
other sensitive information. For example, US. patent appli 
cation Ser. No. 09/649,841 of Raley, entitled “Document 
Distribution Management Method and Apparatus Using a 
Standard Rendering Engine and a Method and Apparatus for 
Controlling a Standard Rendering Engine” ?led on Aug. 28, 
2000, incorporated herein by reference in its entirety, alloWs 
the management of the functionality of a user system to 
restrict a user’s access to and over a document. These 

considerations similarly apply for providers of applications, 
services and computing systems and for Whom the content 
being consumed is their service, application or system. 

[0033] In order to certify that given applications and 
systems have desired characteristics and behaviors, a veri 
?cation of all suitable applications and system components 
needed to consume content, access a service or in any other 
suitable Way interact With other systems, applications and 
components need be con?rmed by a veri?cation application. 
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The veri?cation application veri?es the application and 
system components using one or more integrity pro?les that 
can be of the same or different types. Furthermore, tWo or 
more integrity pro?les of the same or of different types can 
be used conjunctively or disjunctively. 

[0034] An integrity pro?le can be of various types. In an 
exemplary embodiment, integrity pro?les can include an 
application integrity pro?le (AIP), a behavior integrity pro 
?le (BIP), and the like. An application integrity pro?le can 
include veri?able information and characteristics speci?c to 
an application. Thus, an AIP can be tied to a speci?c 
application. A behavior integrity pro?le can include infor 
mation indicating Whether or not an application’s behaviors 
are compliant With those speci?ed in a BIP speci?cation. 
Advantageously, a BIP can include a BIP identi?cation that 
designates a BIP speci?cation that speci?es a set of behav 
iors and/or consumption terms and conditions by Which all 
suitable compliant applications abide. For example, a BIP 
speci?cation can specify that all suitable applications com 
pliant With the BIP are play-only applications that are 
permitted to play, but not to perform other actions. In 
addition to a function or action, further exemplary embodi 
ments provide other types of BIPs, for example, based on 
geography, locale, time, performance, service level, other 
suitable criteria, and the like, to verify applications, systems, 
devices, components, and the like. 

[0035] The exemplary embodiments include systems and 
methods that provide certi?cation and veri?cation services 
for computer environments. Within such an exemplary sys 
tem, an integrity certi?cation and veri?cation device that 
provides these services can be introduced betWeen a content 
or service provider and a system, application, and the like, 
provider. This certi?cation device can register individual 
applications and/or systems from their respective providers, 
and can certify the integrity of these applications and/or 
systems according to a predetermined selection. Through the 
use of this service, a user can “trust” an integrity certi?cation 
and veri?cation device. With this trust, the provider estab 
lishes a pro?le of a set of applications and systems that are 
alloWed to consume its content and services, and veri?es on 
the user system(s), according to the pro?le, that the user’s set 
of applications and systems are authentic. 

[0036] Advantageously, the exemplary embodiments 
include provisioning of certi?cation and veri?cation ser 
vices for the integrity of content, such as documents, other 
content, and the like, consumption environments. Within 
such an exemplary system, an integrity certi?cation and 
veri?cation device that provides these services is introduced 
betWeen content providers and content consumption system 
and application providers Who may distribute, for example, 
personal computers, handheld computers, PDAs, multime 
dia display devices, DVD players, distributed netWork 
enabled phones, and applications, such as Word processors, 
content vieWers, multimedia players, and the like. The 
integrity certi?cation and veri?cation device registers indi 
vidual applications and/or systems from the content con 
sumption system/application providers, and certi?es sets of 
these applications and systems to content providers. By 
using this service, a content provider can select or trust, the 
integrity certi?cation and veri?cation device, establish a 
pro?le of a set of applications and systems that are alloWed 
to consume its content, and verify on a user system, accord 
ing to the pro?le, that the set of applications and systems on 
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the user system are authentic. In this manner, the extent of 
access to or control over, the content requested or submitted, 
by the user can be controlled and determined. 

[0037] The exemplary embodiments include certi?cation 
and veri?cation services using BIP(s). In one exemplary 
embodiment, the integrity certi?cation and veri?cation 
device registers and certi?es individual applications and/or 
systems from the content and services consumption system/ 
application providers, veri?es that the applications’ behav 
iors comply With a BIP speci?cation, and provides proof of 
compliance status. The consumer can use any suitable 
content or service consumption system or application to 
consume the content or service that complies With some BIP 
mandated by the provider. In this manner, use of the content 
or service can be controlled Without limiting consumption to 
a particular application or system. Similarly, the consumer 
can use any suitable computing system or application to 
interact With another system or application that complies 
With some BIP. 

[0038] For added security, the veri?cation of the applica 
tion, system, and the like, can be performed using a BIP in 
conjunction With an AIP. In an exemplary embodiment, an 
integrity certi?cation and veri?cation device registers and 
certi?es individual applications and/or systems from the 
content and service consumption system/application provid 
ers, veri?es that the applications are authentic according to 
the integrity pro?le associated With the applications and 
system components, veri?es that the applications’ behaviors 
comply With a BIP speci?cation, and provides proof of such 
compliance. 

[0039] A document, as the term is used herein, can include 
any suitable unit of information subject to distribution or 
transfer, including, correspondence, books, magaZines, jour 
nals, neWspapers, other papers, softWare, plug-ins, photo 
graphs and other images, audio and video clips, multimedia 
presentations, and the like. A document can be embodied in 
printed form on paper, as digital data on a storage medium 
or in any suitable other knoWn or later developed variety of 
media or softWare, including compact discs (CDs), digital 
video discs (DVD), laser discs, magneto and magneto-optic 
media, and the like. Consumption and consume, as the terms 
are used herein, can encompass any suitable form of action, 
including usage of content and services or accessing or 
otherWise interacting With computer systems, including 
accessing, rendering, editing, manipulating, executing, 
copying, storing, transferring, issuing, obtaining, distribut 
ing, and the like. Content, as the term is used herein, can 
encompass any suitable thing that can be referred to by a 
noun, such as an entity, a resource, a quality, an event, a 
state, a concept, a substance, and the like. Exemplary 
resources can include documents, multimedia ?les, Web or 
other services, names, email addresses, and the like. 

[0040] The systems and methods of the exemplary 
embodiments provide for integrity certi?cation and veri? 
cation services. The exemplary embodiments can separately 
provide systems and methods for integrity certi?cation and 
veri?cation services for content consumption system envi 
ronments. The exemplary embodiments also can provide 
systems and methods for certi?cation and veri?cation of 
standardiZed behaviors of systems and applications. The 
exemplary embodiments also separately can provide a sys 
tem and method for determining an integrity pro?le. The 
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exemplary embodiments additionally can provide a system 
and method for verifying the integrity of one or more system 
environments. The exemplary embodiments also can pro 
vide a system and method for managing integrity pro?les, 
system and system component information. The exemplary 
embodiments additionally can provide a system and method 
that performs an integrity check on a user system through the 
use of an integrity pro?le. The exemplary embodiments 
additionally can provide a system and method that performs 
a compliance check on a user system through the use of a 
BIP. 

[0041] In an exemplary embodiment, a content provider, 
such as a content publisher or distributor, and the like, for 
providing content, such as for consumption by a user, 
system, device, and the like, can initiate a request for an 
integrity pro?le. This request for the integrity pro?le is 
forWarded to an integrity certi?cation and veri?cation 
device. The integrity certi?cation and veri?cation device 
can, if an integrity pro?le does not already exist for the 
requested applications and systems components, query a 
content consumption system/application provider that has 
supplied various system components and/or applications to 
users. The content consumption system/application provider 
returns to the integrity certi?cation and veri?cation device 
authentication information about the particular applications 
or system components. The integrity certi?cation and veri 
?cation device having access to authentication information 
can make a comparison or integrity veri?cation betWeen an 
application or system component on a user’s system, and the 
original application or system component as distributed by 
the content consumption system/application provider. 

[0042] The authentication information for system applica 
tions and components can be stored in a component data 
base. The pro?les for content providers can be stored in a 
pro?le database. Alternatively, the content consumption 
system/application provider can maintain a database of 
authentication information that can be forWarded directly to 
the respective database of the integrity certi?cation and 
veri?cation device, Without the need for the integrity veri 
?cation and certi?cation device to determine the integrity 
pro?le. An integrity pro?le identi?cation, corresponding to 
the determined integrity pro?le, is then returned to the 
content provider. 

[0043] A content provider, such as a content distributor, 
and the like, provides, for example, protected content to a 
user. The content provider forWards to the user a protected 
version of the digital content that includes, for example, a 
license agreement and an integrity pro?le identi?cation. The 
integrity pro?le identi?cation includes, for example, the 
applications and system components that are alloWed to be 
used in conjunction With the protected content, and the 
identi?cation of the integrity pro?le for those systems, 
applications, and the like. 

[0044] Having the authentication information from the 
content consumption system/application provider, the integ 
rity certi?cation and veri?cation device forWards, for 
example, at the request of the user system, an integrity 
pro?le to the user system. With this integrity pro?le, an 
integrity veri?cation of the user’s system can be performed. 
If it is determined that the components/applications of the 
user’s system are authentic, the digital content provided by 
the content provider can then be accessed by the user’s 
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applications and systems in accordance With, for example, 
the additional pro?le information. 

[0045] Advantageously, the content provider can associate 
one or more BIP identi?cations With the digital content. For 
example, a music content provider Who Wants its music 
content consumed by play-only and copy-once-only devices 
can associate both play-only and copy-once-only BIP iden 
ti?cations With the content. An AIP identi?cation is not 
associated With the protected content, but can be embedded 
into or associated With the applications and system compo 
nents by the system/application provider. For example, 
Where the content provider is providing a service, it may 
Want a customer to be able to consume the service only if a 
secure broWser is being used. 

[0046] Using the BIP identi?cation, the integrity certi? 
cation and veri?cation device retrieves proof of BIP com 
pliance from its pro?le veri?cation device. Using the AIP 
identi?cation, the integrity certi?cation and veri?cation 
device retrieves the integrity pro?le and forWards it to the 
user system. With this integrity pro?le, an integrity veri? 
cation of the user’s system can be performed to ensure that 
the components/applications of the user’s system have not 
been tampered With. If it is determined that the components/ 
applications of the user’s system are authentic and proof of 
BIP compliance exists, the digital content provided by the 
content provider can be consumed by the user’s applications 
and systems. Similarly, a service can be consumed or an 
application or computing resource accessed, if it is deter 
mined that components/applications are authentic and proof 
of BIP compliance exists. 

[0047] HoWever, it is to be appreciated that the request for 
an integrity certi?cation need not originate With the content 
provider. For example, the certi?cation request can be 
initiated by a softWare application embedded in the pro?le 
identi?cation information that is forWarded With the pro 
tected content from the content provider to the user’s 
system. 

[0048] In further exemplary embodiments, the content 
provider can also serve as the integrity veri?cation and 
certi?cation system. For example, the content provider can 
conduct the integrity certi?cation and veri?cation service 
itself by gathering the appropriate authentication informa 
tion and determining an integrity pro?le for the content 
provider’s oWn use. 

[0049] In further exemplary embodiments, the content or 
service consumption application/system provider can also 
act as the integrity certi?cation and veri?cation device. For 
example, the content or service consumption application/ 
system provider can also supply an integrity pro?le together 
With the associated application and/or system component. 

[0050] The systems and methods of the exemplary 
embodiments provide certi?cation and veri?cation services 
to determine the integrity of an environment for the con 
sumption of digital content and services and use or other 
interaction With computing systems. For example, an exem 
plary system is provided for consumption of content and 
services, including consumer media, such as audio, video, 
on-line services, and the like. The exemplary system for 
consumption of content can include an integrity certi?cation 
and veri?cation device introduced betWeen one or more 
content providers, and one or more content consumption 
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systems and application providers. The integrity certi?cation 
and veri?cation device obtains authentication information 
from the content consumption application and/or system 
providers. This authentication information alloWs a content 
provider to trust the environment to Which content Will be 
provided. Thus, based on the authentication information 
received from the content consumption application and 
system provider, an integrity pro?le is established. This 
pro?le is then forWarded to the user system to con?rm that 
the user has not altered, modi?ed or does not potentially 
interfere in an unauthoriZed manner With the digital content 
provided by the content provider. 

[0051] Referring noW to the draWings, Wherein like ref 
erence numerals designate identical or corresponding parts 
throughout the several vieWs and more particularly to FIG. 
1A thereof, there is illustrated an exemplary system 100 for 
performing integrity certi?cation and veri?cation. In an 
exemplary embodiment, the integrity certi?cation and veri 
?cation system 100 can include an integrity certi?cation and 
veri?cation device 200, a content provider and/or distributor 
300, a user system 400, a content consumption system/ 
application provider 500, a component database 260, a 
pro?le database 270, and the like. 

[0052] In an exemplary operating environment, the con 
tent consumption system/application provider 500 provides 
applications, systems and/or softWare/hardWare components 
to a user. The user system 400 alloWs consumption of digital 
content, such as documents, that are supplied by the content 
provider and distributor 300. In order to verify the integrity 
of the user system 400, the integrity certi?cation and veri 
?cation device 200 collects and registers authentication 
information about the individual applications, systems and/ 
or softWare/hardWare components from the content con 
sumption system/application provider 500. With this authen 
tication information, the integrity certi?cation and 
veri?cation device 200 determines and certi?es an integrity 
pro?le of one or more applications, systems and/or system 
components based on a service request 20 from the content 
provider 300. This determined integrity pro?le 50 is then 
forWarded to the user system 400 so that the integrity of the 
user system 400 can be determined. 

[0053] In operation, a content provider and distributor 300 
provides digital content, such as a document, and the like, to 
a user system 400. The user system 400 can include one or 

more system components, such as hardWare components 
and/or various softWare applications, and the like. These 
applications and hardWare/softWare components are usually 
obtained by the user from one or more content consumption 
system/application providers, such as a computer supplier, a 
softWare Warehouse, an application provider, and the like. 
These applications and hardWare and softWare components 
are then assembled, if not already done so or installed, as 
appropriate, by the user in order to alloW the user to consume 
content, such as documents, and the like. 

[0054] Accordingly, during the course of use of the appli 
cations and hardWare/softWare of the user environment, the 
user may Want to vieW protected content, such as a docu 
ment. Thus, the user 400 can request from the content 
provider 300 one or more pieces of content, such as an 
electronic book, a multimedia ?le, a presentation, a form 
template, and the like. Upon receiving this request, the 
content provider and distributor 300 can provide the 




























