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i333 A method and system for providing distributed netWork 
(US)’ ' ’ ’ access point installation and management. A netWork pro 

vider installs and/or operates a plurality of access points at 
locations of a retail entity. Each access point may provide 
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AUSTIN TX 78767_0398 (Us) tion and operation of the access points. The carrier may in 

’ turn charge its subscribers for netWork access at the retail 
entity locations. Aplurality of different carriers may provide 

(73) Assignee. wayport, Inc_ compensation and alloW respective subscriber access. The 
netWork access points may be con?gured to alloW each 

(21) App1_ No; 10/851,633 carrier to present a point of presence to its subscribers at the 
retail entity locations. The installed netWork may also pro 

(22) Filed; May 21, 2004 vide service for retail entity back of?ce functions. 
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METHOD FOR PROVIDING WIRELESS SERVICES 

BACKGROUND 

[0001] 1. Field of the Invention 

[0002] This invention relates generally to Wired and/or 
Wireless network data communications, and more speci? 
cally to a system and method for installing and/or providing 
a netWork infrastructure in various retail entity locations to 
offer netWork services to support customers of one or more 
carrier entities. The invention also relates to a business 
method Which enables installation and/or provision of Wired 
and/or Wireless netWork services in various retail entity 
locations. 

[0003] 2. Description of Related Art 

[0004] Various types of Wired and Wireless infrastructures 
are being developed to service users of computing devices, 
such as portable computing devices (PCDs). Currently, 
numerous netWork service providers are attempting to install 
Wireless netWork infrastructures in various locations, such as 
airports, hotels, of?ce buildings, shopping malls, fast-food 
restaurants, coffee shops, and/or fueling stations (e.g., gas 
stations, truck stops, etc.), among others, for use by various 
users, such as mobile users (MUs) of PCDs. Typically, most 
or all of the costs associated With setting up and providing 
the service at these locations is born by the netWork service 
provider. Furthermore, bearing these costs has proven dif 
?cult and even ?nancially detrimental to various netWork 
service providers. Therefore, a neW method is desired Which 
enables installation and maintenance of distributed netWork 
access points Without imposing ?nancial burdens on a 
netWork service provider. 

[0005] Each of a plurality of different netWork service 
providers may Wish to provide its oWn Wireless local area 
netWork Typically, a WLAN includes one or more 
Wireless access points Which communicate in a Wireless 
fashion With a corresponding computing device of a user, 
Which typically includes a Wireless Ethernet transceiver. By 
Way of eXample, IEEE 802.11 currently uses a System ID 
(SID) (e.g., a Service Set Identi?er and/or an Extended 
Service Set Identi?er) to “select” Which WLAN to use and 
the Wireless access point With Which to associate. Elements 
of the Wired and Wireless infrastructure, including each 
Wireless access point, may be able to support a different 
WLAN for each of the plurality of different netWork service 
providers. HoWever, in general, each of the plurality of 
different netWork service providers provides its oWn access 
controller. In other Words, the communications from a 
WLAN of a ?rst Wireless service provider are routed to an 
access controller of the ?rst netWork service provider. Even 
though there is a netWork infrastructure installed at each 
location of the retail entity, a second netWork service pro 
vider Would install more equipment (e.g., at least one more 
access controller) to also provide service to the users of the 
second netWork provider. An access controller for each 
different netWork service providers may provide separate 
branding and/or alloW authentication schemes for each of 
the different netWork service providers. This may produce 
several problems and/or complications. For instance, if the 
netWork infrastructure is installed at a location such as a 

fast-food restaurant, space may be limited as to hoW much 
equipment may be present. Installing an additional access 
controller for each additional Wireless service provider may 
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not be feasible. This may also add several costs. Not only 
may there be various up-front costs, there may also be 
on-going additional costs associated With monitoring and/or 
maintenance of additional equipment. 

[0006] When multiple service providers install netWorking 
equipment at a retail entity location, other draWbacks may 
become present as Well. For eXample, each location of the 
retail entity may have only one connection to a netWork, 
such as the Internet. The connection may be With a DSL 
(digital subscriber line), a cable modem, a T-1, satellite 
connection, or other possibly limited connection. With the 
use of additional access controllers, use of resources (e.g., 
bandWidth) of the connection to the netWork or Internet may 
become unbalanced or congested. The retail entity itself may 
also desire to connect to the netWork or Internet. The retail 
entity may desire a guarantee of resources of the netWork 
connection, such as a guarantee of a minimum bandWidth 
(e.g., 64 kilobits per second) for certain critical “back of?ce” 
applications such as real-time credit-card transaction pro 
cessing. The use of multiple access controllers may contrib 
ute to a complicated implementation, even if the implemen 
tation is possible. 

[0007] In essence, rather than having each carrier or entity 
set up a separate physical and netWork infrastructure, a 
single infrastructure can be utiliZed to provide multiple 
services to the entities and to provide services to multiple 
entities. 

[0008] Therefore, it Would also be desirable to provide a 
system and method Which enables a common Wireless 
netWork infrastructure (and especially an IEEE 802.11 Wire 
less netWork infrastructure) and a single physical access 
controller to be used by a netWork service provider to 
provide services to different types of subscribers at a poten 
tially much-reduced cost compared to installing and main 
taining separate physical and netWork infrastructures. This 
Would alloW a plurality of carriers to utiliZe a common set 
of access points at locations of a retail entity to provide 
service to a potentially non-overlapping set of subscribers. 
This Would also provide subscribers or users With the ability 
to more fully utiliZe the eXisting netWork infrastructure. It 
Would further be desirable to provide a distributed Wireless 
netWork system Which can selectively provide different 
access levels to users of the system. 

SUMMARY OF THE INVENTION 

[0009] Various embodiments are disclosed for providing 
and/or operating one or more Wired and/or Wireless access 
points at a plurality of locations of a retail entity. A netWork 
service provider may install the plurality of Wired and/or 
Wireless access points. According to one embodiment, the 
netWork service provider may provide netWork services, 
such as Internet access, through each of the Wired and/or 
Wireless access points. In several embodiments, the Wired 
and/or Wireless access points are arranged at knoWn geo 
graphic locations and may provide content, advertising, 
and/or promotions based on the geographic location of the 
Wired and/or Wireless access point or a geographic location 
of a mobile user. 

[0010] The netWork service provider may receive a pay 
ment from a ?rst carrier entity for installation and/or opera 
tion of the one or more of Wireless access points at the 
locations of the retail entity. Thus, instead of requiring the 
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network service provider to recover installation and/or main 
tenance costs from usage of the Wired and/or Wireless access 
points over a lengthy amount of time, the netWork service 
provider may receive an up-front payment from one or more 
carrier entities. Since carrier entities already have a large 
installed base of subscribers, each carrier entity may be in a 
better position to recover the installation and/or maintenance 
costs through subscriber billing and usage. This provides an 
improved business method and/or system for installing and 
maintaining Wired and/or Wireless access points at various 
distributed locations. 

[0011] The netWork service provider may also receive a 
payment from the retail entity. The payment from the retail 
entity may be in addition to the payment from the carrier 
entity. For example, the retail entity may desire to offer 
various services through the Wired and/or Wireless access 
points. The retail entity may desire to use other elements 
supported by a netWork operated by the netWork service 
provider, such as various back of?ce devices. 

[0012] The retail entity may receive a payment from the 
carrier entity for the carrier entity to offer services at a subset 
of or all of the locations of the retail entity. Alternatively, the 
carrier entity may receive payment from the retail entity for 
offering services at a subset of or all of the locations of the 
retail entity, since the offered services of the carrier entity at 
locations of the retail entity may provide the retail entity 
With increased customer visitation, e.g., including opportu 
nities to sell more goods and/or services to subscribers of the 
carrier entity. 

[0013] In one embodiment, the netWork service provider 
may receive and/or store information associated With the 
payment from the ?rst carrier entity in a computer system. 
The ?rst carrier entity may offer netWork service to various 
of its subscribers through the one or more Wired and/or 
Wireless access points. The ?rst carrier entity may be tele 
phone service provider (e.g., a local telephone service, a 
cellular telephone service, or a long distance telephone 
service, among others), or the ?rst carrier entity may be a 
television service provider (e.g., a cable television, or a 
satellite television service, among others), and/or an internet 
service provider. Other types of entities may also be con 
sidered. 

[0014] A computer system operated by the ?rst carrier 
entity may provide invoices to its subscribers. The invoices 
may indicate a charge for Wireless access at any or a subset 
of the plurality locations of the retail entity. For eXample, the 
carrier entity may already provide invoices to its subscribers 
for certain pre-eXisting services such as local or long 
distance telephone service and/or internet services. The 
carrier entity may add a charge for Wired and/or Wireless 
access at a subset or all of the retail entity locations to these 
pre-eXisting service charges. Alternatively, the carrier entity 
may add the retail entity netWork access as a “free” service 
to its customers, in the hopes of enticing more customers to 
sign up or sWitch to the respective carrier. 

[0015] In various embodiments, each subscriber of the 
?rst carrier entity may use a portable computing device to 
communicate With a Wired and/or Wireless access point of 
the one or more Wired and/or Wireless access points. Alter 
natively, various ones of the retail entity locations may 
provide computers at the location for usage (e.g., locked 
doWn to prevent theft). Thus, subscribers of the ?rst carrier 
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entity may use these provided computers. The netWork 
service provider may determine if a user is a subscriber of 
the ?rst carrier entity and provide netWork access to the 
portable computing device of the user if the user is deter 
mined to be a subscriber. A username and passWord com 
bination may be used in determining if the subscriber is to 
be authenticated for access of service. 

[0016] If the user is not a subscriber of the ?rst carrier 
entity, the ?rst carrier entity and/or the netWork service 
provider may request payment from the user. The user may 
provide a payment to the ?rst carrier entity, the retail entity, 
and/or the netWork service provider by submitting credit 
card information, among other types of information. In one 
embodiment, a user Who is not a subscriber of the carrier 
may use the netWork by paying a small fee to the retail 
entity, e.g., a fee added to his/her bill for a certain time 
period of netWork usage. The amount paid by the user and/or 
the amount of time for netWork access may depend on the 
amount of goods or services purchased by the user. 

[0017] In several embodiments, the netWork service pro 
vider may receive a payment from each of multiple carrier 
entities for installation and/or operation of the one or more 
of Wired and/or Wireless access points at the plurality of 
locations of the retail entity. The netWork service provider 
may provide a virtual point of presence for each of the 
multiple carrier entities at a subset or all of the plurality of 
locations of the retail entity. In various embodiments, a 
single physical point of presence provided by the netWork 
service provider may accommodate subscribers of each of 
the multiple carrier entities by providing a virtual point of 
presence each of the multiple carrier entities through the 
physical point of presence. 

[0018] Each portable computing device of each subscriber 
may store identi?cation (ID) information Which may 
uniquely indicate a carrier entity of Which the subscriber 
subscribes. The ID information may take various forms, 
such as a System ID (SID), MAC ID, or other identi?cation 
Which may be used to identify a carrier entity to Which the 
subscriber has subscribed. As used herein, the SID may 
include an SSID (Service Set ID), a BSSID (Basic Service 
Set ID), or an ESSID (Extended Service Set ID), among 
others. When the portable computing device is Within a 
vicinity of a Wireless access point, the portable computing 
device may provide the ID information to the Wireless 
access point. 

[0019] In various embodiments, each of the Wireless 
access points is operable to “listen for” or detect ID infor 
mation, e.g., System IDs, associated With numerous different 
carrier entities. In several embodiments, each of the access 
points may be operable to broadcast requests for identi?ca 
tion information, e.g., broadcast System IDs to the portable 
computing devices, Wherein the portable computing devices 
may respond to this broadcast by providing the identi?cation 
information. Broadcasts by Wireless access points may be 
considered “beacons”. 

[0020] In several embodiments, a Wireless access point 
may include or access softWare Which is eXecutable to 
provide Wireless access point functionality for each of the 
multiple carrier entities. The softWare may implement a 
“super access point” Which maintains associations betWeen 
the multiple carrier entities and a corresponding plurality of 
SIDs, such as MAC IDs, SSIDs, ESSIDs, etc. The Wireless 
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access point may be capable of broadcasting and/or recog 
niZing any of the plurality of SIDS, behaving appropriately 
for different SIDS that are received from portable computing 
devices of users, and providing netWork services to each 
subscriber through that subscribers carrier virtual point of 
presence. AWireless access point may be operable to appear 
as any one of a plurality of different carrier entities, meaning 
that a single Wireless access point may “pretend to be” or 
behave as a Wireless access point dedicated to a particular 
carrier entity for each of a plurality of different carrier 
entities. 

[0021] In various embodiments, a Wireless access point 
provides a plurality of virtual Wireless access points, Where 
a virtual Wireless access point may include Wireless access 
point functionality implemented in softWare that appears as 
a physical AP to a portable computing device. The plurality 
of virtual Wireless access points or “software” Wireless 
access points may be implemented on one or more physical 
Wireless access points, e.g., on a common set of physical 
Wireless access points. For eXample, each physical Wireless 
access point may implement a plurality of virtual Wireless 
access points. Each instance of a virtual Wireless access 
point eXecutes a complete IEEE 802.11 protocol stack, and 
may be indistinguishable from a hardWare Wireless access 
point to any Wireless netWork client(s). Each virtual Wireless 
access point or “software” Wireless access point may include 
its oWn ESSID or SSID, among other IEEE 802.11 IDs, and 
may be uniquely associated With a carrier virtual point of 
presence. 

[0022] In several embodiments, a netWork management 
device (NMD) may be used to provide access control of 
services through a Wireless access point. Each of the plu 
rality of different carrier entities may desire to provide 
different means of access control for its subscribers. In 
various embodiments, softWare and/or information that may 
enable an NMD to accommodate or service subscribers of a 
plurality of different carrier entities. The softWare and/or 
information may implement one or more virtual points of 
presence. In one eXample, instead of using a separate NMD 
for each carrier entity supported at a location, the NMD may 
be operable to appear as a point of presence to any one of a 
plurality of different carrier entity at the location, meaning 
that a single NMD may “pretend to be” or behave as a point 
of presence dedicated to a particular carrier entity for each 
of a plurality of different carrier entities. Each virtual point 
of presence for each carrier entity may be considered a 
carrier virtual point of presence. 

[0023] In various embodiments, each carrier virtual point 
of presence may include a carrier-speci?c sign-in method. 
According to one embodiment, the carrier-speci?c sign-in 
method may include a set of Web pages available to a user 
before he or she is authenticated for further service by a 
carrier entity. The Web pages may include various informa 
tion about the carrier entity, maps, information about a 
surrounding area, an advertisement, a promotion, and/or 
sign-in information, among others. In one embodiment, the 
carrier-speci?c sign-in method may include a roaming sign 
in method. For eXample, the carrier entity may alloW sub 
scribers of another carrier entity to use services of the carrier 
entity at various locations of the retail entity. 

[0024] In several embodiments, the Wireless service may 
provide Wireless access to employees of the retail entity. 
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This access may include access of one or more back of?ce 

devices (e.g., cash registers, credit card processing devices, 
etc.). For instance, an employee may use a Wireless device 
to place orders of customers. 

[0025] Each of the APs may be coupled to an NMD 
through a local area netWork Various portions of the 
LAN may include various “Wired” and/or Wireless elements. 
In various embodiments, the LAN supports a VLAN (Virtual 
LAN) protocol, such as IEEE 802.1(q). In order to partition 
the netWork, the netWork system may maintain a binding 
betWeen the ESSID or SSID and VLAN IDs/tags or equiva 
lents. This may alloW a common LAN (using VLAN 
capable devices) to supply a secured “virtual LAN” to each 
carrier virtual point of presence of the NMD. In various 
embodiments, quality of service (QoS) (e.g., IEEE 802.1(p)) 
may be used to provide service differentiation. According to 
one embodiment, a VLAN and a QoS may be used in 
tandem. This may alloW the netWork service provider to 
provide service level agreements to various users, including 
both subscriber of the carrier entities and, for eXample, 
employees of the retail entity. In several embodiments, one 
or more back of?ce devices of the retail entity may use a 
netWork provided by the netWork service provider. More 
over, traf?c from the back of?ce devices may be separated 
from network traffic from subscribers of one or more carrier 
entities. The netWork architecture described herein may 
scale to support hundreds of these carrier entities, and 
thousands of simultaneous users and/or subscribers in each 
location. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0026] Other objects and advantages of the invention Will 
become apparent upon reading the folloWing detailed 
description and upon reference to the accompanying draW 
ings in Which: 

[0027] FIG. 1 is a ?oWchart diagram illustrating a method 
for providing netWork services, according to various 
embodiments; 
[0028] FIG. 2 is a diagram illustrating a plurality of 
locations of a retail entity, according to various embodi 
ments; 

[0029] FIG. 3A is block diagram of a netWork commu 
nication system, according to various embodiments; 

[0030] FIG. 3B is block diagram of a netWork communi 
cation system, according to various embodiments; 

[0031] FIG. 3C is block diagram of a netWork commu 
nication system, according to various embodiments; 

[0032] FIG. 3D is block diagram of a netWork commu 
nication system, according to various embodiments; 

[0033] FIG. 3E is block diagram of a netWork communi 
cation system, according to various embodiments; 

[0034] FIG. 3F is block diagram of a netWork communi 
cation system, according to various embodiments; 

[0035] FIG. 3G is block diagram of a netWork commu 
nication system, according to various embodiments; 

[0036] FIG. 4 illustrates a ?oWchart diagram of a user 
using a portable computing device at a location of a retail 
entity, according to various embodiments; 
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[0037] FIG. 5A is block diagram of the network commu 
nication system which uses virtual access points and virtual 
points of presence, according to various embodiments; 

[0038] FIG. 5B is block diagram of the network commu 
nication system which uses virtual access points and virtual 
points of presence, according to various embodiments; 

[0039] FIG. 6A is block diagram of various portable 
computing devices using the network communication sys 
tem which uses virtual access points and virtual points of 
presence, according to various embodiments; 

[0040] FIG. 6B is block diagram of various portable 
computing devices using the network communication sys 
tem which uses virtual access points and virtual points of 
presence, according to various embodiments; and 

[0041] FIG. 7 illustrate a ?owchart diagram of a plurality 
of a portable computing devices using the network system at 
a location of a retail entity, according to various embodi 
ments. 

[0042] While the invention is susceptible to various modi 
?cations and alternative forms, speci?c embodiments 
thereof are shown by way of eXample in the drawings and 
will herein be described in detail. It should be understood, 
however, that the drawings and detailed description thereto 
are not intended to limit the invention to the particular form 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents and alternatives falling within the 
spirit and scope of the present invention as de?ned by the 
appended claims. 

DETAILED DESCRIPTION 

[0043] 
[0044] US. Pat. No. 5,835,061, titled “Method and Appa 
ratus for Geographic-Based Communications Service”, 
whose inventor is Brett B. Stewart, is hereby incorporated 
by reference in its entirety as though fully and completely set 
forth herein. 

[0045] US. Pat. No. 5,969,678, titled “System for Hybrid 
Wired and Wireless Geographic-Based Communications 
Service”, whose inventor is Brett B. Stewart, is hereby 
incorporated by reference in its entirety as though fully and 
completely set forth herein. 

[0046] US. patent application Ser. No. 09/433,817 titled 
“Geographic Based Communications Service” and ?led on 
Nov. 3, 1999, whose inventors are Brett B. Stewart and 
James Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely set forth herein. 

[0047] US. patent application Ser. No. 09/433,818 titled 
“A Network Communications Service with an Improved 
Subscriber Model Using Digital Certi?cates” and ?led on 
Nov. 3, 1999, whose inventors are Brett B. Stewart and 
James Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely set forth herein. 

[0048] US. Pat. No. 6,732,176, titled “Distributed Net 
work Communication System Which Enables Multiple Net 
work Providers To Use A Common Distributed Network 
Infrastructure”, whose inventors are Brett B. Stewart, James 
Thompson, and Kathleen E. McClelland, is hereby incor 
porated by reference in its entirety as though fully and 
completely set forth herein. 

Incorporation by Reference 

Nov. 24, 2005 

[0049] US. patent application Ser. No. 09/551,309 titled 
“System and Method for Managing User Demographic 
Information Using Digital Certi?cates” and ?led on Apr. 18, 
2000, whose inventors are Brett B. Stewart and James 
Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely set forth herein. 

[0050] US. patent application Ser. No. 09/556,380 titled 
“System and Method for Operating a Reverse Firewall” and 
?led on Apr. 25, 2000, whose inventors are Brett B. Stewart 
and James W. Thompson, is hereby incorporated by refer 
ence in its entirety as though fully and completely set forth 
herein. 

[0051] US. patent application Ser. No. 09/638,282 titled 
“System and Method for Distributing Offer Rules in a 
Communication Service System” and ?led on Aug. 14, 
2000, whose inventors are Brett B. Stewart and James 
Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely set forth herein. 

[0052] US. patent application Ser. No. 09/707,729 titled 
“System and Method for Providing Different Access Levels 
in a Communication Service System” and ?led on Nov. 11, 
2000, whose inventors are Brett B. Stewart, James Thomp 
son and Kathleen E. McClelland, is hereby incorporated by 
reference in its entirety as though fully and completely set 
forth herein. 

[0053] US. patent application Ser. No. 09/767,374 titled 
“Distributed network communication system which allows 
multiple wireless service providers to share a common 
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