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(57) ABSTRACT 

Test result data can be classi?ed across multiple tests, test 
scenarios, and lab runs. Test result ?les can be parsed by 
extracting information from them. Extracted information 
can be compared to failure information in a database. If a 
match is found, the extracted information can be linked to 
the failure, creating a history for each failure. NeW failures 
can be identi?ed When no match is found. Failure data can 
be cross-referenced to further aid in results analysis. For 
each failure, lists of useful information can be accessed. 
Analysis information can be associated With failures, for 
example Whether the failure is neW, occurred previously, is 
for a different reason than expected, or has been added to a 
baseline of expected failures. A Graphic User Interface 
(“GUI”) is also provided to expose the analyzed results to 
the result analyzers. 
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SYSTEMS AND METHODS FOR AUTOMATED 
CLASSIFICATION AND ANALYSIS OF LARGE 

VOLUMES OF TEST RESULT DATA 

FIELD OF THE INVENTION 

[0001] This invention relates to testing, and more particu 
larly to test result analysis. 

BACKGROUND OF THE INVENTION 

[0002] Testing involves performing an operation to deter 
mine if the actual result matches an expected result. If the 
actual and expected results do not match, the test is failed. 
The classic test is that of a child in school. A child is asked 
to perform an operation, e.g., a math problem. If the child 
produces an incorrect result, the test is failed. This infor 
mation is valuable to the teacher, because it provides an 
indicator of Whether the lessons are effective. It may also 
provide an indicator of the child’s ability. 

[0003] Today, testing is Widely used in virtually every 
industry to determine valuable information about products, 
systems, employees, organiZations, and more. Moreover, a 
single test may be insuf?cient to gather desired information. 
A company that is attempting to increase the safety of a 
product, for example, may conduct many tests in different 
scenarios. A large car may perform quite Well in a head-on 
collision test, but may perform poorly in a rollover test. The 
overall safety of a vehicle may be measured by a number of 
tests that are prioritiZed by frequency of the test scenario in 
the real World. 

[0004] SoftWare developers in particular make heavy use 
of testing. Buyers of softWare products expect those prod 
ucts to Work on their computer systems. A product that has 
not been fully tested may simply cause irritation if it causes 
computer system malfunctions, but it may also cause more 
serious problems such as opening a security loophole for 
attackers or causing the loss of large amounts of valuable 
data. In response to the need for softWare testing, there have 
been a number of advancements in the ?eld. These advance 
ments are generally directed to determining the appropriate 
softWare tests to run, test results analysis, and automation of 
performing tests. 

[0005] First, determining Which scenarios to test is impor 
tant in softWare testing. Just as a car encounters many 
scenarios on the road, softWare operations occur in many 
scenarios Within computer systems. Computer systems are 
built using a Wide variety of components, Which may be 
con?gured differently. The state of the components changes 
When they are called upon to execute softWare. Therefore 
modern softWare testing involves not only testing the many 
operations that an application may perform, but testing those 
operations in a subset of the various scenarios in Which the 
operations are likely to occur. It may be signi?cant that an 
operation is performed While a computer is also running 
MICROSOFT WORD®. It may also be signi?cant that a 
computer has a Wireless internet connection, or that the 
computer has both a Wireless internet connection and runs 
MICROSOFT WORD® When an operation is performed. 
There are so many variables that testing an operation in 
every single possible computer state is impractical. There 
fore, a determination of Which computer states to test is an 
important aspect of softWare testing. 
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[0006] Second, test results analysis is an area of advance 
ment in softWare testing. This term, hoWever, can mean 
several different things. In a traditional sense, it refers to 
investigation of Why a particular operation failed a test. 
Products developed by VECTOR SOFTWARE®, VIA 
SOFT®, and MERCURY INTERACTIVE® provide some 
tools for test result analysis. Some such tools also provide 
statistics on failure rates, e.g., they compute a percentage of 
tested operations that failed. They may also compute failure 
percentages for each operation, thereby providing a percent 
age of scenarios in Which a given operation, such as “open 
?le” failed. Developers may set a target failure rate for their 
product, such as 99%, Which suggests that 99% of the 
scenarios in Which an operation is performed Will not yield 
failures. As soon as a given operation Works 99% of the 
time, investigation of failures for the product can cease and 
the product is ready to ship. This approach, hoWever, is Weak 
in that the failures that are not solved may be particularly 
troublesome. Therefore tools that provide failure statistics 
do not lend themselves to ideal techniques for softWare 
testing. 
[0007] Finally, the softWare testing industry has seen 
much advancement in automation of softWare testing. This 
is largely because of the sheer volume of tests that are 
generally considered desirable. Because softWare is often 
quite complex, there are many operations performed by any 
given application that may need testing. For example, an 
application may both open a document and close a docu 
ment. It may also manipulate a document in any number of 
Ways, Which can be appreciated by any computer user. 

[0008] The many softWare operations that may be tested 
combined With many test scenarios produces a potentially 
enormous number of tests that may be desirable in testing 
softWare. This concept is demonstrated in FIG. 1. For 
example, consider the testing that may be desired by a 
hypothetical softWare developer Who Writes an application 
100 called “Jammer” for playing and editing music ?les. 
One of the many operations performed by Jammer is open 
ing a ?le 101. Imagine that our hypothetical application 101 
is opening a music ?le, e.g., “Smooth” sung by Santana and 
Rob Thomas. To ensure that this opening operation 101 Will 
be performed smoothly in all scenarios in Which it may be 
performed, the Jammer 100 developer may ?rst test it in all 
of the various operating system environments 120 it may be 
performed. The Jammer 100 developer may acquire one 
computer for the MICROSOFT WINDOWS XP (“XP”) 
operating system, another for the MICROSOFT WIN 
DOWS 2000 operating system, another for the APPLE 
MAC OS X operating system, etc. Testing only these 
operating systems 120 Would require three tests: opening 
“Smooth” With Jammer 100 running on each of the operat 
ing systems 120. HoWever, the operating systems may be 
used in connection With various processors 130 that affect 
the Way the operating systems 120 run. For example, imag 
ine that each of the operating systems 120 may run on a 
computer using any of the processor families INTEL CEL 
ERON®, AMD THUNDERBIRD®, and INTEL PENTIUM 
IV. By introducing an additional variable, namely proces 
sors, Which itself has three variations, suddenly there are 
nine tests to perform. 

[0009] By extrapolating from FIG. 1, the potential mag 
nitude of tests for softWare products becomes apparent. The 
operating systems 120 shoWn are not representative of all 
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operating systems, and each operating system may have 
different versions for different languages. For example, there 
is an XP English version, an XP German version, an XP 
Spanish version, etc. Likewise, the processor families shoWn 
are just that-families of processors. Testing for each indi 
vidual processor, as Well as for other popular processor 
families, may be desired. Still further, operating systems and 
processors are only tWo of many variables that may be 
adjusted. Every time a neW variable is added the number of 
tests can multiply by the number of possible variations, or 
states, of the neW variable. This explosion is illustrated in the 
table 140 at the bottom of FIG. 3. Anumber of variables 150 
are displayed across the top of the table 140. A number of 
states of each variable 160 is displayed on the left side of the 
table. The corresponding number of tests to be performed is 
presented. For 8 variables, each With 6 states, there are 
1,679,616 tests to perform. As a result of this explosion in 
the number of tests, there have been signi?cant advance 
ments in automating softWare testing, directed to the auto 
matic set up of tests and return of result ?les bearing 
information about the test failures that may help the process 
of failure investigation. 

[0010] There are many softWare testing products currently 
available. AUTOTESTER® from AUTOTESTER®, 
HOURGLASS 2000® from MAINWARE®, OPTA2000® 
from TANDSOFT®, PAN ORAMA-2® from INTERNA 
TIONAL SOFTWARE AUTOMATION®, SIM2000® from 
DPE & ASSOCIATES®, SIMULAT E 2000® from PRINCE 
SOFTWARE®, TARGET2000® from TARGETFOUR®, 
TRANSCENTURY DATE SIMULATOR® and ENTER 
PRIZE TESTER® from PLATINUM®, TALC 2000® from 
EXECOM®, TICTOC® from CICS®, TEST 2000® and 
AGER 2000® from MVS®, VECTORCAST® from VEC 
TOR SOFTWARE®, VIA/AUTOTEST® from VIA 
SOFT®, TEST SUITE 2000® from MERCURY INTER 
ACTIVE®, and WORKBENCH/2000® from 
MICROFOCUS® are all products aimed at softWare testing. 
These products are softWare that may generally help in 
analyZing relevant scenarios for softWare testing, determin 
ing Why failures occurred, and automating the set up of tests 
in a Way that returns useful test result ?les. 

[0011] Available testing products, and testing technology 
generally, have improved softWare testing to the point that a 
large volume of useful tests can be run quickly and return 
result ?les that aid in the investigation of failures. Perhaps 
in part as a result of these advancements, another problem 
has appeared in the industry: the proliferation of test results. 
Currently, a set of test operations may be run automatically 
in a lab run that involves performing a number of tests in a 
variety of scenarios. A short lab run for a commercial 
softWare developer, Which tests only a subset of operations 
against a single operating system, may approach 300,000 
tests. Afull lab run-all tests performed in all scenarios—may 
go Well beyond 1,000,000 tests. 

[0012] A good lab run, With feW failed tests, may yield an 
average pass rate of approximately 95%. If a developer 
Wants to investigate all failures, this means that there may be 
Well over 50,000 failures to investigate. Furthermore, 
numerous lab runs may be conducted per Week for products 
in the ?nal stages of development. There may also be 
multiple products to be tested, along With updates to prod 
ucts that are often distributed by softWare developers. In this 
environment, veri?cation of test results quickly becomes an 
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unmanageable task. Employees hired to investigate failures 
may spend signi?cant time verifying lab run results, thereby 
diminishing resources for other testing activities such as 
Writing neW tests or improving existing tests. 

[0013] The proliferation of test results and the correspond 
ing test analysis resources have not been met With suf?cient 
technological advancements in reducing the labor involved 
in test result analysis. Currently, test result ?les can be 
differentiated, Whereby identical result ?les can be catego 
riZed together. This provides some help in alloWing test 
result analyZers to group identical failures over multiple lab 
runs, but result ?les may differ slightly even if the a failure 
occurred for the same reason, simply because the failure 
occurred in different computing environments. CategoriZa 
tion based on entire result ?les therefore often requires 
redundant attention from result analyZers to slightly different 
result ?les. 

[0014] Another technique currently in use alloWs a result 
analyZer to identify one or more particular result ?les that 
they knoW are associated With an expected “bug” or imper 
fection in softWare. All result ?les that match an exact 
speci?ed description associated With the expected bug can 
be stripped from the set of result ?les to be examined. 
Alternatively, the tests that produce failures associated the 
knoWn bug can be discontinued from future lab runs until the 
bug is resolved. This solution is practical but less than 
perfect, because it may be desirable to continue running the 
test associated With a bug for other computing environments 
and to keep the generated result ?les for analysis. Simply 
discontinuing tests raises a coverage problem, creating a 
blind spot in the testing of a softWare product. 

[0015] In light of the forgoing de?ciencies in the analysis 
of test results, there is a heretofore unaddressed need in the 
industry to provide improved techniques for automated test 
result analysis. 

SUMMARY OF THE INVENTION 

[0016] Systems and methods for automated test result 
analysis provide for grouping related test result ?les across 
multiple tests, test scenarios, and lab runs. Test result ana 
lyZers can update the system to provide further sophistica 
tion in grouping test results, and can access and categoriZe 
the results by multiple useful parameters. 

[0017] Test operation results can be extracted by parsing 
the result ?les. Any information can be extracted, for 
example the output of a tested operation, error call-stacks, 
and Whether the test operation passed, failed, or yielded an 
exception, a Warning, a timeout, or other result. Extracted 
information, referred to as failure data, may be tagged With 
identifying information, uploaded to a database, and pro 
cessed by a stored procedure. 

[0018] The stored procedure can compare extracted failure 
data to failures stored in a database. Both exact and inexact 
matches can be found. Inexact matches may be found by 
ignoring some properties of failure data. Properties to be 
ignored can be designated by a test analyZer or the system 
itself. Another technique for ?nding inexact matches is to 
designate failure data patterns to match. AlloWing for inex 
act as Well as exact failure data matching enables grouping 
of related failures despite some differences in such data 
sections that may be irrelevant. By automatically ignoring 
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information about the scenarios, or con?gurations, that a 
particular test is run in, matches can be found across one or 
more con?gurations. By collapsing like failures that occur in 
a multitude of scenarios, a single failure can represent a 
many failures, thereby facilitating failure analysis. 

[0019] Uploaded failure data can be linked to an already 
eXisting representative failure identifying a group of test 
failures. Linking failure data in a database to prior failures 
alloWs the system to keep a history of test failure informa 
tion. 

[0020] In addition to grouping related failures, the stored 
procedure can separately attach any other data to the failure 
data. For example, scenario data identifying the environment 
in Which a test Was conducted may be separately associated 
to the failure data. This alloWs for a list of all scenarios in 
Which a particular failure occurred. Bug data can be linked 
to failure data, giving all bugs associated With a failure, and 
so on. 

[0021] If neWly uploaded test failure data cannot be 
matched to an already stored failure, a neW failure can be 
identi?ed. Subsequent test failures can noW be compared to 
this neW failure. NeW failures can be tagged as such and 
brought to the attention of result analyZers. Other informa 
tion regarding a particular failure may also be brought to the 
attention of result analyZers and/or stored With the failure 
itself. A failure may be identi?ed as corresponding to a 
failure that occurred previously but that has not been incor 
porated into a baseline of eXpected failures. A failure can 
also be identi?ed as a failure of a test that previously failed, 
but failed for a different reason. Such identi?cation of 
failures alloWs result analyZers to prioritiZe investigation of 
failures. The system alloWs for the generation of a baseline 
list of eXpected test failures. Such a categoriZation alloWs 
test analyZers to not have to reinvestigate already inspected 
failures. 

[0022] A Graphic User Interface (“GUI”) is also provided 
to eXpose the analyZed results to the result analyZers. The 
GUI can contain a Workspace tree 700 that alloWs the tester 
to hierarchically navigate through various automated lab 
runs based upon dates, teams, components, versions, builds, 
or any other parameter. It can contain a visual query builder 
702 that supports custom queries over the analyZed data. It 
can contain a failure tree that can display failures requiring 
investigation, e.g., failures that have not been designated as 
baseline failures. It can provide a space to comment upon 
investigated failures, and prede?ned categories may be 
associated With failures, such as “bug,”“test issue,” and “lab 
issue.” 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] FIG. 1 illustrates the cause for the proliferation of 
test results in the softWare testing industry. Multiple opera 
tions are tested against an ever-increasing number of sce 
narios. 

[0024] FIG. 2 illustrates a parsing operation that can be 
performed by a driver. Information can be extracted from a 
test result ?le, organiZed as desired, and uploaded to a 
database. 

[0025] FIG. 3 illustrates the concept of collapsing failures. 
Multiple testing failures may be considered the same even 
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though they occur in different environments. These failures 
may all be linked together under one representative failure 
in a database. 

[0026] FIG. 4 illustrates a database schema that cross 
references various properties associated to a representative 
failure. 

[0027] FIG. 5 illustrates a driver process that can be 
in?uenced by a result analyZer decision to mark a failure as 
eXpected. 
[0028] FIG. 6 illustrates an overvieW of the automated test 
result analysis system. Test results are processed by a driver, 
classi?ed in a backend, and eXposed through a GUI to result 
analyZers. 
[0029] FIG. 7 illustrates an eXemplary GUI With a Work 
space tree 700 on the left, and a query pane for displaying 
query results 703 on the right. 

[0030] FIG. 8 illustrates further potential features of a 
GUI for use With the invention. 

[0031] FIG. 9 illustrates further potential features of a 
GUI for use With the invention. 

[0032] FIG. 10 illustrates further potential features of a 
GUI for use With the invention. 

[0033] FIG. 11 illustrates the structure and relationship 
betWeen the GUI, the backend, and the driver. 

[0034] FIG. 12 illustrates an exemplary classi?cation pro 
cess for failure data that may be carried out by a stored 
procedure in the backend. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

[0035] Certain speci?c details are set forth in the folloW 
ing description and ?gures to provide a thorough under 
standing of various embodiments of the invention. Certain 
Well-knoWn details often associated With computing and 
softWare technology are not set forth in the folloWing 
disclosure, hoWever, to avoid unnecessarily obscuring the 
various embodiments of the invention. Further, those of 
ordinary skill in the relevant art Will understand that they can 
practice other embodiments of the invention Without one or 
more of the details described beloW. While various methods 
are described With reference to steps and sequences in the 
folloWing disclosure, the description as such is for providing 
a clear implementation of embodiments of the invention, 
and the steps and sequences of steps should not be taken as 
required to practice this invention. 

[0036] Moreover, it should be noted that While the fol 
loWing description generally contemplates the use of the 
techniques provided in conjunction With softWare testing, 
many industries use comprehensive testing and could bene?t 
from the invention disclosed herein. The concepts intro 
duced herein can be readily applied to test result analysis and 
veri?cation for any set of computer readable result ?les. 
Therefore, a test result ?le for use With the techniques 
provided herein could bear information about ?elds as far 
reaching as the automotive industry, industrial systems, 
products manufacturing, scienti?c study and data gathering, 
environmental studies, education, social and political sci 
ence, or any other ?eld that gathers and analyses large 
quantities of test results. The language of softWare testing is 
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used to provide a useful context to explain the invention and 
because the invention is particularly suited for software 
testing, because softWare testing often occurs in an auto 
mated environment Where tests can be run very fast and test 
data can be automatically stored comparatively cheaply, 
contributing to a proliferation of test results. 

[0037] The folloWing detailed description of the embodi 
ments of the invention Will begin With a description of the 
infrastructure and methods for test result analysis and veri 
?cation, and then proceed to describe the GUI that has been 
developed to facilitate exposure of the stored test results and 
representative test failures. 

[0038] Test Result Analysis 

[0039] This section provides detailed description of com 
ponents and aspects of the invention set forth in the sum 
mary of the invention section, explaining and expanding 
upon the elements set forth in that section as appropriate. 

[0040] Test result ?les are computer readable ?les con 
taining information about a test and the result of the test. Test 
result ?les can be automatically generated, as in the case of 
automated softWare testing, or can be manually generated by 
a human entering information about test results into a 
computer. Test result ?les can contain any information about 
tests and test results. The information in a test result ?le 
often varies depending upon the test and What information 
from a test is considered useful. For example, in an auto 
mobile collision test, the outdoor temperature may not be 
considered useful information to store in a test result ?le, 
While the fact that it Was or Was not raining When the test Was 
performed may be considered useful information. In the area 
of softWare testing, information about some aspects of a 
hardWare con?guration on Which a test is run may be 
considered useful While other hardWare con?guration infor 
mation may not be considered useful. 

[0041] Test Result Files 

[0042] A test result ?le can be stored in any computer 
readable format currently in use or later developed. A 
standard test result ?le today comes in Extensible Markup 
Language (“XML”) format, Which utiliZes tags to identify 
data in a ?le. Other ?le formats Will also Work With 
embodiments of the invention. Some other ?le markup 
syntaxes are the Hyper-Text Markup Language (“HTML”) 
and the MICROSOFT WORD® Markup Language 
(“WordML”). Numerous other ?le formats are available and 
often vary based on an application designed to use the 
format. A ?le can be in .doc, .txt, .rtf, .pdf, or .vsd format, 
to name only a feW. While some ?le formats, and especially 
XML, is considered a likely candidate for use With the 
invention, it is not limited to the ?le format in Which 
individual test results are packaged. Regardless of result ?le 
formats, a program can be Written to parse the ?le and obtain 
the failure data for use in connection With the techniques of 
the invention. 

[0043] Parsing a result ?le refers to breaking it into 
smaller chunks so a program can act upon the information. 
In this regard, imagine an XML result ?le 200 such as that 
of FIG. 2. The illustration of FIG. 2 is highly simpli?ed and 
illustrates a result ?le 200 With far less information than a 
typical test result ?le, but it is instructive in illustrating 
parsing. A?rst line in the input result ?le 200 identi?es a test 
that Was conducted, “open a ?le.” A second through sixth 

Nov. 17, 2005 

line identi?es some scenario information for the test, and so 
on. Parsing such a ?le 200 can involve Writing a program 
such as driver 201 that extracts these lines. An input ?le 200 
can be in any ?le format and can be consistently formatted 
according to a particular document structure to facilitate 
operations on the parsed result ?les. To use XML parlance, 
an input result ?le 200 can conform to any schema. Schemas 
ensure that test data in a result ?le 200 are consistently 
tagged and structured, so that parsing operations can be 
easily performed 
[0044] The actual properties, or failure data, that is 
extracted by the driver 201 can vary at the discretion of those 
skilled in the art. Failure data should include relevant test 
result information that is likely to be useful for analysis. In 
the context of softWare testing, there are several result ?le 
200 properties that are often considered useful in analyZing 
test failures. The folloWing are examples of these properties 
not intended to limit the invention, but rather to demonstrate 
potential properties to be extracted from a result ?le 200. 
First, it may be desirable to extract the actual output of a 
tested operation. In other Words, if a tested operation is “add 
the number four and the number ?ve,” and the expected 
result Was “nine” but the actual output Was “seven,” it can 
be useful to have this information for analysis. Second, a test 
result itself is certainly a likely candidate for extraction from 
a test result ?le 200. A test can be passed or failed, or some 
other result that provides additional information about the 
result may be returned, such as “Warning” indicating that the 
tested operation returned a Warning, “exception,” indicating 
that the tested operation returned an exception, “unknoWn” 
indicating that the result of the tested operation is not 
knoWn, “timeout,” indicating that the operation did not 
complete, or “aborted,” indicating that an operation Was 
aborted. Third, call-stack information, indicating the calls 
that Were made in the course of the tested operation, may be 
useful to extract from a test result ?le 200. Fourth, any 
exceptions that Were generated in the course of the tested 
operation may be useful to extract from a test result ?le 200. 

[0045] Once failure data has been extracted from a result 
?le 200 as set forth above, extracted failure data can be 
uploaded to a backend. A backend includes the stored 
procedure 202 and database 203 in FIG. 2. Simply storing 
failure data in a column of a database 203 Would not prove 
to be very useful. Instead, failure data can be classi?ed in 
useful groups by the stored procedure 202. These useful 
groups can be identi?ed by representative failure character 
istics. Moreover, failure data can be analyZed and separately 
linked to representative failures, providing quickly acces 
sible information about particular failures. 

[0046] Failure Data Analysis 

[0047] Classi?cation of failure data in a database accord 
ing to failure characteristics can be accomplished by any 
computer program. Such a program compares the charac 
teristics of incoming failure data to the characteristics of 
stored failures. Adatabase stored procedure 203 is a program 
that can perform such a comparison, and in a preferred 
embodiment the preexisting ability of available database 
softWare may be leveraged to generate and carry out stored 
procedures tailored to the particular needs of a user of the 
softWare. Alternatively, any application may be created that 
performs such a comparison, for example by using the 
function calls exposed by a database API to request database 
services. 
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[0048] Failure Linking 

[0049] Failures that have occurred repeatedly across mul 
tiple lab runs, and are therefore the subject of multiple result 
?les, can be represented by a single set of failure charac 
teristics in a database to Which many failures are linked. This 
concept is represented by FIG. 3. FIG. 3 shoWs an example 
of test results for a test that is run in multiple scenarios, or 
con?gurations. The con?gurations for this example are 
taken from the softWare testing industry. XP and ME are tWo 
types of operating systems. ENU stands for English Lan 
guage, DEU is German, JPN is Japanese. X86 and IA64 are 
processor types. The letters A, B, C and so on across the top 
of the ?gure stand for various lab runs in Which the exem 
plary test Was run. The boxes With the triple letters “AAA, 
”“BBB” and “CCC” stand for particular failures that 
resulted from the test. Where there is not an identi?ed 
failure, no failure occurred. As FIG. 3 demonstrates, the 
same failures may occur again and again across multiple lab 
runs as Well as across various con?gurations. These failures 
can be collapsed, as demonstrated by the arroW to the three 
identi?ed failures at the bottom of the ?gure. Observing and 
investigating three identi?ed failures is far easier for a 
human examiner than attempting to inspect every single 
failure instance. 

[0050] By collapsing failures according to failure charac 
teristics, a particular failure can be examined by a result 
analyZer. The entire history of the failure, as embodied by 
the various failure instances linked to the failure, may be 
accessed. 

[0051] Aresult analyZer can look at a failure (as de?ned by 
a set of failure characteristics) and ?nd out the circum 
stances in Which the failure occurred. Moreover, this capa 
bility alloWs for a determination of Which failures are neW 
and Which failures are not neW. In general, result analyZers 
are more likely to be interested in neW failures, because they 
may already be aWare of old failures and attention to these 
failures may be redundant. 

[0052] Classi?cation Warrants some further attention here 
because of the innovative Ways in Which classi?cation may 
be carried out to achieve the goals of the invention. In 
general, classi?cation involves comparing uploaded failure 
data With an existing set of failure characteristics to deter 
mine if there is a match. If there is a match, the uploaded 
failure data can be linked, via any available database linking 
techniques, to the matched failure characteristics. Requiring 
an exact match for every single aspect of uploaded failure 
data is certainly possible, and exact matches can be pursued 
?rst. HoWever, there may be any number of reasons exact 
matches cannot be made even though failures should be 
classi?ed together. For example, failure data may contain a 
time stamp indicating a time When the test Was performed. 
Such a time stamp could be unique to a particular test. To 
thWart classi?cation by demanding a matching time stamp 
Would be contrary to the spirit of classi?cation into useful 
groups. Similarly it may be preferable to ignore many other 
aspects of uploaded test failure data. The particular proper 
ties to be ignored for a given set of failure data are an 
implementation speci?c detail and it is not useful to attempt 
a list of such properties here. 

[0053] Ignoring aspects of a failure may be accomplished 
by a computeriZed process, such as a stored procedure 202, 
Which is designed to compare failure data to the expected 
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characteristics, i.e., characteristics of a representative fail 
ure. It may also be accomplished in the softWare testing 
industry by Writing tests that automatically tag some data in 
result ?les to be ignored. In this embodiment, result ?les 
may indicate Which properties are to be ignored. If an 
incoming result ?le is in XML format, for example, failure 
data to be ignored can be tagged <ignore>, or given an 
ignore attribute. Of course, any other technique may be used 
to also mark result ?le properties to be ignored. The fol 
loWing abbreviated results ?le demonstrates a property of a 
?le (a timestamp) that is designated to be ignored When 
matching result ?les to failure characteristics: 

Results.xml 

<Ignore> 
2/19/2004 9:20:35 PM 

</Ignore> 

<Result>FAILED</Result> 
</Variation> 

[0054] Properties of result ?les to be ignored can be left 
out of comparisons to failure characteristics stored in the 
database. They may also be ignored at the outset by a driver 
201, and therefore never extracted and uploaded to a back 
end. By ignoring properties that Will result in improper 
classi?cation of failures, a meaningful classi?cation can be 
maintained With a set of failures that are substantively 
similar, such that a single investigation of the failure suf 
?ces. 

[0055] Another technique for ?nding inexact matches is to 
designate failure patterns to match. Failures that have data 
patterned in a particular Way may all represent failures that 
are properly classi?ed together. Often tests do not have 
control over the test output: this may be true in the case of 
product error strings containing generated data, for example. 
Alternatively, it may not be feasible to tag results ?le 
properties to be ignored. Techniques for specifying an 
abstract format to identify a ?le pattern are knoWn and can 
be accomplished by those of skill in the art. Some database 
softWare contains functions that alloW for this already, for 
example the LIKE clause support in MICROSOFT SOL 
SERVER. To use such a feature to alloW pattern matching, 
failure characteristics can be speci?ed using Wildcards, or 
variable features that can replace any characters With the 
indicated expressions. 

[0056] In addition to ignoring features for the purpose of 
comparison and linking, some failures can be collapsed into 
a single failure as illustrated in FIG. 3. For example, 
identical failures across all con?gurations can be automati 
cally collapsed into a single failure. This alloWs for a single 
failure investigation that applies to a potentially very large 
number of individual test failures. This single investigation 
effectively disposes of the entire matrix of test scenarios in 
Which a test Was performed and failed for the same reason. 

[0057] If a failure does not match an existing set of 
expected characteristics, a neW failure can be identi?ed With 
the characteristics of the non-matching failure data. Char 
acteristics from a failure may be suitably generaliZed to 
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identify a failure that Will be matched by future uploaded 
failures bearing data that should be classi?ed therewith. 
Subsequent failures can noW be compared to this neW 
failure, or the expected characteristics identi?ed Within the 
neW failure, and associated With the identi?ed failure. In the 
collapsing failures diagram of FIG. 3, envision a neW failure 
“DDD” that occurred in lab run C in the uppermost con 
?guration. Because “DDD” does not match any of the 
failures “AAA”“BBB” or “CCC,” a neW box With “DDD” 
can be added to the area under the arroW at the bottom of the 
?gure. Further occurrences of “DDD” can be linked to the 
“DDD” failure. 

[0058] A useful overvieW of the classi?cation process 
described above is provided by FIG. 12. The ?oWchart of 
FIG. 12 is illustrated as a process occurring Within a 
“backend”1201 or database. Abackend 1201 comprises both 
the stored data of a database as Well as the database engine 
softWare that makes the data available to the outside World. 
Walking through the steps of FIG. 12, the ?rst item in the 
?oWchart represents an incoming failure 1202. This failure 
1202 represents properties of a failure that have been 
extracted for comparison to existing database failures. The 
stored procedure in the backend 1201 may take this incom 
ing failure 1202 and search for matching failures across any 
number of scenarios. Properties that are declared to be 
ignored can be ignored in this matching process. As stated 
above, failures may be classi?ed by any failure properties, 
and scenario information is likely to be ignored in many 
preferred embodiments. If a matching failure is found, the 
incoming failure 1202 can be linked to it immediately, as 
indicated by the “yes” option from the “matching failure 
found?” decision diamond. 

[0059] If a matching failure is not found, further measures 
may be taken to ?nd a match for an incoming failure 1202. 
These further measures can be taken automatically or speci 
?ed by a result analyZer. The further measure may comprise 
pattern matching. If a failure can be matched using pattern 
matching, the failure can be classi?ed accordingly by link 
ing it to an existing failure. If not, it can be inserted as a neW 
failure. 

[0060] In addition to the classi?cation, or collapsing, 
related failures as described above, additional techniques 
may be employed to facilitate analysis of test failures. 
Preferred embodiments of the invention can actually per 
form some useful test result analysis on behalf of a human 
result analyZer before the human begins. These techniques 
comprise identi?cation and linking of expected failure data 
to provide quick identi?cation of these characteristics for the 
various failures. 

[0061] For example, in the softWare industry tests are 
usually performed in a speci?ed operating system environ 
ment. The operating system is an important piece of infor 
mation for result analyZers because it has a profound effect 
on the Way an operation may be carried out. Therefore a test 
result ?le Will generally include information identifying an 
operating system that Was running When the test Was per 
formed. A result analyZer using the invention as described 
thus far could access information about all operating sys 
tems in Which a particular failure occurred by looking 
through all the result ?les associated With the failure. HoW 
ever, this may become tedious. Alternatively, a result ana 
lyZer could formulate a query across the database in Which 
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the result ?les are stored to determine the set of operating 
systems for a particular failure. This too could be cumber 
some, especially for information such as operating system 
information that may be frequently accessed. 

[0062] Therefore various embodiments of the invention 
can facilitate access to such important test result ?le prop 
erties by separately linking these properties to an identi?ed 
failure. Aresult analyZer can go straight to a list identifying, 
for example, all of the operating systems in Which a par 
ticular failure occurred. This can be accomplished by auto 
matically copying the relevant information from a result ?le 
to a database location that is linked to the appropriate failure. 
This process can be managed by any automated procedure, 
including the stored procedure discussed above. 

[0063] Any properties of a result ?le or other information 
about a failure may be stored in a linked database location 
alloWing convenient access to the information. In the con 
text of softWare testing, some information that is considered 
useful for automated analysis is illustrated in FIG. 4. FIG. 
4 provides an exemplary database schema that links various 
test result information in a particularly useful Way. 

[0064] Exemplary Database Schema 

[0065] While the schema provided in FIG. 4 Will be 
understood by those familiar With database design, a brief 
general description may be of use for the uninitiated. Each 
of the tables represented in FIG. 4, e.g., Failures 400, Bugs 
402, FailureCon?gurations 401, etc. contains tWo columns, 
a right column and a left column. The right column identi?es 
the data columns of the represented table in a database. 
Therefore the Failures table 400 in the middle of FIG. 4 
represents a database table With data columns for ID, for 
ScenarioVersionID, for TestcaseID, and so on. 

[0066] The left column of FIG. 4 identi?es Which column 
headers in the right column Will be used as primary keys 
(“PK”) or foreign keys (“FK”). Aprimary key is an identi?er 
that is unique for each roW of a particular table. Therefore, 
the Failures table 400 has a column called “ID” that contains 
a primary key identi?er for each roW in the Failures table 
400. Aforeign key is a reference to a primary key or another 
unique key of another database table. Therefore HQ in the 
Bugs table 402 refers to PK in the Failures table 400. The 
bugs table 402 has a compound primary key, consisting of 
a BugNumber and a FailureID. 

[0067] FIG. 4 illustrates a number of failure properties 
that are represented in various tables of a database. First, a 
Failures table 400 can have roWs that identify failure char 
acteristics associated With test failures. A number of exem 
plary characteristics are provided. To highlight a feW, the 
box at the top of the failures table 400 that “uniquely 
identi?es a test variation” may include columns With speci?c 
information about a tested operation as Well as the scenario 
in Which the test Was performed. This information may be as 
speci?c or as general as desired. Various identi?cation 
properties are suggested. A failure log 409 can contain 
information about the failure used to analyZe it, for example, 
the expected output and the received output for a particular 
failure. An “IsBaseline” column may be used to mark Which 
failures are expected, as Will be explained further With 
reference to the baseline concept, beloW. 

[0068] A FailureCon?gurations 401 table is provided that 
links to the Failures table 400. A link to the Failures 400 
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table is provided by using a foreign key in the Failures table 
400, as shown, that maps to a FailureID column of a failure 
con?gurations table 401. A Con?gID, or con?guration iden 
ti?er, is provided in another column of the FailureCon?gu 
rations table 401, indicating a particular con?guration, or 
scenario in Which a failure occurred. Exemplary con?gura 
tions corresponding to the Con?gID column of this table are 
provided in the gray box 408 beneath the table 401. By using 
a separate FailureCon?guration table, a failure can reference 
multiple con?gurations in Which the failure occurred. 

[0069] Similarly, a Bugs table 402 is provided that links 
failures in the Failures table 400 to bugs that are identi?ed 
as being a potential cause of a failure. Multiple bugs can be 
referenced for a particular failure. The exemplary bugs table 
402 shoWs a column for a bug number, a column for a failure 
ID, and a column for comments. If investigation of a bug 
leads to useful information, it can be stored as a comment 
associated With a bug number 

[0070] ATaskFailures table 403 is provided, also linked to 
the Failures table 400 as described above. The TaskFailures 
table 403 can contain a prioritiZed list of failures to inves 
tigate. This list can be based on information in the Failure 
Types 404 table and link to the failure data in the Failures 
400 table. The TaskFailures table 403 provides a friendly 
interface for use With the GUI for result analyZers Wishing 
to investigate failures. 

[0071] The FailureTypes table 404 is also illustrated as 
linking to a Failures table 400. By linking the failures types 
directly to the Failures table, a record can be kept of an 
assigned failure type, such as NeW, Previous, Different, 
Bugs, Test Issues, etc. In addition the investigate column 
may identify failures that require investigation. This catego 
riZation of failure type alloWs for additional time saving and 
prioritiZation of failures in the use of the invention. 

[0072] Finally, a FailureResults table 405 in FIG. 4 is 
provided, linked to the Failures table 400. FailureResults 
indicates the result of the associated failure. The result can 
be “failed”, “Warning”, or some other result that provides 
additional information about the failure, such as “excep 
tion,” indicating that the tested operation threW an excep 
tion, “unknoWn” indicating that the result of the tested 
operation is not knoWn, “timeout,” indicating that the opera 
tion did not complete, or “aborted,” indicating that an 
operation Was aborted, etc. 

[0073] The database schema provided by FIG. 4 Will be 
instructive in understanding the GUI that exposes the data to 
users, as explained beloW. In short, the TaskFailures 403, 
FailureCon?gurations 401, and Failures 400 tables can be 
used to access the rest of the information in the database. 
Through these tables, data for representative failures is 
linked to all corresponding tests, all corresponding con?gu 
rations, and all instances of tasks to perform in investigating 
failures. 

[0074] Baseline Failures 

[0075] As suggested in the discussion above regarding 
linking and cross-referencing properties of failures to aid in 
failure analysis, various properties may be assigned to 
failures to further aid in classi?cation and investigation of 
test failures. While any property that aids in failure inves 
tigation may be added either manually or automatically to 
the stored test result data, several useful properties have 
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been incorporated into preferred embodiments of the inven 
tion. First, With reference to FIG. 4, note the presence of an 
“IsBaseline” column in the Failures table 400. Baseline is a 
concept that Was developed for use With the invention; it 
indicates a set of expected failures. By adding a particular 
failure to the baseline, e.g., by entering “True” in the 
“IsBaseline” column, the associated failure can become 
classi?ed as the expected value, alloWing greater attention to 
non-investigated failures. In an industry Where large vol 
umes of test results are produced, minimiZing redundant 
attention to test failures is desirable. 

[0076] One poWerful feature of the invention that may be 
included in various embodiments is to alloW a failures 
baseline to be an accumulation across numerous tests. Result 
analyZers in the softWare testing industry no longer not have 
to pick a ‘pristine’ lab run to use as a baseline. Instead, a 
baseline can be determined by an aggregation of all lab runs 
and test results. Some failures can be included in a baseline 
from a ?rst run, some from a second, and so on. 

[0077] Baseline failures can be presented in any number of 
Ways. In a GUI for exposing the database, baseline failures 
can be given colors to distinguish them from failures that 
need investigation. Also, failures that match the baseline 
could simply not be displayed unless requested by a result 
analyZer. There are limitless techniques available for deem 
phasiZing the visual appearance of failures marked as base 
line. 

[0078] Failures marked as expected, or baseline failures 
can also be treated differently throughout the automated test 
result analysis provided here. For example, tested operations 
that are expected baseline failures can be automatically 
discontinued by connecting the database to the servers in 
charge of orchestrating the automated testing. Less drastic 
treatment of baseline failures may include storing neW 
failures associated With baseline failures in a separate loca 
tion Where they Will not bog doWn the database server 
designed to provide data to test result analyZers. One such 
solution is provided in FIG. 5. Illustrated in FIG. 5 is a 
?oWchart shoWing process steps for an exemplary native 
driver 500 such as the driver 201 provided in FIG. 2. In this 
exemplary embodiment, the driver 500 in FIG. 5 can ?rst 
get the result ?le from a test run. The driver can then load 
baseline failures from a database. Next, it can process the 
results, Which may involve parsing them as described above. 
Next, it can compare the results to the baselines. Note that 
this may be conducted even before uploading any failures to 
a database. In the embodiment of FIG. 5, failures that match 
the baseline may simply be discarded, in that the driver 500 
moves on to process any further test results if it determines 
that a result matches a baseline. OtherWise, a non-baseline 
failure can be uploaded to a backend, or database. The 
process can be repeated as necessary for all failures. Once 
the non-baseline failures are uploaded to a database, they 
can be classi?ed and cross-referenced as described above. 

[0079] Failure Types 

[0080] While the identi?cation of baseline, or expected 
failures is particularly useful for automatic analysis of large 
volumes of test results, other features may also be identi?ed, 
both automatically based on properties of failures, and 
manually based on input from a result analyZer. FIG. 4 
presents some useful features to identify With failures. The 
“neW,”“previous,” and “different” data in the exemplary 
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FailureTypes table 404 may prove useful in results analysis. 
These are properties that indicate the failure requires inves 
tigation, and can be identi?ed automatically or manually. If 
a neW test failure cannot be matched to a stored failure, a 
neW failure can be identi?ed. NeW failures can be tagged as 
such and brought to the attention of result analyZers. Again, 
techniques for highlighting failures are unlimited and gen 
erally involve the use of color, Weight, shading, and page 
placement. 
[0081] Another useful metric for use in failure analysis is 
the “previous” label. A failure may be identi?ed as corre 
sponding to a failure that occurred previously but that has 
not been incorporated into a baseline of expected failures. In 
this case, the status of the corresponding failure is perhaps 
of higher priority than baseline failures, but of loWer priority 
than neW failures. In other Words, a result analyZer may be 
more interested in neW failures than in those that have 
occurred before although have not yet been added to a 
baseline or expected group of failures. Such failures are 
called previous failures for the purpose of this document, 
and can be highlighted in a Way to demonstrate that they are 
this type of failure. 

[0082] Another useful failure type that can be identi?ed 
automatically, and manually if necessary is the failure that 
occurred previously, but failed for a different reason. This 
may be the case When, for example the ?rst failure returned 
a Warning, and the second failure returned a timeout. It could 
also be ?agged by different operation outputs, both of Which 
are failures. For the purpose of this document, such failures 
are called “different” failures, as shoWn in FIG. 4. 

[0083] The useful Ways of identifying failure types above 
can be further augmented by tagging failures With informa 
tion about the type of investigation that should be made 
regarding the failure. The gray box for FailureTypes pro 
vides this information in the loWer half of the box. The four 
exemplary Ways to tag information as investigated are 
“bug,”“test issue,”“lab issue,” and “random.” 

[0084] Summary 
[0085] In summary, refer to FIG. 6 for an overvieW of the 
systems and methods for test result analysis. First, tested 
operations can run on a series of lab clients 600. This Will 
generate a multitude of result ?les 601, Which may be in 
XML format, as illustrated, or some other computer readable 
format. These result ?les 601 can be parsed by a driver 602, 
Which can extract failure information, strip irrelevant infor 
mation, and upload the parsed information to the backend 
605. The backend comprises one or more stored procedures 
603 and a database 604. Here, parsed failure data can be 
classi?ed and cross referenced, as illustrated in connection 
With FIG. 4. The failure 601 can be classi?ed according to 
expected characteristics. NeW failures may be identi?ed for 
failures bearing characteristics that do not match any exist 
ing failures. Useful aspects of failures data can be separately 
cross-referenced to failures in the database, providing addi 
tion analysis poWer. Also, additional information regarding 
failures may be identi?ed and cross-referenced. This addi 
tional information may include identifying a failure as an 
expected failure. Such information can be delivered back to 
automation controllers 607 to in?uence future testing, as 
desired. This information can be used in the GUI 606 to 
indicate failures to be highlighted, for example by using 
colors for failure types. The GUI 606 exposes the database 
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604 to result analyZers, or “testers.” Testers may then update 
the data in the database as information is discovered about 
failures, thereby in?uencing future testing procedures. The 
next section Will provide additional detail about aspects of 
the GUI. 

[0086] A GUI for Exposing Test Results 

[0087] This section provides detailed description of com 
ponents and aspects of the invention set forth in the sum 
mary of the invention section, explaining and expanding 
upon the elements set forth in that section as appropriate. 

[0088] A Graphic User Interface (“GUI”) is provided to 
expose automatically analyZed results to result analyZers. 
The term “result analyZer” and “tester” are used inter 
changeably in this speci?cation to refer to a human Who 
investigates and analyZes test results. In general, the GUI 
can contain a Workspace tree 700 that alloWs the tester to 
hierarchically navigate through various automated lab runs 
based upon dates, teams, components, versions, builds, or 
any other parameter. It can contain a visual query builder 
702 that supports custom queries over the analyZed data. It 
can contain a failure tree that can display failures requiring 
investigation, e.g., failures that have not been designated as 
baseline failures. It can provide a space to comment upon 
investigated failures, and prede?ned stock comments may 
be associated With failures, such as “bug,”“test issue,” and 
“lab issue.” 

[0089] TWo conceptually important components of the 
GUI are the Workspace tree 700 and the query WindoW 701. 
The Workspace tree 700 may be a ?le tree that alloWs easily 
navigation through the vast number of lab runs and test 
results stored in the lab run database. It gives an overvieW 
of the organiZation, as Well as high-level information of 
items that require investigation. An exemplary Workspace 
tree 700 and query WindoW 701 are provided in FIG. 7, 
Which also points out tWo components of a query WindoW 
701700, namely the query builder 702 and the query results 
703 WindoW 703. 

[0090] Once a lab run or tests have been located using the 
Workspace tree 700700, the query WindoW 7011 may be used 
to display the results. Aquery builder 702 portion of the GUI 
alloWs testers to execute custom queries over automation 
and failure data stored in a database. The results of queries 
are then presented in the query results 703 vieW, Which can 
be represented as a grid or tree depending upon the data. 

[0091] The organiZation of the Workspace tree 700 may be 
structured to parallel a lab run automation database and 
alloW testers to easily locate the lab runs and results they are 
looking for. The automated test result analysis may operate 
over numerous automation systems and backends. A set of 
default backends can be added to a Workspace tree 700, 
While additional backends can be added by right-clicking on 
a backends node in the Workspace tree 700. 

[0092] Within each backend the organiZation of test results 
may vary, or can folloW a systematic pattern such as 
organiZing lab runs by Projects, Dates, Versions, Builds and 
Purpose. Test results can be further classi?ed into Team, 
Tester, Tests, and Con?gurations. 

[0093] Runs may be further categoriZed into dates, so 
testers can easily see What lab runs are going on this Week, 
runs that are still active, or broWse older runs for historical 

purposes. 










