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METHOD AND SYSTEM TO FACILITATE 
SECURELY PROCESSING A PAYMENT FOR AN 

ONLINE TRANSACTION 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to the ?eld 
of commerce automation. More speci?cally, the present 
invention relates to a method and system to facilitate 
securely processing payments for online transactions. 

BACKGROUND OF THE INVENTION 

[0002] Electronic commerce (“e-commerce”) has been 
increasing in popularity as more people are becoming accus 
tomed to purchasing products online via the Internet. HoW 
ever, online transactions can raise security issues for mer 
chants. 

[0003] In a typical e-commerce transaction, a customer 
uses a Web client (e.g., a broWser, such as the Internet 
Explorer broWser developed by Microsoft Corporation of 
Redmond, Wash. State) to access a merchant Website hosted 
on a merchant server. The customer broWses the merchant 
Website selecting items to purchase. When the customer is 
ready to pay for the selected items, a checkout Web page 
including a list of the items selected for purchase is dis 
played. To con?rm the selection of items, the user selects a 
“checkout” button on the checkout Web page. 

[0004] Next, a payment Web page is displayed to the 
customer. At the payment Web page, the customer enters 
payment information for the e-commerce transaction. For 
example, the customer may be prompted to enter a credit 
card number, a billing address for the credit card number, 
and a shipping address for the items selected for purchase. 
Once the information is entered, the customer selects a 
“submit payment” button and the payment information is 
posted to the merchant server. The merchant server Will then 
communicate the payment information to a server adminis 
tered by a third party payment processor. The payment 
processor server Will verify the information entered by the 
customer, process the payment, and communicate to the 
merchant server Whether the payment Was successful. Upon 
a successful payment, the merchant server Will display a 
payment veri?cation Web page to the user. 

[0005] An alternative method is commonly referred to as 
a “buyer push” payment method, in Which the seller 
“pushes” funds to the merchant. A “buyer push” transaction 
may proceed as folloWs. 

[0006] At a checkout Web page doWnloaded to the cus 
tomer’s computer, the customer is presented With a virtual 
shopping cart listing all of the items the customer has 
selected to purchase. In addition, the checkout Web page 
may list other transaction data, such as the price for each 
item, a sub-total for all items, any applicable tax, and a total 
cost of the transaction. When the customer selects the 
“checkout” button, the customer’s computer communicates 
all of the transaction information to a third party server for 
payment processing via a Hypertext Transfer Protocol 
(HTTP) Post method. 

[0007] The payment processor server receives the trans 
action information and then presents the user With a user 
credentials Web page. The user credentials Web page 
prompts the customer to enter a username and passWord for 
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veri?cation purposes. Once the customer enters a username 
and passWord, the customer selects the “OK” button to 
submit the user credentials to the payment processor server. 

[0008] Upon successful veri?cation, the customer is pre 
sented With a payment Web page. At the payment Web page, 
the customer selects a form of payment that is available to 
the customer based on the customer’s user credentials and 
the customer’s current account standings With the payment 
processor. For customers With existing accounts, a previ 
ously selected default shipping address is used. HoWever, 
the customer might select an alternative shipping address at 
the payment Web page. After entering the payment infor 
mation, the customer selects the “submit payment” button to 
con?rm the payment and to communicate the payment 
information to the third party payment processor server. 

[0009] After receiving and validating the payment infor 
mation, the payment processor server displays a payment 
con?rmation Web page and communicates the payment 
information to the merchant server With a payment status 
(e.g., Whether the payment Was successful). If the payment 
status indicates that the payment Was successful, then the 
merchant server Will display its oWn payment con?rmation 
Web page. 

[0010] The “buyer push” method described has potential 
technical problems that can raise security concerns for 
merchants. In the traditional “buyer push” scheme described 
above, When the transaction information is communicated 
from the merchant checkout page to the third party payment 
processor, the transaction information is susceptible to being 
intercepted and/or modi?ed. For example, the transaction 
information is simply embedded in a hypertext markup 
language (HTML) document and communicated to the third 
party payment processor server via the Hypertext Transfer 
Protocol (HTTP) Post method. Therefore, the transaction 
information can be vieWed and edited by simply editing the 
source HTML document prior to submitting the data to the 
third party payment processor server. A customer might 
modify the payment price and pay less for a product than the 
merchant intended. Similarly, the status of the payment is 
communicated to the merchant server via the HTTP Post 
method and therefore subject to the same security issues. 
Consequently, security ?aWs exist in the traditional “buyer 
push” method. 

SUMMARY OF THE INVENTION 

[0011] In accordance With one aspect of the present inven 
tion, there is provided a computer-implemented method and 
system to facilitate the processing of payments for e-com 
merce transactions. A merchant server encrypts and digitally 
signs transaction data (e.g., items selected by a customer for 
purchase, the price of the items, any applicable sales tax, 
and/or shipping and handling charges) and communicates 
the transaction data to a third party payment processor 
server. Upon receiving secure transaction data from a mer 
chant server, the payment processor server decrypts and 
authenticates the transaction data and generates a transaction 
data ID to identify the transaction data. Next, the payment 
processor server digitally signs and communicates the trans 
action data ID to the merchant server. After receiving and 
authenticating the transaction data ID, the merchant server 
digitally signs and communicates a request to process a 
payment to the payment processor server. The request to 
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process the payment includes the transaction data ID to 
identify the transaction and related transaction data for 
Which the merchant server Would like the payment pro 
cessed. The payment processor server receives and authen 
ticates the request to process the payment and prompts the 
customer to enter user credentials to verify the identity of the 
customer and access the customer’s previously stored 
account data. Once the customer’s credentials have been 
veri?ed, the payment processor automatically processes the 
payment by directing the customer’s funds to the merchant’s 
account. 

[0012] In accordance With a second aspect of the inven 
tion, after a payment is processed, the payment processor 
server generates a secure payment ID to identify payment 
data related to the transaction payment. The payment pro 
cessor server digitally signs and communicates the secure 
payment ID to the merchant server. Next, the merchant 
server digitally signs and communicates a request for pay 
ment data, such as payment status, to the payment processor 
server. The request for payment data includes the secure 
payment ID to identify the payment data being requested. 
The payment processor server receives and authenticates the 
request for payment data and subsequently communicates 
the payment data to the merchant server over a secure 
communication channel. Other features of the present inven 
tion Will be apparent from the accompanying draWings and 
from the detailed description that folloWs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The present invention is illustrated by Way of 
example and not limitation in the ?gures of the accompa 
nying draWings, in Which like references indicate similar 
elements and in Which: 

[0014] FIG. 1 is an exemplary client-server netWork dia 
gram illustrating the relationship betWeen a client PC, a 
merchant server and a payment processor server, for one 
embodiment of the present invention; 

[0015] FIG. 2 illustrates a method of processing a trans 
action payment for an e-commerce transaction from the 
perspective of a user, for one embodiment of the present 
invention; 
[0016] FIG. 3 illustrates a method of processing a trans 
action payment for an e-commerce transaction from the 
perspective of a user, for one embodiment of the present 
invention; 
[0017] FIGS. 4A and 4B illustrate a ?oWchart for one 
method of processing a transaction payment for an e-com 
merce transaction, for one embodiment of the present inven 
tion; 
[0018] FIG. 5 illustrates a ?oWchart for one method of 
processing a transaction payment for an e-commerce trans 
action, for one embodiment of the present invention; and, 

[0019] FIG. 6 is a diagrammatic representation of a 
machine in the exemplary form of a computer system Within 
Which a set of instructions, for causing the machine to 
perform any one of the methodologies discussed above, may 
be executed. 

DETAILED DESCRIPTION 

[0020] A computer-implemented method and a system to 
process a payment for an e-commerce transaction are 
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described. In the folloWing description, for purposes of 
explanation, numerous speci?c details are set forth in order 
to provide a thorough understanding of the present inven 
tion. It Will be evident, hoWever, to one skilled in the art that 
the present invention may be practiced Without these speci?c 
details. 

[0021] FIG. 1 illustrates an exemplary client-server net 
Work environment in Which the present invention can be 
implemented. In accordance With one embodiment of the 
present invention, and as illustrated in FIG. 1, a potential 
customer, or buyer, uses a client personal computer (PC) 20 
connected to a netWork (e.g., the Internet 22) to interact With 
a merchant server 24 and a payment processor server 26. The 
client PC 20 Will generally execute client softWare such as 
a Web client (e.g., a broWser, such as the Internet Explorer 
broWser developed by Microsoft Corporation of Redmond, 
Wash. State) that enables the customer to broWse Web pages 
on the World Wide Web. In FIG. 1, the client 20 is illustrated 
as a PC. HoWever, it Will be appreciated that the client 20 
could be any type of computing device including, but not 
limited to, a laptop, a handheld digital assistant, or a mobile 
phone. 

[0022] The merchant of server 24 executes Internet server 
softWare including, but not limited to, Web server softWare 
and Application Program Interface (API) server softWare. 
The Web server softWare executing on merchant server 24 
serves Web pages to Web clients, such as a Web broWser 
executing on client 20. The Web pages provide an interface 
to a virtual store that customers can broWse With the Web 
broWser softWare. While broWsing the virtual store, custom 
ers can select items to purchase. Items selected for purchase 
are temporarily stored by the merchant server 24 and 
accessed for checkout by selecting a link to a virtual 
shopping cart. For one embodiment of the present invention, 
to process a payment for the customer’s selected items, the 
merchant server 24 interacts With the payment processor 
server 26. Similarly, the API server softWare provides a 
programmatic interface to the merchant server 24. 

[0023] The payment processor server 26 is connected to 
the client PC 20 and the merchant server 24 via the Internet 
22. Like the merchant server 24, the payment processor 
server 26 also executes Internet server softWare including, 
but not limited to, Web server softWare. For one embodiment 
of the invention, a customer directs a Web broWser to the 
Website hosted by the payment processor server 26 by 
entering the uniform resource locator (URL) of the payment 
processor server 26 (e.g., http://WWW.xyZ-paymentproces 
sor.com). The payment processor server 26 prompts the 
customer to create an account, including a username and 
passWord to identify the customer as the holder of the 
account. In addition, the payment processor server 26 might 
prompt the customer to enter account information for 
accounts held at other ?nancial institutions, such as bank 
accounts and credit card accounts. As Will be discussed 
beloW, by establishing an account With the payment proces 
sor, the customer can later use the account to make a 

payment for items selected for purchase on the virtual store 
hosted by the merchant server 24. 

[0024] For one embodiment of the present invention, the 
customer Will have already created an account With the 
payment processor at the time the customer decides to enter 
into a transaction via merchant server 24. HoWever, in an 
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alternative embodiment, a customer Will be directed to the 
payment processor Website to create an account at or near 
the time the customer enters into the transaction. 

[0025] FIG. 2 illustrates a method 27 of processing a 
transaction payment for an e-commerce transaction from the 
perspective of a customer, for one embodiment of the 
present invention. In accordance With the method illustrated 
in FIG. 2, prior to executing any transactions, the merchant 
and the payment processor make preparations by exchang 
ing public keys. In particular, merchant server 24 performs 
a setup operation 29 by communicating the merchant serv 
er’s public key 30 of a public-private key pair to the payment 
processor server 26. The payment processor server 26 
receives the merchant server’s public key 32 and stores it in 
a merchant public key database 33. For one embodiment of 
the invention, the payment processor server 26 Will receive 
and store a unique public key for each merchant With Whom 
the payment processor is setup to process payments. In 
addition, the payment processor server 26 communicates its 
public key 34 to the merchant server 24. Once the servers 
have exchanged public keys, the servers are ready to process 
transactions. 

[0026] In accordance With one embodiment of the present 
invention, a customer, or buyer, uses a Web client 20 to 
broWse a virtual store hosted on merchant server 24. Once 
the customer has selected a number of items for purchase, 
the customer is presented by the merchant server With a 
preliminary checkout Web page 36. The preliminary check 
out Web page 36 displays the contents of the customer’s 
virtual shopping cart, including a listing of the items selected 
for purchase by the customer, as Well as the prices of each 
item. In addition, for one embodiment of the invention, the 
preliminary checkout Web page 36 prompts the customer to 
select a shipping address and shipping method (e.g., over 
night or tWo day air shipping) for the items. After the 
customer has entered a shipping address and chosen a 
shipping method, the customer selects a Web button or link 
to a checkout Web page 42. 

[0027] For one embodiment of the invention, the custom 
er’s shipping address is stored on the payment processor 
server, and therefore the customer does not have to input or 
select a shipping address on Web page 36 of the merchant 
Website. HoWever, alternatively, for one embodiment of the 
invention, the shipping address is selected or input by the 
customer at the merchant Website. For example, the cus 
tomer may select a shipping address from a list of addresses 
previously input at the merchant Website, or alternatively, 
the customer may be prompted to input a shipping address 
at Web page 36. Accordingly, for one embodiment of the 
invention, the merchant server 24 Will communicate the 
customer’s shipping address to the payment processor server 
26 along With a variable indicating that the payment pro 
cessor should process the transaction With the shipping 
address selected at the merchant Website, and not a default 
shipping address stored by the payment processor. Addition 
ally, prior to displaying the checkout Web page 42, the 
merchant server 24 may calculate any shipping and handling 
fees, as Well as any applicable taxes 38 for the transaction, 
based on the customer selected shipping address. 

[0028] The ?rst communication to the payment processor 
is begun as folloWs. At the payment processor, the transac 
tion is initiated When the merchant server 24 sends or 
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provides the transaction data (e.g., merchant ID, shopping 
cart ID, payment amount, additional fees, address, etc.) to 
the payment processor server 26. For one embodiment of the 
present invention, before the transaction data is communi 
cated from the merchant server 24 to the payment processor 
server 26, it is digitally signed utiliZing a public-private key 
encryption scheme 40. By digitally signing the transaction 
data before communicating it from the merchant server 24 to 
the payment processor server 26 in operation 44, the pay 
ment processor server 26 can authenticate the source of the 
data. For example, the payment processor server 26 can 
verify and con?rm that no one has intercepted and modi?ed 
the transaction data en route from the merchant server 24 to 
the payment processor server 26. Under the digital signature 
scheme, each merchant server 24 digitally signs the trans 
action data With its oWn private key before communicating 
the transaction data to the payment processor server 26. The 
payment processor server 26 utiliZes the public key assigned 
by the merchant to verify that the digital signature matches 
that of the particular merchant server 24 from Which the 
transaction data Was received. Digitally signing the trans 
action data provides the payment processor server 26 With a 
method to authenticate the transaction data, but it does not 
prevent an interceptor from reading or monitoring the trans 
action data. 

[0029] For one embodiment of the present invention, as an 
added security precaution for merchants, the transaction data 
is encrypted utiliZing an asymmetric encryption scheme With 
public and private keys before digitally signing and com 
municating the data from the merchant server 24 to the 
payment processor server 26 at operation 44. Encrypting the 
transaction data prevents an interceptor from reading or 
monitoring the data. Under the encryption scheme, the 
payment processor provides each merchant With a public 
key of a public-private key pair. Each merchant server 24 
utiliZes the public key to encrypt the transaction data 40 
prior to digitally signing and communicating the data to the 
payment processor server 26. After the transaction data is 
received at the payment processor server 26, the payment 
processor server 26 decrypts the transaction data With its 
private key, and then veri?es the source of the transaction 
data With the public key of the merchant server 24 that sent 
the data. Consequently, the transaction data is securely 
communicated from the merchant server 24 to the payment 
processor server 26. 

[0030] In an alternative embodiment, rather than using 
public-private key encryption, a secure communication 
channel is used to communicate the transaction data from 
the merchant server 24 to the payment processor server 26. 
Alternatively, a secure communication protocol is used to 
communicate the transaction data from the merchant server 
24 to the payment processor server 26. 

[0031] Once the payment processor server 26 has 
received, decrypted and authenticated the transaction data 
sent by the merchant server, the payment processor displays 
a payment Web page 46 in the broWser executing on the 
client 20. The payment Web page 46 displays to the user the 
transaction data including a listing of the items selected for 
purchase, the price of each item, the shipping and handling 
charges, and any applicable taxes. In addition, the payment 
Web page 46 prompts the customer to enter a username and 
passWord to verify the customer’s identity and for purposes 
of determining Whether the selected form of payment is 
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available to the customer. For example, if the customer 
selects as a form of payment an account held With the 

payment processor, the customer must have previously 
established an account With the payment processor in order 
for the selected form of payment to be valid. If the customer 
does not have a previously established account, the customer 
might be presented With one or more Web pages prompting 
the customer to establish an account With the payment 
processor. HoWever, if the customer has already established 
an account, the customer Will simply enter a username and 
passWord, and select a button or link 48 to submit the user 
credentials. 

[0032] After receiving and successfully verifying the user 
credentials, the payment processor server 26 delivers to the 
client Web broWser 20 an order con?rmation Web page 50. 
For one embodiment of the invention, the order con?rmation 
Web page 50 displays transaction data including the selected 
form of payment, the exact amount to be charged for the 
transaction and the shipping address for the transaction. 
When the customer has con?rmed that the displayed trans 
action data is accurate, the customer selects a button or link 
52 on the order con?rmation Web page 50 to con?rm the 
payment. 

[0033] After the customer has con?rmed the payment, the 
payment processor server 26 submits the payment request 
for processing and performs an operation 53 to generate a 
payment ID to identify payment data related to the payment. 
For example, payment data might include, amongst other 
things, the status of the payment (e.g., Whether the payment 
is successful, unsuccessful, or still pending), the amount of 
the payment successfully processed, and the date on Which 
the payment Was successfully processed. Next, the payment 
processor server 26 communicates the payment ID as part of 
an HTML document to the merchant server 24 using the 
HTTPS post method, as indicated by reference numeral 54 
in FIG. 2. Because the payment ID, instead of the payment 
data itself, is being communicated to the merchant server 24, 
there is virtually no opportunity for someone to intercept and 
edit the payment data. HoWever, in alternative embodiments, 
the payment ID may be digitally signed to ensure its 
authenticity, and to provide further security, the payment ID 
may be encrypted. Furthermore, a protocol other than the 
HTTPS post method may be used to communicate the 
payment ID from the payment processor 26 to the merchant 
server 24. 

[0034] When the merchant server 24 receives the payment 
ID, it Will verify the authenticity 55 of the payment ID by 
using the public key of the payment processor server’s 
public-private key pair. Furthermore, if the payment ID has 
been encrypted With the merchant server’s 24 public key, the 
merchant server Will decrypt the payment ID using its 
private key. At operation 56, the merchant server 24 gener 
ates a request for payment information. For one embodi 
ment, the request is made by calling a function that is part 
of an application programming interface API 58. The 
request, Which includes the payment ID to identify the 
particular transaction data that is being requested, is com 
municated to the payment processor server 26 at operation 
60. In response to the request, the payment processor server 
26 looks up the payment status and other payment informa 
tion related to the payment ID, and returns 62 the payment 
data 64 to the merchant server 24. 
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[0035] The merchant server 24, after receiving the pay 
ment data, performs a business operation 66 to determine 
hoW to proceed based on the status of the payment. For 
example, as indicated by reference numeral 68 in FIG. 2, if 
the payment status indicates a successful payment, the 
merchant server 24 presents the customer With an order 
con?rmation Web page 68 con?rming the successful pay 
ment With the customer. 

[0036] FIG. 3 is similar to FIG. 2, hoWever FIG. 3 
illustrates an alternative exemplary embodiment of a method 
69 of processing a transaction payment for an e-commerce 
transaction from the perspective of a customer. In accor 
dance With one embodiment of the present invention, a 
customer, or buyer, uses a Web client 20 to broWse a virtual 
store hosted on merchant server 24. Once the customer has 
selected a number of items for purchase, the customer is 
presented With a preliminary checkout Web page 70. The 
preliminary checkout Web page 70 displays the contents of 
the customer’s virtual shopping cart, including a listing of 
the items selected for purchase by the customer, as Well as 
the prices of each item. In addition, for one embodiment of 
the invention, the preliminary checkout Web page 70 
prompts the customer to select a shipping address and 
shipping method (e. g., overnight or tWo day air shipping) for 
the items. In an alternative embodiment, the payment pro 
cessor server 26 provides a default shipping address for the 
transaction, and therefore the customer is not prompted to 
enter a shipping address at Web page 70 of the merchant 
Website. After the customer has entered a shipping address, 
and chosen a shipping method, the customer selects a Web 
button or link to a checkout Web page 82. 

[0037] When the customer selects the link to the checkout 
Web page 82, the merchant server 24 ?rst performs a 
business operation 72 to calculate any additional charges, 
including shipping and handling charges as Well as any 
applicable taxes. Next, the merchant server 24 performs an 
operation 74 to communicate the transaction data 76 to the 
payment processor server 26. The payment processor server 
26 receives the transaction data 76 and performs an opera 
tion 78 to generate a transaction data ID to identify the 
transaction data 76. The payment processor server 26 com 
municates the transaction data ID to the merchant server 24, 
as indicated by reference numeral 80. Upon receiving the 
transaction data ID, the merchant server 24 displays the 
checkout Web page 82 to the customer. 

[0038] For one embodiment of the present invention, 
before the transaction data 76 is communicated from the 
merchant server 24 to the payment processor server 26, it is 
digitally signed utiliZing a public-private key encryption 
scheme as described above With reference to FIG. 2. Under 
the digital signature scheme, each merchant provides the 
payment processor server 26 With a public key of a public 
private key pair. The payment processor stores each mer 
chant’s public key in a key database 79. Each merchant 
server 24 digitally signs the transaction data 76 With its oWn 
private key before communicating the transaction data 76 to 
the payment processor server 26. The payment processor 
server 26 utiliZes the public key assigned by the merchant to 
verify that the digital signature matches that of the particular 
merchant server 24 from Which the transaction data 76 Was 
received. 

[0039] For one embodiment of the present invention, as an 
added security precaution, the transaction data 76 is 
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encrypted utilizing an asymmetric encryption scheme as 
described above With reference to FIG. 2. Under the encryp 
tion scheme, the payment processor provides each merchant 
With a public key of a public-private key pair. Each merchant 
server 24 utilizes the public key to encrypt the transaction 
data 36 prior to digitally signing and communicating the 
data 36 to the payment processor server 26. After the 
transaction data 76 is received at the payment processor 
server 26, the payment processor server 26 decrypts the 
transaction data With its private key, and then veri?es the 
source of the transaction data With the public key of the 
merchant server that sent the data 76. Consequently, the 
transaction data 76 is securely communicated from the 
merchant server 24 to the payment processor server 26. 

[0040] In an alternative embodiment, rather than using 
public-private key encryption, a secure communication 
channel is used to communicate the transaction data from 
the merchant server 24 to the payment processor server 26. 
Alternatively, a secure communication protocol is used to 
communicate the transaction data from the merchant server 
24 to the payment processor server 26. 

[0041] Once the transaction data 76 is received at the 
payment processor server 26, the payment processor server 
26 generates a unique transaction data ID to identify the 
transaction data 76, as illustrated by reference numeral 78. 
For one embodiment of the present invention, the transac 
tion data ID is generated by performing a hash operation on 
the transaction data. In an alternative embodiment, a random 
number generator is used to generate the transaction data ID. 

[0042] In FIG. 3, the transaction data 76 is shoWn to 
include a merchant ID, shopping cart ID, dollar amount and 
shipping address. HoWever, it Will be understood that the 
transaction data 76 could include any data related to the 
transaction that may be required to process the payment. 

[0043] Once the payment processor has generated a 
unique transaction data ID 78, the payment processor com 
municates the transaction data ID 80 to the merchant server 
24. In turn, the merchant server 24 displays the checkout 
Web page 82 to the customer. When the customer has 
selected the payment processor as the payment method, the 
transaction data ID is communicated from the customer’s 
client PC 20 to the payment processor server 26 in the form 
of a request 84 to process a payment. For one embodiment 
of the present invention, the request 84 to process the 
payment, including the transaction data ID, is part of an 
HTML document that is communicated to the payment 
processor server 26 using the HTTPS post method, as 
indicated by reference numeral 84 in FIG. 3. HoWever, in 
alternative embodiments, a communication protocol other 
than HTTPS POST may be used. Because the transaction 
data ID, rather than the transaction data itself, is being 
communicated from the client 20 to the payment processor 
server 26, there is no opportunity to intercept and edit the 
transaction data 76. 

[0044] Next, the payment processor server 26 receives the 
transaction data ID and delivers a payment Web page 86 to 
the client Web broWser 20. The payment processor server 26 
uses the transaction data ID to identify the previously 
received transaction data 76 associated With the particular 
transaction. For one embodiment of the invention, the pay 
ment Web page 86 displays transaction data 76, including a 
listing of the items selected for purchase, the price of each 
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item, the shipping and handling charges, and any applicable 
taXes. In addition, the payment Web page 86 prompts the 
customer to enter a username and passWord to verify the 
customer’s identity and for purposes of determining Which 
forms of payment are available to the customer. For 
eXample, if the customer selects as a form of payment an 
account held With the payment processor, the customer must 
have previously established an account With the payment 
processor in order for the selected form of payment to be 
valid. If the customer does not have a previously established 
account, the customer might be presented With one or more 
Web pages prompting the customer to establish an account 
With the payment processor. HoWever, if the customer has 
already established an account, the customer Will simply 
enter a username and passWord, and select a button or link 
88 to submit the user credentials. 

[0045] In response to receiving the user credentials, the 
payment processor server 26 delivers to the client Web 
broWser 20 an order con?rmation Web page 90. For one 
embodiment of the invention, the order con?rmation Web 
page 90 displays transaction data including the selected form 
of payment, the eXact amount to be charged for the trans 
action and the shipping address for the transaction. For one 
embodiment of the invention, the shipping address that is 
displayed is selected by the customer at the merchant 
Website, and communicated to the payment processor server 
26. HoWever, in an alternative embodiment, the shipping 
address is selected or input at the payment processor Web 
site, or a default shipping address stored by the payment 
processor is displayed. 

[0046] For one embodiment of the invention, the customer 
may have the option of changing the form of payment. For 
eXample, the customer may be able to select a different credit 
card or bank account to use for the transaction. When the 
customer has con?rmed that the displayed transaction data is 
accurate, the customer selects a button or link 92 on the 
order con?rmation Web page 90 to con?rm the payment. 

[0047] After the customer has con?rmed the payment, the 
payment processor server 26 submits the payment request 
for processing and performs an operation 94 to generate a 
payment ID to identify payment data related to the payment. 
For eXample, payment data might include, amongst other 
things, the status of the payment (e.g., Whether the payment 
is successful, or still pending), the amount of the payment 
successfully processed, and the date on Which the payment 
Was successfully processed. For one embodiment of the 
invention, if a selected form of payment (e. g., bank or credit 
card account) is not valid or fails, the customer is prompted 
to enter a different payment method. 

[0048] Next, the payment processor server 26 communi 
cates the payment ID as part of an HTML document to the 
merchant server 24 using the HTTPS post method, as 
indicated by reference numeral 96 in FIG. 2. Because the 
payment ID, instead of the payment data itself, is being 
communicated to the merchant server 24, there is virtually 
no opportunity for someone to intercept and edit the pay 
ment data. HoWever, in alternative embodiments, the pay 
ment ID may be digitally signed to ensure its authenticity, 
and may be encrypted. Furthermore, a protocol other than 
the HTTPS post method may be used to communicate the 
payment ID from the payment processor 26 to the merchant 
server 24. 
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[0049] In addition to generating a payment ID to identify 
the payment data, after the customer has con?rmed the 
payment, the payment processor server 26 generates an 
instant payment noti?cation (IPN) and communicates the 
IPN to the merchant server 24. In one embodiment, the 
payment processor server 26 also makes funds immediately 
available to the merchant in the amount of the payment. The 
IPN provides the merchant server 26 With real-time noti? 
cation and con?rmation of payments made by the customer. 
In addition, an IPN might provide the merchant server With 
additional data relating to pending, cancelled, or failed 
transactions. For eXample, a separate IPN might be gener 
ated by the payment processor server 26 and communicated 
to the merchant server 24 When the status of a payment 
changes. 

[0050] Alternatively, the merchant server 24 can request 
payment data at any time by simply communicating a 
request 102 for payment data, including the payment ID to 
identify the transaction to Which the payment data relates. As 
illustrated in FIG. 3, at reference numeral 100 the merchant 
server 24 performs a business operation to generate 98 a 
request for payment data. Next, the merchant server 24 
performs an operation 102 to communicate a request for 
payment data, including the payment ID, to the payment 
processor server 26. Upon receiving the request for payment 
data, the payment processor server 26 performs an operation 
104 to retrieve the payment data, identi?ed by the payment 
data ID, and communicates the payment data to the mer 
chant server 24, as indicated by reference numeral 106. 

[0051] For one embodiment of the invention, prior to 
sending the payment data to the merchant server 24, the 
payment data is digitally signed and encrypted using the 
digital signature and encryption scheme described above. 
For eXample, the payment processor server 26 encrypts the 
payment data using the public key assigned to the payment 
processor server 26 by the merchant server 24. After 
encrypting the payment data, the payment processor server 
26 digitally signs the encrypted payment data With the 
payment processor server’s private key. When received at 
the merchant server 24, the payment data is authenticated 
using the public key assigned by the payment processor and 
then decrypted using the merchant server’s private key. In an 
alternative embodiment the payment data is communicated 
over a secure communication channel, or using a secure 

communications protocol. 

[0052] The merchant server 24, after receiving the pay 
ment data, performs a business operation 108 to determine 
hoW to proceed based on the status of the payment. For 
eXample, as indicated by reference numeral 110 in FIG. 3, 
if the payment status indicates a successful payment, the 
merchant server 24 presents the customer With an order 
con?rmation Web page 110 con?rming the successful pay 
ment With the customer. 

[0053] FIGS. 4A and 4B illustrate a ?oWchart for one 
method 112 of processing a transaction payment for an 
e-commerce transaction, consistent With one embodiment of 
the present invention. At operation 114, the payment pro 
cessor server 26 receives encrypted and digitally signed 
transaction data 36 from the merchant server 24. For one 
embodiment, the transaction data 36 is encrypted With a 
payment processor’s public key and digitally signed With a 
merchant server’s private key at the merchant server 24, 
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before it is sent. In alternative embodiments, the transaction 
data 36 is communicated over a secure communications 

channel, or via a secure communications protocol. At opera 
tion 116, the payment processor server 26 decrypts the 
transaction data With the payment processor’s private key. 
Next, the payment processor veri?es the authenticity of the 
transaction data by authenticating its digital signature using 
the merchant server’s public key at operation 118. 

[0054] At operation 120, the payment processor server 26 
generates a transaction data ID to identify the transaction 
data received in operation 114. NeXt, at operation 122, the 
payment processor server 26 digitally signs the transaction 
data ID With the payment processor’s private key. At opera 
tion 124, the payment processor communicates the digitally 
signed transaction data ID to the merchant server 24. 

[0055] At operation 126, the payment processor server 26 
receives a request 44 to process a payment from merchant 
server 24. The request 44 to process the payment, Which 
includes the transaction data ID, might be communicated 
using the HTTPS post method. For one embodiment of the 
invention, at operation 126, the payment processor server 26 
sends a Web page to the client 20 that prompts the customer 
to enter user credentials including a usemame and passWord. 
The customer’s user credentials are received from the client 
20 at operation 128. For one embodiment of the present 
invention, the user credentials are communicated to the 
payment processor server 26 via the HTTPS post method. At 
operation 130, the payment is processed using an account 
associated With the user credentials. 

[0056] At operation 132 of FIG. 4B, the payment proces 
sor server 26 generates a payment ID to identify payment 
data associated With the payment. NeXt, at operation 134, the 
payment processor server 26 digitally signs the payment 
data ID With the payment processor server’s private key. At 
operation 136, the payment processor server communicates 
the digitally signed payment ID to the merchant server 24. 
For one embodiment of the present invention, the payment 
ID is communicated to the merchant server 24 as part of an 
HTML document using the HTTPS post method. HoWever, 
in alternative embodiments, other communication protocols 
are used. 

[0057] At operation 138, the payment processor server 26 
receives a request for payment data 60 from the merchant 
server 24. The request for payment data 60 includes the 
payment ID, generated at operation 86, to identify the 
payment data that is being requested. In response to the 
request for payment data 60, at operation 140 the payment 
processor server 26 communicates the payment data 62 to 
the merchant server 24. For one embodiment of the inven 
tion, the payment processor server 26 encrypts the payment 
data With a public key of a public-private key pair before 
communicating the payment data to the merchant server 24. 
When the payment data is received at the merchant server 
24, the merchant server 24 decrypts the payment data With 
the private key of the public-private key pair. In alternative 
embodiments, the payment data is communicated over a 
secure communication channel or via a secure communica 

tion protocol. 

[0058] One of the advantages of the method described 
With respect to the description of FIGS. 4A and 4B is that 
the transaction data and payment data are referenced only by 
transaction data ID and payment ID, respectively, When 
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using communication protocols such as the HTTP or HTTPS 
post methods. Consequently, there is little opportunity for 
someone to intercept and misuse the transaction data and/or 
payment data. Another advantage of the present invention is 
the ability to implement the method as a standard set of 
application programming interface (API) function calls to be 
distributed to merchants as part of a softWare development 
kit, consequently, cutting doWn on the development time 
required for a merchant to integrate systems With the pay 
ment processor. 

[0059] FIG. 5 illustrates a ?oWchart for one method 142 
of processing a transaction payment for an e-commerce 
transaction, consistent With one embodiment of the present 
invention. At operation 144, the payment processor server 
26 receives a request, including encrypted and digitally 
signed transaction data, to process a payment from a mer 
chant server 24. For one embodiment, the transaction data 
36 has been encrypted With a payment processor’s public 
key and digitally signed With a merchant server’s private key 
at the merchant server 24, prior to being received. In 
alternative embodiments, the transaction data 36 is commu 
nicated over a secure communications channel, or via a 

secure communications protocol. At operation 146, the 
payment processor server 26 decrypts the transaction data 
With the payment processor’s private key. Next, the payment 
processor veri?es the authenticity of the transaction data by 
authenticating its digital signature using the merchant serv 
er’s public key at operation 148. 

[0060] At operation 150, in response to prompting a user 
to enter user credentials, the payment processor server 26 
receives user credentials from the user. The payment pro 
cessor server 26 veri?es the identity of the user using the 
user credentials of the user requesting payment. Assuming 
the veri?cation is successful, at operation 152, the payment 
processor server 26 processes the payment using an account 
associated With the user credentials entered by the user. 

[0061] At operation 154, the payment processor server 26 
generates a payment ID to identify payment data associated 
With the payment. At operation 156, the payment processor 
26 digitally signs the payment ID using the payment pro 
cessor’s private key. Once the payment ID is digitally 
signed, the payment processor server 26 communicates the 
digitally signed payment ID to the merchant server 24 at 
operation 158. 
[0062] At operation 160, the payment processor server 26 
receives a request for transaction details. The request 
includes the payment ID to identify payment data associated 
With the transaction payment. In response to receiving the 
request, the payment processor server communicates trans 
action details, including payment status, to the merchant 
server at operation 162. 

[0063] FIG. 6 shoWs a diagrammatic representation of a 
machine in the exemplary form of a computer system 200 
Within Which a set of instructions, for causing the machine 
to perform any one of the methodologies discussed above, 
may be executed. In alternative embodiments, the machine 
may comprise a netWork router, a netWork sWitch, a netWork 
bridge, personal digital assistant (PDA), a cellular tele 
phone, a Web appliance or any machine capable of executing 
a sequence of instructions that specify actions to be taken by 
that machine. 

[0064] The computer system 200 includes a processor 
202, a main memory 204 and a static memory 206, Which 
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communicate With each other via a bus 208. The computer 
system 200 may further include a video display unit 210 
(e.g., a liquid crystal display (LCD) or cathode ray tube 
(CRT)). The computer system 200 also includes an alpha 
numeric input device 212 (eg a keyboard), a cursor control 
device 214 (eg a mouse) a disk drive unit 216, a signal 
generation device 218 (eg a speaker) and a netWork inter 
face device 220. 

[0065] The disk drive unit 216 includes a machine-read 
able medium 222 on Which is stored a set of instructions 
(softWare) 224 embodying any one, or all, of the method 
ologies described above. The softWare 224 is also shoWn to 
reside, completely or at least partially, Within the main 
memory 204 and/or Within the processor 202. The softWare 
224 may further be transmitted or received via the netWork 
interface device 220. For the purposes of this speci?cation, 
the term “machine-readable medium” shall be taken to 
include any medium Which is capable of storing or encoding 
a sequence of instructions for execution by the machine and 
that cause the machine to perform any one of the method 
ologies of the present invention. The term “machine-read 
able medium” shall accordingly be taken to include, but not 
be limited to; solid-state memories, optical and magnetic 
disks, and carriers Wave signals. 

[0066] Thus, a computer-implemented method and system 
to process a payment for an e-commerce transaction are 
described. It Will be evident that various modi?cations and 
changes may be made to these embodiments Without depart 
ing from the broader spirit and scope of the invention. 
Accordingly, the speci?cation and draWings are to be 
regarded in an illustrative rather than a restrictive sense. For 
example, the invention may also be applied in a peer-to-peer 
computing environment. 

1. A computer-implemented method to facilitate process 
ing a payment for an online transaction, the method com 
prising: 

responsive to receiving transaction data from a merchant 
server over a secure communication channel, generat 
ing, based on the transaction data, a transaction data 
identi?er; 

communicating the transaction data identi?er to the mer 
chant server over the secure communication channel; 

responsive to receiving a request to process a payment, 
the request including the transaction data identi?er, 
requesting user credentials from a user Who is using a 
customer computers Wherein the customer computer 
does not generate the transaction data identi?er; 

responsive to receiving the user credentials from the user, 
verifying the user credentials to establish an identity of 
the user; and 

processing a payment using an account associated With 
the user credentials. 

2. The computer-implemented method of claim 1, further 
including: 

upon processing the payment, generating a payment iden 
ti?er to identify payment data associated With the 
payment; 

communicating the payment identi?er to the merchant 
server; and, 
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responsive to receiving a request for payment data over 
the secure communication channel, the request includ 
ing the payment identi?er, communicating the payment 
data to the merchant server over the secure communi 
cation channel. 

3. The computer-implemented method of claim 1, 
Wherein the transaction data includes a merchant identi?er, 
a shopping cart identi?er, a payment amount, and an address. 

4. (canceled) 
5. The computer-implemented method of claim 1, 

Wherein the request to process a payment includes a user 
selected form of payment. 

6. The computer-implemented method of claim 2, 
Wherein the payment data includes payment status informa 
tion. 

7. The computer-implemented method of claim 1, 
Wherein the request to process a payment is received utiliZ 
ing the hypertext transfer protocol post method. 

8. The computer-implemented method of claim 2, 
Wherein the communicating of the payment identi?er to the 
merchant server includes posting the payment identi?er 
utiliZing the hyperteXt transfer protocol post method. 

9. A computer-implemented method to facilitate process 
ing a payment for an online transaction, the method com 
prising: 

performing operations in a payment processor server the 
operations including, 

receiving transaction data from a merchant server, the 
transaction data encrypted With the public key of a 
?rst public-private key pair and digitally signed With 
the private key of a second public-private key pair; 

decrypting the transaction data With the private key of 
the ?rst public-private key pair; 

verifying the transaction data by authenticating the 
digital signature of the transaction data With the 
public key of the second public-private key pair; 

generating a transaction data identi?er, Wherein only 
the processing server generates the transaction data 
identi?er; 

digitally signing the transaction data identi?er With the 
private key of the ?rst public-private key pair; 

communicating the digitally signed transaction data 
identi?er to the merchant server; 

receiving a request to process a payment from the 
merchant server, the request including the transac 
tion data identi?er to identify the transaction data 
associated With the payment; 

receiving user credentials from a user, the user creden 
tials to verify an identity of the user; and 

processing the payment using an account associated 
With the user credentials. 

10. The method of claim 9, Wherein the ?rst public-private 
key pair is associated With a payment processor server, and 
the second public-private key pair is associated With the 
merchant server. 

11. The method of claim 9, the operations further includ 
ing verifying the transaction data identi?er received from the 
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merchant server by authenticating the digital signature of the 
transaction data identi?er With the public key of the second 
public-private key pair. 

12. The method of claim 9, the operations further includ 
ing, 
upon processing the payment, generating a payment iden 

ti?er to identify payment data associated With the 
payment; 

digitally signing the payment identi?er With the private 
key of the ?rst public-private key pair; 

communicating the digitally signed payment identi?er to 
the merchant server; 

receiving a request for transaction details, the request 
including the payment identi?er to identify the trans 
action data and payment data associated With the trans 
action; and, 

communicating the transaction data and payment data to 
the merchant server. 

13. The computer-implemented method of claim 12, the 
operations further including encrypting the transaction data 
and payment data With the public key of the second public 
private key pair, before communicating the transaction data 
and payment data to the merchant server. 

14. The computer-implemented method of claim 13, the 
operations further including digitally signing the transaction 
data and payment data With the private key of the ?rst 
public-private key pair, after encrypting the transaction data 
and payment data With the public key of the second public 
private key pair, but before communicating the transaction 
data and payment data to the merchant server. 

15. The computer-implemented method of claim 12, 
Wherein the payment data includes payment status informa 
tion. 

16. The computer-implemented method of claim 12, 
Wherein the communicating of the payment identi?er to the 
merchant server includes posting the payment identi?er 
utiliZing the hyperteXt transfer protocol post method. 

17. The computer-implemented method of claim 9, 
Wherein the transaction data includes a merchant identi?er, 
a shopping cart identi?er, a payment amount, and an address. 

18. (canceled) 
19. The computer-implemented method of claim 9, 

Wherein the request to process a payment includes a user 
selected form of payment. 

20. The computer-implemented method of claim 9, 
Wherein the request to process a payment is received utiliZ 
ing the hyperteXt transfer protocol post method. 

21-30. (canceled) 
31. A system to facilitate processing a payment for an 

online transaction, the system including at least one server 
to: 

generate, based on a function of the transaction data, a 
transaction data identi?er to identify transaction data 
received from a merchant server over a secure com 

munication channel; 

communicate the transaction data identi?er to the mer 
chant server over the secure communication channel; 

receive a request to process a payment, the request to 
process the payment including the transaction data 
identi?er; 
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request user credentials from a user Who is using a 
customer computer, Wherein the customer computer 
does not generate the transaction data identi?er; 

receive and verify the user credentials from the user; and 

process a payment using an account associated With the 
user credentials. 

32. The system of claim 31, Wherein the server is to: 

upon processing the payment, generate a payment iden 
ti?er to identify payment data associated With the 
payment; 

communicate the payment identi?er to the merchant 
server; 

receive a request for payment data over the secure com 
munication channel, the request for payment data 
including the payment identi?er to identify the pay 
ment data associated With the payment; and 

communicate the payment data to the merchant server 
over the secure communication channel. 

33. The system of claim 32, Wherein the transaction data 
includes a merchant identi?er, a shopping cart identi?er, a 
payment amount, and an address. 

34. (canceled) 
35. The system of claim 32, Wherein the request to process 

a payment includes a user selected form of payment. 
36. The system of claim 32, Wherein the payment data 

includes payment status information. 
37. The system of claim 32, Wherein the request to process 

a payment is received utiliZing the hypertext transfer pro 
tocol post method. 

38. The system of claim 32, Wherein the payment iden 
ti?er is communicated to the merchant server With the 
hypertext transfer protocol post method. 

39. A system to facilitate processing a payment for an 
online transaction, the system including at least a payment 
processor server to: 

receive transaction data from a merchant server, the 
transaction data encrypted With the public key of a ?rst 
public-private key pair and digitally signed With the 
private key of a second public-private key pair; 

decrypt the transaction data With the private key of the 
?rst public-private key pair; 

verify the transaction data by authenticating the digital 
signature of the transaction data With the public key of 
the second public-private key pair; 

generate, based on a function of the transaction data, a 
transaction data identi?er; 

digitally sign the transaction data identi?er With the 
private key of the ?rst public-private key pair; 

communicate the digitally signed transaction data identi 
?er to the merchant server; 

receive a request to process a payment from the merchant 
server, the request including the transaction data iden 
ti?er to identify the transaction data associated With the 
payment; 

receive user credentials from a user that is using a 
customer computer, the user credentials to verify an 
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identity of the user, Wherein the customer computer 
does not generate the transaction data identi?er; and 

process the payment using an account associated With the 
user credentials received from the user. 

40. The system of claim 39, Wherein the ?rst public 
private key pair is associated With the payment processor 
server, and the second public-private key pair is associated 
With the merchant server. 

41. The system of claim 39, Wherein the payment pro 
cessor server is to verify the transaction data identi?er 
received from the merchant server by authenticating the 
digital signature of the transaction data identi?er With the 
public key of the second public-private key pair. 

42. The system of claim 39, Wherein the payment pro 
cessor server is to: 

upon processing the payment, generating a payment iden 
ti?er to identify payment data associated With the 
payment; 

digitally sign the payment identi?er With the private key 
of the ?rst public-private key pair; 

communicate the digitally signed payment identi?er to the 
merchant server; 

receive a request for transaction details, the request 
including the payment identi?er to identify the trans 
action data and payment data associated With the trans 
action; and, communicate the transaction data and 
payment data to the merchant server. 

43. The system of claim 42, Wherein the payment pro 
cessor server is to encrypt the transaction data and payment 
data With the public key of the second public-private key 
pair, before communicating the transaction data and pay 
ment data to the merchant server. 

44. The system of claim 42, Wherein the payment pro 
cessor server is to digitally sign the transaction data and 
payment data With the private key of the ?rst public-private 
key pair, after encrypting the transaction data and payment 
data With the public key of the second public-private key 
pair, but before communicating the transaction data and 
payment data to the merchant server. 

45. The system of claim 42, Wherein the payment data 
includes payment status information. 

46. The system of claim 42, Wherein the payment iden 
ti?er is communicated to the merchant server With the 
hypertext transfer protocol post method. 

47. The system of claim 42, Wherein the transaction data 
includes a merchant identi?er, a shopping cart identi?er, a 
payment amount, and an address. 

48. (canceled) 
49. The system of claim 42, Wherein the request to process 

a payment includes a user selected form of payment. 

50. The system of claim 42, Wherein the request to 
processes a payment is received utiliZing the hypertext 
transfer protocol post method. 

51-60. (canceled) 
61. A machine-readable medium embodying a sequence 

of instructions for facilitating the processing of a payment 
for an online transaction, the instructions, When executed by 
a machine, causing the machine to: 

receive transaction data from a merchant server, the 
transaction data encrypted With the public key of a ?rst 
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public-private key pair and digitally signed With the 
private key of a second public-private key pair; 

decrypt the transaction data With the private key of the 
?rst public-private key pair; 

verify the transaction data by authenticating the digital 
signature of the transaction data With the public key of 
the second public-private key pair; 

generate, based on the transaction data, a transaction data 
identi?er; 

digitally sign the transaction data identi?er With the 
private key of the ?rst public-private key pair; 

communicate the digitally signed transaction data identi 
?er to the merchant server; 

receive a request to process a payment from the merchant 
server, the request including the transaction data iden 
ti?er to identify the transaction data associated With the 
payment; 

receive user credentials from a user Who is using a 
customer computer, the user credentials to verify the 
identity of the user, Wherein the customer computer 
does not generate the transaction data identi?er; and 

process the payment using an account associated With the 
user credentials received from the user. 

62. The machine-readable medium of claim 61, Wherein 
the instructions further cause the machine to: 

upon processing the payment, generate a payment iden 
ti?er to identify payment data associated With the 
payment; 

digitally sign the payment identi?er With the private key 
of the ?rst public-private key pair; 

communicate the digitally signed payment identi?er to the 
merchant server; 

receive a request for transaction details, the request 
including the payment identi?er to identify the trans 
action data and payment data associated With the trans 
action; and, communicate the transaction data and 
payment data to the merchant server. 

63-64. (canceled) 
65. A system to facilitate processing a payment for an 

online transaction, the system including: 

Nov. 17, 2005 

responsive to receiving transaction data from a merchant 
server over a secure communication channel, means for 

generating, based on a function of the transaction data, 
a transaction data identi?er to identify the transaction 

data; 

means for communicating the transaction data identi?er to 
the merchant server over the secure communication 

channel; 

means for, responsive to receiving a request to process a 
payment, the request including the transaction data 
identi?er, requesting user credentials from a user using 
a customer computer, Wherein the customer computer 
does not generate the transaction data identi?er; 

means for, responsive to receiving user credentials from 
the user, verifying the user credentials to establish an 
identity of the user; and 

means for processing a payment using an account asso 
ciated With the user credentials. 

66. The system of claim 65, further including: 

upon processing the payment, means for generating a 
payment identi?er to identify payment data associated 
With the payment; 

means for communicating the payment identi?er to the 
merchant server; and, responsive to receiving a request 
for payment data over the secure communication chan 
nel, the request including the payment identi?er, means 
for communicating the payment data to the merchant 
server over the secure communication channel. 

67. The computer-implemented method of claim 1, 
Wherein the function includes performing a secure hash 
operation on the transaction data to generate the transaction 
data identi?er. 

68. The computer-implemented method of claim 9, 
Wherein the function includes performing a secure hash 
operation on the transaction data. 

68. The system of claim 31, Wherein the function includes 
performing a secure hash operation on the transaction data. 

69. The system of claim 39, Wherein the function includes 
performing a secure hash operation on the transaction data. 


