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(57) ABSTRACT 

An electronic token useable for controlling access to a 
resource is described. The token includes a token grantor 
identi?er indicating a token grantor, a token grantee identi 
?er indicating a token grantee, and a resource access control 
?eld. The resource access control ?eld indicates control of 
additional limitations of token grantee access to a resource 
as speci?ed by the token grantor. A method for generating 
and using the electronic token includes generating an elec 
tronic token based on a token grantee identi?er, a token 
grantor identi?er, and a resource access control ?eld, 
Wherein the resource access control ?eld indicates control of 
additional limitations of token grantee access to a resource 
as speci?ed by the token grantor. The electronic token is 
transmitted to a token grantee computer system. The token 
grantee computer system transmits the electronic token to a 
computer system controlling access to a resource requested 
by the token grantee computer system. 
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ACCESS CONTROL OF RESOURCES USING 
TOKENS 

FIELD OF THE INVENTION 

[0001] The present invention relates to controlling unau 
thoriZed access to netWork resources. 

BACKGROUND 

[0002] Currently, many Internet protocols do not require 
any form of authentication for access. The most Widely 
publicized abused protocols is email, i.e., the simple mail 
transfer protocol (SMTP), in the form of SPAM. The same 
abuses occur With Web servers Where access is either granted 
to anyone or requires a login procedure or certi?cate 
(X500). What is absent is a simple method for a person 
using a program to grant permission for a speci?c entity to 
access the resources, i.e., Internet protocol-based services. 
The email example is perhaps the best because it demon 
strates the notion of What might be thought of as a virtual 
resource. Consider an individual user having an email 
address of <<john.doe@isp.net>>. The user may not actu 
ally control the email server and does not control the 
resource in the conventional sense; hoWever, When the user 
receives unWanted email, there exists an undesirable and 
negative impact on resources, i.e., the user’s time (and 
unWanted frustrations associated With the unWanted email), 
bandWidth betWeen the client machine and the ISP/mail 
server, the mail server processor and memory usage, and 
bandWidth usage on various parts of the Internet. 

[0003] The user Would like to never again receive any 
unWanted email. Existing softWare ?lters alloW a client to 
accept only emails from speci?ed email addresses or 
domains. This solution is not easily manageable, since it 
requires manually adding email addresses or domains to a 
list, sometimes knoWn as a “White list”. If the user visits a 
Web site and Wishes to receive offers from this company via 
email, he must manually add this name to his White list either 
at the client or at his mail server. 

SUMMARY 

[0004] One embodiment according to the present inven 
tion provides an electronic token useable for controlling 
access to a resource. The token includes a token grantor 

identi?er indicating a token grantor, a token grantee identi 
?er indicating a token grantee, and a resource access control 
?eld. The resource access control ?eld indicates control of 
additional limitations of token grantee access to a resource 
as speci?ed by the token grantor. 

[0005] A method aspect includes generating and using an 
electronic token having a token grantee identi?er, a token 
grantor identi?er, and a resource access control ?eld. The 
electronic token is generated based on a token grantee 
identi?er, a token grantor identi?er, and a resource access 
control ?eld. The resource access control ?eld indicates 
control of additional limitations of token grantee access to a 
resource as speci?ed by the token grantor. The electronic 
token is transmitted to a token grantee computer system. The 
token grantee computer system transmits the electronic 
token to a computer system controlling access to a resource 
requested by the token grantee computer system. 

[0006] Still other advantages of the present invention Will 
become readily apparent to those skilled in the art from the 
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folloWing detailed description, Wherein the preferred 
embodiments of the invention are shoWn and described, 
simply by Way of illustration of the best mode contemplated 
of carrying out the invention. As Will be realiZed, the 
invention is capable of other and different embodiments, and 
its several details are capable of modi?cations in various 
obvious respects, all Without departing from the invention. 

DESCRIPTION OF THE DRAWINGS 

[0007] The present invention is illustrated by Way of 
example, and not by limitation, in the ?gures of the accom 
panying draWings, Wherein elements having the same ref 
erence numeral designations represent like elements 
throughout and Wherein: 

[0008] FIG. 1 is a high-level block diagram of a computer 
netWork usable in conjunction With an embodiment of the 
present invention; 

[0009] FIG. 2 is a high level block diagram of an elec 
tronic token according to an embodiment of the present 
invention; and 

[0010] FIG. 3 is a high level block diagram of a computer 
system usable in conjunction With an embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0011] In contrast With the above-described approaches, 
the mechanism of the present invention provides improved 
control of access to netWork resources. 

[0012] In one embodiment, a user at a client computer 100 
(described in detail beloW) manipulates the computer to 
access a resource, e.g., a Web site, Web services server, or 
email server, provided by another computer 102 connected 
to the client computer via a communication path 103. Client 
computer 100 accesses the resource by transmission of a 
message to computer 102 requesting access to a particular 
netWork address, e. g., a uniform resource location (URL), at 
computer 102, e.g., the client computer accesses a netWork 
address. Responsive to receipt of the message transmitted by 
client computer 100, computer 102 transmits the requested 
information to the client computer via communication path 
103. In this manner, a user at client computer 100 accesses 
netWork resources, e.g., broWse the Internet, send and/or 
receive electronic mail (E-mail), etc. 

[0013] As depicted in FIG. 1, additional embodiments 
include the addition of multiple computers 1041_N connected 
to computer 100 via a communication path 105, e.g., a 
netWork, and the addition of an intermediate device 106, 
e.g., a router and/or a ?reWall, connected to computer 100 
via a communication path 107 and providing additional 
communication connectivity to another computer 108, and/ 
or other computers 1101_N via communication paths 109 and 
111, respectively. 

[0014] In one embodiment according to the present inven 
tion, a user at client computer 100 causes the computer to 
transmit an electronic token (described in detail beloW) to 
computer 102 via communication path 103 thereby enabling 
access to resources at the client computer. After receipt of 
the electronic token, computer 102 accesses resources at 
client computer 100 by transmitting in message including 
the electronic token in conjunction With a resource request 
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to client computer 100. After receipt of the message from 
computer 102, client computer 100 evaluates the electronic 
token to determine Whether to alloW computer 102 to access 
the resource requested. 

[0015] In one embodiment, the electronic token includes 
an identi?er of the token generator, e.g., client computer 
100, the user, etc., and an identi?er of the token recipient, 
e.g. computer 102. Generation of the electronic token 
includes concatenating the generator identi?er With the 
recipient identi?er, e.g., concatenation of a netWork address 
of client computer 100 and computer 102. For eXample, an 
electronic token such as 
<<computer.domain.com~computer.resource.com>> 
enables access by a computer having an address of <<com 
puter.domain.com>> to a netWork resource located at a 
computer having an address of <<computer.resource 
.com>>. Alternatively, multiple computers at a given 
domain may be alloWed access to client computer 100 by 
specifying a portion of the netWork address, e.g., <<domain 
.com>>, thereby alloWing access to all computers Within the 
given domain. In the same manner, access to resources at 
multiple computers at a given domain may be alloWed by 
specifying a portion of the netWork address of the resource 
providing computers, e.g., <<resource.com>>. 

[0016] It Will be understood by persons of skill in the art 
the modi?cation to the format and structure of the electronic 
token is possible Without departing from the spirit and scope 
of the embodiments according to the present invention. 

[0017] In one embodiment according to the present inven 
tion, the electronic token is presented as part of the body of 
the message transmitted from computer 102 to client com 
puter 100. In another embodiment, the electronic token is 
transmitted as part of the envelope information of the 
message transmitted from computer 102 to client computer 
100, e.g., the electronic token is embedded in the message 
header information. 

[0018] Similar to the above described interaction betWeen 
computer 102 and client computer 100, in another embodi 
ment, computer 108 transmits a message including an elec 
tronic token previously received from computer 100 to 
intermediate device 106 via communication path 109 en 
route to accessing a resource from computer 100. The 
intermediate device 106 evaluates the received electronic 
token to determine Whether to alloW computer 108 to 
computer 100. If intermediate device 106 determines com 
puter the electronic token fails to enable access by computer 
108 to computer 100, intermediate device does not provide 
the received message to computer 100. 

[0019] In one embodiment, intermediate device 106 pro 
vides a reply indication to computer 108 indicating the 
failure of computer 108 to access computer 100. In another 
embodiment, intermediate device 106 fails to provide an 
indication to computer 108 regarding the result of the 
determination of enablement based on the electronic token. 

[0020] Adescription of a further embodiment according to 
the present invention as applied to the ?eld of email, and 
more speci?cally email ?ltering, is noW provided. A user of 
client computer 100 desiring to limit the amount of unre 
quested email being received at client computer 100 causes 
the generation and transmission of an electronic token from 
the client computer to a computer 102 thereby enabling the 
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client computer to identify and receive email having the 
electronic token from the computer 102. That is, upon 
receipt of an email, client computer 100 determines Whether 
the email includes an electronic token indicating that the 
user of client computer 100 desires to receive the email. 

[0021] Based on the contents of the electronic token, the 
client computer 100 determines Whether to retain the email 
for further processing and possible presentation to the user 
at the client computer or to discard or otherWise prevent the 
email from further processing at client computer 100. For 
eXample in one embodiment, client computer 100 returns the 
email to the sending computer 102. In another embodiment, 
client computer 100 deletes the email from the client com 
puter Without notifying computer 102. 

[0022] A description of the generated electronic token is 
noW provided. FIG. 2 depicts a high level block diagram of 
an electronic token 200 according to an embodiment of the 
present invention. Electronic token 200 includes a token 
grantor identi?er 202 representing the entity, i.e., user, 
company, etc., granting access to a resource by a token 
grantee represented by a token grantee identi?er 204. A 
resource access control ?eld 206 determines the amount of 
access to the resource by the token grantee. 

[0023] In one embodiment, token grantor identi?er 202 
identi?es the user granting access to a resource, e.g., an 
identi?er may include all or a portion of a user email address 
such as john.doe@isp.net or john.doe. The selected identi 
?er should speci?cally identify the entity granting resource 
access. In another embodiment, token grantor identi?er 202 
identi?es the domain of the user granting access to the 
resource, e.g., isp.net. In another embodiment, token grantor 
identi?er 202 identi?es the internet protocol (IP) address of 
the computer 100 granting access. 

[0024] In one embodiment, token grantee identi?er 204 
identi?es the user granted access to a resource, e.g., an 
identi?er may include all or a portion of a user email address 
such as john.doe@isp.net or isp.net. The selected identi?er 
should speci?cally identify the entity granted resource 
access. In another embodiment, token grantee identi?er 204 
identi?es the domain of the user granted access to the 
resource, e.g., isp.net. A token grantee identi?er 204 iden 
tifying a domain granted access enables access to a resource 
from any computer system in the domain. For eXample, if 
each of computers 1041-104N are in the same domain, e.g., 
<<domain.com>>, then each computer using an electronic 
token 200 having a token grantee identi?er 204 of 
<<domain.com>> is able to access the same resource. 

[0025] As a further eXample, a user at client computer 100 
broWsing using a Web broWser to a company Web site is able 
to generate and transmit an electronic token 200 specifying 
the company domain as the token grantee identi?er 204 to a 
company computer 1041 in order to alloW any computer in 
the company domain, e.g., computer 1041-104N to transmit 
future email to client computer 100. Future email from a 
computer 1041_N includes the electronic token 200 provided 
by the user at client computer 106. Subject to further 
restrictions described beloW in conjunction With the resource 
access control ?eld 206, client computer 100 receives the 
email transmitted by a computer 1041_N and veri?es both the 
token grantee identi?er 202 and the token grantor identi?er 
204. To be veri?ed, electronic token 200 includes: a) the 
token grantor identi?er 202 value knoWn to the client 
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computer 100 and b) the token grantee identi?er 204 value 
matching all or a portion of identifying information of 
computer 1041_N, e.g., the domain of the transmitting com 
puter if the token grantee identi?er 204 speci?es a domain. 
In another embodiment, veri?cation of the token grantor 
identi?er 202 includes determining if the destination address 
of the transmitted email matches the token grantor identi?er 
202. In a further embodiment, veri?cation of the token 
grantee identi?er 202 includes determining if the originating 
address of the transmitted email matches the token grantee 
identi?er 202. 

[0026] In another embodiment, token grantee identi?er 
204 identi?es the internet protocol (IP) address of the 
computer 102 granted access. 

[0027] Resource access control ?eld 206 speci?es addi 
tional restrictions imposed on the resource request received 
by client computer 100 beyond veri?cation of the token 
grantor identi?er 202 and token grantee identi?er 204. 
Client computer 100 applies the additional speci?ed restric 
tions in order to determine hoW to handle the resource 
request, e.g., Whether the resource request such as an email 
is provided to the user at client computer 100, deleted, 
returned to the sender of the resource request, or a noti? 
cation of failure of the resource request due to the additional 
restrictions is returned to the sender of the resource request. 
For eXample, client computer 100 receipt of a resource 
request having additional restrictions speci?ed in resource 
access control ?eld 206 of included electronic token 200 
evaluates the resource request against the additional speci 
?ed restrictions in order to determine if the restrictions are 
satis?ed by the resource request. That is, if the additional 
restriction speci?ed in resource access control ?eld 206 
speci?es the receipt of an email message from the token 
grantee identi?er 204 represented value on a speci?ed date, 
client computer 100 determines Whether the date on Which 
the resource request is received matches the speci?ed date. 
If the dates match, client computer 100 grants access to the 
requested resource. In the present eXample, client computer 
100 accepts the email having electronic token 200 for the 
speci?ed user. 

[0028] Resource access control ?eld 206 restrictions 
include time-based restrictions, format-based restrictions, 
and count-based restrictions. Time-based restrictions 
include restricting resource request grants to speci?ed time 
periods, e.g., granting resource requests received after a 
speci?ed start time, before a speci?ed end time, and betWeen 
a speci?ed start time and a speci?ed end time. The time 
speci?cation includes speci?cation based on a unit of time, 
e.g., seconds, minutes, hours, days, Weeks, months, years, 
etc., or date, e.g., Jan. 13, 2007. In one embodiment, the time 
speci?cation may specify that resource requests be granted 
for a period of time starting at the time of receipt of the ?rst 
resource request. 

[0029] Format-based restrictions include restricting 
resource request grants to speci?ed formats, e.g., email 
having only teXt formatting, email having no attachments, 
email having no eXecutable ?les. Upon receipt of a resource 
request, client computer 100 evaluates the resource request 
against the format-based restrictions speci?ed in the 
resource access control ?eld 206 to determine if the resource 
request satis?es the format-based restrictions. If the resource 
request satis?es the format-based restrictions, client com 
puter 100 grants access to the requested resource. 
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[0030] Count-based restrictions include granting resource 
requests based on the number of resource requests received 
by client computer 100, e. g., limiting the number of resource 
requests from a given domain. For eXample, a user may 
desire to limit the number of emails to be received from a 
given domain. 

[0031] Multiple different types of restrictions may be 
applied in the same resource access control ?eld 206, e. g., an 
electronic token 200 may include both a time-based restric 
tion and a count-based restriction. For eXample, a user may 
grant access to a given resource to a given domain for a 
limited number of accesses in a 24 hour period. In a speci?c 
eXample, a company grants a user an electronic token 
enabling user access of a Web-based service provided by the 
company for a 30 day period and limited to 10 accesses of 
the service per day. The company computer, e.g., computer 
102, denies resource requests by the user using the provided 
electronic token in eXcess of 10 requests per day and beyond 
the speci?ed 30 day period. 

[0032] In one embodiment, resource requesting computer 
102 combines electronic token 200 as part of the resource 
request generated for transmission to client computer 100. In 
another embodiment, computer 102 embeds electronic token 
200 Within the header portion of a message including a 
resource request. 

[0033] Listing 1 depicts an exemplary embodiment of an 
electronic token according to the present invention. The 
electronic token depicted in Listing 1 is an XML serialiZa 
tion of an RDF graph, i.e., Listing 1 is an RDF graph in an 
XML format, using a simpli?ed RDF/XML syntax for the 
sake of clarity. It Will be understood by persons skilled in the 
art that pure RDF or XML representations of the electronic 
token are possible. 

Lis ting 1 

<7Xml version=‘1.O".7> 
<RDF> 

<Person> 
<name>John Doe</name> 
<?rstName>John</?rstName> 
<surname>Doe</surname> 
<mboX>john.doe@isp.net</mbox> 
<phone resource=“610—595—4995”/> 
<WorkplaceHomepage resource=“http://WWW.resource.com/ 

doe”/> 
<alloW> 

<Corporation> 
<name>XYZ Corporation </name> 
<mboX>XyZ.com</mboX> 

</Corporation> 
</alloW> 

</Person> 
</RDF> 

[0034] The combination of the data provided by elements 
<Person> and <alloW> asserts that “John Doe alloWs XYZ 
Corporation” access. In particular, the <Person> element 
provides any necessary and optional details specifying the 
alloWed destination for an email including the Listing 1 
electronic token. The electronic token as embodied in the 
Listing 1 eXamples includes the folloWing destination iden 
tifying elements <name>, <?rstName>, <surname>, 
<mboX>, and <phone>, along With one or more homepage 
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URIs. Use of destination identifying elements enables the 
cataloging and cross-indexing of electronic tokens, e.g., in 
large databases, for managing and correlating the tokens 
With other information, e.g., business records. 

[0035] Given an example scenario using an electronic 
token to alloW or deny access to a resource based on the 

transmission of an email, of the above-speci?ed destination 
identifying elements, only the <mbox> element value 
(assumed to be unique) is assumed sufficient to uniquely 
identify a person. It is to be understood that additional or 
alternate uniquely identifying information may be used as 
necessary for implementation. Although a person is assumed 
to be unique for any given <mbox> element value, any one 
person may have multiple <mbox> element values. 

[0036] The <alloW> element includes details about the 
originator of the email, i.e., the entity to Whom access to the 
resource is granted. In the example of Listing 1, a partial 
email address has been provided, i.e., the domain xyZ.com, 
indicating an alloWance of access to any email originating 
from the domain. 

[0037] Further, in accordance With the example of Listing 
1, all electronic token information, i.e., elements and cor 
responding element values, are transmitted in clear, unen 
crypted text. In another embodiment, digital signatures, 
hashes, and encryption may be used singly or in combination 
to protect the electronic token information from unautho 
riZed vieWing and/or tampering. 
[0038] Listing 2 depicts an exemplary embodiment of the 
electronic token of Listing 1 Wherein the <mbox> element 
has been replaced by an <mbox_shal sum> element and the 
<mbox> element value by a hashed version of the <mbox> 
element value hashed using the SHA-l hashing algorithm. 

Listing 2 

[0039] Because both the <mbox> and <mbox_shalsum> 
elements uniquely identify a person or other entity, a “round 
trip” encryption algorithm is not necessary. The <mbox> and 
<mbox_shalsum> element values are not necessarily used to 
determine the destination for an email including the elec 
tronic token, rather the element values provide a guaranteed 
unique value and mechanism for identifying the person 
authoriZing access to the resource. 

[0040] A description of a Working example based on the 
concatenation-based example described above is noW pro 
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vided. A softWare executable, i.e., a plug-in, useable in 
connection With an email client and a Web broWser executed 
by client computer 100 provides functionality enabling the 
generation and distribution of the above-described elec 
tronic token 200. The plug-in Works as folloWs: John Doe 
visits the Web site of the XYZ Corporation, i.e., located at 
<<http://WWW.xyZ.com>>. By manipulating an “Authorize” 
button displayed by the Web broWser (provided by the 
plug-in), a token 200 is generated and transmitted to the Web 
site. The token is the encrypted concatenation of John Doe’s 
email address and the XYZ Corporation’s domain: 
encrypt(john.doe@isp.net~xyZ.com) Aunique string assert 
ing that John Doe Will accept emails from the xyZ.com 
domain is generated. Because the electronic token need not 
be decrypted by the grantee, DES or a derivative thereof 
(Triple DES) is useable in conjunction With the embodiment. 

[0041] In one embodiment, if data included in the elec 
tronic token is for future use by client computer 100, client 
computer encrypts the data in the provided electronic token 
preventing unauthoriZed access to the data. In an alternate 
embodiment, a hash value entry included in the electronic 
token may be used as a lookup table index at client computer 
100 to determine the data, i.e., resource access restrictions, 
provided to the grantee. 

[0042] Computer 100 transmits the electronic token to the 
XYZ Corporation embedded in an email thereby alloWing 
John Doe’s email client to screen all incoming email except 
those bearing a valid electronic token 200. In addition to the 
above-described approaches, the validity and restrictions of 
an electronic token 200 may be determined by a number of 
approaches. In a ?rst approach, client computer 100 reads 
the electronic token 200 and decrypts all or a portion of the 
token necessary to determine the identity of the request 
originator. In a second approach, client computer 100 reads 
the electronic token 200 and decrypts all or a portion of the 
token necessary to determine any access restrictions on 
access by the request originator. In a third approach, client 
computer reads the electronic token 200 and extracts a hash 
value for use as an index to a lookup table accessible by the 
client computer in order to determine access restrictions on 
the request originator. 

[0043] Advantageously, the above-described embodiment 
alloWs for more ?exibility in specifying restrictions and the 
ability to exchange information With the vendor (XYZ 
Corporation). 

EXAMPLE 1 

[0044] John Doe Would like to accept email from XYZ, 
but not necessarily on an unlimited basis. John Doe either 
sets the token to accept emails for a limited amount of time 
by setting an expiration date or by specifying a number of 
emails from XYZ to be alloWed. For example, to accept 
email for the next 30 days: 
encrypt(john.doe@isp.net~xyZ.com~20030609) or to accept 
the next three emails from XYZ: 
encrypt(john.doe@isp.net~xyZ.com~#3) Client computer 
100 transmits the generated token 200 to the vendor and the 
token must accompany each email from the vendor for 
comparison With the client computer White list. In the case 
of the numbered limit, an update must take place of the count 
at client computer 100 for the token 200 When the email 
arrives. 
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EXAMPLE 2 

[0045] John Doe speci?es that he is only interested in 
information on Widgets and not any other products that XYZ 
sells. John Doe’s interest is asserted in an RDF statement, 
e.g., using RDF/XML format and included in an encrypted 
token 200 provided to a vendor. The encrypted token 200 
becomes one of the assertions in the RDF. Other items 
included in the RDF may include: 

[0046] 1. The expiration date for John Doe accepting 
emails from XYZ; 

[0047] 2. The limit to the number of emails accepted 
from XYZ; 

[0048] 3. Restrictions related to email format (No 
HTML, no ActiveX, etc.); and 

[0049] 4. Restrictions related to attachments. 

[0050] The above description of an embodiment according 
to the present invention describes the ?ltering of resource 
requests performed at client computer 100. While this 
approach limits resource misuse at the client computer 100, 
there is minimal or no bene?t provided to other computers, 
e.g., a separate email server, a Web server, and other netWork 
resources. In another embodiment, a ?lter synchroniZed With 
information on client computer 100 regarding electronic 
token 200, other computers or intermediate devices, e.g., 
computer 1041 or intermediate device 106, ?lter and 
approve/reject resource requests prior to reaching client 
computer 100 or an email server, Web server, and other 
netWork resources. Intermediate device 106 may be a router, 
?reWall, or similar device betWeen a computer transmitting 
a resource request having an electronic token and client 
computer 100. In this manner, intermediate device 106 is 
able to evaluate resource requests prior to the requests 
reaching the resource. Because of the veri?cation of token 
grantor identi?er 202 and token grantee identi?er 204 in 
combination With the resource access control ?eld 206, 
unrequested resource requests are quickly evaluated and 
?ltered Without requiring evaluation of the request content 
beyond the electronic token 200. 

[0051] The above examples demonstrate the applicability 
to the World of email. The same concepts apply to Web 
services, i.e., the World of SOAP servers, and Web servers in 
general. 
[0052] Aperson using a broWser (user) to access Web sites 
may encounter a Web site Which restricts access using the 
present invention. In order for the user to gain access to the 
Web site, the user ?rst obtains an appropriate token alloWing 
access. This token could be requested in a number of Ways 
similar to those currently used to request a user account at 
Web sites. These include a) requesting access via an email 
address provided on the Web site (this portion of the site 
alloWing access to users Without a token), and b) ?lling out 
a form on the Web site With suf?cient information for the 
Web site to determine Whether authoriZation should be 
granted. This determination may be performed either auto 
matically by a Web application or manually by personnel 
responsible for revieWing the requests. Once the request is 
approved, the token is emailed to the user as raW data, or in 
the form of a small installation program storing the token in 
memory on the user computer system. In the case of an 
automated approval process, the token is doWnload imme 
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diately from the Web site to the users computer system and 
installed according to the speci?c implementation in the 
users Web broWser and/or email client. This scenario is very 
similar to current methods of Web access control relying on 
broWser cookies to store strings on the user computer 
system. In one embodiment, broWser cookies are used to 
transmit and store the electronic token. This approach has 
the advantage of providing a higher-level abstraction of an 
identity in Which the same electronic token may be used for 
multiple purposes including Web broWsers, email commu 
nication, and other forms of netWork communication using 
other protocols—FTP, TCP, etc. 

[0053] An example of use With Web services. This 
example is similar to the above example, adapted for 
machine-to-machine interaction. Web services describe a 
scenario in Which one computer requests a service of another 
computer. Many of these scenarios are so-called “business 
to-business” transactions. An example is the processing of a 
credit card transaction. The computer providing the service 
Would be the grantor of the access and the electronic token. 
The computer using this service Would be the consumer and 
the grantee of access to the resource and the token. The 
token could be requested in the same manner as above: an 
employee at the consumer location Would need to “set up” 
access by requesting an account, and by receiving a token 
that Would be installed on the consumer’s machine for use 
by the softWare application Which processes orders and 
hands off credit card payments for processing by the com 
puter at the service provider site. Another, more dynamic 
system could be implemented Whereby computer systems 
automate the request for a token. Existing standards for 
registries, such as Universal Description, Discovery, and 
Integration (UDDI) as speci?ed by OASIS, are used. 

[0054] FIG. 3 is a block diagram illustrating an exemplary 
computer system 100 upon Which an embodiment of the 
invention may be implemented. The present invention is 
usable With currently available personal computers, mini 
mainframes and the like. 

[0055] Computer system 100 includes a bus 302 or other 
communication mechanism for communicating information, 
and a processor 304 coupled With the bus 302 for processing 
information. Computer system 100 also includes a main 
memory 306, such as a random access memory (RAM) or 
other dynamic storage device, coupled to the bus 302 for 
storing data, an electronic token, and instructions to be 
executed by processor 304. Main memory 306 also may be 
used for storing an electronic token, temporary variables, or 
other intermediate information during execution of instruc 
tions to be executed by processor 304. Computer system 100 
further includes a read only memory (ROM) 308 or other 
static storage device coupled to the bus 302 for storing static 
information and instructions for the processor 304. Astorage 
device 310, such as a magnetic disk or optical disk, is 
provided and coupled to the bus 302 for storing data, an 
electronic token, and instructions. 

[0056] Computer system 100 may be coupled via the bus 
302 to a display 312, such as a cathode ray tube (CRT) or a 
?at panel display, for displaying information. An input 
device 314, including alphanumeric and function keys, is 
coupled to the bus 302 for communicating information and 
command selections to the processor 304. Another type of 
user input device is cursor control 316, such as a mouse, a 



US 2005/0254514 A1 

trackball, or cursor direction keys for communicating direc 
tion information and command selections to processor 304 
and for controlling cursor movement on the display 312. 
This input device typically has tWo degrees of freedom in 
tWo axes, a ?rst axis (e.g., X) and a second axis (e.g., y) 
alloWing the device to specify positions in a plane. 

[0057] The invention is related to the use of computer 
system 100, such as the illustrated system of FIG. 3, to 
provide a system for generating, transmitting, and evaluating 
an electronic token 200. According to one embodiment of 
the invention, the electronic token 200 is provided to a 
connected computer system 102 by computer system 100 in 
response to processor 304 executing sequences of instruc 
tions contained in main memory 306 in response to input 
received via input device 314, cursor control 316, or com 
munication interface 318. Such instructions may be read into 
main memory 306 from another computer-readable medium, 
such as storage device 310. 

[0058] HoWever, the computer-readable medium is not 
limited to devices such as storage device 310. For example, 
the computer-readable medium may include a ?oppy disk, a 
?exible disk, hard disk, magnetic tape, or any other magnetic 
medium, a CD-ROM, any other optical medium, punch 
cards, paper tape, any other physical medium With patterns 
of holes, a RAM, a PROM, an EPROM, a FLASH-EPROM, 
any other memory chip or cartridge, a carrier Wave embod 
ied in an electrical, electromagnetic, infrared, or optical 
signal, or any other medium from Which a computer can 
read. Execution of the sequences of instructions contained in 
the main memory 306 causes the processor 304 to perform 
the process steps described beloW. In alternative embodi 
ments, hard-Wired circuitry may be used in place of or in 
combination With computer softWare instructions to imple 
ment the invention. Thus, embodiments of the invention are 
not limited to any speci?c combination of hardWare circuitry 
and softWare. 

[0059] Computer system 100 also includes a communica 
tion interface 318 coupled to the bus 302. Communication 
interface 308 provides tWo-Way data communication as is 
knoWn. For example, communication interface 318 may be 
an integrated services digital netWork (ISDN) card, a digital 
subscriber line (DSL) card, or a modem to provide a data 
communication connection to a corresponding type of tele 
phone line. As another example, communication interface 
318 may be a local area netWork (LAN) card to provide a 
data communication connection to a compatible LAN. Wire 
less links may also be implemented. In any such implemen 
tation, communication interface 318 sends and receives 
electrical, electromagnetic or optical signals Which carry 
digital data streams representing various types of informa 
tion. Of particular note, the communications through inter 
face 318 may permit transmission or receipt of electronic 
token 200 from client computer 100 to computer 102 and a 
resource request from computer 102 to client computer 100. 
For example, tWo or more computer systems 1041_N may be 
netWorked together in a conventional manner With each 
using the communication interface 318. 

[0060] NetWork link 320 typically provides data commu 
nication through one or more netWorks to other data devices. 
For example, netWork link 320 may provide a connection 
through local netWork 322 to a host computer 324 or to data 
equipment operated by an Internet Service Provider (ISP) 
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326. ISP 326 in turn provides data communication services 
through the World Wide packet data communication netWork 
noW commonly referred to as the “Internet”328. Local 
netWork 322 and Internet 328 both use electrical, electro 
magnetic or optical signals Which carry digital data streams. 
The signals through the various netWorks and the signals on 
netWork link 320 and through communication interface 318, 
Which carry the digital data to and from computer system 
100, are exemplary forms of carrier Waves transporting the 
information. 

[0061] Computer system 100 can send messages and 
receive data, including program code, through the net 
Work(s), netWork link 220 and communication interface 318. 
In the Internet example, a server 330 might transmit a 
requested code for an application program through Internet 
328, ISP 326, local netWork 322 and communication inter 
face 318. In accordance With the invention, one such doWn 
loaded application provides for generating and transmitting 
an electronic token. 

[0062] The received code may be executed by processor 
304 as it is received, and/or stored in storage device 310, or 
other non-volatile storage for later execution. In this manner, 
computer system 100 may obtain application code in the 
form of a carrier Wave. 

[0063] It Will be readily seen by one of ordinary skill in the 
art that the present invention ful?lls the advantages set forth 
above. After reading the foregoing speci?cation, one of 
ordinary skill Will be able to affect various changes, substi 
tutions of equivalents and various other aspects of the 
invention as broadly disclosed herein. It is therefore 
intended that the protection granted hereon be limited only 
by the de?nition contained in the appended claims and 
equivalents thereof. 

What is claimed is: 
1. An electronic token useable for controlling access to a 

resource, the token comprising: 

a token grantor identi?er indicating a token grantor; 

a token grantee identi?er indicating a token grantee, and; 

a resource access control ?eld, Wherein the resource 
access control ?eld indicates control of additional limi 
tations of token grantee access to a resource as speci 
?ed by the token grantor. 

2. The electronic token of claim 1, Wherein the resource 
access control ?eld indicates a time period for token grantee 
access to the resource by the token grantee. 

3. The electronic token of claim 2, Wherein the time 
period includes one of a start time and an end time for token 
grantee access to the resource. 

4. The electronic token of claim 1, Wherein the resource 
access control ?eld indicates a maximum number of 
resource accesses by the token grantee. 

5. The electronic token of claim 4, Wherein the resource 
access control ?eld further indicates a time period for token 
grantee access to the resource. 

6. The electronic token of claim 1, Wherein the resource 
access control ?eld indicates a particular token content 
format for accessing the resource by the token grantee. 

7. The electronic token of claim 6, Wherein the particular 
token content format includes one of text, HTML, and XML. 

8. The electronic token of claim 1, Wherein the electronic 
token is speci?ed in XML format. 
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9. The electronic token of claim 1, wherein the electronic 
token is speci?ed in RDF format. 

10. The electronic token of claim 1, Wherein the token 
grantee identi?er, the token grantor identi?er, and the 
resource access control ?eld are concatenated. 

11. The electronic token of claim 10, Wherein the con 
catenated token grantee identi?er, the token grantor identi 
?er, and the resource access control ?eld are hashed. 

12. The electronic token of claim 11, Wherein the hashed, 
concatenated token grantee identi?er, the token grantor 
identi?er, and the resource access control ?eld are 
encrypted. 

13. The electronic token of claim 1, Wherein the resource 
access control ?eld is encrypted. 

14. The electronic token of claim 1, Wherein the token 
grantor identi?er includes at least one of a domain name, an 
email address, and a unique identi?er. 

15. The electronic token of claim 1, Wherein the token 
grantee identi?er includes at least one of a domain name, an 
email address, and an IP address. 

16. Amethod for generating and using an electronic token 
having a token grantee identi?er, a token grantor identi?er, 
and a resource access control ?eld, comprising the steps of: 

generating an electronic token based on a token grantee 
identi?er, a token grantor identi?er, and a resource 
access control ?eld, Wherein the resource access con 
trol ?eld indicates control of additional limitations of 
token grantee access to a resource as speci?ed by the 
token grantor; 

transmitting the electronic token to a token grantee com 
puter system; and 

transmitting the electronic token from the token grantee 
computer system to a computer system controlling 
access to a resource requested by the token grantee 
computer system. 

17. The method of claim 16, Wherein the generating step 
further comprises concatenating the token grantee identi?er, 
the token grantor identi?er, and the resource access control 
?eld. 

18. The method of claim 16, Wherein the generating step 
further comprises encrypting the token grantee identi?er, the 
token grantor identi?er, and the resource access control ?eld. 
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19. The method of claim 16, further comprising the step 
of: 

determining, by the computer system controlling access to 
the resource requested by the token grantee computer 
system, Whether to grant the token grantee computer 
system access to the requested resource based on the 
content of the electronic token; and 

if access is granted, transmitting the resource request to 
the resource requested by the token grantee computer 
system. 

20. The method of claim 16, Wherein the electronic token 
is the electronic token of claim 1. 

21. The method of claim 16, Wherein the determining step 
comprises: 

decrypting a portion of the electronic token to determine 
the token grantee identify. 

22. The method of claim 16, Wherein the determining step 
comprises: 

decrypting a portion of the electronic token to determine 
access restrictions on access to the requested resource 

by the token grantee computer system. 
23. The method of claim 16, Wherein the determining step 

comprises: 

determining, based on a hash value in the electronic token 
and a lookup table accessible by the computer system 
controlling access, restrictions on access to the 
requested resource by the token grantee computer sys 
tem. 

24. A system for generating and using an electronic token 
having a token grantee identi?er, a token grantor identi?er, 
and a resource access control ?eld, comprising: 

a processor for receiving and transmitting data; and 

a memory coupled to the processor, the memory having 
stored therein instructions causing the processor to 
perform the method of claim 16. 

25. The system of claim 24, Wherein the electronic token 
is the electronic token of claim 1. 


