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(57) ABSTRACT 

A method for copy protection includes receiving data in a 
recording module representing content to be recorded on a 
recording medium, the data including an indication that the 
content is to be protected from unauthorized copying. 
Responsive to the indication, the recording module signals 
a protection module to initiate a protection protocol in 
synchronization With the recording module. The protection 
module generates control information, so as to prevent the 
unauthorized copying of the content that is to be protected, 
and conveys the control information to the recording mod 
ule, in accordance With the protocol. The recording module 
combines the control information With the data representing 
the content in the recording module, for recording on the 
recording medium. 
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DYNAMIC COPY PROTECTION OF OPTICAL 
MEDIA 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to protec 
tion of intellectual property rights, and speci?cally to pre 
vention of unauthorized copying of recorded audio media. 

BACKGROUND OF THE INVENTION 

[0002] Compact disk (CD) recordings are a preferred 
means for distributing both digital audio recordings and 
computer softWare. CD digital audio (CD-DA) recordings 
are almost universally made in accordance With standard 
908 of the International Electrotechnical Commission (IEC), 
entitled “Compact Disc Digital Audio System” (Geneva, 
SWitZerland, 1987), Which is incorporated herein by refer 
ence. The 908 standard, also knoWn as the Red Book, de?nes 
hoW audio data are to be encoded and recorded on the disk, 
enabling the data to be played back using standard digital 
decoding chips. 
[0003] In accordance With the Red Book standard, the data 
on the CD are recorded in blocks (or sectors) of 98 frames, 
each such frame comprising one control symbol folloWed by 
thirty-tWo data symbols. Each symbol comprises fourteen 
channel bits, Which correspond to a single byte of binary 
input data, encoded in a process of eight-to-fourteen bit 
modulation (knoWn as “EFM” modulation). The data sym 
bols include error correction codes, known as Cross Inter 
leave Reed Solomon Codes (CIRC), Which are used during 
playback to identify and, When possible, to correct errors in 
the corresponding data segments. The control symbols con 
tain sub-code information for the block, arranged in chan 
nels that are identi?ed in the standard as P, Q, R, S, T, U, V 
and W. The ?rst tWo sub-code symbols contain synchroni 
Zation patterns knoWn as S0 and S1. The blocks are orga 
niZed sequentially in tracks, beginning With a lead-in track 
0, folloWed by up to 99 audio tracks. The P and Q sub-code 
channels contain timing and navigation information for the 
tracks. The Q channel in the lead-in contains the Table Of 
Contents (TOC) of the disk. 

[0004] Different standards apply to other types of data, 
such as computer softWare, Which may be recorded on CD, 
as Well. For eXample, the Blue Book standard speci?es 
multi-session recordings, that combine audio and other data 
on a single disk. The Orange Book applies generally to 
recordable CDs (CD-R), including reWritable CDs (CD 
RW), Which alloW users to Write, erase, overWrite and read 
CD information using properly-con?gured recording and 
playback equipment. The CD-RW format permits both audio 
and data recording. It is described in detail in part II of the 
Orange Book, Which is entitled “Compact Disc ReWritable 
System Description” (Tentative Version 1.90, June, 1997), 
published by Philips Consumer Electronics B.V. (Eind 
hoven, Netherlands), Which is incorporated herein by refer 
ence. 

[0005] Inexpensive CD recording devices and read/Write 
media that comply With Orange Book requirements have 
become available to consumers. Thus, it is noW easy, using 
a conventional personal computer With a CD burner, to make 
exact, digital copies of all types of CDs. The CD content is 
read out by the computer, byte by byte, from one CD, 
typically a legitimately-purchased original CD, and then 
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Written to a blank CD-R or CD-RW so as to make a pirate 
copy. Similar copying methods may be used With other 
media, such as Digital Video Disks (DVD) Off-shelf soft 
Ware to assist the user in making such copies is also Widely 
available. For eXample, RoXioTM Inc. (Milpitas, Calif.) offers 
“Easy CD Creator” softWare, Which is commonly bundled 
With CD burners sold on the consumer market. Such soft 
Ware typically contains no program safeguards to prevent 
users from making unauthoriZed copies of copyright mate 
rial. Financial losses to the recording and softWare industries 
due to such pirate copying are estimated to be in the billions 
of dollars. 

[0006] Various methods are knoWn in the art for protecting 
CD audio content from being copied using computer CD 
drives. Some of these methods are based on manipulating 
the sub-code control information. For eXample, PCT patent 
publication WO 01/61696, Whose disclosure is incorporated 
herein by reference, describes a method for copy protection 
of digital audio CDs based on using a non-standard number 
of frames in a sector of a compact audio disk, for eXample, 
99 rather than the usual 98 frames speci?ed by the standard. 
The S0 and S1 sub-code synchroniZation patterns are there 
fore displaced one frame later than they Would normally be, 
Without changing the data in the frames. As another 
eXample, PCT patent publication WO 00/74053, Whose 
disclosure is likeWise incorporated herein by reference, 
describes a copy protection method based on rendering 
certain of the sub-code information, particularly in the Q 
channel, incorrect and/or inaccurate. The incorrect data is 
ignored by an audio CD player, but renders the disk unplay 
able by a computer CD drive. 

[0007] Other methods of copy protection involve chang 
ing the audio content of the original disk. For eXample, PCT 
patent publication WO 01/41130, Whose disclosure is incor 
porated herein by reference, describes such a method based 
on incorporating a pattern of latent noise into a digital audio 
CD by overWriting some of the original audio signal data 
symbols With grossly-erroneous values. The corresponding 
error-correction symbols are overWritten in such a Way as to 
create an uncorrectable error in the frames containing the 
erroneous values. An ordinary CD player, When playing such 
a disk, Will detect each occurrence of a latent noise value as 
an uncorrectable error and Will apply interpolative error 
concealment to prevent the output of the error. When a 
computer CD drive attempts to read the disk, hoWever, and 
detects the intentional, uncorrectable errors, it Will either 
read no data at all or read only the raW uncorrected data, 
including the latent noise. 

[0008] One Way in Which CD-RW disks used to produce 
unauthoriZed copies of copyright material differ from CD 
DA and other types of non-reWritable disks is that they 
typically contain a Program Memory Area (PMA), preced 
ing the conventional Lead-In Area of the disk. The PMA is 
used for intermediate storage of control information during 
the process of recording the disk. This information includes: 

[0009] Disk contents—track numbers and their start 
and stop times. 

[0010] Disk identi?cation. 
[0011] Skip information—indicating audio tracks or 

parts of audio tracks to skip during playback. 
[0012] When the entire disk is ?naliZed, the information in 
the PMA is encoded in the sub-code Q channel of the 
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lead-in, and the PMA is erased. It is not necessary that the 
disk be ?nalized, however, in order for its contents to be 
played back. Most currently-available CD drives are 
designed for CD-RW compatibility and therefore are pro 
grammed to read and use any PMA information on the disk 
before going on to the lead-in and program areas of the disk. 
Only in Disk-At-Once (DAO) CD-RW recordings, in Which 
the entire disk contents are copied in one operation, is the 
sub-code Q channel information Written to the disk directly, 
Without going through the PMA. Thus, DAO recording’s, 
such as those made in manufacturing plants, conventionally 
have no PMA. CD-DA players ignore the PMA in any event. 

SUMMARY OF THE INVENTION 

[0013] It is an object of some aspects of the present 
invention to provide improved methods and apparatus for 
preventing unauthoriZed copying of recorded, computer 
readable media, and particularly of compact disks. 

[0014] It is a further object of some aspects of the present 
invention to provide compact disks that are resistant to 
unauthoriZed copying and methods and apparatus for pro 
ducing such disks. 

[0015] It is still a further object of some aspects of the 
present invention to provide methods for updating copy 
protection of equipment and softWare used to produce 
recorded media, in order to frustrate efforts to decipher the 
copy-protection mechanisms of the media. 

[0016] In preferred embodiments of the present invention, 
a protection module is added to CD recording equipment. 
The module may be implemented as a hardWare unit or as a 
softWare program, or as a combination of hardWare and 
softWare elements. It is used to modify portions of the data 
to be recorded on a CD in such a Way as to inhibit 
subsequent readout and copying of the contents (typically 
audio data) of the CD using a computer CD drive. Various 
types of modi?cations may be applied individually or in 
combination, including modi?cations to the disk layout, 
control information, content data and symbols recorded on 
the disk. Preferably, the modi?cations are such as to create 
errors in accessing the Red Book CD content using the 
computer CD drive, or to prevent such access altogether, 
While alloWing a Red Book CD-DA player to play the 
contents Without noticeable difficulty or degradation. 

[0017] In some preferred embodiments of the present 
invention, the module operates by generating erroneous 
control information for Writing to the Program Memory Area 
(PMA) of a CD. The PMA may be made to indicate, for 
eXample, that there is no audio session on the disk, or that 
certain tracks or time intervals in the audio session should be 
skipped, or that some tracks are hidden tracks or are incom 
pletely recorded. The modi?cations to the content of the 
PMA may be used to copy-protect all the Red Book content 
on the disk or only certain tracks on the disk. When the CD 
is inserted in a CD-RW compatible computer drive, the drive 
?rst attempts to access the PMA, as required by the Orange 
Book standard. The control information in the PMA prevents 
the drive from properly reading out the audio content on the 
disk. A Red Book-compliant CD-DA player, hoWever, 
ignores the PMA and plays the disk Without dif?culty. 
Preferably, the CD is Written in Disk-At-Once (DAO) mode, 
so that none of the data on the disk can subsequently be 
overWritten Without overWriting the entire disk. 
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[0018] In some of these preferred embodiments, the PMA 
is added to disks that are manufactured in a plant using the 
DAO method, even though such disks are not reWritable 
disks. The PMA Would normally not eXist at all in such 
disks, but is added in these embodiments so as to inhibit or 
control access to Red Book content by unauthoriZed com 
puter CD drives. In other preferred embodiments, a softWare 
protection module is used to modify the PMA control 
information While Writing to a CD-RW disk, so that When the 
disk is closed, and the PMA information is transferred to the 
lead-in area, the disk is copy-protected. For this purpose, 
control information may be Written to the reserved track 
Within the PMA (as speci?ed in the Orange Book), or an 
incomplete track structure may be created in the PMA. 

[0019] In other preferred embodiments of the present 
invention, the module changes the layout of the disk by 
adding multiple sessions to the disk, and modifying the 
control information in the multiple sessions (for eXample, in 
the lead-in of the sessions) so that the information conveyed 
in the multiple sessions (individually or taken together) 
blocks unauthoriZed copying. While a computer CD drive is 
sensitive to multiple sessions and their order and layout on 
the disk, CD audio players read only the ?rst audio session. 

[0020] In still other preferred embodiments of the present 
invention, the module modi?es other aspects of the data 
recorded on the disk. For eXample, the module may desyn 
chroniZe the EFM pattern on the disk, preferably by invert 
ing the order of and repositioning the S0 and S1 bytes 
relative to one another in the synchroniZation pattern in each 
of a plurality of sectors on the disk. In such sectors, for 
eXample, S1 appears in the synchroniZation pattern before 
S0 and, furthermore, S0 and S1 are no longer in consecutive 
positions as speci?ed in the standard. (The number of frames 
in each sector, hoWever, is preferably unchanged from the 
standard 98 frames, in contrast to the method described in 
the above-mentioned WO 01/61696 PCT publication.) 
Again, While CD audio players are capable of playing back 
the audio content of the disk even When the synchroniZation 
pattern is broken, computer CD drives are typically unable 
to read out the content under such circumstances. 

[0021] The preferred embodiments described above typi 
cally prevent computer CD drives from accessing the origi 
nal audio content. To enable an authoriZed computer user to 
play back this content using the computer drive, the audio 
content is preferably replicated in a compressed, protected 
form. The replica is placed, either hidden or eXposed, in 
another location on the disk or in a separate data session to 
Which computer drives are granted access. Some methods 
for encoding the audio data in this manner and for providing 
authoriZed access to the encoded data are described in PCT 
patent publication WO 01/80546, Whose disclosure is incor 
porated herein by reference. 

[0022] In some preferred embodiments of the present 
invention, the protection module comprises a softWare mod 
ule, Which is designed to Work in conjunction With CD 
recording softWare on a personal computer (PC). In one such 
embodiment, When the recording softWare receives content 
to be recorded, it checks the content to determine Whether 
the user is authoriZed to make the copy and, if so, Whether 
the area of the CD on Which the copy is recorded should 
itself be copy-protected. The indication as to Whether and 
under What conditions the content can be copied is prefer 
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ably provided by means of digital rights management 
(DRM) known in the art, Which are beyond the scope of the 
present invention. Upon determining that copy protection 
should be applied to the contents on the CD, the recording 
softWare signals the protection module and passes certain 
control data to the protection module, such as track infor 
mation to be recorded in the lead-in area of a single- or 
multi-session disk, or the Table of Contents (TOC) of the 
disk. 

[0023] The recording softWare and the protection module 
use a predetermined protocol for mutual identi?cation and 
for synchroniZing the protection module With the content to 
be recorded on the CD. There is no need, hoWever, for the 
actual content itself to be passed to the protection module, 
nor is it necessary that the recording softWare be modi?ed to 
carry out any particular protection algorithm. Rather, the 
protection module generates synchroniZation information 
and modi?ed control information and passes it to the record 
ing softWare. The recording softWare combines this control 
information With the content of the disk and drives a CD 
burner to record the combined information and content. The 
changes in the control information on the disk preferably 
render the protected content inaccessible to a computer CD 
drive, as mentioned above. These changes may include, for 
eXample, the addition of PMA errors, as mentioned above, 
or the introduction of errors in the sub-code Q channel, as 
described in US. patent application Ser. No. 09/549,820, 
Which is assigned to the assignee of the present patent 
application and is incorporated herein by reference, or as 
otherWise knoWn in the art. 

[0024] In some preferred embodiments of the present 
invention, the protection algorithms applied by the protec 
tion module are periodically updated by doWnloading a 
script over a communication link or on a removable storage 
medium to the module. The script includes neW parameters 
or other modi?cations to be applied in the protection algo 
rithm. After performing a suitable authentication procedure, 
the module opens and runs the script, causing its protection 
algorithm to be updated accordingly. This simple, on-line 
procedure alloWs the provider and users of the protection 
module to update the operation of the module at close 
intervals and thus to stay a step ahead of hackers seeking to 
decipher the protection algorithm and make unauthoriZed 
copies of the content. 

[0025] Although preferred embodiments are described 
herein With speci?c reference to recording of audio content 
on compact disks, the methods described herein may simi 
larly be applied, mutatis mutandis, to other types of content 
and recording media. The necessary modi?cations to these 
methods Will be apparent to those skilled in the art. More 
particularly, although reference is made herein to particular 
types of CDs and CD standards, the principles of the present 
invention may be eXtended to other CD types and standards. 
The terms “compact disk” and “CD,” When used in the 
present patent application and in the claims, should therefore 
be taken to refer, as appropriate in conteXt, to substantially 
all members of the CD family, including digital video disks 
(DVD). 
[0026] There is therefore provided, in accordance With a 
preferred embodiment of the present invention, a method for 
preventing copying of a compact disk (CD) using an unau 
thoriZed readout device, the method including: 

[0027] preparing content to be Written to a session in 
a Program Area of the CD; 
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[0028] generating control information for Writing to a 
Program Memory Area (PMA) of the CD, Which 
control information, When read by the unauthoriZed 
readout device, renders the unauthoriZed readout 
device incapable of properly reading the session 
from the CD; and 

[0029] recording the content and the control infor 
mation on the CD. 

[0030] Preferably, recording the content and the control 
information includes making the recording in a Disk At 
Once (DAO) mode, Wherein the CD is not a reWritable CD. 

[0031] Further preferably, generating the control informa 
tion includes inserting erroneous data in the PMA. Most 
preferably, inserting the erroneous data includes inserting 
parameters instructing a Compact Disk ReWritable (CD 
RW) compatible readout device to skip one or more tracks 
of the content on the CD, or to skip the content in one or 
more time intervals in one or more tracks on the CD. 

Additionally or alternatively, inserting the erroneous data 
includes inserting parameters indicating that a track on the 
CD is incomplete or identifying an audio track on the CD as 
a digital mode track. 

[0032] There is also provided, in accordance With a pre 
ferred embodiment of the present invention, a method for 
preventing copying of a compact disk (CD) using an unau 
thoriZed readout device, the method including: 

[0033] preparing a ?rst Table Of Contents (TOC) 
With respect to an audio session to be recorded on the 
CD, the ?rst TOC referring to track numbers and 
modes in the audio session; 

[0034] preparing a second TOC With respect to a data 
session to be recorded on the CD, the second TOC 
referring to the same track numbers and modes as the 
?rst TOC; and 

[0035] recording the audio and data sessions on the 
CD together With the ?rst TOC and the second TOC. 

[0036] Preferably, preparing the ?rst TOC includes record 
ing timing information With respect to the track numbers 
and/or modes, and preparing the second TOC includes 
modifying the timing information recorded in the ?rst TOC, 
and recording the modi?ed timing information With respect 
to the same track numbers in the second TOC. Alternatively 
or additionally, the ?rst TOC indicates that one or more of 
the tracks are audio mode tracks, and preparing the second 
TOC includes indicating in the second TOC that the one or 
more tracks are not audio mode tracks. 

[0037] There is additionally provided, in accordance With 
a preferred embodiment of the present invention, a method 
for preventing copying of a compact disk (CD) using an 
unauthoriZed readout device, the method including: 

[0038] preparing data to be Written to a sector of the 
CD, the sector including a predetermined number of 
frames in accordance With an applicable standard, 
each of the frames including multiple symbols, such 
that in accordance With the applicable standard, each 
of the frames is to begin With ?rst and second 
synchroniZation symbols; 
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[0039] arranging the symbols in at least one of the 
frames so that the second synchronization symbol 
occurs before the ?rst synchronization symbol or 
subcode symbol; and 

[0040] 
[0041] Preferably, the ?rst and second synchroniZation 
symbols in the at least one of the frames are arranged so that 
the at least one of the frames does not begin With either the 
?rst or the second synchroniZation symbol. Additionally or 
alternatively, the symbols are arranged in at least one of the 
frames so that the ?rst and second synchroniZation symbols 
are not in consecutive positions. Most preferably, the appli 
cable standard includes standard 908 of the International 
Electrotechnical Commission, such that the predetermined 
number of the frames in the sector is 98, and the ?rst and 
second synchroniZation symbols include sub-code symbols 
S0 and S1. 

[0042] There is further provided, in accordance With a 
preferred embodiment of the present invention, a method for 
copy protection, including: 

[0043] receiving data in a recording module repre 
senting content to be recorded on a recording 
medium, the data including an indication that the 
content is to be protected from unauthoriZed copy 
ing; 

[0044] responsive to the indication, signaling a pro 
tection module to initiate a protection protocol in 
synchroniZation With the recording module; 

recording the symbols in the sector on the CD. 

[0045] generating control information using the pro 
tection module so as to prevent the unauthoriZed 
copying of the content that is to be protected; 

[0046] conveying the control information from the 
protection module to the recording module, in accor 
dance With the protocol; 

[0047] combining the control information With the 
data representing the content in the recording mod 
ule; and 

[0048] recording the data combined With the control 
information on the recording medium. 

[0049] Preferably, the control information includes sub 
code information. Alternatively or additionally, signaling the 
protection module includes conveying sub-code channel 
information for use by the protection module in generating 
the control information. Further preferably, the control sub 
code channel information includes a table of contents (TOC) 
of the data representing the content. Most preferably, gen 
erating the control information includes generating the con 
trol information responsive to the sub-code channel infor 
mation, substantially Without receiving the data representing 
the content at the protection module. 

[0050] Additionally or alternatively, signaling the protec 
tion module includes sending a synchroniZation signal from 
the recording module to the protection module, and convey 
ing the control information includes generating the control 
information in synchroniZation With the data, responsive to 
the synchroniZation signal. Further additionally or alterna 
tively, signaling the protection module includes authenticat 
ing the protection module before proceeding With the pro 
tection protocol. 
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[0051] Preferably, generating the control information 
includes preparing the control information so as to cause the 
recording module, upon combining the control information 
With the data, to effect logical changes in a sub-code channel 
associated With the data. Additionally or alternatively, gen 
erating the control information includes preparing the con 
trol information so as to cause the recording module, upon 
combining the control information With the data, to modify 
the data so that at least a portion of the data Will be identi?ed 
as erroneous With respect to an error correcting code asso 
ciated thereWith. 

[0052] In a preferred embodiment, the recording medium 
includes a compact disk (CD). 

[0053] There is moreover provided, in accordance With a 
preferred embodiment of the present invention, a method for 
copy protection, including: 

[0054] providing a protection module for processing 
data associated With content to be recorded on a 
recording medium, so as to inhibit, by processing of 
the data, unauthoriZed copying of the content; 

[0055] conveying a script to the protection module 
over a communication link or any other means, the 
script providing an updated processing parameter for 
use in processing the data; 

[0056] running the script at the protection module to 
determine the updated processing parameter; 

[0057] processing the data using the protection mod 
ule subject to the updated processing parameter; and 

[0058] 
[0059] In a preferred embodiment, the protection module 
includes a hardWare logic unit dedicated to processing the 
data so as to inhibit the unauthoriZed copying. In another 
preferred embodiment, the protection module includes soft 
Ware program code for running on a general-purpose pro 
cessing unit. 

recording the processed data on the medium. 

[0060] Preferably, conveying the script includes encrypt 
ing the script before doWnloading it to the protection mod 
ule, and running the script includes authenticating and 
decrypting the script. 

[0061] Further preferably, processing the data includes 
effecting logical changes in a sub-code channel associated 
With the data. 

[0062] There is furthermore provided, in accordance With 
a preferred embodiment of the present invention, apparatus 
for preventing copying of a compact disk (CD) using an 
unauthoriZed readout device, the apparatus including: 

[0063] a protection processor, adapted to prepare 
content to be Written to a session in a Program Area 
of the CD, and to generate control information for 
Writing to a Program Memory Area (PMA) of the 
CD, Which control information, When read by the 
unauthoriZed readout device, renders the unautho 
riZed readout device incapable of properly reading 
the session from the CD; and 

[0064] a recording device, coupled to receive the 
content and the control information from the protec 
tion processor and adapted to record the content and 
the control information on the CD. 
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[0065] There is also provided, in accordance With a pre 
ferred embodiment of the present invention, apparatus for 
preventing copying of a compact disk (CD) using an unau 
thoriZed readout device, the apparatus including: 

[0066] a protection processor, adapted to prepare a 
?rst Table Of Contents (TOC) With respect to an 
audio session to be recorded on the CD, the ?rst TOC 
referring to track numbers in the audio session and/or 
their modes, and to prepare a second TOC With 
respect to a data session to be recorded on the CD, 
the second TOC referring to the same track numbers 
as the ?rst TOC; and 

[0067] a recording device, coupled to receive the ?rst 
TOC and the second TOC from the protection pro 
cessor, and to record the audio and/or additional 
sessions (data or audio) on the CD together With the 
?rst TOC and the second TOC. 

[0068] There is additionally provided, in accordance With 
a preferred embodiment of the present invention, apparatus 
for preventing copying of a compact disk (CD) using an 
unauthoriZed readout device, the apparatus including: 

[0069] a protection processor, adapted to receive data 
to be Written to a sector of the CD, the sector 
including a predetermined number of frames in 
accordance With an applicable standard, each of the 
frames including multiple symbols, such that in 
accordance With the applicable standard, each of the 
frames is to begin With ?rst and second synchroni 
Zation symbols, the protection processor being 
adapted to arrange the symbols in at least one of the 
frames so that the second synchroniZation symbol 
occurs before the ?rst synchroniZation symbol and 
the synchroniZation symbols are preferably no 
longer consecutive; and 

[0070] a recording device, coupled to receive the 
symbols from the protection processor, and to record 
the symbols in the sector on the CD. 

[0071] There is further provided, in accordance With a 
preferred embodiment of the present invention, apparatus 
for copy protection, including: 

[0072] a protection module, adapted to generate con 
trol information using the protection module so as to 
prevent unauthoriZed copying of protected content; 
and 

[0073] a recording module, adapted to receive data 
representing the content to be recorded on a record 
ing medium, the data including an indication that the 
content is to be protected from the unauthoriZed 
copying, such that responsive to the indication, the 
recording module signals the protection module to 
initiate a protection protocol in synchroniZation With 
the recording module and conveys the control infor 
mation from the protection module to the recording 
module, in accordance With the protocol, and then 
receives the control information generated by the 
protection module and combines the control infor 
mation With the data representing the content, so as 
to record the data combined With the control infor 
mation on the recording medium. 
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[0074] There is moreover provided, in accordance With a 
preferred embodiment of the present invention, apparatus 
for copy protection, including: 

[0075] a netWork interface, adapted to doWnload a 
script over a communication link, the script provid 
ing an updated processing parameter for use in 
processing data associated With content to be 
recorded on a recording medium so as to inhibit 

unauthoriZed copying of the content; 

[0076] a protection module, adapted to run the script 
so as to determine the updated processing parameter 
and to process the data, subject to the updated 
processing parameter, so as to inhibit the unautho 
riZed copying; and 

[0077] a recording device, coupled to receive the 
processed data from the protection module, and to 
record the processed data on the medium. 

[0078] Alternatively, the apparatus may comprise a data 
input interface of another type, such as a removable disk or 
diskette drive, for receiving the script ?le on tangible media 
or by other means. 

[0079] There is furthermore provided, in accordance With 
a preferred embodiment of the present invention, a computer 
softWare product for preventing copying of a compact disk 
(CD) using an unauthoriZed readout device, the product 
including a computer-readable medium in Which program 
instructions are stored, Which instructions, When read by a 
computer, cause the computer to prepare content to be 
Written to a session in a Program Area of the CD, and to 
generate control information for Writing to a Program 
Memory Area (PMA) of the CD, Which control information, 
When read by the unauthoriZed readout device, renders the 
unauthoriZed readout device incapable of properly reading 
the session from the CD. 

[0080] There is also provided, in accordance With a pre 
ferred embodiment of the present invention, a computer 
softWare product for preventing copying of a compact disk 
(CD) using an unauthoriZed readout device, the product 
including a computer-readable medium in Which program 
instructions are stored, Which instructions, When read by a 
computer, cause the computer to prepare a ?rst Table Of 
Contents (TOC) to be recorded on the CD With respect to an 
audio session, the ?rst TOC referring to track numbers in the 
audio session, and to prepare a second TOC to be recorded 
on the CD With respect to a data session, the second TOC 
referring to the same track numbers as the ?rst TOC. 

[0081] There is additionally provided, in accordance With 
a preferred embodiment of the present invention, a computer 
softWare product for preventing copying of a compact disk 
(CD) using an unauthoriZed readout device, the product 
including a computer-readable medium in Which program 
instructions are stored, Which instructions, When read by a 
computer that receives data to be Written to a sector of the 
CD, the sector including a predetermined number of frames 
in accordance With an applicable standard, each of the 
frames including multiple symbols, such that in accordance 
With the applicable standard, each of the frames is to begin 
With ?rst and second synchroniZation symbols, cause the 
computer to arrange the symbols in at least one of the frames 
to be recorded to the sector of the CD so that the second 
synchroniZation symbol occurs before the ?rst synchroniZa 
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tion symbol. Preferably, the rearranged synchronization 
symbols are no longer consecutive. 

[0082] There is further provided, in accordance With a 
preferred embodiment of the present invention, a computer 
softWare product including a computer-readable medium in 
Which program instructions are stored, Which instructions, 
When read by a computer, cause the computer to run a 
protection process and a recording process, 

[0083] Wherein the protection process generates con 
trol information so as to prevent unauthoriZed copy 
ing of protected content, and 

[0084] Wherein the recording module receives data 
representing the content to be recorded on a record 
ing medium, the data including an indication that the 
content is to be protected from the unauthoriZed 
copying, such that responsive to the indication, the 
recording module signals the protection module to 
initiate a protection protocol in synchroniZation With 
the recording module and conveys the control infor 
mation from the protection module to the recording 
module, in accordance With the protocol, and then 
receives the control information generated by the 
protection module and combines the control infor 
mation With the data representing the content, so as 
to record the data combined With the control infor 
mation on the recording medium. 

[0085] There is moreover provided, in accordance With a 
preferred embodiment of the present invention, a computer 
softWare product including a computer-readable medium in 
Which program instructions are stored, Which instructions, 
When read by a computer, cause the computer to doWnload 
a script over a communication link, or to receive it by other 
means, the script providing an updated processing parameter 
for use in processing data associated With content to be 
recorded on a recording medium so as to inhibit unautho 

riZed copying of the content, and further cause the computer 
to run the script so as to determine the updated processing 
parameter and to process the data for recording on the 
medium, subject to the updated processing parameter. 

[0086] There is furthermore provided, in accordance With 
a preferred embodiment of the present invention, a data 
storage medium that is resistant to copying using an unau 
thoriZed readout device, the medium including a compact 
disk (CD) having a Program Area in Which content is stored, 
and a Program Memory Area (PMA) containing control 
information Which, When read by the unauthoriZed readout 
device, renders the unauthoriZed readout device incapable of 
properly reading the session from the CD. 

[0087] There is also provided, in accordance With a pre 
ferred embodiment of the present invention, a data storage 
medium that is resistant to copying using an unauthoriZed 
readout device, the medium including a compact disk (CD) 
that is not a reWritable CD, the CD having a Program Area 
in Which content is stored, and a Program Memory Area 
(PMA) containing control information. 

[0088] There is additionally provided, in accordance With 
a preferred embodiment of the present invention, a data 
storage medium that is resistant to copying using an unau 
thoriZed readout device, the medium including a compact 
disk (CD) having an audio session and a second session, 
Which may be either an audio or a data session. The audio 
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session including a ?rst Table Of Contents (TOC) referring 
to track numbers in the audio session and/or their modes, 
and the second session including a second TOC referring to 
the same track numbers as the ?rst TOC. 

[0089] There is further provided, in accordance With a 
preferred embodiment of the present invention, a data stor 
age medium that is resistant to copying using an unautho 
riZed readout device, the medium including a compact disk 
(CD) containing data in at least one sector thereon, the at 
least one sector including a predetermined number of frames 
in accordance With an applicable standard, each of the 
frames including multiple symbols, such that in accordance 
With the applicable standard, each of the frames is to begin 
With ?rst and second synchroniZation symbols, While in at 
least one of the frames in the at least one sector, the second 
synchroniZation symbol occurs before the ?rst synchroniZa 
tion symbol and the synchroniZation signals are no longer 
consecutive. 

[0090] The present invention Will be more fully under 
stood from the folloWing detailed description of the pre 
ferred embodiments thereof, taken together With the draW 
ings in Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0091] FIG. 1 is a schematic, pictorial illustration of a 
compact disk (CD), in accordance With a preferred embodi 
ment of the present invention; 

[0092] FIG. 2 is a block diagram that schematically illus 
trates CD recording equipment, in accordance With a pre 
ferred embodiment of the present invention; 

[0093] FIG. 3 is a partly pictorial block diagram that 
schematically illustrates a system for CD recording, in 
accordance With a preferred embodiment of the present 
invention; 
[0094] FIG. 4 is a How chart that schematically illustrates 
a method for applying copy protection to a CD recording, in 
accordance With a preferred embodiment of the present 
invention; and 

[0095] FIG. 5 is a How chart that schematically illustrates 
a method for updating a copy protection module, in accor 
dance With a preferred embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0096] Reference is noW made to FIG. 1, Which is a 
schematic pictorial vieW of a reWritable compact disk (CD 
RW) 20, Which is protected against unauthoriZed copying, in 
accordance With a preferred embodiment of the present 
invention. The overall layout of disk 20 folloWs standard 
recording practice, as speci?ed in the above-mentioned 
Orange Book standard. An information area 22 includes a 
program area (PA) 23, Which may typically include multiple 
sessions. Information area 22 progresses outWards in a 
Widening spiral, and contains all of the recorded contents of 
CD 20. In the present example, for the sake of simplicity, PA 
23 is shoWn as including an audio session 24 and a data 
session 26, although typically a Blue Book or Orange Book 
disk may contain multiple data sessions. Audio session 24 
consists of up to 99 tracks of audio content (such as music), 
as Well as accompanying sub-code information. 
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[0097] Audio session 24 is preceded by a lead-in (LI) area 
28, and followed by a lead-out (LO) area 29. (Data session 
26 likewise has LI and LO areas, but they are omitted from 
the ?gure for the sake of simplicity of illustration.) Lead-in 
area 28 and lead-out area 29 both contain P and Q channels, 
Which include timing and track information used during 
playback of CD 20, as noted above. At the beginning of 
information area 22, a Program Memory Area (PMA) 30 
precedes LI 28. According to the Orange Book, PMA 30 
begins 13:25 sec before LI 28, measured in terms of a 
standard time code knoWn as Absolute Time In Pre-groove 
(ATIP). The PMA preferably contains data modi?cations 
intended to inhibit reading of PA 23 (and particularly of 
audio session 24) by unauthoriZed computer CD drives. 
Exemplary modi?cations to PMA 30 are described in detail 
hereinbeloW. 

[0098] Preferred embodiments of the present invention 
provide a number of different, complementary techniques 
for modifying the data in CD 20 in order to frustrate pirate 
copiers. Generally speaking, the modi?cations fall into the 
folloWing categories: 

[0099] General disk layout modi?cations—for 
eXample, recording several sessions on an audio CD. 
The second or third session can be used to mislead 
personal computers (PCs) that are commonly used in 
pirate copying, typically by adding con?icting point 
ers in the lead-in of the second session. These 
pointers can generate a con?ict as to the actual 
position of the tracks on the disk or as to their type 
(for eXample, With tWo pointers referring to the same 
track, once as an audio mode track and once as data 

mode track, or alternatively tWo pointers to the same 
track shoWing different start positions for the track). 

[0100] Optionally, the last session on the CD is a 
data session that contains the music in compressed 
form. Preferably, the music is encrypted in that 
session so as to enable playback directly from the 
disk and/or encoded using digital Wrapper tech 
nology (also knoWn as digital rights manage 
ment—DRM) to enable doWnload and playback 
through secure softWare from the disk of an autho 
riZed user. Such modi?cations are described in the 
above-mentioned US. patent application Ser. No. 
09/549,820 and PCT patent publication WO 
01/80546. 

[0101] Modi?cations of the audio data, by insertion 
of noise, preferably as described in US. patent 
application Ser. No. 09/370,813, ?led Aug. 9, 1999, 
Which is assigned to the assignee of the present 
patent application, and Whose disclosure is incorpo 
rated herein by reference. 

[0102] Modi?cations of logical and control informa 
tion, such as the sub-code information, particularly 
in the Q channel. These modi?cations may include, 
for eXample, changing the absolute or relative time, 
indeX pointers, table of contents (TOC) information 
(listing too many or too feW tracks, or misleading 
pointers betWeen multiple sessions), control byte 
modi?cations, pregap length manipulation. They are 
described in greater detail in the above-mentioned 
US. patent application Ser. No. 09/549,820 and PCT 
patent publication WO 01/80546. Further modi?ca 
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tions to the synchroniZation control bytes (S0, S1), 
TOC and PMA information are described in detail 
hereinbeloW. 

[0103] LoW-level modi?cations to the structure of the 
bits recorded on the CD. Such modi?cations are 
described in detail in the above-mentioned US. 
patent application Ser. Nos. 09/370,813 and in US. 
Pat. No. 6,256,738, Whose disclosure is incorporated 
herein by reference. They typically involve record 
ing sequences of bits on the CD that cause hardWare 
errors in some CD-ROM drives used in PCs, or 
prevent them from interpolating over erroneous 
audio data. Alternatively or additionally, bit 
sequences may be recorded on the CD that do not 
appear in the conventional eight-to-fourteen bit 
(EFM) lookup table speci?ed by the Red Book 
standard. Further alternatively or additionally, the 
bits used as synchroniZation signals may be changed, 
as described in greater detail hereinbeloW. 

[0104] These modi?cations may be used in CD 20 in 
different combinations, depending on application needs. 

[0105] Table I beloW shoWs exemplary modi?cations that 
can be made to the track and timing information in the 
sub-code Q channel of the PMA, in accordance With a 
preferred embodiment of the present invention. The leftmost 
column in the table identi?es the frame number of the data 
Within the PMA, While the meanings of the other ?elds are 
described beloW the table. It is assumed that program area 23 
of the disk contains ?ve audio tracks. Further details of the 
parameters and encoding used in the PMA sub-code Q 
channel are presented in section V.4.3 of the above-men 
tioned CD-RW System Description. Due to lack of space, 
not all the actual Q channel parameters are shoWn in the 
table beloW, but the additional parameters that are required 
Will be apparent to those skilled in the art. 

TABLE I 

SAMPLE PMA CONTENT 

Frm CTR/ 
No. ADR Pt MIN SEC FRM Zero PMIN PSEC PFRM 
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[0106] The following items appear in the above encoded 
data: 

[0107] Frames 1-32 of the PMA use normal encod 
ing. The CONTROL (CTR in the table) ?eld is set to 
Zero throughout. The track number (TNO—not 
shoWn in the table) is also set to Zero in the PMA. In 
frame 1, ADR=2 indicates that this frame contains 
the “disk identi?cation” item. The identi?cation 
number itself is given in the MIN, SEC and FRAME 
(FRM) ?elds, i.e., 201514 in the present eXample. It 
serves as a basis for disk authentication and may be 
used, for example, by a dedicated audio player to 
validate that the current disk is an original disk. For 
this purpose, a unique ID number is preferably 
imprinted in the PMA at the time of manufacture of 
the disk (although as noted above, original disks 
manufactured in a plant do not normally have a 
PMA). If a CD-RW copy of the disk is made using 
a CD burner, the ID of the PMA in the copy Will not 
be the same as in the original disk. 

[0108] In frames 29-32, ADR=1 indicates that 
these frames contain Table Of Contents (TOC) 
items. Each item includes a track number, indi 
cated by the Pointer (Pt) ?eld, and the start-times 
(PMIN, PSEC, PFRAME) and stop-times (MIN, 
SEC, FRAME) of the tracks. The ZERO ?eld 
gives a synchroniZation count mandated by CD 
standards. 

[0109] Frames 33-37 indicate that tracks 2, 3 and 4 
are to be skipped. ADR=3 marks a “skip track” item, 
While Pointer=1 identi?es this as the ?rst skip track 
assignment in the PMA. The values 02, 03 and 04 in 
the MIN, SEC and FRAME ?elds indicate that tracks 
2, 3 and 4 are to be skipped. 

[0110] Frames 38-42 indicates that a three-second 
time interval is to be skipped. ADR=5 marks a “skip 
time interval” item, and Pointer=1 identi?es this 
interval as the ?rst one skipped. PMIN, PSEC and 
PFRAME give the start time of the interval as 
05:42:67, While MIN, SEC and FRAME give the end 
time as 05:45:67. 

[0111] A CD-RW compatible computer CD drive Will read 
the control information in the PMA and Will accordingly 
skip tracks 2, 3 and 4 and omit the content in these tracks. 
A conventional CD-DA player, hoWever, Will ignore the 
PMA information and Will play the disk normally. Other 
possible PMAmodi?cations Will be apparent to those skilled 
in the art. For eXample, the PMA may include misleading 
pointers to certain tracks on the disk, Which Will cause a 
con?ict When a CD-RW compatible drive attempts to access 
the disk. 

[0112] When modi?cations are introduced in PMA 30, 
disk 20 is preferably recorded in the DAO Writing mode, in 
Which the entire disk contents are Written in a single action. 
Details of the DAO mode are provided in the above 
mentioned CD-RW System Description. 

[0113] In another preferred embodiment of the present 
invention, misleading and con?icting information is inserted 
into the TOC of multiple sessions on the disk. For eXample, 
the TOC of data session 26 may contain the same track 
numbers as audio session 24, While indicating different start 
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times for the tracks and/or different, non-audio modes. As an 
eXample, Table II beloW shoWs information appearing in the 
lead-in areas of an audio session and a data session on a 
multi-session CD. The audio session contains tracks 1-4, 
While the data session contains track 5. The data session 
TOC is modi?ed, hoWever, so that it refers to tracks 1-4 and 
contains misleading information regarding the location and 
content of theses tracks. 

TABLE II 

MULTI-SESSION TOC 

Audio session Data session 

Track Start Mode Track Start Mode 

1 00.00.00 Audio 1 00.01.00 Digital 
2 04.30.00 Audio 2 04.33.00 Digital 
3 09.15.00 Audio 3 09.20.00 Digital 
4 12.50.00 Audio 4 12.57.00 Digital 

[0114] Since a CD audio player reads only the audio 
session, along With its TOC and other control information, 
it Will ignore the duplicate track numbers in the data session 
TOC. On the other hand, many computer CD drives (par 
ticularly neWer models) read and map the entire TOC 
structure of all the sessions into the computer memory and 
check the structural integrity of the disk before proceeding 
to access the content of the disk. The con?icting track 
information Will cause an error to be returned When the 
computer attempts to access the audio tracks. 

[0115] In order to enable an authoriZed user to play the 
audio content of protected disk 20 on a computer CD drive, 
a replica of the original content is preferably stored on the 
disk in an encoded or otherWise hidden form, Which only an 
authoriZed user is able to access. The replica content is 
compressed and protected using means knoWn in the art, 
such as encryption or DRM techniques. The replica content 
is recorded on disk 20, preferably in a data session on the 
disk. Alternatively, the replica content may be hidden in the 
audio tracks of a CD-DA (Red Book) disk in various 
locations, as described beloW. 

[0116] The replica content is arranged so as to alloW 
playback by a CD drive, preferably using dedicated player 
softWare provided on disk 20, or alternatively using autho 
riZed player softWare provided to the user’s computer. This 
authoriZed softWare may be in the form of a plug-in to an 
eXisting media player. The softWare provides the computer 
With speci?c instructions regarding Where to ?nd the replica 
data on disk 20 and hoW to decode it for playback. Prefer 
ably, the player softWare reads, decrypts and decompresses 
the replica content in memory, section by section, so that 
there is no buffer of clear audio data that a hacker can grab. 
Optionally, only CD drives that are con?gured in advance to 
read the hidden content can be used for this purpose. The 
existence of the replica content on the disk in the correct 
location and format can itself be used for authenticating the 
disk. 

[0117] The replica content may be “hidden” on disk 20 in 
any of a variety of locations: 

[0118] 
[0119] In an additional audio track in the audio 

program area of the disk, preferably located after all 

In data session 26, as mentioned above. 
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the original audio tracks and hidden by manipulating 
the TOC. 

[0120] In a second audio session added to the disc. 
The replica content is preferably placed in the pregap 
area of the second audio session (Which can be as 
long as desired), optionally folloWed by a very short 
real audio track containing silence. Alternatively, the 
replica content may be stored in a hidden track in the 
second audio session. 

[0121] In sub-code channels (R, S, T, U, . . . ) that are 
not used in the CD-DA format. The replica content is 
preferably compressed and encoded in a Way that 
does not interfere With information recorded in these 
channels in other CD formats, such as CD teXt. 

[0122] Preferably, regardless of the location chosen to 
store the replica content, the bit structure of the recorded 
replica content complies With the Red Book standard 
(although the actual bits are not audio samples, but are rather 
data portions of the hidden replica). Upon reading the replica 
content, the authoriZed player softWare assembles the data 
bits into bytes, decompresses and/or decrypts the data, and 
then plays back the content. 

[0123] In still another preferred embodiment of the present 
invention, the synchroniZation pattern SO-Sl is inverted and 
repositioned, so that S0 appears after S1 and they are no 
longer consecutive. Preferably, the original S0 and S1 are 
overWritten With arbitrary data. S1 and S0 are then reWritten, 
preferably in frames N and N+3 (N<95), respectively, of the 
modi?ed sector. Most preferably, the inversion and reposi 
tioning of S0 and S1 are repeated in one or more different 
groups of consecutive sectors, Wherein the groups are not 
necessarily uniform in siZe. A CD audio player is typically 
able to synchroniZe its reading of the EFM symbols on the 
disk even When it loses the SO-Sl pattern. A computer CD 
drive, hoWever, Will seek the standard SO-Sl synchroniZa 
tion pattern, and When it is unable to ?nd it, Will typically fail 
in synchroniZing its reading of the disk. 

[0124] In preferred embodiments of the present invention, 
one or more of the modi?cations described above are 

implemented on CD 20 by operation of a protection module 
on the data to be Written to the CD. Other modi?cations may 
also be applied, such as those described in the references 
cited in the Background of the Invention. The protection 
module may be implemented as a hardWare unit or as a 
softWare program, or as a combination of hardWare and 
softWare elements. TWo exemplary embodiments of the 
module are shoWn in the ?gures that folloW, but alternative 
embodiments Will be apparent to those skilled in the art and 
are considered to be Within the scope of the present inven 
tion. 

[0125] FIG. 2 is a block diagram that schematically illus 
trates apparatus 35 used for producing CDs that are resistant 
to unauthoriZed copying, in accordance With a preferred 
embodiment of the present invention. Apparatus 35 is used 
to produce a CD master mold from digital audio content. The 
CD master is then used in stamping CD 20, based on 
manufacturing methods Well knoWn in the art. Alternatively, 
digital video disks (DVD) may be produced in like manner. 

[0126] Audio content that is input to apparatus 35 is 
processed by a digital processing station 40, as is knoWn in 
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the art. Station 40 organiZes the layout of the content on the 
disk and generates the required control information. The 
station then converts the eight-bit digital data into a modu 
lated stream of fourteen-bit EFM symbols, in Which the 
symbols are formatted in blocks and frames for CD record 
ing, preferably as speci?ed by the Red Book standard. If the 
data input to station 40 do not already include appropriate 
error correcting codes, such codes are also computed by the 
station and are interleaved With the audio data as dictated by 
the standard. 

[0127] The EFM data stream is passed to a protection 
processor 42, Which serves as the protection module in 
apparatus 35. Processor 42 alters aspects of the data to be 
Written to the CD master. The operation of processor 42 
typically (although not necessarily) includes both modi?ca 
tions to the symbols and/or audio data to be Written to the 
disk and changes in the disk layout and/or in the logical and 
control information on the disk, as described above. The data 
from protection processor 42 are passed to a laser beam 
recorder (LBR) 44, Which Writes the data to a CD master, as 
is knoWn in the art. As a result of the modi?cations intro 
duced by processor 42, audio sessions on disks made from 
the CD master Will play normally on CD audio players, but 
Will either fail to load entirely on computer CD drives or Will 
return errors When read using such drives. 

[0128] FIG. 3 is a block diagram that schematically illus 
trates apparatus 50 used for producing CD-R (and CD-RW) 
disks that are resistant to unauthorized copying, in accor 
dance With another preferred embodiment of the present 
invention. A personal computer 52 is con?gured to doWn 
load content, such as audio ?les, from a netWork 54. The 
computer is equipped With CD copying softWare 56, Which 
it uses to arrange and encode the content and to drive a CD 
burner 58 to record the content on a disk 60, such as a 
CD-RW disk. The components of softWare 56 may be 
doWnloaded to computer 52 in electronic form, from net 
Work 54, for example, or they may alternatively be supplied 
on tangible media, such as CD-ROM. 

[0129] SoftWare 56 is con?gured to apply one or more of 
the modi?cations described above to the content and control 
information that are Written to disk 60, so that the audio 
content on the disk can be played on a CD audio player, but 
cannot be copied again. For this purpose, in addition to a CD 
burning program 62, copying softWare 56 preferably 
includes a protection module 64, as Well. Typically, CD 
burning program 62 comprises a conventional softWare 
package, such as the above-mentioned RoXio “Easy CD 
Creator,” Which is modi?ed to communicate With protection 
module 64 using a prede?ned protocol. Details of this 
protocol are described beloW With reference to FIG. 4. In 
accordance With the protocol, the protection module passes 
control information to burning program 62, Which applies 
the information in generating its output to CD burner 58. 

[0130] FIG. 4 is a How chart that schematically illustrates 
a method for generating protected content for Writing on 
disk 60, by interaction betWeen burning program 62 and 
protection module 64, in accordance With a preferred 
embodiment of the present invention. The method is initi 
ated Whenever a user of computer 52 invokes burning 
softWare 62, at an invocation step 70. Burning program 62 
receives content to be Written to disk 60, at a content 
preparation step 72. The content may be doWnloaded from 
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network 54 or read from media such as an original audio CD. 
Preferably, When computer 52 receives content that is sub 
ject to copyright or other license, the content includes a ?ag, 
?eld, DRM Wrapper or other means to indicate to computer 
52 that the content should be copy-protected, at a protection 
checking step 74. Alternatively, the user of the computer 
may indicate to the softWare that the content about to be 
recorded on disk 60 should be copy-protected. The protec 
tion may apply to the entire disk, or only to a selected track 
or session on the disk. 

[0131] When burning program 62 determines that an item 
of content requires protection, at step 74, it invokes protec 
tion module 64. The burning program ?rst asks the protec 
tion module to authenticate itself, at an authentication step 
76. The protection module may likeWise require authenti 
cation from the burning program. Any suitable method 
knoWn in the art may be used for this purpose, such as 
methods based on a public key infrastructure The 
authentication is useful in preventing hacking of either 
program 62 or module 64, Which could lead to unauthoriZed 
copying of the content. Once the protection module is 
authenticated, the burning program passes it the Table Of 
Contents (TOC) and/or other relevant control information 
With respect to the contents of the disk, at a TOC passing 
step 78. This information enables the protection module to 
analyZe the logical structure of the content to be recorded on 
the disk. Based on the analysis, the protection module 
prepares a sequence of control bytes that Will instruct the 
burning program to modify speci?c elements of the data to 
be recorded on the disk. 

[0132] When these preparations are complete, burning 
program 62 sends a sync signal to protection module 64, at 
a synchroniZation step 80, and enters a receive-data mode. 
The sync signal indicates to the protection module that the 
program is ready to receive the control bytes, and also 
provides a timing reference so that the module can synchro 
niZe itself With the How of data generated by the burning 
program for Writing to the disk. There is no need, hoWever, 
for the actual content to be passed to the protection module, 
or for the protection module to interface With the different 
?le formats or data encoding schemes handled by the 
burning program. The protection module passes the control 
bytes it has prepared to the burning program, in the proper 
time alignment With the disk content, at an information 
sending step 82. Burning softWare 62 combines the control 
bytes With its oWn stream of content data (taking advantage 
of the synchroniZation betWeen the control bytes and data), 
at a data combination step 84, so that the content is protected 
from unauthoriZed copying by modi?cations made to the 
logical and control information on the disk. The burning 
softWare then Writes the combined data via CD burner 58 to 
disk 60, at a disk Writing step 86. 

[0133] FIG. 5 is a How chart that schematically illustrates 
a method for updating a protection module used to apply 
copy protection to CDs, in accordance With a preferred 
embodiment of the present invention. This method may be 
used With substantially any protection module that is pro 
grammable, Whether the module is implemented in softWare, 
such as module 64 (FIG. 3), or in hardWare, such as 
protection processor 42 (FIG. 2). It alloWs a supplier of such 
protection modules to periodically update the algorithms and 
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parameters applied by the module in copy-protecting CD 
content, so as to provide more secure protection against 
hacking and piracy. 

[0134] For the sake of illustration, the method of FIG. 5 
is described here With reference to apparatus 50, shoWn in 
FIG. 3. When an update to protection module 64 has been 
created at the supplier’s facility, it is prepared in the form of 
a script ?le and encrypted by a suitable method, such as PKI. 
The encrypted ?le is then doWnloaded from netWork 54 to 
computer 52, at a doWnload step 90. The script ?le and 
protection module are mutually authenticated, at an authen 
tication step 92. The authentication is meant to prevent a 
hacker from discovering or tampering With the algorithms 
that are used in the copy protection applied by the module. 
Once the script ?le is authenticated, computer 52 decrypts it, 
at a decoding step 94. 

[0135] The computer then runs the script, Which automati 
cally updates the program code of the protection module, at 
a running step 96. Typically, the script changes the values of 
certain parameters used by the protection module in calcu 
lating the modi?cations to be made to the data for recording 
on disk 60, such as numbers of tracks or time intervals to be 
skipped. Alternatively or additionally, the script may actu 
ally change the Way the protection program runs. Once the 
update is complete, the changes in the parameters and/or the 
program itself are implemented the neXt time the protection 
module is used. 

[0136] Although preferred embodiments are described 
hereinabove With reference to compact disk (CD) media and 
recording standards, those skilled in the art Will understand 
that the principles of the present invention may be applied to 
other computer data storage media, such as digital video 
disks (DVD) in particular, and to other recording standards. 
These principles may be adapted not only for audio data and 
softWare programs as described hereinabove, but also for 
other types of multimedia data, such as video and teXt. 
Furthermore, although in the described embodiments, cer 
tain speci?c types of data distortions and run-time errors are 
used, those skilled in the art Will realiZe that other types of 
errors may also be introduced in original or duplicated 
media for similar copy-prevention purposes. 

[0137] It Will thus be appreciated that the preferred 
embodiments described above are cited by Way of eXample, 
and that the present invention is not limited to What has been 
particularly shoWn and described hereinabove. Rather, the 
scope of the present invention includes both combinations 
and subcombinations of the various features described here 
inabove, as Well as variations and modi?cations thereof 
Which Would occur to persons skilled in the art upon reading 
the foregoing description and Which are not disclosed in the 
prior art. 

1-24. (canceled) 
25. A method for copy protection, comprising: 

providing a protection module for processing data asso 
ciated With content to be recorded on a recording 
medium, so as to inhibit, by processing of the data, 
unauthoriZed copying of the content; 

doWnloading a script to the protection module over a 
communication link, the script providing an updated 
processing parameter for use in processing the data; 
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running the script at the protection module to determine 
the updated processing parameter; 

processing the data using the protection module subject to 
the updated processing parameter; and 

recording the processed data on the medium. 
26. A method according to claim 25, Wherein the protec 

tion module comprises a hardWare logic unit dedicated to 
processing the data so as to inhibit the unauthoriZed copying. 

27. A method according to claim 25, Wherein the protec 
tion module comprises softWare program code for running 
on a general-purpose processing unit. 

28. A method according to claim 25, Wherein doWnload 
ing the script comprises encrypting the script before doWn 
loading it to the protection module, and Wherein running the 
script comprises authenticating and decrypting the script. 

29. A method according to claim 25, Wherein processing 
the data comprises effecting logical changes in a sub-code 
channel associated With the data. 

30. A method according to claim 25, Wherein the medium 
comprises a compact disk (CD). 

31-55. (canceled) 
56. Apparatus for copy protection, comprising: 

a netWork interface, adapted to doWnload a script over a 
communication link, the script providing an updated 
processing parameter for use in processing data asso 
ciated With content to be recorded on a recording 
medium so as to inhibit unauthoriZed copying of the 

content; 

a protection module, adapted to run the script so as to 
determine the updated processing parameter and to 
process the data, subject to the updated processing 
parameter, so as to inhibit the unauthoriZed copying; 
and 

a recording device, coupled to receive the processed data 
from the protection module, and to record the pro 
cessed data on the medium. 

57. Apparatus according to claim 56, Wherein the protec 
tion module comprises a hardWare logic unit dedicated to 
processing the data so as to inhibit the unauthoriZed copying. 
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58. Apparatus according to claim 56, Wherein the protec 
tion module comprises a general-purpose processing unit, 
programmed With softWare code for processing the data. 

59. Apparatus according to claim 56, Wherein the script is 
encrypted before doWnloading it to the protection module, 
and Wherein the protection module is adapted to authenticate 
and decrypt the script. 

60. Apparatus according to claim 56, Wherein the protec 
tion module is adapted to process the data so as to effect 
logical changes in a sub-code channel associated With the 
data. 

61. Apparatus according to claim 5 6, Wherein the medium 
comprises a compact disk (CD). 

62-84. (canceled) 
85. A computer softWare product comprising a computer 

readable medium in Which program instructions are stored, 
Which instructions, When read by a computer, cause the 
computer to doWnload a script over a communication link, 
the script providing an updated processing parameter for use 
in processing data associated With content to be recorded on 
a recording medium so as to inhibit unauthoriZed copying of 
the content, and further cause the computer to run the script 
so as to determine the updated processing parameter and to 
process the data for recording on the medium, subject to the 
updated processing parameter. 

86. Aproduct according to claim 85, Wherein the script is 
encrypted before downloading it to the protection module, 
and Wherein the instructions cause the computer to authen 
ticate and decrypt the script. 

87. Aproduct according to claim 85, Wherein the instruc 
tions cause the computer to process the data so as to effect 
logical changes in a sub-code channel associated With the 
data. 

88. Aproduct according to claim 85, Wherein the medium 
comprises a compact disk (CD). 

89-104. (canceled) 


