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(57) ABSTRACT 

A method of determining a geographic location of an 
Internet user involves determining if the host is on-line, 
determining oWnership of the host name, and then deter 
mining the route taken in delivering packets to the user. 
Based on the detected route, the method proceeds With 
determining the geographic route based on the host locations 
and then assigning a con?dence level to the assigned loca 
tion. A system collects the geographic information and 
alloWs Web sites or other entities to request the geographic 
location of their visitors. The database of geographic loca 
tions may be stored in a central location or, alternatively, 
may be at least partially located at the Web site. With this 
information, Web sites can target content, advertising, or 
route traffic depending upon the geographic locations of 
their visitors. Through Web site requests for geographic 
information, a central database tracks an Internet user’s 
traffic on the Internet Whereby a pro?le can be generated. In 
addition to this pro?le, the central database can store visi 
tor’s preferences as to What content should be delivered to 
an IP address, the available interface, and the network speed 
associated With that IP address. 
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SYSTEMS AND METHODS FOR DETERMINING, 
COLLECTING, AND USING GEOGRAPHIC 

LOCATIONS OF INTERNET USERS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 11/070,839 entitled “Systems and Methods for 
Determining, Collecting, and Using Geographic Locations 
of Internet Users,” ?led on Mar. 2, 2005, Which is a 
continuation of US. application Ser. No. 10/785,683 ?led on 
Feb. 24, 2004, Which is a continuation of US. application 
Ser. No. 09/541,451 ?led on Mar. 31, 2000, now US. Pat. 
No. 6,757,740, Which claims the bene?t of US. Provisional 
Application Ser. No. 60/133,939 ?led on May 13, 1999, and 
US. Provisional Application Ser. No. 60/132,147 ?led on 
May 3, 1999, and incorporates herein all of the applications 
by reference in their entirety. 

FIELD OF THE INVENTION 

[0002] The present invention relates to systems and meth 
ods for determining geographic locations of Internet users. 
According to other aspects, the invention relates to systems 
and methods for collecting geographic locations of Internet 
users, for pro?ling Internet users, or for selectively deliver 
ing information based on the geographic locations or con 
nection speeds of the Internet users. 

BACKGROUND 

[0003] The Internet consists of a netWork of intercon 
nected computer netWorks. Each of these computers has an 
IP address that is comprised of a series of four numbers 
separated by periods or dots and each of these four numbers 
is an 8-bit integer Which collectively represent the unique 
address of the computer Within the Internet. The Internet is 
a packet sWitching netWork Whereby a data ?le routed over 
the Internet to some destination is broken doWn into a 
number of packets that are separately transmitted to the 
destination. Each packet contains, inter alia, some portion of 
the data ?le and the IP address of the destination. 

[0004] The IP address of a destination is useful in routing 
packets to the correct destination but is not very people 
friendly. A group of four 8-bit numbers by themselves do not 
reveal or suggest anything about the destination and most 
people Would ?nd it dif?cult to remember the IP addresses 
of a destination. As a result of this shortcoming in just using 
IP addresses, domain names Were created. Domain names 
consist of tWo or more parts, frequently Words, separated by 
periods. Since the Words, numbers, or other symbols form 
ing a domain name often indicate or at least suggest the 
identity of a destination, domain names have become the 
standard Way of entering an address and are more easily 
remembered than the IP addresses. After a domain name has 
been entered, a domain name server (DNS) resolves the 
domain name into a speci?c IP address. Thus, for eXample, 
When someone sur?ng the Internet enters into a broWser 
program a particular domain name for a Web site, the 
broWser ?rst queries the DNS to arrive at the proper IP 
address. 

[0005] While the IP address Works Well to deliver packets 
to the correct address on the Internet, IP addresses do not 
convey any useful information about the geographic address 
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of the destination. Furthermore, the domain names do not 
even necessarily indicate any geographic location although 
sometimes they may suggest, correctly or incorrectly, such 
a location. This absence of a link betWeen the IP address or 
domain name and the geographic location holds true both 
nationally and internationally. For instance, a country top 
level domain format designates .us for the United States, .uk 
for the United Kingdom, etc. Thus, by referencing these 
extensions, at least the country Within Which the computer is 
located can often be determined. These extensions, hoWever, 
can often be deceiving and may be inaccurate. For instance, 
the .md domain is assigned to the Republic of Moldova but 
has become quite popular With medical doctors in the United 
States. Consequently, While the domain name may suggest 
some aspect of the computer’s geographic location, the 
domain name and the IP address often do not convey any 
useful geographic information. 

[0006] In addition to the geographic location, the IP 
address and domain name also tell very little information 
about the person or company using the computer or com 
puter netWork. Consequently, it is therefore possible for 
visitors to go to a Web site, transfer ?les, or send email 
Without revealing their true identity. This anonymity, hoW 
ever, runs counter to the desires of many Web sites. For 
eXample, for advertising purposes, it is desirable to target 
each advertisement to a select market group optimiZed for 
the goods or services associated With the advertisement. An 
advertisement for a product or service that matches or is 
closely associated With the interests of a person or group Will 
be much more effective, and thus more valuable to the 
advertisers, than an advertisement that is blindly sent out to 
every visitor to the site. 

[0007] Driven often by the desire to increase advertising 
revenues and to increase sales, many sites are noW pro?ling 
their visitors. To pro?le a visitor, Web sites ?rst monitor their 
visitors’ traf?c historically through the site and detect pat 
terns of behavior for different groups of visitors. The Web 
site may come to infer that a certain group of visitors 
requesting a page or sequence of pages has a particular 
interest. When selecting an advertisement for the neXt page 
requested by an individual in that group, the Web site can 
target an advertisement associated With the inferred interest 
of the individual or group. Thus, the visitor’s traf?c through 
the Web site is mapped and analyZed based on the behavior 
of other visitors at the Web site. Many Web sites are therefore 
interested in learning as much as possible about their visitors 
in order to increase the pro?tability of their Web site. 

[0008] The desire to learn more about users of the Internet 
is countered by privacy concerns of the users. The use of 
cookies, for instance, is objectionable to many visitors. In 
fact, bills have been introduced into the House of Repre 
sentatives and also in the Senate controlling the use of 
cookies or digital ID tags. By placing cookies on a user’s 
computer, companies can track visitors across numerous 
Web sites, thereby suggesting interests of the visitors. While 
many companies may ?nd cookies and other pro?ling tech 
niques bene?cial, pro?ling techniques have not Won Wide 
spread approval from the public at large. 

[0009] A particularly telling eXample of the competing 
interests betWeen privacy and pro?ling is When Double 
Click, Inc. of NeW York, NY. tied the names and addresses 
of individuals to their respective IP addresses. The reactions 
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to Double Click’s actions included the ?ling of a complaint 
With the Federal Trade Commission (FTC) by the Electronic 
Privacy Information Center and outbursts from many pri 
vacy advocates that the tracking of broWsing habits of 
visitors is inherently invasive. Thus, even though the tech 
nology may alloW for precise tracking of individuals on the 
Internet, companies must carefully balance the desire to 
pro?le visitors With the rights of the visitors in remaining 
anonymous. 

[0010] Aneed therefore eXists for systems and methods by 
Which more detailed information may be obtained on visi 
tors Without jeopardizing or compromising the visitors’ 
privacy rights. 

SUMMARY 

[0011] The invention addresses the problems above by 
providing systems and methods for determining the geo 
graphic locations of Internet users. According to one aspect, 
a method of collecting geographic information involves 
taking one of the IP address or host name and determining 
the organiZation that oWns the IP address. Preferably, the 
method ?rst takes one of the IP address or host name and 
checks Whether the host name is associated With that IP 
address, such as through an nslookup query. Next, the route 
to the host is acquired, preferably through a traceroute query, 
so as to determine a number of intermediate hosts. The 
speci?c route is analyZed and mapped against a database of 
stored geographic locations, thereby mapping out the inter 
mediate hosts. For any intermediate host not having a 
location stored in the database, the method involves deter 
mining a geographic location and storing this information in 
the database. 

[0012] According to another aspect, the invention relates 
to a system for determining geographic locations of Internet 
users. The determination system receives queries from 
requestors, such as Web sites, for the geographic location of 
a certain Internet user. The determination system in turn 
queries a central database of stored locations and returns the 
geographic information if contained in the database. If the 
geographic information is not in the database, then the 
system performs a search to collect that information. Instead 
of querying a central database each time geographic location 
of an Internet user is desired, the Web site or other requestor 
may have geographic locations of at least some Internet 
users stored in a local database. The Web site ?rst checks 
With the local database for the geographic information and, 
if it not available, then sends a query to the central database. 

[0013] The geographic location information of Internet 
users can be used for a variety of purposes. For instance, a 
position targeter can be associated With Web sites to target 
the delivery of information based on the geographic location 
information. The Web sites can selectively deliver content or 
advertising based on the geographic location of its visitors. 
The geographic location information can also be used in the 
routing of Internet traf?c. A traf?c manager associated With 
a number of Web servers detects the geographic locations of 
its Internet visitors and routes the traf?c to the closest server. 

[0014] The databases of geographic locations can contain 
other information that may be useful to Web sites and other 
requestors. The databases, for instance, can serve as a 
registery for alloWed content that may be delivered to a 
particular IP address or range of IP addresses. Thus, prior to 
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a Web site delivering content to an IP address, the Web site 
may query the database to ensure that the delivery of the 
content is permitted. The databases may store netWork 
speeds of Internet users Whereby a Web site can tailor the 
amount of content delivered to an Internet user based in part 
of the bandWidth to that user. The databases may also store 
an interface of an Internet user Whereby a Web site can tailor 
the content and presentation for that particular interface. 
Other uses of the geographic location and of the systems and 
methods described herein Will be apparent to those skilled in 
the art and are encompassed by the invention. 

BRIEF DESCRIPTION OF DRAWINGS 

[0015] The accompanying draWings, Which are incorpo 
rated in and form a part of the speci?cation, illustrate 
preferred embodiments of the present invention and, 
together With the description, disclose the principles of the 
invention. In the draWings: 

[0016] FIG. 1 is a block diagram of a netWork having a 
collection system according to a preferred embodiment of 
the invention; 

[0017] FIG. 2 is a How chart depicting a preferred method 
of operation for the collection system of FIG. 1; 

[0018] FIG. 3 is a How chart depicting a preferred method 
of obtaining geographic information through an Internet 
Service Provider (ISP); 

[0019] FIG. 4 is a block diagram of a network having a 
collection system and determination system according to a 
preferred embodiment of the invention; 

[0020] FIG. 5 is a How chart depicting a preferred method 
of operation for the collection and determination system; 

[0021] FIG. 6 is a block diagram of a Web server using a 
position targeter connected to the collection and determina 
tion system; 

[0022] FIG. 7 is a How chart depicting a preferred method 
of operation for the Web server and position targeter of FIG. 
6; 
[0023] FIG. 8 is a block diagram of a Web server using a 
position targeter having access to a local geographic data 
base as Well as the collection and determination system; 

[0024] FIG. 9 is a How chart depicting a preferred method 
of operation for the Web server and position targeter of FIG. 
8; 
[0025] FIG. 10 is a block diagram of a netWork depicting 
the gathering of geographical location information from a 
user through a proxy server; 

[0026] FIG. 11 is a How chart depicting a preferred 
method of operation for gathering geographic information 
through the proXy server; 

[0027] FIG. 12 is a block diagram of a traf?c manager 
according to a preferred embodiment of the invention; 

[0028] FIG. 13 is a block diagram of a netWork including 
a pro?le server and a pro?le discovery server according to 
a preferred embodiment of the invention; and 

[0029] FIGS. 14(A) and 14(B) are How charts depicting 
preferred methods of operation for the pro?le server and 
pro?le discovery server of FIG. 13. 
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DETAILED DESCRIPTION 

[0030] Reference Will noW be made in detail to preferred 
embodiments of the invention, non-limiting examples of 
Which are illustrated in the accompanying draWings. 

[0031] I. Collecting, Determining and Distributing Geo 
graphic Locations 

[0032] According to one aspect, the present invention 
relates to systems and methods of collecting, determining, 
and distributing data that identi?es Where an Internet user is 
likely to be geographically located. Because the method of 
addressing on the Internet, Internet Protocol (IP) addresses, 
alloWs for any range of addresses to be located anyWhere in 
the World, determining the actual location of any given 
machine, or host, is not a simple task. 

[0033] A. Collecting Geographic Location Data 

[0034] A system 10 for collecting geographic information 
is shoWn in FIG. 1. The system uses various Internet route 
tools to aid in discovering the likely placement of neWly 
discovered Internet hosts, such as neW target host 34. In 
particular the system 10 preferably uses programs knoWn as 
host, nslookup, ping, traceroute, and Whois in determining a 
geographic location for the target host 34. It should be 
understood that the invention is not limited to these pro 
grams but may use other programs or systems that offer the 
same or similar functionality. Thus, the invention may use 
any systems or methods to determine the geographic loca 
tion or provide further information that Will help ascertain 
the geographic location of an IP address. 

[0035] In particular, nslookup, ping, traceroute, and Whois 
provide the best source of information. The operation ofping 
and traceroute is explained in the Internet Engineering Task 
Force (IETF) Request For Comments (RFC) numbered 2151 
Which may be found at http://WWW.ietf.org/rfc/rfc2151.txt, 
nslookup (actually DNS lookups) is explained in the IETF 
RFC numbered 2535 Which may be found at http://www.i 
etf.org/rfc/rfc2535.txt, and Whois is explained in the IETF 
RFC numbered 954 Which may be found at http://WWWiet 
f.org/rfc/rfc0954.txt. A brief explanation of each of host, 
nslookup, ping, traceroute, and Whois is given beloW. In 
explaining the operation of these commands, source host 
refers to the machine that the system 10 is run on and target 
host refers to the machine being searched for by the system 
10, such as target host 34. A more detailed explanation of 
these commands is available via the RFCs speci?ed or 
manual pages on a UNIX system. host queries a target 
domain’s DNS servers and collects information about the 
domain name. For example, With the “-l” option the com 
mand “host -l digitalenvoy.net” Will shoW the system 10 all 
host names that have the suf?x of digitalenvoy.net. 

[0036] nslookup Will convert an IP address to a host name 
or vice versa using the DNS lookup system. 

[0037] ping sends a target host a request to see if the host 
is on-line and operational. ping can also be used to record the 
route that Was taken to query the status of the target host but 
this is often not completely reliable. 

[0038] traceroute is designed to determine the exact route 
that is taken to reach a target host. It is possible to use 
traceroute to determine a partial route to a non-existent or 
non-online target host machine. In this case the route Will be 
traced to a certain point after Which it Will fail to record 
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further progress toWards the target host. The report that is 
provided to the system 10 by traceroute gives the IP address 
of each host encountered from the source host to the target 
host. traceroute can also provide host names for each host 
encountered using DNS if it is con?gured in this fashion. 

[0039] Whois queries servers on the Internet and can 
obtain registration information for a domain name or block 

of IP addresses. 

[0040] Apreferred method 100 of operation for the system 
10 Will noW be described With reference to FIGS. 1 and 2. 
At 102, the system 10 receives a neW address for Which a 
geographic location is desired. The system 10 accepts neW 
target hosts that are currently not contained in its database 20 
or that need to be re-veri?ed. The system 10 requires only 
one of the IP address or the host name, although both can be 

provided. At 103, the system 10 preferably, although not 
necessarily, veri?es the IP address and host name. The 
system 10 uses nslookup to obtain the host name or IP 

address to verify that both pieces of information are correct. 
Next, at 104, the system 10 determines if the target host 34 
is on-line and operational and preferably accomplishes this 
function through aping. If the host 34 is not on-line, the 
system 10 can re-queue the IP address for later analysis, 
depending upon the preferences in the con?guration of the 
system 10. 

[0041] At 106, the system 10 determines oWnership of the 
domain name. Preferably, the system 10 uses a Whois to 
determine the organiZation that actually oWns the IP address. 
The address of this organiZation is not necessarily the 
location of the IP address but this information may be useful 
for smaller organiZations Whose IP blocks are often geo 
graphically in one location. At 107, the system 10 then 
determines the route taken to reach the target host 34. 
Preferably, the system 10 uses a traceroute on the target host 
34. At 108, the system 10 takes the route to the target host 
34 and analyZes and maps it geographically against a 
database 20 of stored locations. If any hosts leading to the 
target host, such as intermediate host 32, are not contained 
in the database 20, the system 10 makes a determination as 
to the location of those hosts. 

[0042] At 109, a determination is then made as to the 
location of the target host and a con?dence level, from 0 to 
100, is assigned to the determination based on the con? 
dence level of hosts leading to and neW hosts found and the 
target host 34. All neW hosts and their respective geographic 
locations are then added to the database 20 at 110. 

[0043] If the host name is of the country top-level domain 
format (.us, uk, etc.) then the system 10 ?rst maps against 
the country and possibly the state, or province, and city of 
origin. The system 10, hoWever, must still map the Internet 
route for the IP address in case the address does not originate 
from Where the domain shoWs that it appears to originate. As 
discussed in the example above, the .md domain is assigned 
to the Republic of Moldova but is quite popular With medical 
doctors in the United States. Thus, the system 10 cannot rely 
completely upon the country top-level domain formats in 
determining the geographic location. 
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[0044] The method 100 allows the system 10 to determine 
the country, state, and city that the target host 34 originates 
from and allow for an assignment of a con?dence level 
against entries in the database. The con?dence level is 
assigned in the folloWing manner. In cases Where a dialer has 
been used to determine the IP address space assigned by an 
Internet Service Provider to a dial-up modem pool, Which 
Will be described in more detail beloW, the con?dence 
entered is 100. Other con?dences are based upon the neigh 
boring entries. If tWo same location entries surround an 
unknoWn entry, the unknoWn entry is given a con?dence of 
the average of the knoWn same location entries. For 
instance, a location determined solely by Whois might 
receive a 35 con?dence level. 

[0045] As an eXample, a sample search against the host 
“digitalenvoy.net” Will noW be described. First, the system 
10 receives the target host “digitalenvoy.net” at 102 and 
does a DNS lookup on the name at 103. The command 
nslookup returns the folloWing to the system 10: 

[0046] >nslookup digitalenvoy.net 

[0047] Name: digitalenvoy.net 

[0048] Address: 209.153.199.15 

[0049] The system 10 at 104 then does aping on the 
machine, Which tells the system 10 if the target host 34 is 
on-line and operational. The “-c 1” option tells ping to only 
send one packet. This option speeds up con?rmation con 
siderably. The ping returns the folloWing to the system 10: 

[0050] >ping -c 1 digitalenvoy.net 

[0051] PING digitalenvoy.net (209.153.199.15): 56 
data bytes 

[0052] 64 bytes from 209.153.199.15: icmp_seq=0 tt1= 
241 time=120.4 ms 

[0053] 
[0054] 1 packets transmitted, 1 packets received, 0% 

packet loss 

[0055] round-trip min/avg/maX=120.4/120.4/120.4 ms 

[0056] The system 10 neXt eXecutes a Whois at 106 on 
“digitalenvoy.net”. In this eXample, the Whois informs the 
system 10 that the registrant is in Georgia. 

- - - digitalenvoy.net ping statistics - - - 

> Whois digitalenvoy.net 
Registrant: 
Some One (DIGITALENVOY-DOM) 

1234 Address Street 
ATLANTA, GA 33333 
US 
Domain Name: DIGITALENVOYNET 
Administrative Contact: 

One, Some (SO0000) some@one.net 
+1 404 555 5555 

Technical Contact, Zone Contact: 
myDNS Support (MS311-ORG) support@MYDNS.COM 
+1 (206) 374.2143 

Billing Contact: 
One, Some (SO0000) some@one.net 
+1 404 555 5555 

Record last updated on 14-Apr-99. 
Record created on 14-Apr-99. 
Database last updated on 22-Apr-99 11:06:22 EDT. 
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Domain servers in listed order: 

NS1.MYDOMAIN.COM 209.153.1992 

NS2.MYDOMAIN.COM 209.153.1993 

NS3.MYDOMAIN.COM 209.153.1994 

NS4.MYDOMAIN.COM 209.153.1995 

[0057] The system 10 at 107 eXecutes a traceroute on the 
target host 34. The traceroute on “digitalenvoy.net” returns 
the folloWing to the system 10: 

[0058] >traceroute digitalenvoy.net 

[0059] traceroute to digitalenvoy.net (209.153.199.15), 
30 hops maX, 40 byte packets 

[0060] 1 130.207.47.1 (130.207.47.1) 6.269 ms 2.287 
ms 4.027 ms 

[0061] 2 gateWay1-rtr.gatech.edu 
1.703 ms 1.672 ms 1.928 ms 

(130.207.2441) 

[0062] 3 f1-0.atlanta2-cr99.bbnplanet.net 
(192.221.26.2) 3.296 ms 3.051 ms 2.910 ms 

[0063] 4 f1-0.atlanta2-br2.bbnplanet.net 
3.000 ms 3.617 ms 3.632 ms 

(4.0.2.90) 

[0064] 5 s4-0-0.atlanta1-br2.bbnplanet.net (4.0.1.149) 
4.076 ms s8-1-0.atlanta1-br2.bbnplanet (4.0.2.157) 
4.761 ms 4.740 ms 

[0065] 6 h5-1-0.paloalto-br2.bbnplanet.net (4.0.3.142) 
72.385 ms 71.635 ms 69.482 ms 

[0066] 7 p2-0.paloalto-nbr2.bbnplanet.net (4.0.2.197) 
82.580 ms 83.476 ms 82.987 ms 

[0067] 8 p4-0.sanjose1-nbr1.bbnplanet.net 
79.299 ms 78.139 ms 80.416 ms 

(4.0.1.2) 

[0068] 9 p1-0-0.sanjosel-br2.bbnplanet.net (4.0.1.82) 
78.918 ms 78.406 ms 79.217 ms 

[0069] 10 NSanjose-core0.nap.net (207.112.242.253) 
80.031 ms 78.506 ms 122.622 ms 

[0070] 11 NSeattle1-core0.nap.net (207.112.247.138) 
115.104 ms 112.868 ms 114.678 ms 

sea-atm .starcom-access o1nt.net 0071 12 0 p ' 

(207.112.243.254) 112.639 ms 327.223 ms 173.847 ms 

[0072] 13 van-atm10.10.starcom.net (209.153.195.49) 
118.899 ms 116.603 ms 114.036 ms 

[0073] 14 hume.WorldWay.net 
118.098 ms * 114.571 ms 

(209.153.199.15) 

[0074] After referring to the geographic locations stored in 
the database 20, the system 10 analyZes these hops in the 
folloWing Way: 




















